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Introduction 

This configuration manual provides step-by-step instructions for recreating the IoT wearable 
security research environment on a new machine. The project evaluates side-channel 
vulnerabilities of the Simeck32/64 lightweight block cipher and assesses masking-based 
countermeasures through simulation and analysis scripts written in Python. 

 

1 System Configuration 
 

Machine Configuration: 
S/n Component Requirement Used 
1 Operating System Windows 11 Pro 
2 RAM 16GB 
3 Disk Storage  276GB (free space) 
4 Graphics Card  128MB 
5 Processor Intel® Core ™ i7-8650U 

CPU @ 1.90GHz 
6 System Type  64-bit operating system, x64-

based processor 
7 Deepnote Deepnote for my 

Implementation 
 

 
Software stack overview 
 

A. Python Environment:  
Python 3.11 (project tested with 3.12) 
Dependencies listed in requirements.txt  

 NumPy,  
 SciPy,  
 scikit-learn,  
 matplotlib,  
 Jupyter. 

Deepnote is a cloud-based Jupyter notebook environment used to run Python 
programs in research. 
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Detailed Implementation Walkthrough 
The project was implemented in the following stages. “src” represents source code in the 
explanation below. 
 
1. The Simulated Environment set up 

Simulation Environment Setup ARM Cortex-M4 microcontroller operating at 80 MHz  
Python and its scientific computing libraries. Computer gadget set up and virtual 
environment. 

 
2. The Baseline (Unmasked) implementation of the Simeck32/64 cipher (src/Simeck 

cipher.py): 
This is a basic lightweight block cipher that operates on 32-bit blocks using a 64-bit key 
over 32 rounds. The base is an unprotected version of the Simeck32/64 encryption 
algorithm used for encrypting data, which lacks any security defenses.   
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Figure 1a: Implementation of the Simeck32/64 cipher. 
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Figure 1b: Implementation of the Simeck32/64 cipher. 

 
 

 
3. Side-Channel Leakage Simulation (src/side_channel.py): 

This stage demonstrates how side-channel attacks work by simulating them against the 
Simeck32/64 encryption method. The Side Channel Analyzer simulates power analysis 
attacks by collecting 1000 simulated power consumption traces during the encryption 
process. Afterward, it applies Differential Power Analysis (DPA) coupled with linear 
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regression to correlate the simulated physical leakage to plaintext bits. In this simulation, 
the Hamming-weight power model and configurable noise sources were added. Synthetic 
traces for each intermediate state were generated. 

 
Figure 2a: Side Channel Leakage Simulation. 
 



6 
 

 

 
Figure 2b: Side Channel Leakage Simulation. 

 
 
4). Dataset Generation (src/run_analysis.py) 

 

 run_analysis.py- this generates synthetic power traces and runs the full 
analysis pipeline. This also creates data/synthetic/ and writes HDF5 
traces + JSON metadata. 
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Figure 3a: Dataset Generation. 
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Figure 3b: Dataset Generation. 
 
 

5). Implementation of Countermeasures (Masking Defense) 

Implemented first- and second-order Boolean masking using ISW scheme. Mask-refreshing 
was added to thwart higher-order attacks. 
 
For First-order and Second-order masked implementation: 
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Figure 4a: Masking Implementation of Simeck 32/64 block Ciphers (First-Order). 
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Figure 4b: Masking Implementation of Simeck 32/64 block Ciphers (Second-Order). 
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Figure 4c: Masking Implementation of Simeck 32/64 block Ciphers Tested. 
 
 

6). Attack Implementations (side_channel.py, test_side_channel.py) 
 

The code displays the degree of the attack after the defense measure, such as masking, has 
been implemented. Meanwhile, “test_side_channel.py” code tests for side-channel analysis 
and also the success of the masking defense. 
 
7) Visualization & Reporting (src/visualization.py, notebooks) 
This stage involves the publication of high-quality graph plots that will be incorporated into 
figures and documents. 
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Figure 5a: Visualization and Reporting. 
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Figure 5b: Visualization and Reporting. 
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Figure 5c: Visualization and Reporting. 

 
 
Optional Packages 
PyPDF2 – This open-source pure-Python PDF library is used only for documentation tooling 
and is not required for cryptographic analysis. 
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Installation (Virtual-Environment Setup Commands) 
First, open the deepnote- “Deepnote for my Implementation” 

The following stages are needed to replicate the research environment 

Install Python 3.12 (example for Windows 11 pro) 
brew install python@3.12 

Stage 1 — To Clone Repository 
 git clone <repository-url> 
 cd iot-wearable-security 

 
Stage 2 — To Create Virtual Environment (Recommended) 

 python3.12 -m venv venv 
 source venv/bin/activate           # Windows: venv\Scripts\activate.bat 

 
 
Stage 3 — To Install Dependencies (Install project libraries) 

 pip install -r requirements.txt  # numpy, scipy, sklearn, matplotlib, jupyter 
 

 
Figure 6a: python dependencies installation. 
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Figure 6b: python dependencies installation. 
 
Note: If you plan to regenerate this manual or parse the template PDF, install: 

 pip install PyPDF2 
 
 
Stage 4 — Verify installation 

python - << 'PY' 
 import importlib, pkg_resources, sys 
missing = [] 
for req in pkg_resources.parse_requirements(open('requirements.txt')): 
    try: 
        importlib.import_module(req.key) 
    except ImportError: 
        missing.append(req.key) 
if missing: 
    sys.exit(f'Missing packages: {missing}') 
print('Environment OK!') 
PY 
 
 
Stage 5 — Generate Synthetic Dataset & Run Analysis 
 

 python run_analysis.py 

Outputs are written to: * data/synthetic/ — generated HDF5 traces and metadata. 
* results/ — plots and attack metrics. 
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Figure 7: Traces generation andattack success. 
 
 
Stage 6 —Launch and Explore Notebook (Optional) 

 Jupyter notebook notebooks/demo.ipynb 
 
Run the cells to visualize leakage, perform CPA attacks, and compare masked vs unmasked 
implementations 
 
Reproducing Experimental Results 

1. Ensure Stage 1–5 complete without errors. 
 

2. Open the resulting figures under results/ and compare with those in docs/figures. 
 

3. Key metrics to reproduce: 
SNR curves — should show ≥ 15 dB reduction when masking is enabled. 

 
Attack success rate — CPA attack should fail (< 5 % success) against first-
order masking after 1000 traces. 

Minor numerical differences are expected due to randomness; overall trends must 
match. 

 

Experiment Navigation 
Artifact Location 

Synthetic traces (HDF5) data/synthetic/traces.h5 

Analysis results results/ 

Publication-ready figures docs/figures/ 

Interactive notebook notebooks/demo.ipynb 
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Code Overview (What Each File Does) 
File Purpose 

src/simeck.py Pure-Python Simeck32/64 cipher 
implementation 

src/side_channel.py Leakage model, masking, attack 
algorithms 

src/visualization.py Plotting helpers used by notebook & 
scripts 

run_analysis.py End-to-end driver: dataset → analysis → 
figures 

notebooks/demo.ipynb Interactive demo replicating paper 
figures 
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