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Configuration Manual

Amaka Ngozi Obibueze
Student ID: x23324431

Introduction

This configuration manual provides step-by-step instructions for recreating the IoT wearable
security research environment on a new machine. The project evaluates side-channel
vulnerabilities of the Simeck32/64 lightweight block cipher and assesses masking-based
countermeasures through simulation and analysis scripts written in Python.

1 System Configuration

Machine Configuration:

S/n | Component Requirement Used

1 Operating System Windows 11 Pro

2 RAM 16GB

3 Disk Storage 276GB (free space)

4 Graphics Card 128MB

5 Processor Intel® Core ™ 17-8650U
CPU @ 1.90GHz

6 System Type 64-bit operating system, x64-
based processor

7 Deepnote Deepnote for my
Implementation

Software stack overview

A. Python Environment:
Python 3.11 (project tested with 3.12)

Dependencies listed in requirements.txt
e NumPy,
e SciPy,
e scikit-learn,
e matplotlib,
e Jupyter.

Deepnote is a cloud-based Jupyter notebook environment used to run Python
programs in research.



Detailed Implementation Walkthrough

The project was implemented in the following stages. “src” represents source code in the
explanation below.

1. The Simulated Environment set up
Simulation Environment Setup ARM Cortex-M4 microcontroller operating at 80 MHz
Python and its scientific computing libraries. Computer gadget set up and virtual
environment.

2. The Baseline (Unmasked) implementation of the Simeck32/64 cipher (src/Simeck
cipher.py):
This is a basic lightweight block cipher that operates on 32-bit blocks using a 64-bit key
over 32 rounds. The base is an unprotected version of the Simeck32/64 encryption
algorithm used for encrypting data, which lacks any security defenses.




ROUNDS =

ROUND.

rotated 5 = i 16)
rotated 1 = cls 1, 16)
r (rotated_ 5 ) rotated 1

JxFFFF for i in range(4)]

tmp = k
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Figure la: Implementation of the Simeck32/64 cipher.



=+ hamming_weipght(cls, x: int, bits: int

: Number of bits to

r of 1s in binary representation)
return bin{x & ({1 << bits) - 1)}.count(*1")

@classmethod
def encrypt _with_leakage(cls, plaintext: int, key: -» Tuple[int, list]:

e (Hamming w

xt, leakage_ 5) whe a ices is a list of

f intermediate wval
(plaintext »»> 16} & AxFFFF
y = plaintext & @xFFFF
round_keys = cls. key schedule(key)

leakage = []

leakage .append(cls.hamming_weight(x, 16) + cls.hamming weight(y, 16))
for i in rangefcls.ROUNDS):

leakage.append(cls.hamming_weight(x, 16})

tmp = x
f_out =
leakage.append(cls.hamming_weight (f_out, 16))

cls._f{x)

=y ™ f out * round keys[i]
tmp

leakage.append(cls.hamming_weight(x, 16) + cls.hamming weight(y, 16))

ciphertext = (x << 16) | ¥
return ciphertext, leakage

Figure 1b: Implementation of the Simeck32/64 cipher.

3. Side-Channel Leakage Simulation (src/side _channel.py):

This stage demonstrates how side-channel attacks work by simulating them against the
Simeck32/64 encryption method. The Side Channel Analyzer simulates power analysis
attacks by collecting 1000 simulated power consumption traces during the encryption
process. Afterward, it applies Differential Power Analysis (DPA) coupled with linear
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regression to correlate the simulated physical leakage to plaintext bits. In this simulation,
the Hamming-weight power model and configurable noise sources were added. Synthetic
traces for each intermediate state were generated.

C for my project-——p

Number t ect for ana

self.num_traces = num_traces
elf.traces = []
elf_plaintexts = []
self.ciphertexts = []

f collect_traces(self, key: int) -> I

ct side-

self.num_traces):

pt = np.random.randint(@, 2**32, dtype=np.uint32)

ct, leakage = S .encrypt_with_leakage(pt, key)

self.plaintexts.append(pt)

Figure 2a: Side Channel Leakage Simulation.



self._traces.append(leakage)

erform DPA_attack(self, target bit: int, max features: int = 1@) -»> Dict:

on the collected tr

cted. Call collect_t

X = np.array(self.traces)

if targ
bit must be bet d 31")

y = np.array([(pt >> target_bit) & 1 for pt in self.plaintexts])

model = Linea n()
model . fit

if hasattr(model, ° L
top_features = rgsort(np.abs(model.coef ))[-max_features:]
top_features = []

model,
model.scor

() if len(top_features)
C : model.coef_.tolist() if hasattr(model, °

Figure 2b: Side Channel Leakage Simulation.

4). Dataset Generation (src/run_analysis.py)

erun_analysis.py- this generates synthetic power traces and runs the full
analysis pipeline. This also creates data/synthetic/ and writes HDF5
traces + JSON metadata.



- generate

B

traces
metadata = []

i in tqdm(ran

, leakage = Simeck32 64.encrypt with leakage(pt, key)

if len{leakage) > trace length:
leakage = leakage[:trace length]
elif len( kage) < trace length:
leakage = np.pad(leakage, (@, trace_length - len(leakage

traces[i] = leakage + np.random.normal(@, noise level, trace length)

metadata.append({

Figure 3a: Dataset Generation.



) J > run_ar I5_simple s
;=1000, trace length=100, noise level=0.1):

: int{pt),
': int(Simeck32_64.encrypt(pt, key)),

int(x) for x in leakage

return traces, metadata

F save_dataset(traces, metadata, output_dir):
ta to disk."™"
ath{output dir)

output_dir.mkdir(parents=True, exist ok=T

traces_path = output_dir /
hSpy.File(traces_path

print(

metadata path = output dir /

)
to {metadata_path}")

f main():

data dir *ath( “data, h )
data dir.mkdir(parents=True, exist ok=T

traces, metadata = generate_dataset()
save_dataset(traces, metadata, data_dir)

{len(traces
print( an - aces.shape[1]]
print(f”- [ v: {data_dir.absolute()}")

if __pame__ == "
main()

Figure 3b: Dataset Generation.

5). Implementation of Countermeasures (Masking Defense)

Implemented first- and second-order Boolean masking using ISW scheme. Mask-refreshing
was added to thwart higher-order attacks.

For First-order and Second-order masked implementation:



ati d
_rotate left(

generate mask(self, bits: int

.uint32)

F igure 4a: Masking Implementation of Simeck 32/64 block Ciphers (First-Order).



_masked_round_function(self, x shares: L ], k_shares: List[in

mask Li List[int],

._generate_masks(2)
nerate_masks(2)
enerate_masks(2)

rot5_shares = [
f._rotate_left(

= self._sec_and(x_shares, rotl_shares, [m_x, m b])

ares[@] " rot5_shares[@] ™ k shares[@] ® m out[@]) & ©xFFFF,
* rot5_shares[1] ™ k_shares[1] ™ m out[1]) & @xFFFF

_out = [m_out, m_out]
f_shares, masks_out

_key schedule(self, key: int) ->

Figure 4b: Masking[mplementation of Simeck 32/64 block Ciphers (Second-Order).

10



encrypt_with_leakage(cls, plaintext: int, key: int) -»

next_1 m = current_r_m

current_m_1
new_m_1

current_1 m, current_r_m = next_1 m, next_r_m
current_m_1, current_ m r = next m 1, next_m r

1 cipher._unmask(current_l m, current_m 1)
r = cipher._unmask{current_r_m, current_m_r)

ciphertext = (1 << 16) | r

return ciphertext, leakage

plaintext = @x65656
key = 8x191811
expected_ciphertext 778d2c36

cipher = S 64 | 0
ciphertext cipher.encrypt(plaintext, key)

print(
print
print
print

)
len(leakage)}'
5. {leakage|:

F ir 4c: Masking Implementation of Simeck 32/64 block Ciphers Tested.

6). Attack Implementations (side_channel.py, test side channel.py)

The code displays the degree of the attack after the defense measure, such as masking, has
been implemented. Meanwhile, “test side channel.py” code tests for side-channel analysis
and also the success of the masking defense.

7) Visualization & Reporting (src/visualization.py, notebooks)

This stage involves the publication of high-quality graph plots that will be incorporated into
figures and documents.
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mean_trace = np.mean(traces, axis=0)
plt.plot(mean_trace, "k-°, linewid

plt.title(title
I label( 'Ti
label( 'Hammi
.legend()
t.grid( e, alpha=8.3
plt.tight_layout()
plt.gcf()

plot correlation analysis(analyzer results: Di

Figure 5a: Visualization and Reporting.
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plot_

coeffs = analyzer_results[’
-figure(figs

abs_coeffs
plt.bar( ( : abs_coeffs, width=1.8)

top_features,

{analyzer results

.grid{True, alpha=!
t.tight_layout()
plt.gcf()

compare leakage{original traces:
masked_traces
title:

mean_original = np.mean(original_traces, axis=@)
.mean(masked_traces, axis=0)

Figure 5b: Visualization and Reporting.
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e, alpha=8

plt.tight layout()
return fig

len(labels):
s and labels

‘len(success rates))
bars = plt.bar(x, success rates, width=0.6)

or bar in bars:

height = bar.get_height()

+ bar.get width( ., height,

va="bo

t 12, alpha
t.tight_layout()
rn plt.gcf()

Figure 5c: Visualization and Reporting.

Optional Packages

PyPDF2 — This open-source pure-Python PDF library is used only for documentation tooling
and is not required for cryptographic analysis.
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Installation (Virtual-Environment Setup Commands)
First, open the deepnote- “Deepnote for my Implementation”

The following stages are needed to replicate the research environment

brew install python@3.12

Stage 1 — To Clone Repository
e git clone <repository-url>
e cd iot-wearable-security

Stage 2 — To Create Virtual Environment (Recommended)
e python3.12 -m venv venv
e source venv/bin/activate

Stage 3 — To Install Dependencies (Install project libraries)
e pip install -r requirements.txt #

(venv) root@deepnote:~/work # cat requirements.txt
numpy>=1.21.08

matplotlib>=3.4.8

scikit-learn>=0.24.0

jupyter>=1.6.86

pytest>=6.2.0

h5py>=3.1.8
tqdm==4.66.8
(venv) root@deepnote:~/work # I

Figure 6a: python dependencies installation.
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(venv) root@deepnote:~/work # pip install -r requirements.txt
Requirement already satisfied: numpy>=1.21.@ in /root/venv/lib/python3.10/site-packages (from -r requirements.txt (line 1)) (1.25.2)
Requirement already satisfied: matplotlib>=3.4.8 in /root/venv/lib/python3.18/site-packages (from -r requirements.txt (1line 2)) (3.6.3)
Requirement already satisfied: scikit-learn>=8.24.8 in /root/venv/lib/python3.18/site-packages (from -r requirements.txt (line 3)) (1.1.3)
Collecting jupyte 0
Downloading jupyter-1.1.1-py2.py3-none-any.whl (2.7 kB)
Collecting pytest>=6.2.0
Downloading pytest-8.4.1-py3-none-any.whl (365 kB)
—_— eta
Requirement already satisfied: h5p: .1.0 in /root/venv/lib/python3.18/site-packages (from -r requirements.txt (line 6)) (3.14.8)
Requirement already satisfied: tqdm>=4.68.8 in /root/venv/lib/python3.18/site-packages (from -r requirements.txt (line 7)) (4.67.1)
Requirement already satisfied: pillow»=6.2.8 in /root/venv/lib/python3.18/site-packages (from matplotlib>=3.4.8->-r requirements.txt (line 2))
(11.3.9)
Requirement already satisfied: kiwisolver>=1.8.1 in /root/venv/lib/python3.18/site-packages (from matplotlib>=3.4.8->-r requirements.txt (line
2)) (1.4.8)
Requirement already satisfied: contourpy>=1.8.1 in /root/venv/lib/python3.18/site-packages (from matplotlib>=3.4.8->-r requirements.txt (line
2)) (1.3.2)
Requirement already satisfied: cycler>=0.10 in /root/venv/lib/python3.18/site-packages (from matplotlib>=3.4.8->-r requirements.txt (line 2))
(8.12.1)
Requirement already satisfied: packaging>=28.6 in /root/venv/lib/python3.10/site-packages (from matplotlib>=3.4.8->-r requirements.txt (line 2
)) (25.0)
Requirement already satisfied: fonttools==4.22.8 in /root/venv/lib/python3.10/site-packages (from matplotlib>=3.4.8->-r requirements.txt (line
2)) (4.59.0)
Requirement already satisfied: pyparsing==2.2.1 in /root/venv/lib/python3.18/site-packages (from matplotlib>=3.4.8->-r requirements.txt (line
2)) (3.2.3)
Requirement already satisfied: python-dateutil>=2.7 in /root/venv/lib/python3.18/site-packages (from matplotlib>=3.4.8->-r requirements.txt (1
ine 2)) (2.9.8.post8)
Requirement already satisfied: joblib>=1.8.@ in /root/venv/lib/python3.18/site-packages (from scikit-learn>=0.24.8->-r requirements.txt (line
3)) (1.5.1)
Requirement already satisfied: scipy>=1.3.2 in /root/venv/lib/python3.10/site-packages (from scikit-learn>=8.24.8->-r requirements.txt (line 3

)) (1.9.3)

Figure 6b: python dependencies installation.

Note: If you plan to regenerate this manual or parse the template PDF, install:
e pip install PyPDF2

Stage 4 — Verify installation
python - << 'PY'
import importlib, pkg resources, sys
missing =[]
for req in pkg_resources.parse requirements(open('requirements.txt')):
try:
importlib.import_module(req.key)
except ImportError:
missing.append(req.key)
if missing:
sys.exit(fMissing packages: {missing}')
print('"Environment OK!")
PY

Stage 5 — Generate Synthetic Dataset & Run Analysis
e python run analysis.py

Outputs are written to: * data/synthetic/ — generated HDF5 traces and metadata.
* results/ — plots and attack metrics.

[ 1 A new release of pip is available: ->
[ ] To update, run:

(venv) root@deepnote:~/work # python run_analysis.py
Generating dataset...

Running dataset generation...

Generated 1008 traces

Running analysis...
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Saved confusion matrix to results/analysis/confusion_matrix_bit_2.png

Analyzing bit position 15...
Training attack model for bit 15...
Saved confusion matrix to results/analysis/confusion_matrix_bit_15.png

Analyzing bit position 31...
Training attack model for bit 31...
Saved confusion matrix to results/analysis/confusion_matrix_bit_31.png

Benchmarking performance. ..
Saved performance comparison to results/analysis/performance_comparison.png

Analysis complete! Report saved to results/analysis/analysis_report.json

Summary:

- Dataset: 1000 traces

- Average attack accuracy: 56.67%
- Maximum correlation: 0.158

- Masking overhead: 2.66x

Analysis complete! Check the 'results' directory for outputs.
(venv) root@deepnote:~/work # I

Figure 7: Traces generation andattack success.
Stage 6 —Launch and Explore Notebook (Optional)
e Jupyter notebook notebooks/demo.ipynb

Run the cells to visualize leakage, perform CPA attacks, and compare masked vs unmasked
implementations

Reproducing Experimental Results
1. Ensure Stage 1-5 complete without errors.

2. Open the resulting figures under results/ and compare with those in docs/figures.

3. Key metrics to reproduce:
SNR curves — should show > 15 dB reduction when masking is enabled.

Attack success rate — CPA attack should fail (<5 % success) against first-
order masking after 1000 traces.

Minor numerical differences are expected due to randomness; overall trends must
match.

Experiment Navigation

Artifact Location

Synthetic traces (HDF5) data/synthetic/traces.h5
Analysis results results/
Publication-ready figures docs/figures/
Interactive notebook notebooks/demo.ipynb
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Code Overview (What Each File Does)

File Purpose

src/simeck.py Pure-Python Simeck32/64 cipher
implementation

src/side_channel.py Leakage model, masking, attack
algorithms

src/visualization.py Plotting helpers used by notebook &
scripts

run_analysis.py End-to-end driver: dataset — analysis —
figures

notebooks/demo.ipynb Interactive demo replicating paper
figures
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