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Abstract

As internet-connected IoT healthcare devices increase, there is a need for robust ways to
protect patient data and privacy. These IoT healthcare devices, such as wearables, often face
security challenges due to limited battery life, processing power, and storage. While
lightweight encryption methods like Simeck32/64 offer efficient alternatives, these devices
remain vulnerable to side-channel attacks that exploit physical information leakage during
cryptographic operations, potentially compromising patient privacy. This research evaluates
the effectiveness of the lightweight Simeck32/64 cipher against Differential Power Analysis
(DPA) attacks and examines masking countermeasures for healthcare IoT environments.
Three implementations were developed and tested: unmasked, first-order Boolean masked,
and second-order masked. The study collected 3,000 synthetic power traces from these
implementations to assess their resistance to side-channel attacks and employed Welch's t-
tests, Signal-to-Noise Ratio (SNR) measurements, and Guessing Entropy calculations.
Results show that the unmasked implementation is highly vulnerable to DPA attacks,
achieving a 98.7% success rate. This contrasts with both masked implementations, which
lower attack success rates to 2.3% and 1.8% respectively.

However, these security improvements impose substantial performance costs. First-order
masking increased encryption time by 4.9% and energy consumption by 4.8%, while second-
order masking resulted in 21.4% and 26.6% increases, respectively. Despite these overheads,
the research demonstrates that lightweight masking techniques can effectively restore the
security of Simeck32/64 from a compromised 2”32 search complexity to the full 264
complexity of key recovery. The findings suggest that first-order masking offers an optimal
balance between security and performance for most healthcare applications, while second-
order masking suits the most security-critical IoT healthcare wearables. This work establishes
a comprehensive framework for implementing side-channel countermeasures in resource-
constrained healthcare environments.

Keywords: IoT healthcare wearables, healthcare IoT devices, side-channel attacks,
differential power analysis, lightweight cryptography, Simeck32/64, masking
countermeasures, privacy protection.



1.0 Introduction

The Internet of Things (IoT) is helping more and more devices connect to the internet, and
this includes devices used in healthcare. Kumar et al. (2019), explained that IoT evolution
has transformed manual processes and improved operational efficiency. Also, the
interconnectivity of these devices across a network with the help of sensors has improved the
efficiency and productivity of businesses. They further stated that IoT development has
enabled smart hospitals, smart industries, smart homes, smart cities, smart energy systems,
and smart transportation networks. Integrating IoT into healthcare has assisted significantly in
various ways, such as personalized treatment, patient monitoring, healthcare operational
efficiencies, etc. Li et al. (2023). However, they raised concerns about data security
challenges, interoperability of these IoT healthcare devices, and emphasized the need for
privacy safeguards, having proper security measures such as encryption and enforcement of
data protection laws, etc.

Healthcare wearables are a good example of IoT devices that collect sensitive personal health
information. While these devices offer great benefits, handling such private health data means
that security and privacy are extremely important. Das et al. (2023) in their paper stated that
IoT devices are used in smart healthcare for remote health monitoring, and these devices
constantly encounter security vulnerabilities due to physical and cloning attacks. These
vulnerabilities result in privacy issues.

The challenge of safeguarding data on IoT healthcare wearables is significant due to their
small size and limited power, processing speed, and memory. This is where lightweight
encryption techniques come into play which are designed to protect the data by making use of
the least possible resources. Such techniques are appropriate for constrained devices like the
ones used by patients.

However, while lightweight encryption is developed to keep data secret, its practical
implementation on a physical device can inadvertently create weaknesses (Liptak et
al.,2022). Side-channel attacks are a primary type of these vulnerabilities. These attacks
operate on the assumption that an attacker can gather small pieces of information about the
internal operations of a device as it executes encryption, often by measuring physical signals
such as power consumption or timing. Unlike attacks that involve intentionally breaking the
device, side-channel attacks leverage information that naturally leaks from the physical
process of encryption.

Devi et al. (2020) explained that side-channel attacks occur during data exchange in IoT
devices. Common forms of side-channel attacks include timing attacks, power consumption
analysis, and fault analysis. Differential Power Analysis (DPA) can be particularly powerful,
and it is a type of side-channel attack that exploits weaknesses in cryptographic devices by
analysing their power consumption patterns during cryptographic procedures (Liptak et
al.,2022). The side-channel variant of DPA is more powerful because it utilizes information
that leaks from the midpoint of the encryption process, simplifying the discovery of critical
equations. This form of attack has proven to be a genuine threat to many encryption methods
if they are not implemented with adequate care.



Buja ef al. (2018) investigated Simeck32/64, a lightweight encryption method considered for
IoT devices. Their research demonstrated that by observing just a small piece of leaked
information after a limited number of encryption steps, they could deduce enough secrets to
compromise a portion of the encryption key. This highlights that these physical attacks pose a
real risk to the privacy of sensitive data on healthcare wearables.

The broader research underscores a serious privacy risk for IoT healthcare wearables that
utilize the deployment of lightweight encryption; if the encryption is not implemented in a
manner that prevents this leakage of information, sensitive health data could be exposed.

To address the challenges of securing data on small, low-power IoT healthcare wearables,
Simeck 32/64, a lightweight encryption technique, was used (Buja et al. 2018). These
methods are designed to protect data securely while using very little power and resources,
making them suitable for constrained patient-worn devices.

Therefore, it is crucial to comprehensively understand these vulnerabilities to protect health
privacy. This understanding has inspired projects focused on simulating side-channel attacks
relevant to lightweight encryption on constrained devices to assess their potential impact on
privacy in healthcare wearables. Such projects also involve exploring and discussing
strategies to defend against these attacks during the design and implementation phases of
lightweight encryption, aiming to enhance the security and privacy of IoT healthcare
wearables.

Research Question
The research question for this topic is, "How can the efficiency of Simeck32/64 against
Differential Power Analysis attacks in healthcare 1oT devices be evaluated?"

Research Objective
The following are the objectives for this research work:
e To show how privacy in healthcare wearables can be compromised if side-channel
defenses are not used.
e To check if lightweight protections like masking can effectively reduce the risk
without utilizing much or extra power.

2.0 Related Work

2.1 Overview of 10T Healthcare

This review aims to explore the landscape of privacy risks in IoT healthcare wearables, the
nature of simulated side-channel attacks, and the role of lightweight encryption as a
countermeasure. Modern healthcare systems heavily rely on advanced technologies such as
implantable medical devices (IMDs), wearable biosensors, and body area networks (BANs)
for patient monitoring and treatment. Newaz, in their paper, detailed a taxonomy of existing
attacks in healthcare, assessing their impact using a common vulnerability scoring system.
They further stated that the evolution of IoT Healthcare introduces vulnerabilities, which
include side-channel attacks (SCA). Some examples of SCA are Electronic Magnetic



Interference (EMI) radiation, sensor spoofing, and differential power analysis (DPA). (Newaz
etal., 2021).

The adoption of Internet of Things (IoT) devices within healthcare, encompassing everything
from wearable sensors, embedded systems, to implantable medical devices, has brought about
an innovative shift in patient monitoring, personalized treatment, and remote care delivery,
especially on a real-time basis. (Sabri et al., 2025). These devices gather substantial amounts
of sensitive personal health data, including medical history, treatment plans, biometric
information, patient vitals, and medication adherence data (Sabri et al., 2025; Li et al., 2024).
However, Sabri et al. (2025) in their article raised concerns about the challenges of data
security and privacy, and managing the data influx in the healthcare sector. Additionally, the
sensitive nature of this data, combined with the resource-constrained features of IoT devices,
such as energy and limited processing power, presents significant security and privacy
challenges, making them appealing targets for malicious actors. (Sabri et al., 2025; Elhoseny
et al., 2021). The interconnectivity of IoT in healthcare, which enables remote collection of
physical information and automatic treatment, also gives way for attackers to exploit security
and privacy vulnerabilities. This means that privacy violations or security breaches can lead
to severe consequences for patients' treatments and overall health (Newaz ef al., 2021).

Liptak et al. (2021) have concerns about the security of [oT devices because of the data that
they have in transit or static and applying cryptographic methods can also be vulnerable to
these devices. The study believes that some of the vulnerabilities are that attackers can
monitor the power consumption, timing, and electromagnetic emissions of these IoT devices,
which leak information on the cryptography used, thereby exposing data.

2.2 Side Channel Attacks (SCA)

These researchers alleged that a critical threat to the privacy and security of these devices
comes from side-channel attacks (SCA), which exploit physical leakages during computation
to gather sensitive information (Pulkit et al., 2020; Liptak et al., 2021). These attacks aim to
extract sensitive data, such as encryption methods, by analysing physical parameters without
interrupting the device's operation (Newaz et al., 2021).

Side-Channel Attacks (SCAs) compromise Internet of Things (IoT) security by indirectly
exploiting the information leakage from physical computing devices rather than directly
targeting system vulnerabilities. (Bahadur et al., 2025). Attackers analyse physical
parameters, which are often correlated with the desired sensitive information (like
cryptographic keys) or the data being processed

Side-channel attacks (SCAs) represent a significant threat in the cybersecurity landscape,
particularly for resource-constrained IoT devices in healthcare (Pulkit ez al., 2020). Unlike
direct attacks that target algorithmic weaknesses, SCAs exploit "side information" generated
by a system during its operations (Pulkit ez al., 2020). This leaked information, such as power
consumption, electromagnetic radiation, timing variations, or cache access patterns, can be
used by an adversary or attacker to steal sensitive data, including cryptographic keys
(Pulkit ef al., 2020). Some of the researchers in their papers aligned that types of side channel
attacks (SCA) are Power Analysis (PA), which include Simple Power Analysis (SPA),
Differential Power Analysis (DPA), and Correlation Power Analysis (CPA), which analyse
internal power variations. (Pulkit ez al., 2020; Liptak et al.,2022; Xu et al., 2019). Other types
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of SCA are Electromagnetic Analysis, Cache Side-Channel Attack (occurs from the size of
cache memory), and Timing attacks. (Pulkit ez al., 2020; Liptak et al.,2022; Xu et al., 2019).
The inherent limitations of these IoT devices, such as restricted processing power and
memory, exacerbate their vulnerability to security breaches, including SCAs (Sabri ef al.,
2025). Many encryption methods, including lightweight ones, remain susceptible to these
indirect attacks (Sabri et al., 2025)

According to Newaz ef al. (2021), attackers have been shown to eavesdrop on insulin pump
communication channels to obtain patient data, and targeting these healthcare IoT devices
poses severe implications. The paper further alleged that studies have revealed that
pacemakers could theoretically be hacked to deliver lethal electrical shocks. To mitigate the
persistent privacy risks and side-channel attacks in IoT healthcare wearables, lightweight
encryption methods have emerged as a fundamental solution (Sabri ef al., 2025; Srinivas et
al., 2023).

2.3 Lightweight Encryption Solution

Traditional encryption methods like RSA, DES, and AES-256, while offering robust security,
are computationally intensive and unsuitable for typical loT environments due to the large
consumption of power, memory, storage, and battery life, leaving sensitive patient
information vulnerable (Sabri ef al., 2025; Dutta et al., 2018; Srinivas et al., 2023). Srinivas
et al. (2023) also said that the complexity of these traditional cryptography affects the IoT
devices' battery life, processing power, and memory, but Lightweight cryptography
algorithms will solve the problem detected while providing strong data security and secured
communication too.

To address this gap, lightweight encryption methods have emerged as a pivotal solution for it
optimizes for low-power devices and offers balanced security while minimizing the
computational load, memory usage, and energy consumption of these IoT healthcare devices
(Sabri et al., 2025; Srinivas et al., 2023). The key requirements for encryption methods used
in IoT healthcare include efficiency (low computational and memory requirements), security
(ensuring confidentiality, integrity, and authenticity), and adaptability to various data types
and communication protocols (Sabri et al., 2025).

Some examples of lightweight encryption methods used for IoT healthcare include AES-128,
LEA, Ascon, GIFT, HIGHT, PRINCE, PRESENT, SIMON, and SPECK. The last three,
PRESENT, SIMON, and SPECK, are considered for their efficiency as they minimize
computational overhead and energy consumption (Sabri et al., 2025). Sabri et al. (2025) had
also explained that the choice of the appropriate encryption in safeguarding these IoT devices
from attacks depends on the resource limitations and usage scenarios of each device type.
The method they applied in their research is a comparative analysis method where
lightweight encryption methods were evaluated against criteria like block size, key size,
number of encryption rounds, encryption/decryption speeds, security level, and data
sensitivity etc. Its design aims for low computational and memory requirements, making it
suitable for resource-constrained IoT environments (Srinivas et al., 2023).



Simeck32/64 is seen as a lightweight block cipher designed for IoT applications, building
upon components from SIMON and SPECK block ciphers. (Buja et al., 2018). Buja et al.
(2018) study further unveiled an attack on the Simeck32/64 block cipher. Their methodology,
which capitalized on the Hamming weight leakage assumption, successfully derived linearly
independent equations related to the key bits. This approach significantly improved the time
and data complexity for key recovery. These methods are evaluated based on metrics such as
block size, key size, encryption/decryption speeds, throughput, and security levels (Sabri et
al., 2025).

According to Buja et al. (2018), the Hamming-weight leakage model in a cube attack on
Simeck32/64 allows for the recovery of more subkey bits, which improves the previous time
and data complexity. The method used in this paper is a side-channel cube attack that
leverages the Hamming weight leakage assumption (Buja et al., 2018). While side-channel
cube attacks are a type of side-channel attack, they are distinct from DPA, which typically
involves statistical analysis of power consumption to correlate with processed data and reveal
secret keys (Xu et al., 2019; Arpaia et al., 2021).

Other sources extensively discuss DPA attacks and their effectiveness against algorithms like
AES (Xu et al., 2019; Ahmad et al., 2018; Arpaia et al., 2021), highlighting that AES
implementations on microcontrollers can be highly vulnerable, with keys recoverable using a
minimal number of power traces (Ahmad et al., 2018). These studies illustrate the general
potency of DPA. However, none of the provided sources directly assess Simeck32/64's
specific resilience or vulnerabilities against DPA attacks in the context of healthcare IoT
devices. The lack of modular operation in Simeck (Buja et al., 2018) could potentially
influence its leakage characteristics, but further dedicated research on DPA resilience for
Simeck32/64 would be required to provide a definitive answer.

Sabri et al. (2025) have argued that Lightweight methods, while very important to implement,
may entail a marginal reduction in cryptographic strength, and there are inherent trade-offs
between efficiency, security, and resource consumption.

Aside from encryption, countermeasures against side-channel attacks include data masking,
dynamic reconfiguration, and noise injection, and these prevent constant leakage of
information, making it harder for attackers to have access to data (Bahadur et al., 2025).
Masking is a technique of hiding original data with modified content, randomizing
intermediate values of cryptographic computation to avoid dependencies with power
consumption (Newaz et al., 2021). Meanwhile, some of the limitations observed in Newaz's
research papers are a lack of quantitative analysis or performance metrics, no evaluation of a
specific lightweight block ciphers like Simeck, a lack of technical evaluation of encryption
schemes under side-channel attack, no experimental or simulated setups, etc.

To enhance the resilience of lightweight encryption against side channel attacks, there is a
need to apply techniques like masking, shuffling, and error detection into an existing
encryption method to protect against emerging threats (Sabri et al., 2025).



2.4 Impact of privacy on IoT Healthcare

To ensure maximum privacy in loT healthcare devices, it is important to apply the CIA triad
to ensure confidentiality, protect data integrity, and maintain system availability. Preventing
the key exposure will curb Confidentiality risk, blocking data manipulation will ensure
Integrity risk, and maintaining operational defenses in resource-constrained devices will curb
availability risks. (Arpaia et al., 2021),

Summary of Literature Review Contributions and Research Gaps

Countermeasures for the
Internet of Things)

systems. Described known countermeasures
(masking, hiding) but didn’t test them.
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Bahadur et al.
(Mitigating side channel
attacks on Field
Programmable Gate

Proposed Al-driven detection of side-

Arrays (FPGA) designs 2025 channel leakage in FPGA-based systems. Focuses on detection (not prevention);
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Power Analysis of 8-bit 2019 implemented on an 8-bit embedded
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Highlighted the importance and growing
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networks and systems) 2020 | challenges. attacks; no specific cipher tested.

Table 1: Summary of Literature Review Contributions and Research Gaps

2.5 Research problems and Gaps identified

The research problems are basically on security weaknesses on the healthcare IoT devices,
resource constraints (like limited processing power, memory, energy) on the IoT devices that

attract  attackers.

The

attackers

exploit physical leakages

(power

consumption,

electromagnetic emissions, timing fluctuations) to steal sensitive data, e.g., cryptographic
keys. There are privacy breaches in data being transmitted using IoT healthcare devices. The




gaps are a lack of quantitative analysis and performance metrics for lightweight encryption
under side-channel attacks. The cipher is unprotected or not hardened with countermeasures.
Limited attack types implemented (only cube attacks, which narrowed focus on a generic
type of algebraic attack aimed at recovering the secret key). Inadequate comprehensive
evaluation of specific lightweight ciphers (like Simeck32/64) against DPA attacks in
healthcare IoT contexts. Limited simulated testing of countermeasures. The proposed
solutions are to use first-order and second-order masking to prevent the cipher from leaking
any usable information. Applying the noise injection to stop physical leakage.

3. Research Methodology

This research is a quantitative experimental methodology with a simulation-based
experimental approach evaluating the side-channel attacks on lightweight encryption in IoT
healthcare wearables with a focus on Differential Power Analysis (DPA). It studies a
comparative analysis approach on how unmasked, first-order masked, and second-order
masked implementations respond under simulated side-channel attack environments and how
effective lightweight masking techniques can mitigate privacy risks in IoT healthcare
wearables.

The steps taken in this research were the cryptographic implementation phase; the creation of
three versions of the Simeck32/64 cipher, which are an unmasked baseline Simeck32/64
implementation with leakage simulation, 1** and 2™ order masking. There was also the Side
Channel Attack analysis: the building of power modeling using Hamming weight leakage, the
implementation of attack vectors such as (DPA), creation of trace generation and analysis
tools. The generation of 1,000 power traces per implementation (given 3,000 total), Synthetic
power trace generation and automated dataset generation for analysis, conducted simulation
attacks, measured security and performance metrics. The evaluation of the effectiveness of
the countermeasures through statistical analysis & comparisons.

Environment and equipment

The research experiments were conducted using a simulated environment that represents a
hardware platform: a simulated ARM Cortex-M4 microcontroller running at 80 MHz, a target
device representing the performance limitations of real-world IoT healthcare devices. For the
software stack, the following were: Real Time Operating System (RTOS)-FreeRTOS v10.4.3
with tickless operation enabled, Compiler-GNU Arm Embedded Toolchain 10-2020-g4-
major with -O2 optimization, Custom power measurement firmware with hardware-
accelerated timing for measurement. There was a Python 3.9 programming language
environment using scientific computing libraries such as NumPy, SciPy, and scikit-learn,
Mbed TLS 2.27.0. It is important to note that the supposed real hardware platforms, like CPU
frequency, power trace resolution, timing, memory constraints, noise characteristics, and
power consumption, were emulated within the Python software environment.

The techniques applied in this research are Lightweight block cipher: Simeck32/64, First- and
second-order Boolean masking, which are cryptographic techniques, Side-channel leakage
modeling with DPA attacks, and masking countermeasures, which are for security attack
evaluation. Also, the statistical techniques used were Welch’s t-test to assess the effectiveness
of the masking countermeasures, guessing entropy analysis to measure an attacker’s difficulty
in recovering the secret key, and Signal-to-Noise Ratio (SNR), which shows evidence of the
masking schemes’ effectiveness in reducing information leakage.



For the raw data collection, the gathering of the power traces during the cryptographic
processes began with a thorough methodology to obtain the required power consumption
data. To simulate the scenario, the system was set up to accept random plaintext messages
and 64-bit keys as its inputs during the simulation. In total, 3000 unique plaintexts were
generated (one for each trace). The system under test was set up to run the Simeck32/64
encryption in a tight control loop. An oscilloscope was set up to collect power measurements
through a simulated 1Q shunt resistor configured as a 1Q resistor. The resulting power
traces were parallel simulated and modeled according to the Hamming weight leakage
model, in which the power consumption by IoT healthcare wearables is proportional to the
number of 1s in the binary value. During the power traces simulation, the system was
exposed to Additive White Gaussian Noise (AWGN), as well as clock jitter, to simulate
realistic noise and timing distortions encountered in actual scenarios. The power traces were
captured during 20us durations, which covered the entire encryption cycle at a S00MS/s
sampling rate, resulting in 10,000 sample points for each trace. In the end, a comprehensive
data set was created comprising 3,000 power traces based on a rigorous collection approach
consisting of three implementations with 1000 traces each.

The measurements were conducted through systematic performance benchmarking using
controlled 1,000 iteration encryption cycles with identical test vectors (plaintext, key) to
ensure consistent comparison conditions. High-resolution timing measurements captured
complete encryption processes, including all masking overhead operations such as mask
generation, secure operations, and mask refreshing. Memory footprint analysis measured
code size in Flash memory, RAM usage for data storage, and stack utilization during
execution. Energy consumption was calculated by multiplying the measured active power
consumption by encryption duration to determine energy per encryption operation. Statistical
calculations performed on the raw power trace data included Welch's t-tests comparing fixed
versus random input sets to detect leakage, Signal-to-Noise Ratio calculations as the ratio of
signal variance to noise variance and guessing entropy computations based on key recovery
difficulty. DPA attack calculations systematically partitioned power traces based on target bit
values and computed absolute differences between the mean power consumption of set versus
cleared bit groups. In a nutshell, the key statistical techniques used in this research are
Welch's t-tests with specific values, Signal-to-Noise Ratio (SNR) measurements with
percentages, Guessing entropy analysis, and DPA implementation details. The collected data
was analyzed using various statistical techniques.

Finally, the full research steps involved data generation setup, raw data generation, trace
processing, and power modeling/traces simulation, data storage, statistical analysis
implementation, performance measurement, security evaluation, result compilation, and final
analysis.

Power Modeling
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Figure 1: Correlation analysis between power traces and intermediate values
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Leakage Model

Our side-channel analysis framework begins with a comprehensive power modeling approach
that accurately simulates the physical characteristics of real-world cryptographic
implementations. At the heart of this model is the Hamming Weight leakage assumption,
which posits that the power consumption of a device is proportional to the number of bits set
to ‘I’ in the processed data. This relationship is captured by our implementation of the
Hamming weight calculation:

(@staticmethod
def hamming_ weight(x: int, bits: int = 32) -> int:
return bin(x & ((1 << bits) - 1)).count('l")

This function efficiently counts the number of set bits in a given integer, which serves as the
foundation for our power consumption model. The implementation is carefully optimized for
performance while maintaining accuracy, using bitwise operations to handle the counting
operation in constant time.

To enhance the realism of our simulations, we incorporate several noise sources that affect
real-world measurements. The primary noise component is Additive White Gaussian Noise
(AWGN), which models the random fluctuations inherent in electronic circuits. The noise
level is configurable through a signal-to-noise ratio (SNR) parameter, with a default setting of
20dB that provides a realistic balance between signal clarity and noise interference.

Clock jitters are another critical factor we model, as it introduces timing variations in the
power consumption traces. Our implementation simulates the small, random variations that
occur in real hardware due to imperfections in clock distribution networks and power supply
noise. This is particularly important for analyzing the effectiveness of timing-based side-
channel countermeasures.

Trace Generation

The trace generation process is designed to produce realistic power consumption data that
reflects the behavior of our cryptographic implementations under various conditions. For
each implementation (unmasked, first-order masked, and second-order masked), we generate
1,000 individual power traces to ensure statistical significance in our analyses.

Each trace captures multiple aspects of the implementation’s behavior:

1. Intermediate Cipher States: We record the values of all sensitive variables at each step
of the encryption process, allowing us to correlate power consumption with specific
cryptographic operations.

2. Hamming Weights: The Hamming weight of each intermediate value is computed and
stored, forming the basis of our power consumption model.

3. Timing Information: Precise timing measurements are recorded to analyze potential
timing-based side channels and evaluate the effectiveness of constant-time
implementations.

4. Power Consumption Estimates: We combine the Hamming weight data with our noise
models to generate realistic power consumption traces that approximate what would
be measured from actual hardware.
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The trace generation process is fully automated and includes comprehensive validation to
ensure the accuracy and consistency of the generated data. This enables us to conduct
repeatable experiments and draw meaningful comparisons between different implementations
and attack scenarios.

4. Design Specification

Implementation Design Diagram
Simeck32/64 Cipher Side-Channel Analysis

Stage 1: Simulation Environment Setup

ARM Cortex-M4 microcontroller operating at 80 MHz
Python and its scientific compufing libraries.

¥

Stage 2: Establish the Baseline (Unmasked) Simeck32/64 Cipher

Unmasked Simeck32/64 cipher implementation (target)
Test unmasked cipher implementation

\ ' J

Stage 3: Plaintext, I"KF.'[.r Generation, Synthetic Power Trace Generation for Unmasked Implementaticn
Encryption input of random 64-bit master keys and plaintexts 32-bit block
Apply Hamming Weight Leakage model
Apply Gaussian Moise (AWGN), Apply clock Jitter
Generate synthetic power fraces (dataset generation)

¥
Stage 4: Side-Channel leakage simulation (DPA) on Unmasked
Unmasked Simeck32/64 Cipher
¥
r %,

Stage 5: Implementation of First-Order and Second Order Masked Simeck32/64 Cipher

For first-order Boolean masking with 1SW protection
For Second-order masked Dual rail & ISW protection

- ' »

Stage 6: Side-Channel Attacks (DPA) on Masked Implementations

For First-order masked
For Second-order masked

\, ' "
Stage 7: Statistical & Comparative Analysis

Compare attack success: (unmasked vs masked)
Compare leakage patterns (unmasked vs masked)

\ " J

' N
Stage 8: Results & Visualization

\ Generate comparative plogs J

Figure 2: Layered Architecture Implementation

At the baseline level, the unmasked Simeck32/64 implementation serves as the performance
and security baseline. It includes full leakage simulation using the encryption leakage
method, where Hamming weights are captured for each round to simulate power traces. In the
first-Order, the masking scheme employs Boolean secret sharing, where each sensitive
variable x is split into two shares: a masked value x_m and a random mask m, such that as x
=x_m @ m where each sensitive variable x is masked. The secure AND gate is computed
using the ISW (Ishai-Sahai-Wagner) scheme. In the Second-Order Masked, dual-rail masking
is applied, where each sensitive variable is split into three shares: one masked value and two
independent masks. This creates a relationship where x =x m @ ml @ m2, with m1 and m2
being independently generated random values. This additional layer of masking protects
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against second-order attacks that might attempt to correlate information leaked from two
different points in the encryption process.

The enhanced ISW scheme preserves second-order security with independent mask paths and
advanced mask refreshing protocols. The Synthetic Dataset Generator uses controlled
parameter variation to synthesize realistic power traces. It produces 1,000 traces for each
implementation with configurable settings: 100-sample trace length, 0.1 noise level, and rich
metadata recorded in HDF5 for traces and JSON for parameters. Power Analysis implements
a comprehensive DPA attack simulation with SNR calculation and performance metrics
collection. It offers cross-implementation automation for the three-implementation
comparison. Statistical analysis includes testing for statistical significance, constructing
learning curves depicting attack strength related to trace quantity, and curve fitting.

In terms of comprehensive security evaluation, Side Channel Analysis provides correlation
analysis, points-of-interest detection, and cube attack simulation capabilities. In addition,
visualization offers and performs power trace comparisons, DPA result visualizations, SNR
comparisons, and statistical distribution plots. Moreover, the implementation is reliable due
to the validation of test vectors, hamming weight verification, cryptographic correctness
checks, and side-channel assessment, which is comprehensive.

The primary motivation for implementation stems from the fact that simulation-based
methodology provided the realism that was required while permitting controlled
experimentation, which was a physical side-channel analysis free. The layered design
approach is beneficial as it allows for independent component validation, extension to
multiple cipher implementations, systematic evaluation, and iterative design feedback. While
Python was picked due to its reputation in cryptographic research, it is known for its robust
libraries in scientific computing, enabling quick prototyping, and the NumPy, SciPy, and
scikit-learn libraries.

5. Implementation

The implementation step supplied an end-to-end Python-based testing framework for the
three distinct Simeck32/64 cipher variants: an unmasked base with simulated Hamming
weight leakage, the first-order Boolean masked with ISW-based secure computation, and
second-order protected through dual-rail masking with independent mask paths.
The structure transforms these implementations into 3,000 realistic, noisy synthetic power
traces with noise modelling, producing large-scale outputs like SNR calculations, statistical
significance tests, correlation analysis, etc. The system generates publication-quality
visualizations, such as power trace comparison and statistical distribution charts.
Implementation employed Python with NumPy for numerical calculations, SciPy for
statistical computation, and Matplotlib for plotting and visualization. The final deliverables
are quantitative security analysis demonstrating masking effectiveness with three
implementations of cipher providing growing protection, 3000 simulated power traces
demonstrating realistic leakage behaviour, a comprehensive analysis toolset consisting of
DPA attacks and statistical testing, an automated environment providing through security and
performance measurements, verification tools ensuring implementation correctness and
facilitating result interpretation for real deployment recommendations specifically tailored for
IoT healthcare applications.
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6. Evaluation

Below is the comprehensive analysis of unmasked and masked Simeck32/64
implementations.

6.1 Differential Power Analysis (DPA) Results

The experimental evaluation of the three implementations revealed significant differences in
their vulnerability to differential power analysis (DPA) attacks, and this is among the most
potential threats to cryptographic implementations in IoT healthcare wearables.

The unmasked implementation demonstrated the expected vulnerability to DPA attacks, with
an alarming 98.7% success rate in key recovery attempts. This high success rate was achieved
using an average of just 42 power traces, highlighting the crucial need for side-channel
countermeasures in security-sensitive applications. The strong correlation coefficient (r =
0.89) between the predicted and actual power consumption patterns confirms the
effectiveness of the Hamming weight model in capturing the information leakage.

On the contrary, the first-order masked implementation showed remarkable resistance to
DPA attacks, with a success rate of only 2.3% - well below the 50% threshold that would
indicate random guessing. The correlation between power traces and sensitive data was
effectively eliminated, with a negligible coefficient of just 0.08. This substantial reduction in
information leakage demonstrates the effectiveness of first-order Boolean masking as a
countermeasure against standard DPA attacks.

The second-order masked implementation provided additional security benefits, though the
improvement over first-order masking was more subtle. With a marginally lower success rate
of 1.8% (statistically indistinguishable from first-order masking in the tests), the primary
advantage emerged in the increased number of traces required for successful attacks.
Attackers needed approximately 4.2 times more traces to achieve comparable results to the
first-order implementation, suggesting that while the fundamental vulnerability might be
similar, the practical difficulty of mounting successful attacks is significantly higher.

Implementation Success rate Correlation Coefficients (r)
Unmasked 98.7% (with 42 power  0.89
traces)
First-Order Masked 2.3% 0.08
Second-Order Masked 1.8% 4.2x (more traces for attacks required)

Table 2: Success Rate and Correlation Coefficients Implementations

6.2 Signal-to-Noise Ratio (SNR) Analysis
The signal-to-noise ratio (SNR) measurements provide quantitative evidence of the masking
schemes’ effectiveness in reducing information leakage. As shown in Table 3, the unmasked
implementation exhibited a relatively high SNR of 12.4 dB, indicating significant signal
leakage that could be exploited by attackers.
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Implementation SNR (dB) Relative Leakage

Unmasked 12.4 1.00x (baseline)
First-Order Masked 2.1 0.06x
Second-Order Masked 1.8 0.05x

Table 3: Signal-to-Noise Ratio and Relative Leakage Across Implementations

The Signal-to-Noise Ratio (SNR) serves as a fundamental measure of information leakage,
calculated as the ratio of the signal variance to the noise variance:

SNR = o’signal ~ ----------- Equation 1
o’noise

This metric provides critical insights into the vulnerability of the implementations to side-
channel attacks. A higher SNR indicates more significant information leakage, making the
implementation more susceptible to analysis. The SNR was measured across all time samples
in our power traces to identify potential leakage points and evaluate the effectiveness of the
countermeasures in reducing information leakage.

Guessing entropy represents another crucial metric in this evaluation framework. It quantifies
the average number of attempts an attacker would need to make to correctly guess the secret
key, based on the information leaked through side channels. A lower guessing entropy
indicates a more vulnerable implementation, with an ideal value of 1 indicating that the
attacker can immediately identify the correct key. The guessing entropy is calculated by
analyzing the position of the correct key in a ranked list of key candidates generated during
the attack simulations.

6.3 T-Test Results for Side-Channel Leakage

To quantitatively assess the effectiveness of the masking countermeasures, Welch’s t-tests
were performed on the power traces, comparing fixed vs. random input sets. The results,
presented in Table 4, provide strong statistical evidence regarding information leakage.

Implementation t-value p-value Leakage Detected
Unmasked 28.7 <0.0001 Yes

First-Order Masked 1.2 0.23 No

Second-Order Masked 0.9 0.37 No

Table 4: Statistical Analysis of Side-Channel Leakage in Power Traces

The unmasked implementation showed a highly significant t-value of 28.7 (p < 0.0001),
clearly indicating the presence of data-dependent power consumption. In contrast, both the
first and second-order masked implementations showed t-values well below the threshold of
4.5 that we established for statistical significance, with p-values of 0.23 and 0.37,
respectively. These results confirm that the masking implementations successfully break the
statistical relationship between the processed data and power consumption, even when
analyzed with sophisticated statistical methods.
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6.4 Guessing Entropy Analysis

Guessing entropy provides a practical measure of an attacker’s difficulty in recovering the
secret key. The analysis, shown in Table 5, revealed stark differences between the
implementations.

Implementation Guessing Entropy (bits)
Unmasked 5.2

First-Order Masked 63.8

Second-Order Masked 63.9

Table 5: Guessing Entropy Measurements

The unmasked implementation had a concerningly low guessing entropy of just 5.2 bits,
meaning an attacker would, on average, need to try only about 2"5.2 (approximately 36) key
candidates to recover the correct key. In contrast, both masked implementations achieved
guessing entropies very close to the theoretical maximum of 64 bits (63.8 and 63.9 bits for
first and second-order masking, respectively). This means that an attacker would need to try
approximately 2°63.8 keys on average to recover the secret, making practical key recovery
computationally infeasible with current technology.

6.5 Computational Overhead and Throughput

The implementation of masking countermeasures introduces significant but quantifiable
performance overheads. The measurements, conducted on a simulated ARM Cortex-M4
microcontroller running at 80 MHz, revealed the trade-offs between security and
performance.

Operation Unmasked First-Order  Second-Order
Encryption (ps) 4.2 20.5 89.7
Throughput (Mbps) 7.6 1.6 0.36

Code Size (KB) 2.1 8.7 23.4

RAM Usage (KB) 0.5 2.3 9.8

Table 6: Performance and Resource Utilization Metrics

16



Power Consumption Distributions

0.35

0.30

0.25

Density

0.15

Figure 3: Power consumption distributions for different implementations

The first-order masked implementation required 20.5 ps per encryption, representing a 4.9%
increase compared to the 4.2 ps baseline of the unmasked version. This overhead stems
primarily from the additional operations needed for secure masking and unmasking of
sensitive variables. The impact was even more pronounced in the second-order
implementation, which took 89.7 us per encryption - a 21.4x increase over the baseline.

Throughput measurements followed a similar pattern, with the unmasked implementation
achieving 7.6 Mbps, while the first and second-order masked versions managed 1.6 Mbps and
0.36 Mbps, respectively. These figures highlight the substantial performance penalty imposed
by masking countermeasures, particularly for the second-order implementation.

6.6 Power Consumption Analysis

The power consumption measures revealed significant differences between the
implementations, with important implications for battery-powered IoT healthcare wearables.
As shown in Table 7, while the active power draw exhibited relatively modest increases
(from 18.7 mW to 24.1 mW), the energy per encryption metric told a more compelling story.

Implementation Active Power (nW)  Energy Per Encryption (nJ)
Unmasked 18.7 78.5

First-Order Masked 22.3 457.2

Second-Order Masked — 24.1 2162.4

Table 7: Power Consumption Characteristics

The first-order masked implementation consumed 457.2 nJ per encryption, representing a
4.8x increase over the 78.5 nJ required by the unmasked version. This substantial increase is
primarily due to the additional computational overhead rather than increased power draw.
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The second-order implementation showed an even more dramatic increase to 2162.4 nJ per
encryption - a 26.6% increase over the baseline. These findings have significant implications
for battery life in resource-constrained IoT devices, particularly those that require frequent
cryptographic operations.

Discussion

The findings from the results indicate that masking countermeasures do mitigate side-channel
leakage but incur substantial overhead in performance. Validation using Welch’s t-tests (as
shown in Table 4) confirms statistical significance; the unmasked implementation leaks side-
channel information with a t-value of 28.7 (p < 0.0001). Masked implementations had t-
values 1.2 (p = 0.23) and 0.9 (p = 0.37), which confirms no detectable leakage.

In respect of the result supporting the research question, the guessing entropy measurements
(Table 5) substantiate these security improvements, increasing from 5.2 bits (unmasked) to
63.8 bits and 63.9 bits for masked implementations, approaching the theoretical maximum of
64 bits and indicating that practical key recovery becomes computationally infeasible. This
directly addresses the research question of evaluating Simeck32/64 efficiency against
differential power analysis attacks.

Furthermore, energy per encryption exerts the most dramatic impact, increasing from 78.5nJ
to 457.2n) and 2162.4nJ, representing 4.8% and 26.6% increases with important implications
for battery-powered IoT healthcare wearables. Statistical testing confirms that first-order
masking provides significant security gains at reasonable performance penalties and second-
order masking provides small additional security but at much higher computation costs.

The design setup is adequate in fulfilling the research objectives with the controlled
circumstances for comparison and extensive metric measurements across a range of security
and performance factors. But the simulation technique cannot model every physical
implementation characteristic seen in real hardware deployments, and limiting the study to
one cipher prevents generalization across other lightweight cryptographic algorithms.

The introduction of sophisticated attack vectors beyond differential power analysis, and
integration with actual IoT hardware platforms to validate simulation-based findings would
make a difference, as the reveal implementation-specific challenges may not have been
captured in the synthetic environment. Additionally, implementing adaptive noise modeling
that reflects varying operational conditions would improve the realism of the evaluation.

Comparatively, the baseline cube attack research and this current research on masking
evaluation demonstrate a complete security lifecycle from vulnerability discovery to effective
mitigation in Simeck32/64 for IoT healthcare applications. The baseline research exposed a
critical privacy vulnerability by demonstrating a severe security compromise through
Hamming-weight leakage exploitation, reducing the brute-force search space from 2764 to
2732 using only 2*11.29, the chosen plaintexts, and 2"35-time complexity, thereby proving a
practical key recovery probability that poses significant privacy risks for IoT healthcare
wearables. However, this current research provides superior outcomes for the specific
research context by directly solving the identified privacy problem through masking
countermeasures that restore security to the full 2764 search complexity, with guessing
entropy values of 63.8-63.9 bits approaching the theoretical maximum of 64 bits, non-
significant leakage detection (p-values 0.23-0.37), and 94-95% SNR reductions that
effectively close the Hamming-weight vulnerability loophole exploited in the baseline attack.
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While the baseline research focused purely on cryptanalytic breakthroughs without
considering practical deployment constraints, the current evaluation specifically addresses
resource-constrained healthcare devices with quantified performance costs of 4.9x to 21.4x
computational overhead and 4.8% to 26.6x energy consumption increases, providing a
comprehensive evaluation methodology that directly answers the research question of "how
to evaluate efficiency" against DPA attacks. The current research demonstrates superior
alignment to mitigate privacy risks in loT healthcare wearables by transforming Simeck32/64
from a compromised cipher with 232 search complexity to a secure implementation with
restored 2764 security suitable for privacy-critical healthcare deployment, establishing a
complete framework where the baseline identified the vulnerability while the current work
provides the practical solution with evidence-based deployment guidance for healthcare IoT
applications.

7. Conclusion and Future Work

7.1 Summary of Findings

The comprehensive evaluation of masked implementations of the Simeck32/64 cipher has
yielded several important insights. This also demonstrated that both first and second-order
masking are highly effective at mitigating side-channel attacks, reducing the success rate of
DPA attacks from 98.7% to below 3% in our experiments, with first-order masked to be a
2.3% success rate, and second-order masking having 1.8% success rate, respectively. The
statistical analysis confirmed that the masking implementations successfully break the
relationship between power consumption and sensitive data, with guessing entropies
approaching the theoretical maximum of 64 bits.

However, these security improvements come at a significant cost in terms of performance and
resource requirements. The first-order masked implementation showed a 4.9x increase in
encryption time and a 4.2x increase in code size compared to the unmasked version. The
second-order implementation was even more resource-intensive, with a 21.4x increase in
encryption time and a 10.9% increase in code size.

7.2 Implications for IoT Healthcare Applications

The results have important implications for the design of secure loT healthcare wearables.
For most applications, first-order masking provides an excellent balance between security and
performance, offering strong protection against side-channel attacks with acceptable
overhead. However, for the most security-critical applications, such as implantable medical
devices, the additional protection provided by second-order masking may be justified despite
its higher resource requirements.

7.3 Future Research Directions
Several promising directions for future research that emerged from this work are as follows:

1. Hardware Acceleration: Investigating dedicated hardware support for masking
operations could significantly reduce performance overhead.
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2. Hybrid Approaches: Combining masking with other countermeasures (e.g., hiding,
shuffling) might provide better security-efficiency trade-offs.

3. Higher-Order Masking: While we focused on first and second-order masking,
exploring higher-order implementations could provide insights into their practical
feasibility.

4. Real-World Validation: Conducting experiments on actual hardware would validate
our simulation-based results and might reveal additional implementation challenges.

5. Automated Masking: Developing tools for automatically applying and verifying
masking schemes could reduce implementation errors and improve accessibility.
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