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Configuration Manual

Jeevitha BS
X23162384

1. Introduction

The manual is a comprehensive document describing how to recreate, audit, and comprehend a
cloud-based fraud detection system developed with AWS. Compliant to the actual in real-life
security standards designed ( GDPR, PCI-DSS ), this guide is a documentation on one hand that

can be submitted to an academic focus and a blueprint of deployment on the other.

2. System Configuration

Services \ Details
AWS Region eu-west-1
IAM Policy Least privilege, custom roles for Lambda/SageMaker
Web Application Firewall AWS WAF -Blocks Malicious Traffic
API Gateway RESTAPI endpoint for transaction ingestion
Lambda Functions Ingestion and Prediction Function
Kinesis Data Stream Real time streaming, buffer transactions
SageMaker Endpoint ML Model Hosting
Data Storage S3 Bucket
Log Processing CloudWatch (live), S3 (archival)
Monitoring CloudWatch Logs, CloudTrail

Table 1. Environment setup

3. Detailed Component Setup
3.1 AWS Account Setup
3.1.1 AWS Account Creation:

e A new AWS account was set up for deployment of the fraud detection pipeline.
e As this provides a secure, cloud-based environment with the required access to AWS services



1AM user sign in M

Account ID or alias (Don't have?)

| s93627897767
[ Remember this account

1AM username

| Jeevitha_Gowda

Password

[ sShow Password
sign in
Sign in using root user email

Create a new AWS account

Having trouble?

3.1.2 Multi-Factor Authentication (MFA):

Additional verification required

Your account is protected with multi-factor
authentication (MFA) .

To finish signing in, enter the code from your

MFA device below.

MFA code

| nter code |
Sign in

‘ Sign in to a different account ‘

Trouble signing in?

3.1.3 IAM User Creation:

MFA was enabled on the account as it adds a layer of security protects against unauthorized
access.

e Separate IAM users were created for developers and administrators and Admin access was

assigned.

e IAM 3> Users > Jeeviths_Gowds

Identity and Access <
Management (IAM)

Q Search 1AM

Jeevitha_Gowda .

Parmissions Groups Taas Security cr

Permissions policies (2)

Last Accassed

i S SEAREd by Polices Sttached 1o the uer divectly oF thrrdh Srous,

Q search
Palicy name [3

3.1.3 Region Selection:
All the deployment was performed in eu-west-1 (Ireland).

Filter by Type

All types
Type

WS managed - job function
£ mana; ged

~dd permiions v )




3.2 Storage Setup -Amazon S3 Bucket

3.2.1Dataset Bucket:

e Bucket were created for testing and training datasets and storing the result.

General purpose buckets (&) 1nro

C{—j) ) Copy ARMN Empty Delete Create bucket
Buckets are conts

(=

| AwWS Region -
Europe (Ireland) eu-west-1
Europe (Ireland) eu-—west-—1
Eurape (reland) eu-west-1

Europe (Ireland) eu-weast—

Europe (Ireland) eu-—west—1

Eurcope (Ireland) eu-west-1

3.2.3 Logs Bucket:

e Bucket fraud-results-data is created for storing the result of fraud detection logs and

predictions. As this helps in auditing, tracking model performance

3.3. Identity & Access Management (IAM)

3.3.1 Lambda Role:

Assigned polices to Lambda function for both Ingestion function and Prediction function to pass

data between services and send logs to CloudWatch.

e Ingestion Function

LambdalngestRole e

Allows Lambda functions to call AWS services on your behalf.

Summary

Creation date
A 1

ARN
7. 2025, 17:57 (UTC+05:30)

=]

393627897767 role/LambdaingestRole

Maxinm
1 hour

Permissions Trust relationships Tags Last Accessed Revoke sessions

Permissions policies (3) e (@ ( simutate 3 )

You can attach up to 10 managed policies

Filter by Type

(=3 | [ Al types -
] Policy name [ a | - | Attached e -
= CloudwatchiogsFullAc a
— = PutTokenkir o
[E  LambdaPutTokinesis o

e Prediction Function

¢ naam



© 1 > o > Lambdapredicnote

Identity and Access <
Management (IAM)

Q, Search 1AM

Dashboard
* Access management
User graups

Users

Roles

+ LambdaPredictRole ..«
Allows Lambda functians to call AWS services an your behalf
Summary

Creation date
August 17, 2025, 18:04 (UTC+05:30)

Permissions

ARN
1) amawsiam::36362789776 7 role/LambdaPrediciRale

Maximum session duration
1 haur

@

o

Trustrelationships | Tags | LastAccessed | Revoke sessions
Permissions policies () ®
Vou can sttach up to 10 managed policies.
Filtor by Type
b Qs All types - 1 @
Policy name (1 a | Type ® | Attached entities v |
o] mbdsKinesisExecutionRote AWs mansged z
[c] hiogsFullaccess AWS managed a
Organization activity FraudiambdasagemaksrsPolicy Customar intine o
Servica contral policl B InvokeFraudEndpoint Custamer inline o
Resource control policies New
[ PredictinvokeAndwrite Custamer inline o
1AM Identity 2 @ raudPolicy Customer inline o
AWS Organizi | — 5] Custamer infine o
3.3.2 SageMaker Service Role:
9. ageiviaker dErvice noie:
AmazonSageMaker-ExecutionRole-20250824T011817 wi (_petete
SageMaker execution role created from the SageMaker AWS Management Console.
Summary ( Edit )
Creation date ARN
August 24, 2025, 01:18 (UTC+05:30) 5 ar 93627897 vice-role/Am 20250624T011817
Last activity Maximum session duration
1 hour
Trust Tags Last Accessed Revoke sessions
. E
Permissions policies (12) ©) ( ulate [3 ) ( Remove
You ean attach up to 10 managed poli
Filter by Type
| a search v | 1 @
Policy name [2 a | Type v | Attached entities v |
@ An : er-ExecutionPolicy-20250824T011817 Customer managed 1
@ AmazonsageMakerCanvasAlServicesAccess AWS managed 1
@ AmazonSageMakerCanvasDataPrepFullAccess AWS managed 1
AmazonSageMakerCanvasFullAccess AWS managed 1
@ A MakerCanvasSMDat thecess AWS managed 1
AmazonsageMake FullAccess AWS managed 3
SageMakerReadRealtime Customer inline o
[ SageMakerReportskw Customner inline o
B SageMakerS3AccessFraud Customer inline o
SageMakerwriteFraudReports Customer inline o
waf_policy Customer inline o

3.4. Web Application Firewall (AWS WAF)

FraudApiWAF, a Web ACL was created on eu-west-1 region to act as first line of defence.

AWS WAF > Web ACLs

Web ACLS .

Web ACLs (1)

Web ACLS that you have defined in the selected region.

Q. Find web ACLs
Name

@) FraudApiWAF

3.4.1 Rules S

a Description

etup:

- ARN

6 arm:aws:wafv2:eu-west-1:393627897767:regional /weba. ..

| Is) H Europe (Ireland) v

Delete

Create web ACL

1 @

D

90404d67-67cd-4516-
aale-f7ba082a6105

e AWS Managed rule was enabled to block the incoming malicious traffic



AWS WAF > Web ACLs > FraudApiWAF

FraudApiwWAF
5] arnaws:wafvzieu-west-1:393627897767:reg
< Traffic overview Rules Associated AWS resources
Rules (4)
Q. Find rules
] Name

(=] AWS-AWSM:

gedRules

AmazonipRe)

[} AWS-AWSManagedRulesAnonymo:
(=] AWS-AWSManagedRulesCommonRuleSet

(=) AWS-AWSManagedRulesSOLIRuleSet

3.4.2 Integration with API Gateway:

AU dAPIWAF/90404d67-67cd-4516-a

Je-17ba0B2a6105

Custom response bodies

Action
Use rule actions
Use rule actions
Use rule actions

Use rule actions

Download web ACL as JSON

Logging and metrics 1 <l Log | >

Add rutes v |

1 =
Priority Custom response
o
1 -
2 -
EY -

e WAF was associated with API to ensure that malicious requests are blocked.

AWS WAF > Web ACLs > FraudApiWAF

FraudApiWAF

I8 armawsiwafv2iou-west-1:395627897767:reg

Traffic overview Rules Associated AWS resources

Associated AWS resources (1)

Q. Find associated AWS resources

Name

(&) fraud-api-rest - prod

3.5. API Gateway Configuration

3.5.1 Endpoint Creation:

Custom response bodies

al/webacl/FraudApiWAF/90404d67-67cd-4516-2a0e-f7ba082a6105

Resource type

API Gateway

Download web ACL as JSON

Logging and metrics

Disassociate Add AWS resources
1 @3
Region

Europe (Ireland)

A REST API was created to have a secure entry point for external application to send transaction

data with POST method.

< C (R | @ https//eu-west-1.console.aws.amazon.com/apigateway/main/apis?region=eu-west-1

e API Gateway > APIs

API Gateway <
APIs (1/1) ©@ (o
APIs
Custom domain names | @ Find apis J
D ss associat
omain name access associations Name |  Description v | D v | Protocol v | APlendpointtype ¢
VPC links
fraud-api-rest Skricfbse0 REST Regional
e APIGateway > APis > Resources - fraud-api-rest (Skrjcfb5e0) [olR<]

API Gateway <

Resources
APIs
Custom domain names.
Create resource
VPC links =)
B /ftransactions
OPTIONS
» API: fraud-api-rest T

Resources
Stages

Authorizers
Gateway responses
Models

Resource policy

3.6. AWS Lambda Functions

Jtransactions - POST - Method execution

ARN
I0) arn:aws:execute-apizeu-west-
1:393627897767:5krjcfb5e0/*/POST/transactions

- Method request
[——]
Client

«— Method response

Deploy API

ctions ¥

( Update documentation ) C Delete )

Resource 1D
upu2m2

Ny

Lambda
integrat

Integration response
«— 9 ” «— Lden

Proxy integration




Two functions were created 1. TransIngestFn — 2. TransPredictFn

B o4 @ @

Europe (Ireland) ¥

e Lambda > Functions

Lambda < Functions (2) Last fetched 0 seconds ago (@ Create function
Q Filter by attributes or search by keyword 2
v Additional resources TransPredictFn = Zip Python 3.13
Code signing configurations TransingestFn = Zip Python 3.13
3.6.1 Ingestion Lambda:
e This function validates all the request payloads and it forwards the events to Kinesis stream
as this prepares data for streaming and ensures the data fed is clean.
e 128 MB for memory with storage of 512 mb is allocated for testing.
= ambda > Functions > TransingestFn @ @

Code Test Monitor Configuration Aliases Versions

e General configuration i

Triggers Description Memory

128 MB
Timeout SnapStart | Info
0 min 3 sec None

Function URL

e Logs are enabled to track and monitor all the activities

Ephemeral storage

512 MB

Cain)

: Lambda > Functions > Transingestfn

Code Test Monitor Configuration Aliases Versions

Logging configuration i

Log destination
Cloudwat
faws/!

Log content

Log format Application log level
JSON INFO

Environment variables

e Variables -KINESIS-STREAM is key for the value TRANS-STREAM which is kinesis

stream which will be used by lambda to connect to it.

Function URL

System log level
INFO

@ GO

TransingestFn
+ Function overview 1.
TransingestFn

@ = cateway - + Add dustinasian

3.6.2 Prediction Lambda:

e [t reads events from Kinesis, invokes SageMaker, and stores results in S3.

e 128 MB for memory with storage of 512 mb is allocated for testing.



https://eu-west-1.console.aws.amazon.com/lambda/home?region=eu-west-1#/functions/TransIngestFn
https://eu-west-1.console.aws.amazon.com/lambda/home?region=eu-west-1#/functions/TransPredictFn

TransPredictFn ( Throttte ) (15 ConyaRN ) { Actions v
¥ Function overview .. Export 1o Infrastructurs Comporer ) ( Dowtesd ¥ )
{ oo JRRCL Bascripeio

TransPredictFn
£ Layen

eslam bdaien- west-1:595627897 76 7-function:Transpredictrn

Code Test Manitor Configuration Aliases Versions

General configuration (Cear )

Description Memory Ephamarst storage
- 128 Ma 512 ma

e Logs are enabled to track and monitor all the activities

Additional moenitoring tools .. =)

Logs and mexrics (defaut) CloudWatch Application Signals. Lamida insights enhanced manitoring CodeGury code profiting
Enabied and AWS X-Ray ot enabizs Mot enabiza

e Variables : key—value pairs is created that the function uses to connect to resources like an S3
bucket, a SageMaker endpoint.

Code Test Monitor Configuration Aliases Versions

General configuration /

Environment variables (3) (_Edit )

Triggers The environment variables below are encrypted at rest with the default Lambda service key.

Permissions | @ Find environment variables

Destinations Key Value
Function URL RESULTS_BUCKET fraud-results-data
. . SAGE_ENDPOINT sagemaker-gboost-2025-08-24-16-21-51-481
Environment variables
THRESHOLD 0.07
Tags
VPC

RDS databases

3.7. Streaming Layer (Kinesis Data Stream)

3.7.1Stream Setup:
e (Configured Trans-stream (Kinesis stream) with 1 shard it is scalable as needed.
e Encryption is Enabled



3.8Amazon SageMaker

3.8.1 Endpoint Summary (second screenshot)

o Status: InService — the endpoint is live and ready to serve predictions.

e Name: sagemaker-xgboost-2025-08-24-16-21-31-481.

e Type: Serverless SageMaker handles scaling).

e URL: For REST API endpoint for invoking predictions-https://runtime.sagemaker.eu-
west-1.amazonaws.com/endpoints/sagemaker-xgboost-2025-08-24-16-21-31-
481/invocations

The Lambda function will call this URL to send transaction data and receive fraud predictions.

e Logs: It is Stored in CloudWatch (/aws/sagemaker/endpoints/...) for

monitoring/debugging.

sagemaker-xgboost-2025-08-24-16-21-31-481 ('_ Delete _)

Endpoint summary

Endpoint runtime settings Update concurrency Configure aute scaling
variant n
- ATarC

Endpoint configuration settings ( change ) ( clone )

3.8.2 Endpoint Configuration Settings
e Name: sagemaker-xgboost-2025-08-24-16-21-31-481.
e Production Variant:

e Training Job- Trained with job sagemaker-xgboost-2025-08-24-16-14-55-208
e Variant-AllTraffic

e Memory Size-2 GB allocated for container.

e Max Concurrency- 2



Endpoint configuration settings (change ) (_clone )

ryption k reation time
2 24-16-21-31-a8 arniawsisagemaker e west - 8/24/2025, 551132 PM
1:39362789776 anfig/sag
2025-08-24-16-21-31-481
Idantifies a model that you want to host and the reseurces chasen to deploy for hosting it.
@ Production
Mod Training job Variant name Memory Size Max Concurrency Provisioned Concurrency
? gboost-2025.08.24.16.14.55.208  AllTraffic cn
Tags CEaie )

3.8.3. SageMaker Domain, User Profile & Studio Setup
1 SageMaker Domain Setup

e Step 1: A Domain was created to provide a centralized environment for developing and
collaboration.

2 User Profile Creation
e Step 1: A User Profile was created in the Domain and for the project researcher.

Amazon SageMaker < default-20250824T011816 Crwmen =)

a1

Cran )
St
- @
n
r =] ans
= =D
Appiication typ. " -
Spaces and Apps
a s
Name PR — v | Type v | create -

3 SageMaker Studio Launch
e Step: Once the User Profile was created SageMaker Studio was launched which enabled
access to an integrated ML IDE as this provides interface for building, training, and
deploying models. Where notebooks, deployment and experiment tracking can be seen in
a single workspace as this reduces setup complexity and time consumption




<
Amazon SageMaker QuickSetupbomsin-202508247011816

Domain details

User profiles Space App € € Resources

¥ Applications and IDEs P

Name v | Moa

4 Jupyter Notebook Environment

e Step: A Jupyter Notebook was used for this project inside SageMaker Studio for purpose
of training and testing the fraud detection model.Python 3 is used as Kernel for the

Notebook.

< & https//iiBequwy3okorgdm studio. eu-west-1_sagemaker.aws/jupyterlab/default/lab

L |

i

0
it

i
Q

5.Model setup in SageMaker

1. Install Dependencies This command interpolates the necessary Python packages to develop the
models. It comes with boto3 (aws sdk), pandas (data management), matplotlib (figure generation),
and scikit-learn (ML tools). The command -quiet is used to have the installation silently take place

without including the elaborate logs.

!pip install --quiet boto3 pandas matplotlibk scikit-learn



3. Upload Raw Data to S3 The training and testing CSVs are raw datasets are uploaded in S3
bucket to be accessed by SageMaker. The files are placed in all under defined keys
(e.g.,xgb/xgb train.csv and xgb/xgb test.csv). The final S3 paths are printed by the code to allow
re-use in training.

import boteoz, sagemaker

bucket_raw "fraud-raw-datasets”
bucket_model "fraud-model -dataset”

region = sagemaker.Session().botoc_region_name
s3C = botoz.client{"s2", region_name=region)

train_key
test key

xgh/x

s3c.upload_file("/tmp/xgb_traim.csv", bucket_raw, train_key)}
s3C.upload_file{("/tmp/xgb_test.csv™, bucket_raw, test_key)
train_s3 = F"s3://{bucket_raw}/{train_key}"
test s3 = F"s3://{bucket_raw}/{test key
print{"uvpleoaded:", trainm_s3, "amnd", test s3)

-

Uploaded: s3://fraud-raw-datasets/xgb/xgb_train.csv and s2://fraud-raw-dastasets/xgb/xgb_test.csv

4. Data Preprocessing Raw datasets downloaded are processed into a clean and normalized and
fixed into XGBoost-style format. Label values are illegibly mapped with 0 (non-fraud) and 1
(fraud), non-numeric attributes are discarded, and missing values are imputed. Introduction of final
training and testing files is then saved as CSVs, that are headed which are uploaded in S3 again.

import pandas as pd, numpy as np. boto3, sagemaker

# paths & buckets you already use
bucket_raw =
train_key
test_key

raud-raw-datasets™

raud_traindataset.csw™
“fraud_testdataset.csu”

region = sagemaker.Session().boto region_name
s3 - boto3.client(”s3", region_name—region)
# 1) downlood raw
s3.download_file(bucket_raw, train_key, "/tmp/train.csv")
=3.download_file(bucket_raw, test_key, TSEtmp/test.csv™T)
# 2) Load & normalize columns

tmp/strain.csw™)

train_df — pd.read_

test_df = pd.read_ SEmp/test _csu™)
train_df.columns — trip().lower() for c in train_df.columns]

test_df.columns = [c.strip().lower() for c in test_df.columns]

# & if your Label column name is different, set it here:

label col = “label™

assert label _col in train_df.columns, ¥ Label column "{label_col} ' not found. Columns: {train_df.columns.tolist()}"

# Z) show current Labels
print{"Unique labels (train) BEFORE:". pd.unique(train_df[label_col])[:2ze])

# 4) convert Labels to {8.1}
def to_binary(series):

“re, 1:1.8:0,
"False":0,

-"nov:e.

"Fraud”:1l, "Fraudulent™:1,

"legit”:@,"legitimate”:©, "non-fraud”: @, " nonfraud”: o

def _map{w):
s = str(v).-strip().lower()



s = str(v).strip().loner()

return mapping[s] if s in mapping else v
out = series.map(_map)
# if still not numeric, try cast; then clamp to {8,1}
out = pd.to_numeric(out, errors="coerce").fillna(@)
out = out.clip(lower=8, upper=1).astype(int)
return out

train_df[label col] = to_binary(train df[label col])
test_df[label col] = to binary(test df[label col])

pd.unigue(train_df[label col]))

print("Unique labels (train) AFTER

# 5) heep ONLY numeric features (strings break training)
num_train = train_df.select_dtypes(include=[np.number]).copy()
num_test = test_df.select dtypes(include=[np.number]).copy()

assert label col in num_train.columns, "Label not numeric after conversion."
bad = set(num_train[label col].unique()) - {8,1)
assert not bad, f"Labels must be 8/1; found {bad}"

# 6) Fill NaNs / inf
for df in (num_train, num_test):
df.replace([np.inf, -np.inf], np.nan, inplace=True)
df.fillna(@, inplace=True)

# 7) build feature List (everything numeric except Label)
feature_cols = [c for c in num_train.columns if c != label col
print(“Feature columns:”, feature_cols[:28], "... (total:", len(feature cols), ")")

# 8) write XGBoost €SVs (no header, label Last)

pd.concat([num_train|feature_cols], num_train[[label col]]], axis=1)\
.to_csv("/tmp/xgh_train.csv”, index-False, header-False)

pd.concat([num_test[feature_cols], num test[[label col]]], axis=1)\
.to_csv("/tmp/xgb_test.csv", index=False, header=False)

print( Prepared /tmp/xgb_train.csv and /tmp/xgb_test.cs

Unique labels (train) BEFORE: [0 1]
Unique labels (train) AFTER: [@ 1]

Feature columns: ['user_id', 'amount’, 'card present’, 'hour', 'day_of week', 'customer_age days', 'txns_last 1h', 'tins_last 24h’,

t', 'distance_km', 'is_vpn'] ... (total: 13
2 prepared /tmo/xeb train.csv and /tmo/xeb test.csw

5. Model Training: Training is performed by the SageMaker built-in XGBoost algorithm. All the

datsets from S3 are fetched and trained for model evaluation.

% Untitiedipynb X | @ Launcher X | B Untitied1.ipynb X | B Launcher X | IR Fraud-detectipynb x [+
[CIE -3

B+ XDOO» = C» Code v

from sagenaker import inage_uris
from sagemaker.estimator import Estimator
from sagemaker. inputs inport TrainingInput
inport sagemaker

bucket_model = "fraud-nodel-dataset”
region = sagenaker.session().boto_region_name
role - sagemsker.get_execution role()

Xgb_image = image_uris.retrieve("xgboost”, region, version="1.7-1")

xgb = Estimator(

role,
instance_count=1,
ml.ms. large",
+//{bucket_model}/xgb-output/"

output_path=F"s

)
xgb.set_hyperparameters(objective="binary:logistic", num_round=1ea)

xeb.Fit({
"train®: TrainingInput(train_s3, content type="text/csv"),
"validation": TrainingInput(test_s3, content type="text/csv")

n

TNFO: sagemaker. imsge_uris:Tgnoring unnecessary instance type:

INFO: sagemaker . telenetry. telemetry_logging:sagenaker Python sm "Wl coltect IR i [ 15 [ RS S5 (TS, RIS S O B ST G
To opt out of telemetry, please disable via TelemetryOptOut parameter in SOK defaults config. For more information, refer to https://sagemaker.readthedocs.io/en/stable/overvi
o

TNFO: sagemaker:Creating training-job with name: sagemaker-xgboost-2925-83-24-16-14-55-208

225-88-24 16114156 Starting - Starting the training job...

2625-88-24 16:15:27 Downloading - Downloading input data

20256324 16:16:13 Dounloading - Downloading the training imsge.

2625-88-24 16:17:19 Training - Training inage download completed. Training in progress../miniconda3/1ib/python3.s/site-packages/sagenaker_containers/_sery

o/en/latest/pkg_resources.hinl. The pkg_resources packoge is slated for renoval as early as 2625-11-30. Refrain from using this package or pin to Setis
inport pkg_resources

1.394 1p-18-6-181-51.eu-west-1.conpute. internal? INFO utils.py:28] RULE_JOB STOP_SIGNAL FTLENAME: None

1.461 1p-1-0-181-51.2u-west-1.conpute. internal:7 InFo profiler_config parser.py:111] User has disabled profiler

genaker_xgboost_container. trainin

Failed to parse hyperparameter objective value binary:logistic to Json.

N GPus detected (normal If no gpus installed)
Aunning agenaker in algorithm mode
petermined @ GPU(s) availsble on the instance

Determined delimiter of Csv input is

Determined jelm,e of CSV input is *,*

t/mlfinput/data/train o input files

Haking calinges fron solier £0pE/BL NPT/ T3/ Erain to folder /Gnp/sagenaker.

pUt_d

files path: /tmp/sagemaker_xghoost_input_data
Determined delimiter of Csv input is ',

File path /opt/ml/input/data/validation of input Files

making salinks fron folder fopt/ml/input/dsts/validation to folder /tmp/sagemaker_xgboost_input_dat;

cresting symlink betueen Path /opt/ml/input/data/validation/xgh test.csv and destination /tmp/sagemaker_xgboost input data/xgh
files path: /tnp/sagenaker_xgt

[ ]#ellitrain-logloss @ . 2166S#a@llvalidation—
[7l#ellitrain-logloss ::@.21SS2#allvalidation—
[ee]relitrain-logloss::@.2la7osallvalidation—
[ ]#elitrain-logloss:@._ 213528 llvalidation—

*chargeback_ratio_30d', 'ip_risk scare’,

‘velocity 24h_amoun

Notebook [ Cluster &  Python 3 fipykemel) O =

igurs d. defaults-with-th

ker-pythen-sdk.

r.pyi22: Userwarning:

es

.
loglos=s
loglos
loglos
loglos=s

pke_resources is deprecated as an
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6. Model Deployment The trained model is deployed as an endpoint of SageMaker, as a serverless

endpoint with 2048 MB memory and maximum concurrency of 2. In SageMaker endpoint name
is automatically created. The feature order is printed so that the input structure would be correct
when it comes to prediction or Lambda calls.

Fie Edt View Run Kemel Git Tabs Settings Holp @ defaui20250824

- Bt C & T % Untitled.ipynb ® 1 UntitledTipynb % | @ Launcher X 4 Fraud-detectipynb
B+ X000 » = ¢ » code v @ o om Notebook [ Cluster

Madified
2 days ago

18

4 days ago

4 days ago

+ [ Untitled 1.ipynb

oSt -2025-08-24-16-21-31-481
- xghoost-2025-08-24-16-21-51-481

st-2025-08-24-16-21-31-481

2025-08-24-16-21-31-481
“aRount’, Card_present’, "hour', diy_of_week', Custower_ege_deys', 'tni_LBst_IN', “txns_lest_2ah°, °chergeback_retio_3d’, 'Lp_risk_scor

7. Model Evaluation The model is tested in several traffic situations (low, medium, high). Such
measurements as accuracy, precision, recall, Fl-score and latency are calculated. Outcomes
indicate great recall and accuracy, that is, the model identifies the majority of fraud and the
minimal false negativity

avg_ms=round(avg_ms,Z) 1t avg_ms==avg_ms else None,
p95_ms=round(p95_ms,2) if p95_ms==p95_ms else None,
avg_tps=round(tps,2)} if tps else MNone,
accuracy=round(acc,4), precision=round(prec,4),
recall=round(rec,4), fl=round{fl,4),

TP=TP, FP=FP, FN=FN, TN=TH)

BEST_THR = None # use Lambda’s decisions; set e.g. 8.18 to re-threshold from score

summary_rows = []
dfs_labeled = {;

for name, d in dfs.items():
d2? = add_label_and_pred(d, thr=BEST_THR}
dfs_labeled[name] = d2
summary_rows.append({"”scenario”: name, **metrics_for_df(d2}})

summary = pd.DataFrame(summary_rows)

summary

[25]: scenario rows legit pred fraud pred avg ms p95 ms avg tps accuracy precision recall 1 TP FP FN TN
0 low 71 47 24 p4331 6508.0 2.85 0.9577 0.8730 1.0000 0.9333 21 3 0 47
1 med 1000 675 325 34900 661.1 16.69 0.9750 0.9231 10000 09600 300 25 0 675

2 high 9932 6656 3276 41281 779.0 20.79 09705 09118 09987 09532 2987 289 4 6652



import matplotlib.pyplot as plt
from sklearn.metrics 1mport roc_curve, auc

for name, d in dfs_labeled. itens():
if d.empty:
print(f"{name}: no data to plot")
continue

fig, axes = plt.subplots(1,3, figsize=(13,4))

# decisions

d["decision"].value_counts().reindex(["legit","fraud"]).plot(kind="bar", ax=axes[@], title=f"{name}: decisions")

axes[0].set_xlabel("decision”); axes[@].set_ylabel("count")

# Latency

if "latency_ms" in d and d["latency_ms"].notna().any():
d["latency_ms"].plot(kind="hist"
axes[1].set_xlabel("ms")

# RoC from scores (if present)

if "score” in d and d["score”].notna().any():
yy = d["label"].values
scr = pd.to_numeric(d["score”], errors="coerce").fillna(e).values
£pr, tpr, the = roc_curve(yy, scr)
roc_auc = auc(fpr, tor)
axes[2].plot(for, tpr, label-f"AUC={roc_auc:.3f}"}
axes[2].plot([8,1],[e,1],"
axes[2].set nar
axes[2].set_x1abel("FPR"); axes(2].set_ylabel("TPR"); axes(2].legend()

plt.tight_layout(); plt.shou()
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4. Monitoring & Auditing

4.1CloudWatch Logs:

CloudWatch is used to capture the logs

low:

» bins=38, ax=axes[1], titlesf"{name}: latency (ms)")

latency (ms) low: ROC
10
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£
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I 0.0 —— AUC=0.998
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e PR

for tracking purpose and auditing , log groups are

enabled for each component and retention period is set to never expire

e CloudWatch > Log groups

CloudWatch <
Log groups 9) @ View in Logs Insights
Favorites and recents. » By default, we only load up to 10000 log groups.
| Q Fitter tog groups or try pattern search | Exact match
Dashboards
» Al Operations New (J| Loggroup v | Logclass v | Anomalyd.. v | Dataprotection ¥ | Sensitivedatac.. ¥ | Retention v | Metric
» Alarms Ao @o @o O /aws/apigateway/welcome Standard Configure - = Never expire =
v Logs [J  /aws/lambda/TransIngestFn Standard Configure 5 o Never expire o
Log groups () /aws/lambda/TransPredictFn Standard Configure = = Never expire =
Log Anomalies
O gboost-2025... Standard Configure - - Never expire -
Live Tail e
Logs Insights [0 /aws/sagemaker/TrainingJobs Standard Configure - - Never expire -
Contributor Insights [ Jaws/sagemaker/studio Standard Configure a S Never expire o
» Metrics [ API-Gateway-Execution-Logs_SkrjcfbSe0/prod Standard Configure 5 o Never expire o
» Application Signals (APM) [J  aws-cloudtrail-logs-Fraud-detection Standard Configure = = Never expire B
* Network Monitoring [ aws-waf-logs-fraud-detection Standard Configure . R Never expire R
» Insights 4




<« C @A & https//eu-west-1.console.aws.amazon.com/cloudwatch/home?region =eu-west-1#logsV2:log-groups/log-group/aws-waf-logs-fraud-detection/log-events/eu-west-1_FraudApiWA =95 8 - O

Europe (ireland) ¥

e CloudWatch > Loggroups > aws-waf-logs-fraud-detection > eu-west-1_FraudApiWAF_O

Clowawatch < Logevents © G o G ) e

You can use the filter bar below to search for and match terms, phrases, or values in your log events. Learn bout filter patterns [2

Favorites and recents >
Q Filter events - press enter to search Clear im 30m 1h 12h Custom @ UTC timezone ¥ ]

Display v

Dashboards P

» Al Operations New

> Alarms Ao @0 Oo
» Timestamp | Message
v Logs 1_Body"}1," zem64," lyStzeTnspectedByHAr™:64)
Log groups > 2025-08-27721:58:43.7342 ("timestamp”:1756331923 tVersion™:1,"webacld™: “arn: aws wafy2:eu-west-1: 393627897767 regional /webacl /F raudApiWAF /90404467 -
Log Anomalies < feacis

esSQLiRule X", "terminatingRuleMatchDetails™:

Live Tail ditionType™: "SQL_INJECTION" \"F_7c1d36a85a\", \"comment\"
Logs Insights \ “APIGH™, “httpSourceld":~393627897767: Skricf
b5
Contributor Insights i« dRulesAmazonIpReputationlist™, “terminatingRule”:null,“nonTerminatingMatchingRules™
[1,“excludedRules” :null, “customerConfig™:null},
» Metrics 3 RulesAnonymousIpList™, “terminatingRule”:null, “nonTerminat ingMatchingRules™:

» Application Signals
(APM)

» Network Monitoring

> Insights

Settings

(B CloudShell  Feedback

2.CloudTrail:

Fraud-pipeline-trail is created where logs are sent both to S3 buckets and Cloud watch for
monitoring and storing.

& C [ O hitpsyfeu-west-1.console.aws.amazon.com/cloudtrailv2/home?region=eu-west-1#/trails 7 Q3 = O @ (pdste - My
e CloudTrail > Trails @ @
CloudTrail < @ You can now enrich CloudTrall events with additional information by adding resource tags and 1AM global keys in CloudTrail Lake. Learn more [2
Dashboard
Event history Trails Copy events ta Lake ) (©) (_petete Create trail
Insights
v Lake @
Dashboards Multi-region Organization CloudWatch
Quary trail trail Logs log group
Event data stores amawslogsa-
amiawsicloudtri
integrations o west-
g-pipeline 1:393627897767:
Trails B T — Europe (ireland) Yes 1393627497767 Disabled No © Logging
m log-group:aws
LC walffraud-
i doudtrail-logs-
Fipel Fraud-detection:*
Settings
Pririna 1
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