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1 File Structure and Requirements
The artifact attached to this research follows the following structure:

Thesis_Final Artifact/

main.py # Main application entry point
—— requirements.txt # Python package dependencies list
—— README.md # Project documentation and setup guide
—— configs/ # Configuration of the different components
—— bias_mitigation_config.yaml # Settings for bias reduction algorithms

—— expression_tolerance config.yaml # Facial expression variation handling
improved_training config.json  # Enhanced model training parameters

—— paths.yaml # File and directory path configurations
—— data/ # Data storage and datasets
— landmark data/ # Facial landmark coordinate datasets
—— sample _models/ # Sample 3D face models for testing
—— sample attacker 1.obj # Test attacker model 1 (3D mesh)
—— sample attacker 2.obj # Test attacker model 2 (3D mesh)
—— sample_user.obj # Legitimate user model (3D mesh)
—— sonar_data/ # Acoustic signature simulation data
— models/ #Trained models and metadata
— backups/ # Model backup storage for recovery
—— expression_tolerance config.json # Expression handling configuration
— facial transformer.pth # Primary facial recognition transformer model
— facial transformer improved.pth # Enhanced facial recognition model
— landmark transformer latest.pth  # Latest landmark detection model
— latest_training_history backup.json # Training progress backup
—— model update_status.json # Model versioning and update tracking
—— sonar_similarity transformer.pth # Sonar-based similarity model
—— sonar_transformer_latest.pth # Latest sonar processing model
—— output/ # Generated results and analysis outputs
— logs/ # Application execution logs and debugging info
— results/ # Training results and performance metrics
—— visualizations/ # Generated charts, graphs, and visual outputs
—— scripts/ # Utility and analysis scripts

1



—— init__.py # Python package initialization

—— generate anova_analysis.py # ANOVA statistical analysis generator
—— generate confusion matrix_analysis.py # Confusion matrix analysis generator
—— generate _distance analysis.py # Distance-based similarity analysis

—— generate_statistical analysis.py  # General statistical reporting

—— generate_system_analysis.py # Overall system performance analysis

—— improved _training_integration.py # Enhanced training workflow integration
—— improve_expression_tolerance.py # Expression tolerance enhancement

—— model backup system.py # Automated model backup utilities
—— model management analyzer.py # Model performance and management analysis
—— system_status_summary.py # System health and status reporting

—— test_expression_improvements.py # Expression tolerance testing
—— update system metrics_with_stats.py # Metrics updating with statistics

—— src/ # Core source code modules
—— init__.py # Package initialization
— authentication/ # User authentication and identity verification
—— comparison/ # Biometric comparison/matching algorithms
— detection/ # Facial landmark and feature detection
—— sonar_simulation/ # Acoustic signature simulation and processing
—— training/ # Machine learning model training workflows
— utils/ # Utility functions (config loading, logging)
—— visualization/ # 3D rendering, mesh processing, and tools
—— ui/ # Graphical user interface (GUI) components
—— init__.py # Package initialization
—— authentication_screen.py # User login and authentication interface
—— model training screen.py # Model training control panel
—— system_analysis_screen.py # System performance monitoring interface
—— welcome_screen.py # Main application launcher and navigation

To reproduce this implementation, you should have Python 3.8 or higher installed, along with
an environment that includes the necessary scientific computing libraries, deep learning
frameworks, 3D visualization tools, and essential utility packages to ensure full compatibility
with the project’s requirements. These include:

e Scientific computing: numpy, scipy, matplotlib, scikit-learn, pandas

e Machine learning & 3D visualization: torch, trimesh, plotly, opencv

e Utilities & configuration: pyyaml, tqdm, pillow, psutil

e GUI framework: tkinter

Note: All these packages are also listed in the provided requirements.txt file to help ensure
your environment is properly configured before running the model for the first time.



2 Dataset Information.

Table 1 Facescape dataset specifications (Yang et al., 2020; Zhu et al., 2023)

Source: CITE LAB, Nanjing University

847 subjects x 20 expressions high-resolution 3D facial meshes with detailed

Content: geometric features, in a total of 16940 models

Diversity: Ethnically diverse population coverage for comprehensive bias testing
Ongma.l Wavefront OBJ files (.obj format)

Format:

Processed Wavefront OBJ files (.obj format — used for implementation)

Format:

Resolution: ~ High-fidelity meshes with around 50,000 to 100,000 vertices per model

Location: /facescape_trainset 001 100/

Dataset License of usage:

The FaceScape dataset is licensed for non-commercial research use only. The dataset is
provided by the CITE LAB, Nanjing University, and comes with the following conditions:

e Permitted Use: Academic research and experiments only.

e Prohibited Use: Any commercial use, sublicensing, redistribution, or sharing of the
dataset.

e Publication Restrictions: Direct portraits (images and rendered models) cannot be
published. Only portrait-authorized data may appear in publications (refer to the
dataset website for the index of authorized data).

o Attribution: Any research output using the dataset must properly cite the following
papers:

o Zhuetal, 2023 (IEEE TPAMI)
o Yangetal, 2020 (CVPR)

o Liability: The dataset is provided "as is," without warranties or guarantees of

accuracy or completeness.

This research strictly adheres to the FaceScape license terms. All experimental procedures,
data processing, and bias mitigation evaluations are conducted within the scope of academic
research. No direct facial portraits or unauthorized data representations are included in this
publication.




2.1 Dataset Preparation and Bias mitigation parameters

The Data preparation, Bias mitigation and train/validation split procedure is implemented in
src/ui/model_training_screen.py and performs subject-wise stratification to ensure balanced
representation. The pipeline proceeds through the following steps:

1. Dataset loading and file scan:
The FaceScape dataset is loaded and split using load facescape dataset() function:

s.path.exists(facesc:
box.showerror("Er

2. Dataset splitting:
An 80/20 split is performed such that 80% of each subject’s models are allocated to the
training set and the remaining 20% to the validation set. This ensures that all subjects are
represented in both subsets without leakage.

for subject in wunique subjects:
indices subject_indices[subject]
np.random. shuffle({indices)

split_idx = int(len(indices) * 8.8)

X_train_ps: .ext _pat in_indices])
y_train_id ject] * len(train_indices))

3. Data bias mitigation:
If bias mitigation is enabled by the user (self.enable bias mitigation.get()), the system
invokes the apply bias mitigation to dataset() function:

.logger.info|([|"Ap

train_data, trai a s .training_data
val_data, val_labe .validation_data

np.random.seed(42)
train_pro ed_groups = np.random.choice([@, 1], size=len(train_data)
val_protected_groups = np.random.choice([@, 1], size=len(val_data), p=[@.7




3 System .zip Compressed folder information

The system is provided in a compressed ZIP folder named Thesis Final Artifact v10 (Final
with trimmed dataset). The dataset was trimmed solely for submission purposes, as the
original dataset is composed of 3D objects that exceed 20 GB due to the variety of facial
models and detailed features of everyone. Nevertheless, the system was trained on the
complete dataset to ensure proper execution. If it is necessary to fully verify the results, it is
recommended to download the complete dataset from the following link (subject to obtaining
the required permissions): “https://facescape.nju.edu.cn/Page Download/”

e Topologically Uniformed Model(TU-Model)

I facescape trainset 001_100.zip I facescape_trainset 101 200.zip
facescape_trainset 201_300.zip facescape_trainset_301_400.zip
facescape_trainset 401 500.zip facescape_trainset_501_600.zip
facescape_trainset_601_700.zip facescape_trainset_701_800.zip

facescape_trainset 801 _847.zip

To run the program in a production environment, extract the folder, open it in Python, and
install the required dependencies either manually from the list provided earlier or by loading
the requirements.txt file to set up the environment without issues.

File Edit Selection View Go Run Terminal Help

@ EXPLORER sec = requirements.txt X

~» THESIS_FINAL_ARTIFACT BREBE DS
Nenv scientific computing
> configs 1.28.8
ta
facescape_trainset_001_100
> models
output
ripts # Deep learning and ML
torch»=2.2.2,<2.7.1

# 3D processing and visualization
trimesh»>=3.9

plotly 3

£ requirements.ixt . opencv-python»=4.5.8

main.py

README md




4 Paths Management and Parameters Configuration

To avoid the confusion caused by the large number of code files, a section dedicated to
managing paths and configuring model parameters was added. To this end, the /configs folder
includes the files necessary for parameterization, as well as a paths file that defines the
location of models, results, outputs, etc.

EXPLORER =oc paths.yaml X

~ THESIS_FINAL_ARTIFACT

paths.yaml

escape_trainset_001_100
> models
output

This organization allows users to easily access and modify specific program parameters, such
as bias mitigation and facial expression tolerance settings, without having to explore the
entire codebase.

File Edit Selecion View Go Run Terminal Help =

@ EX ; bias mitigation_config.yaml X
~ THESIS_FINAL ARTIFACT GELA
env
~ configs

bias_mitigation_config.yaml

ed_training_co

yaml

)e_trainset_001_100

model_training_screen.py

However, it is important to note that the system's graphical interface is designed to allow
parameter modification directly through the GUI, minimizing the need to interact with the
code.



5 Trainer and utilities configuration

To manage training parameters such as the number of epochs, learning rate, and transformer
model architectures, along with other functionalities such as authentication, sonar simulation,
landmark detection, and spoofing simulation, the /src folder contains the code for each of
these functions. If necessary, changes to the system architecture can be made here.

) File Edit Selection Vi 50 Run Terminal Help K nal_Artifact

EXPLORER trainerpy X

~ THESIS_FINAL_ARTIFACT

input_dim=3,
d_mo

num_’

num_lal

super().__init_ (model, device, output_dir, config)

learning r

return optimizer

For example, if you want to modify how the transformer-controlled sonar scan is generated,
you can access the src/sonar simulation/sonar simulator.py file and modify the
sonar_scan_with transformer function, which is responsible for generating the scan, based on
the 3D mesh and the geometric structure of the 3D face.

) File Edit Selection View Go Run Terminal Help

@ EXPLORER _simulator.py X

~ THESIS_FINAL_ARTIFACT

sonar_scan_with_transformer(

sonar_simulator.py



6 Trained Models, Outputs, and Analysis tools.

The program includes a dedicated directory where all trained models, their backups, and the
results from the training processes are stored. This folder, named \models, serves as a
centralized location to organize and manage the outputs of the model training, ensuring easy
access and maintenance. By keeping the trained models and related files in one place, the
system facilitates efficient version control and helps streamline any future updates or
evaluations.

File Edit Selection View Go Run Terminal Help &

@ EXPLORER === {} latest training_history_backupjson X

v THESIS_FINAL_ARTIFACT DEBELE
5
configs
data
» facescape_trainset_001_100
~ models
> backups “improvement”: ©.8300619641825879
ion_tolerance_config.json }
acial_tran r_improved.pth “training_history”:
"default_model™:
transformer_latest.pth
{} latest_training_history_backup.json
{} model_update_statusjson

Similarly, there is a folder called \output, which stores the results, logs, and visualizations
generated by the program. This separation helps maintain a clear organization between the
models themselves and the various output data produced during execution.

File Edit Selection View Go Run Terminal Help <

@ EXPLORER £ biometric_app_2025-08-04.log X
“~ THESIS_ FINAL ARTIFACT QEBELA output
1 [INFO] biometric_app g TkAgg backend r matplotlib (main thread)
[INFO] bi a ng comprehen
[INFO] bi a a raining
[INFO] bi ic_a e updated with improw
[INFO] bi ic_a main facial model with
Is [INFO] bi ic_a MPROVED ¢ model with
~ output [INFO] bi a on for sonar
~ logs [INFO] bi a Successf 0a 1 training r
[INFO] bi a e orma sualizations..
[INFO] bi
[INFO] bi
[INFO]
[INFO] biometric_app
[INFO] biometric_app

configs
ta

facescape_trainset_001_100

Similarly, there is a folder called \scripts where the code files used for system evaluation,
calibration, improvement, and backup are stored.

» models

output

__init_ (self):
self.res

rformance_benchmarking.py

generate_statistical_analysis.py




7 Temporary used data storage.

During training and authentication, the system generates temporary data such as sample
models, sonar data, and landmark information. To manage this, a \data folder was created
where all this temporary information is stored only for the duration it is needed and is deleted
once its use is complete.

~ data

» landmark_data

» sample_models
onar_data

8 System Execution Guide

Run the main.py file with the --gui flag. Without the --gui flag, the program will not operate
in its interactive mode and may fail to run properly. However, if the program is run without
the --gui flag, the program will notify the user to restart it using the proper flag.

I4Business\Documents\PythonExercises\Thesis_Final Artifact> python main.py
44,848 [INFO] biometric app - Using de T cpu
44,841 [INFO] biometric app - Starting anced Biometric Facial Recognition System
44,841 [INFO] biometric_app - Running in command line mode
Facial Recognition System

Use --gui flag to launch graphical interface
% PS C:\Users\AI4Business\Documents\PythonExercises\Thesis_Final Artifact> python main.py

Note: The program includes a parse arguments() function, which processes command-line
options for customizing how the program runs. One of these options is the --gui flag, which is
essential for launching the GUI. Running the system with this flag ensures that users can
interact visually, as certain features and workflows are only accessible through the GUI.

def parse_arguments():
"""Pars ]
parser se.ArgL

parser.add_argument( - typ

parser.add_argument( - =1", type r one, help="Path
parser.add_argument(’--gui’, action= ue help="Launch wit

parser.add_argument(’- action=

return

After running the program, the graphical interface called the welcome screen will appear, this
welcome screen code located in the welcome screen.py file code inside the \ui (user
interface) folder. This welcome screen serves as the responsible for allowing access to, and
starting, the three main modules of the program, model training, system analisys and user
authentication.



) File Edit Selection View Go Run Terminal Help O Thesis_Final_Artifact

DEOLOO

y sys.path.insert(e, os.path.abspath(os.path.join(os.path.dirname(_ file_ ), *

_training_screen.p

sys

welcome_screen.py

ui.authen

Each one of these screens was implemented in its own dedicated Python module located in
the same  \ui folder: model_training_screen.py,  system_analysis_screen.py,
ui\authentication_screen.py

9 GUI: Design and User Flow

The program is developed in a modular structure, with separate files dedicated to each GUI
screen. This design ensures that users can interact with the system in a clear and convenient
way. Each GUI screen is tailored to allow users to easily view, modify, and adjust the
system’s parameters and configurations, providing an intuitive experience for managing and
customizing the system’s behaviour.

9.1 GUI - Welcome Screen

The welcome interface is the user's first contact with the system. It provides a brief
description of what the system can do, allowing the user to select the desired application
mode: train a model, analyse the system, or authenticate a user. This interface displays the
three functions in numerical order. However, it is not mandatory to follow this sequence. For
example, if the user has already trained a model and wants to directly access authentication,
they can simply click the Launch button in the user authentication section. The same applies
if they only want to view reports or generate a new analysis. This design gives the user full
control over the workflow, while also offering a suggested order for first-time use when the
application has no data.

# Advanced Biometric Facial Recognition System = O X

Advanced Biometric Facial Recognition System

Combining Al, Sonar Simulation, and 3D Visualization

1. Model Training 2. System Analysis 3. User Authentication
Train custom transformer models for Analyze trained model performance Authenticate users using trained
facial recogniticn and sonar analysis. and view comprehensive metrics. models with 3D facial analysis and

sonar simulation.
Start Start

Start

10



9.2 GUI - Model Training Screen

The model training interface is the recommended first interface when running the system for
the first time. This allows the user to train models with the Transformer architecture, which
will later be used for user authentication. If no trained model is available and the user wishes
to authenticate a user in the user authentication interface, the system will automatically train a
simple model for the process. However, this is not the intended or optimal use of the system.

- & X

£ Backta Main Mena

At the top of the interface, the system displays usage instructions. Below this, the user can
configure the training process.

Comparative Transformer Model Training

Train and compare both transformer models for enhanced biometric authentication.
1. Configure training parameters

2. Prepare the dataset

3. Start training to see comparison results

Due to the special structure of the FaceScape dataset, a checkbox is presented to the user. By
default, this checkbox is selected. When it is active, the system allows the user to select the
folder containing the FaceScape dataset to automatically split, prepare, and preprocess it into
the optimal format for training. If the user does not wish to use the FaceScape dataset, they
can uncheck the box and instead provide the path to the location of their own training and
validation data, continuing the training process with that dataset.

11




Training Configuration
Training Mode: Comparative Training

Both models will be trained with the same dataset for comparison:
» Default Model: Sonar Transformer
= New Model: Similarity Transformer

B Use FaceScape Dataset (Auto-split 80% train, 20% validation)
* Auto: Smart selection based on dataset size

Dataset Size Preference: * Full: Use entire dataset (recommended for production)

* Subset: Use representative subset (faster for testing)

Data Selection

FaceScape Dataset:  facescape_trainset_001_100 Browse...
Custom Training Data: Browse...
Custom Validation Data: Browse...

Using FaceScape dataset with 80/20 train/validation split
Prepare Dataset (80/20)

When using the FaceScape dataset, the user can also choose whether to train the model with
the entire dataset or a subset. The default option is Auto, which, after the initial analysis of
the dataset, will prompt the user to decide whether to use the full dataset or a subset.

* Auto: Smart selection based on dataset =ize
* Full: Use entire dataset (recommended for production)
* Subset. Use representative subset (faster for testing)

Dataset Size Preference:

Further down the same screen, the program allows the user to modify or configure training
parameters such as the learning rate, batch size, and number of epochs. Similarly, after
configuring the dataset path, there is an option to configure bias mitigation, allowing the user
to modify the mitigation weights or the type of mitigation applied. This feature is important
because it allows the user not only to run the training with or without mitigation, but also to
adjust the type of mitigation and its parameters.

Training Parameters

Learning Rate: | 0.0001 ~

Batch Size: (32 w

Epochs: |50 ~

Finally, at the bottom of the screen, the system offers a "Start Training" button. Clicking this
button will initiate data preprocessing, apply bias mitigation, split the dataset if necessary,
and continue training. During training, the system will display multiple notifications
regarding progress, requesting user authorization to continue. Progress will also be displayed
in a status bar that will fill up as the process progresses.

Controls
Start Training Stop Training Save Model
Status: Organizing val files (20/20)...

12



Once completed, a model loss comparison will be generated, allowing the user to decide
whether to replace the existing model if the new one shows better performance.

? Maodel Training Comparison Results — O

Training Results Comparison

Real-time comparison of training performance between models.
Current/Baseline Model (blue) vs New Model (red)

Model Performance Comparison

—— Baseline Model Train
0.9 == Baseline Model Val
— New Model Train
/ == New Model Val
0.8 1
0.7 1
wn
§ 0.6
0.5 1
0.4 1
0.3 1
# Training Complete X
T T T T 1
2.5 5.0 1.5 10.0 12 o
Training completed successfully!
Epochs o
Current Model - Final Loss: 0.2946, Val Loss: 0.3062
.. . Mew Model - Final Loss: 0.3768, Val Loss: 0.3411
Training Metrics
Bias Mitigation Applied:
Baseline Model New Model » Fairness Loss: True
» Reweighting: True
Train Loss: 0.2846 0.3768 + Bias Monitoring: True
Wal Loss: 0.3062 0.3411 ml Default model maintains better performance.

Epoch: 20/20
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9.3 GUI - System Analysis Screen

The system analysis interface allows the user to analyze the loaded models, evaluate their
metrics, and view both the training results and the overall status of the deployment.

¥ System Analysis

.  Bometric Authentication System o
System Analysis & Training Results St ystem Analyis | Refrsh Resuls Backa Main

47 System OVrview Peformance Metrics Comprehensive Visualications Detaled Reports
TR-SONIC Biometric Authentication System 4 COMPREHENSIVE ANALYSIS COMPLETE
Dual-Mode Authentication Facial Recognition + Sonar Similanity Detection

@ Production Ready [90.5%) 7

 Comprohonsiva (5 reporty) COPreensive Analysis

3 Anaysis Pragress
Ready o view comprshensive analysis resuits

System Overview: allows the user to view the overall status of the system deployment and
quickly identify if any model or feature is not ready to go. Each time this tab is opened, a
system analysis is launched, which is presented as a performance summary report. This same
tab includes quick access buttons: View Dashboard, which takes the user to the tab
Comprehensive visualizations, and View Reports, which directs the user to the detailed
reports tab.

@ System Component Status

Operational FACia! Recognition Sonar Detection
° Primary & € a 6 arifica

Very Good
@ Very Good

@ Production Ready (30.5%) “Y*'°T Integration

o Pending IO SELE

@ Comprehensive (6 reports) Cor??rehenslve Al?alysls
i Advanced analytics & reports

= Performance Summary

& TR-SONIC COMPREHENSIVE ANALYSIS RESULTS

@ SYSTEM PERFCRMANCE SUMMARY:
= Overall Accuracy: 98.5% (EXCELLENT)
* System Reliability: 85.0%
* Security Level: high
« Production Ready: YES
- Analysis Date: Recent

1 FACIAL RECOGNITION (Landmark Detection):
= Mean Distance Error: 1.238@

Performance Metrics: presents the system analysis results of the trained models. These are
displayed in comparison mode and are divided primarily into two sections: Landmark
Detection Metrics on the left and Sonar Similarity Metrics on the right. Each section displays
accuracy and performance metrics, including values such as MSE loss, distance errors,
correlation, classification accuracy, precision, recall, F1 score, mean absolute error, total
training time, number of epochs, model parameter count, and inference time in milliseconds.

Landmark Detection Metrics Sonar Similarity Metrics
Metric Value Metric Value

& Accuracy Metrics = Accuracy Metrics
Mse Loss 04127 Mse Loss 0.0315
Mean Distance Error 1.2380 Correlation 0.8824
Median Distance Error 1.4444 Classification Accuracy 0.8967
Std Distance Error 0.0800 Precision High Similarity 0.9564
Max Distance Error 1.9808 Recall High Similarity 0.9950

# Accuracy Thresholds Fl Score 0871

& Performance Metrics Mean Absolute Error 0.8100
Training Time 180,00 = Performance Metrics
Epochs Trained 20,00 Training Time 270.00
Convergence Rate 0.85 Epochs Trained 20.00
Model Parameters 2,100,000 Model Parameters 1,800,000
Inference Time Ms 4500 Inference Time Ms 32.00
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Comprehensive Visualizations: displays visualizations generated from the latest system
analysis, allowing the user to evaluate and interpret its performance through a series of
detailed charts and dashboards. These visual aids present key performance indicators,
component-specific metrics, progress comparisons, and security assessments in an intuitive
format, making it easy to identify strengths, weaknesses, and areas for improvement.

System Analysis Visualizations i Comprehensive charts and dashboards from Jatest analysis

Select Visualization: ‘system_dashbDard_ZDlﬁDBDQ_DDDM?.png ~| i< Previous Next »

@ Latest System Dashboard - Complete performance overview with 90.5% accuracy

TR-SONIC Bi ic A ication System - Compr ive Analysis Dashboard

Note: By default, the most recent analysis is shown in the foreground, ensuring that the user
has immediate access to the latest performance insights, however, this section is configured
to display all generated visualizations, including those from previous models, as long as they
are still present in the folders and have not been deleted.

Detailed Reports: presents the Executive Summary of the Comprehensive Analysis of the
TR-SONIC Biometric Authentication System, which consolidates the results of a complete
evaluation and benchmarking of the system. In short, this tab provides a detailed breakdown
of the analysis in text format.

Some of the reports presented include an overview with performance ratings, deployment
readiness, competitive position and security, key performance indicators such as accuracy,
processing speed, reliability, convergence rates and security metrics, and the results of
statistical analysis such as the impact of distance and lighting conditions, user patterns and
predictive model performance.

Select Report: |EXECUTIVE_SUMMARY_COMPREHENSIVE_AN |~
[EXECUTIVE_SUMMARY_COMPREHENSIVE_AN]
performance_benchmark_summary_20250809
advanced_statistical_analysis_20250808_D0024:

* Risk assessment

RECOMMENDATION:
# ctailed_analysis report_20250800_D0DTAT.oct

JEPLOYMENT sTRaTE(PEFOrMance benchmark_analysis_20250809_0
L. Position cameriadvanced statistical_analysis 20250803_00024:
2. Implement distisystem_analysis_reporttct

3. Maintain 35% afsystem_metricsjson

4. Deploy real-tifadvanced_statistical_analysis_20250809_00015%
5. Collect produciadvanced_statistical_analysis_20250809_00015:

El ANALYSIS DOCUMENTATION

SENERATED REPORTS:
i System Dashboard: system_dashboard_20250809_860147.png

{4 Performance Comparison: performance comparison 28250809 000147.png

@ Detailed Analysis: detailed_analysis_report_20250809_800147.txt

& Statistical Analysis: advanced_statistical analysis_28256809_806245.json
= Benchmarking Report: performance benchmark analysis_28258889_826384.json

SNALYSTS COVERAGE:
System Perfermance Metrics
Statistical Validation
Competitive Benchmarking
Industry Standards Comparison
Predictive Modeling

User Pattern Analysis
Investment Analysis

Risk Assessment
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9.4 GUI - User Authentication Screen

The user authentication interface allows the user to authenticate two three-dimensional facial
models using models trained with the Transformer architecture, generates precisely to be
used for user authentication.

i

Biometric Authentication

1. Load user and attacker 30 models

2. Perform landmark detection and sonar scanning
3. Run authentication comparison

4 View detailed results

User Data Attacker Data
Select 3D Model: Browse... Select 3D Model: Browse...
Preview will be displayed here Preview will be displayed here
Vertices: None Vertices: None
Landmarks: Nene Landmarks: Nene
Sonar peints: None Sonar peints: None

Spoofing Attack Simulation

[ Demo spoofing verification - Test system robustness against 2D attacks

Controls
1. Detect Landmarks 2. Perform Senar Scan 3. Run Authentication 4. Visualize Results

Status: Transformer model loaded

Authentication Results

Authentication results will be displayed here

To perform this authentication, two 3D facial models are analysed, one being identified as the
user and the other as the attacker. Thus, the system considers that for user authentication to
be successful, all the parameters for comparing the user model and the attacker model must
be met according to the configured parameters.

Biometric Authentication

1. Load user and attacker 30 models

2. Perform landmark detection and sonar scanning
3. Run authentication comparison

4. View detailed results

To perform this authentication, the system requests the user to select a 3D facial object from
the database (user data) and similarly requests a different or identical 3D facial object from
the database (attacker data).

User Data Attacker Data

Select 3D Model:  C:/Users/Al4Business/Documents/PythonExercises/facescape_trainset 0 Browse... Select 30 Model:  C:/Users/AMBusiness/Documents/PythonExercises/facescape_trainset 0 | Browse.. |
Model loaded: 1_neutral_obj Model loaded: 1_neutral.obj
26404 vertices 26404 vertices

Vertices: 26404 Vertices: 26404

Landmarks: None Landmarks: None

Sanar points: None Sanar paints: None

Once the paths to the 3D facial models have been selected and loaded, the first step consists
of clicking the button Detect Landmarks. This will use the model trained to detect landmarks
to determine the most representative landmarks of both 3D models (user/attacker).
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Vertices: 26404 Vertices: 26404
Landmarks: Mone Landmarks: None
Sonar points: None Senar points: None

Once the landmarks are detected, the system enables the second step, which consists of
performing a sonar scan of both models (user/attacker) using the previously trained sonar
transformer model.

User sonar scan complete Attacker sonar scan complete
508 points 508 points

Vertices: 26404 Vertices: 26404

Landmarks: 68 Landmarks: 68

Sonar points: 508 Sonar points: 508

Once the sonar signature of each user has been generated, the system will activate step 3
(Run Authentication). This consists of comparing the information obtained and verifying
whether the landmarks, the sonar signature, and other elements are similar enough for the
system to distinguish them as the same individual. If they are similar enough, the system will
reject the authentication. Otherwise, the system will reject the authentication.

futhentication Results

AUTHENTICATION SUCCESSFUL

Authentication Metrics

166-0% 166-0% T06-6%
=== Authentication Threshold (80%)
00.£70

1.0

o
o
|

60.6%

Similarity Score
o
(=]
L

o
S
L

0.2 1

0.0 -
Sonar Similarity Landmarks Similaritfransformer Similarity Total Similarity — Expression Tolerant  Stable Regions

Sonar normalized distance: 0.0000
Landmarks normalized distance: 0.0000

Expression Tolerance Active

Expression Authentication: ¥ PASSED
[

FeeEidee e e

As an added feature and considering the use of this system to identify identity theft by Al or
manipulated images, an additional feature called Spoofing Attack Simulator was added.
When enabled, instead of performing normal authentication, it adds an extra step by taking
the attacker's 3D facial object and converting it into a 2D object that simulates a 3D object.
This is intended to demonstrate that the system has the potential to detect identity theft thanks
to its sonar system.

Spoofing Attack Simulation

B Demo spoofing verification - Test system robustness against 2D attacks

When enabled, the system will:

* Convert the selected attacker 3D model to a 2D representation

+ Simulate a spoofing attack using the 2D data

- Testifthe authentication system can detectthe spoofing attempt
+ Provide detailed analysis of spoofing detection capabilities

Spoofing simulation ready. Spoofing likelihood: 1.00 (Depth variance: 0.001, Complexity: 0.248)
Finally, step 4, "Visualize results," allows the system user to see the various authentication
processes in detail and graphically. It also provides more information about why the
authentication was rejected or approved. For example, regarding the detection of landmarks,
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the system displays a 3D visualization of both the user and the attacker, reflecting the

landmarks identified for each, thus visually demonstrating to the user the differences.

User: Landmarks

1
-150-100-50 0 50 100 150

User: Sonar Simulation (508 reflections)

Face Mesh
ok Sonar Emitter
o Reflections (508)

-150-100 50 0 50

Biometric Comparison

Attacker: Landmarks

1!
-150-100-50 0 50 100 150

Attacker: Sonar Simulation (508 reflections)

Face Mesh
¢ sonar Emitter
»  Reflections (508)

-150-100 =50 0 %0

AUTHENTICATION SUCCESSFUL

standard Deviation

Similarity Metrics

Sonar Similarity Landmark Similarity

Sonar Pattern Statistics

Total Similarity
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10 GUI: Visualization Results in 3 Different Scenarios
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Scenario 1 Comparative of the Same Attacker and User 3D Facial Models
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Scenario 2 Comparative of different Attacker and User 3D Facial Models
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