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Abstract 
 

This research presents TR-SONIC, a multimodal biometric authentication system that 

combines 3D facial geometry with simulated ultrasonic echoes processed using efficient 

transformer architectures. This work addresses the limitations of traditional 2D/3D vision-

based facial recognition systems, which are vulnerable to poor lighting conditions, facial 

occlusions, impersonation attacks, and demographic biases. TR-SONIC proposes an 

innovative approach inspired by sonar technology, integrating two complementary 

models: SonarSimilarityTransformer, which compares acoustic signatures generated from 

3D facial meshes, and FacialLandmarkTransformer, which employs K-Means clustering 

to detect anatomical landmarks. This dual-model architecture enables accurate and robust 

verification even in challenging scenarios.  

The experiments, conducted on the FaceScape dataset, yielded an overall system 

accuracy of 95.7%, with the FacialLandmarkTransformer achieving 97.3% accuracy and 

the SonarSimilarityTransformer achieving 94.1% accuracy, and a 70% reduction in 

demographic bias metrics, while maintaining processing times of 0.42 seconds per 

authentication suitable for real-time environments. Furthermore, the system incorporates 

an intuitive graphical interface and an ethics monitoring framework that ensures 

compliance with emerging regulations on algorithmic fairness. TR-SONIC represents a 

significant advance toward more secure, fair, and suitable biometric systems for critical 

applications such as mobile banking and digital verification. 

 

Keywords: Biometric Authentication, Transformer Architectures, Multimodal Biometrics, 

Acoustic Sonar, 3D Face Recognition/Modelling, Bias Mitigation.  
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1 Introduction 
 

In recent years, biometric authentication has become a cornerstone of access control system 

security, especially with the growing use of high-end smart mobile devices featuring biometric 

authentication technology, as well as the inherent migration of financial banking to the online 

digital world (Yu et al., 2025).  Among a wide variety of biometric authentication systems, 

facial recognition has emerged as one of the most widely used due to its non-intrusive nature 

and easy integration. However, conventional facial recognition systems, particularly those 

based on 2D images analysed by computer vision models, face significant limitations, 

especially when faced with real-world situations such as low lighting, facial obstructions (e.g., 

glasses and facial masks), and high similarity in facial features (e.g., identical twins) (Zhao et 

al., 2003; Jafri and Arabnia, 2009).   

 

These vulnerabilities not only compromise the accuracy and reliability of existing systems but 

also pose certain security risks in terms of privacy, especially for systems that contain sensitive 

information, such as digital banking and mobile financial applications. Furthermore, growing 

concerns about racial discrimination and demographic biases in computer vision models have 

highlighted the need for more robust and equitable alternatives within artificial intelligence 

models (Cui and Yu, 2024). 

 

To overcome these challenges, this research project proposes TR-SONIC: a 3D acoustic facial 

recognition system, based on transformer networks, which uses ultrasonic sensors and 

multimodal extraction of basic features (aka facial landmarks) to perform biometric 

verification. Unlike conventional models that use traditional visual approaches, TR-SONIC 

uses acoustic echo simulations derived from 3D facial models to generate a unique acoustic 

fingerprint, inspired by sonar systems. These are then analysed using optimized Transformer 

architectures, such as Linformer and Performer, to generate biometric authentication 

(Antonacci et al., 2009; Iula, 2019; Zhou et al., 2022). This approach aims to improve the 

accuracy of facial recognition while providing resilience to occlusion, poor or variable lighting, 

and spoofing attacks. 

1.1  Research Question 
 

How can the integration of transformer-based sonar 3D modelling for face recognition improve 

the performance and fairness of biometric face recognition systems under real-world conditions 

such as low illumination and high facial similarity? 

1.2 Research Objectives  
 

This research aims to: 

• Develop a Multimodal face recognition framework that integrates simulated ultrasonic 

echo data with 3d visual facial models. 

• Design and implement a transformer-base architecture (TR-SONIC) capable of 

learning multiple facial patterns from acoustic signatures generated by a sonar system. 

• Evaluate the system’s performance under challenging conditions such as low 

illumination, face similarity. 

• Compare the model (TR-SONIC) against existing 2D and 3D face recognition systems. 

• Analize the system’s fairness and robustness, particularly regarding visual bias and 

spoof resistance. 
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1.3 Research Hypotheses  
 

Based on the presented objectives, this research will explore the following hypotheses:   

• H1: The use of simulated acoustic echoes in combination with transformer-based 

learning can significantly improve accuracy under occlusion and low-light conditions. 

• H2: The proposed TR-SONIC framework can help reduce false positives/negatives in 

individuals with high facial feature similarity. 

• H3: Acoustic sonar-based biometric modelling can reduce racial or visual recognition 

bias compared to traditional vision-based 2D/3D visual facial recognition. 

1.4 Contribution to existing literature.  
 

This research contributes to the scientific community in the following ways: 

• Proposes TR-SONIC, an acoustic-visual transformer-based architecture for face 

verification. 

• Demonstrates the feasibility of using simulated ultrasonic sensing for non-visual 

biometric identification. 

• Extends the current understanding of multimodal techniques in edge environments. 

• Provides evidence supporting the use of acoustic modalities to mitigate bias in AI-

powered biometric systems. 

• Introduce a scalable and lightweight framework adaptable to real world deployments. 

1.5  Thesis Structure 
 

The reminder of this research project is structured as follow: 

• Section 2 reviews the current literature on 3D face recognition, acoustic biometrics, and 

transformer-based architectures. 

• Section 3 describes the research methodology used in this project, dataset selection and 

preparation, simulation tools, and general system UI design. 

• Section 4 presents the technical design, implementation of the TR-SONIC framework 

and parameterization. 

• Section 5 outlines the evaluation process, performance metrics and results. 

• Section 6 provides the final conclusions, limitations and future research work. 
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2 Related Work 

2.1 Biometric Technologies and Multimodal Authentication  
 

Biometric authentication has evolved as one of the most secure and user-friendly individual 

verification mechanisms. These mechanisms are primarily used in digital environments where 

robust identity verification is required. Biometric models such as fingerprints, iris scanning, 

and other 2D recognition have typically demonstrated a wide range of applications for user 

identification. However, they often suffer from vulnerabilities related to real-time 

identification, being preyed to spoofing, ambient noise, and demographic bias. With growing 

concerns about the privacy of sensitive user data, there is a demand for more robust biometric 

AI models that are fairer, more stable, secure, and bias-free. This has led researchers to explore 

the field of multimodal systems where two or more biometric traits are analysed to improve 

reliability and performance (Ryu et al., 2021; Yu et al., 2025).  

 

For multimodal biometric authentication, biological characteristics such as facial geometry, 

voice, gait, or acoustic echoes are jointly analysed to produce a much more robust and 

impersonation-free identity verification process. Unlike monomodal systems, which focus 

solely on a single cue (usually visual in terms of face recognition), multimodal systems benefit 

from the complementary information provided by having more than one data source, improving 

the performance under conditions of occlusion, pose variation, or low lighting (Sindhu et al., 

2025). 

 

Figure 1 The frequency of the biometric characteristics used in the continuous authentication system. 

(Ryu et al., 2021) 

 

Although acoustic biometric recognition systems have not been widely investigated, they have 

become popular in recent years because their naturally non-invasive approach promises to be 

resilient to challenges related to the visual limitations that traditional computer vision-based 

methods present. As explored in systems such as SoundID (Liu et al., 2023) and Utraface (Fang 

et al., 2024), acoustic signals can be used to detect unique physical structures through the 

resulting sound echoes and reflections, replicating sonar-based mapping technologies. By 

merging these acoustic signals with 3D visual models, the system adds an additional layer to 

the verification process: a sound-based verification layer, immune to visual impairments 

caused by camouflage or poor lighting. 
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Figure 2 Workflow of the function that calculates the similarity score between two audio recordings. 

(Liu et al., 2023) 

 

The proposed TR-SONIC system combines the 3D facial geometry of the visual Facescape 

dataset (Yang et al., 2020; Zhu et al., 2023) and the simulation of sensory ultrasonic waves, 

enabling a multimodal recognition framework useful for improving real-time application 

security in environments, which require a high level of security such as mobile banking. For 

its part, this section lays the foundations for the transition from classic biometric models to 

hybrid frameworks that integrate visual and sound information, and artificial intelligence 

architectures, with the aim of expanding the boundaries of facial verification technology. For 

its part, this section lays the foundations for the transition from classic biometric models to 

hybrid frameworks that integrate visual and sound information, and artificial intelligence 

architectures, with the aim of expanding the boundaries of facial verification technology. 

 

In conclusion, while multimodal biometric systems have demonstrated greater robustness 

compared to monomodal approaches, research continues to focus on the use of different visual 

features present in 2D/3D images or on approaches that utilize faces and voice. These 

approaches still suffer from visual deficiencies when visual inputs are degraded or when 

spoofing systems exploit vulnerabilities in image-based models. Furthermore, while 

multimodal acoustic modelling systems such as SoundID and Ultraface have been presented, 

the integration of this approach with deep learning strategies has not yet been sufficiently 

explored. This study highlights the clear gap in the need for lightweight acoustic sonar-driven 

face recognition systems that can operate stably under adverse visual conditions. The TR-

SONIC framework is proposed to address this challenge. 

2.2 Traditional and AI-Powered Face Recognition Techniques 
 

Facial recognition has historically been one of the most researched areas within computer 

vision. In its beginnings, facial recognition used 2D image processing methods through 

mathematical models such as principal component analysis (PCA) and linear discriminant 

analysis (LDA). Traditional approaches like these were classified into two categories: feature-

based methods, which extract and analyse facial landmarks (e.g., eyes, mouth, ears), and 

holistic methods, which analyse the face as a whole and look for general appearance patterns 

(Zhao et al., 2003; Jafri and Arabnia, 2009). 
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Figure 3 Configuration of a generic face recognition system (Zhao et al., 2003) 

 

While these methods laid the groundwork for today's facial recognition systems, they are still 

inherently sensitive to pose variation, lighting changes, and occlusion (common factors in real-

world applications). A simple change in lighting due to a shadow, for example, can result in a 

significant decrease in recognition accuracy. This vulnerability has driven the shift to 3D face 

models that capture depth and spatial geometry, providing much richer information for face 

comparison (Scheenstra, Ruifrok and Veltkamp, 2005; Zhu et al., 2023). 

 

Improvements in deep learning models have revolutionized face recognition by Convolutional 

Neural Networks (CNNs) and autoencoders (AEs), allowing systems to learn more quickly 

from large-scale image datasets (Li et al., 2021). These models have significantly improved 

recognition rates, particularly in experiments under controlled conditions. In line, advances in 

computer vision systems such as YOLOv3 and heatmap-based CNNs have also attempted to 

improve accuracy in occlusion situations by mapping partially blocked parts of faces (Prasanth 

and Micheal, 2025). 

 

Despite their advances, deep learning-based visual models are still dependent on high-quality 

input, and their results fall short when faced with challenges such as low lighting and racial 

and demographic biases (Yucer et al., 2025). Furthermore, with the growing trend of so-called 

deepfakes and AI impersonation attacks, purely vision-based systems tend to compromise their 

reliability. 

 

Alternatively, the most recent acoustic approach models, Ultraface (Fang et al., 2024) and 

EchoPrint (Zhou et al., 2022), have demonstrated their potential to identify facial features, 

based on vibration and sound reflection, independently of variations in lighting or appearance. 

While visual models have improved considerably, they would still benefit from a cooperative 

approach with non-visual modalities to compensate for their visual limitations. 

 

In conclusion, although AI-powered visual models represent significant advancements in the 

field, their reliance on high-resolution images and controlled lighting environments continues 

to limit their effectiveness. These limitations underscore the need to integrate non-visual 

models that are less susceptible to such challenges. The TR-SONIC framework aims to bridge 

the gap between conventional 3D face recognition models by utilizing Transformers Learning 

and Sonar echo-acoustic modelling. The introduction of TR-SONIC aims to provide a new way 

to improve both the security and fairness of face recognition systems. 
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2.3 Face Recognition Techniques Evolution  
 

The following table compares the different Face Recognition techniques and its evolution: 

Table 1 Comparative Table: Evolution of Face Recognition Techniques 

Approach Techniques Strengths Limitations References 

Traditional 

2D Methods 

PCA, LDA, 

Holistic, Feature-

based 

Simple, 

computationally 

efficient; early 

benchmark for facial 

ID 

Highly sensitive to 

pose, lighting, 

occlusion 

(Zhao et al., 

2003; Jafri and 

Arabnia, 2009) 

3D Face 

Modelling 

Depth capture, 

Morphable 

models, 

Geometry-based 

matching 

Captures spatial 

features, robust to 

pose & lighting 

variation 

Requires specialized 

sensors; still affected 

by occlusion 

(Scheenstra, 

Ruifrok and 

Veltkamp, 2005; 

Zhu et al., 2023) 

Deep 

Learning 

(CNNs, AEs) 

CNNs, AEs, 

YOLO, Heatmaps 

Learns complex 

features, high 

accuracy on large 

datasets 

Needs high-quality 

images, struggles 

with low light & bias 

(Li et al., 2021, 

2022; Prasanth 

and Micheal, 

2025) 

Bias and 

Adversarial 

Concerns 

Study of 

demographic 

fairness, Deepfake 

resistance 

Highlights security 

and fairness gaps in 

AI-based systems 

Remains unresolved 

in visual-only 

systems 

(Kittur et al., 

2023; Yucer et 

al., 2025) 

Acoustic-

Based 

Models 

Ultrasound echo 

(e.g., UltraFace, 

EchoPrint), 

vibration sensing 

Immune to lighting, 

appearance; harder to 

spoof; hardware-light 

Still experimental; 

echo signal 

processing requires 

further study 

(Zhou et al., 

2022; Fang et al., 

2024) 

TR-SONIC 

(Proposed) 

Transformer + 

Echo vector fusion 

+ 3D facial mesh 

Robust to occlusion, 

low-light, adversarial 

spoofing; suitable for 

edge apps 

Depending on 

accurate simulation 

of echo; hardware 

integration remains a 

future challenge 

This Work 

2.4 Transformer Architectures in Face Recognition and Multimodal 
 

Transformer learning architectures were first introduced in the context of natural language 

processing (NLP), but over the years these architectures have rapidly permeated the fields of 

computer vision, speech processing, and multimodal learning due to their abilities to model 

long-range dependencies and compute hierarchical representations of complex data (Vaswani 

et al., 2017). In the field of facial recognition, transformers have offered greater flexibility and 

scalability compared to CNNs, especially when dealing with the number of variables and input 

data heterogeneity, such as combinations of acoustic echoes with facial geometry.  

 

The introduction of Vision Transformers (ViT) made a significant difference in image 

understanding, capable of achieving highly efficient image classification results by treating 

images as sequential data (Ghita et al., 2024). However, early transformer systems proved to 

require high computational resources, such as quadratic memory, and processing time, making 

them computationally inefficient. This led to the creation of more efficient transformer models 

such as:  

• Linformers: which reduced complexity by using low-dimensional parameters. (Tay et 

al., 2022) 

• Performers: which introduced a kernel-based attention system, allowing scalability of 

training processes with long sequences. (Tay et al., 2022) 
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Particularly for biometric authentication systems, these types of architectures allow for the 

unification of representations of text, audio, images, and sensor data to establish hybrid 

strategies, where the modalities can carry complementary but temporally misaligned 

information (Tay et al., 2022; Yu et al., 2025). 

 

Despite their flexibility, most Transformer-based biometric systems remain focused on 2D 

image analysis and voice authentication, so few implementations have explored 3D geometry 

and simulated acoustic data. Moreover, these limitations present an opportunity to develop a 

more practical and scalable framework without the computational constraints that still limit its 

real-world applicability. Therefore, TR-SONIC proposes to address these issues by leveraging 

efficient transformer designs. It uses an efficient Transformer-based framework like Linformer 

and Performer architecture to combine acoustic sonar echoes with visual 3D facial geometry 

from 3D face models. 

2.5 Summary and Gap Analysis 
 

This section reviews the current state of biometric authentication systems with an emphasis on 

multimodal approaches that utilize visual information and acoustic cues: 

 

• Section 2.1 establishes that while current multimodal systems are a robust option, they 

are still highly dependent on visual information, which can fail due to environmental 

conditions (poor lighting, occlusion, and spoofing). 

• Section 2.2 analyses the differences between traditional models and AI-powered 

models such as deep learning, YOLOv3 or hybrid CNNs. Demonstrating that since they 

are primarily based on visual input, they exhibit inequitable biases (race and 

demographics) and are sensitive to image quality. 

• Section 2.3 compares the advances in the field of face recognition to date, comparing 

the advantages and disadvantages of previously developed models and comparing them 

with the proposed system.  

• Section 2.4 explores the growing development of transformative architects applied to 

visual and multimodal learning. Indicating that while variants such as Informer and 

Performer are well-suited for development in adverse situations, their use in analysing 

visual-acoustic biometric signals remains underdeveloped, highlighting the need for a 

lightweight transformer model that can enhance biometric security and verification in 

private environments. 

 

2.5.1 Research gap and motivation for this study:  
 

The fusion of simulated acoustic signatures and 3D facial geometry information using 

transformer-based architectures has not been sufficiently explored. It is needed a lightweight, 

spoof-resistant and demographic faire biometric system that can operate under real world 

conditions and doesn't only depend on visual inputs. This gap motivates the design of TR-

SONIC, a novel system that uses acoustic sonar to simulate sound waves on a 3D facial model, 

compile an echo signature, and analyse the information using efficient transformer networks 

and KMEANS to identify basic features called facial landmarks, in individuals. Enabling a 

robust multimodal verification against low lighting, hidden, and noisy environments, 

facilitating secure authentication in high-risk, such as digital banking on mobile devices. 
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3 Research Methodology 
 

 

Figure 4 TR-SONIC Biometric Face Recognition System proposed framework 

 

3.1 Methodology Overview 
 

This section describes the research methodology used to develop TR-SONIC, a hybrid sonar-

transformer biometric authentication system with extensive bias mitigation capabilities. This 

system implements a novel approach combining transformer-based neural networks, physics-

based sonar simulation, and 3D mesh analysis for secure facial recognition. The methodology 

integrates multiple authentication factors to create a robust anti-spoofing system suitable for 

high-security applications. Also, it follows a reproducible, modular pipeline that ensures both 

technical rigor and ethical compliance.  

 

The method is informed by prior studies on 3D facial modelling (Bas et al., 2017; Zhang et al., 

2023), ultrasonic signal simulation (Antonacci et al., 2009; Maeva and Severin, 2009; Karagoz 

and Dindis, 2025), and multimodal biometric verification (Ryu et al., 2021; Alghamdi, 

Kammoun Jarraya and Kateb, 2024; Fang et al., 2024). Transformer architectures were selected 

due to their proven performance in visual and acoustic signal understanding (Tay et al., 2022; 

Ahmed, Ejaz and Choudhury, 2024; Fang et al., 2024). 

 

Note: This methodology is designed to address the three hypotheses of this research. The first 

is that the use of simulated acoustic echoes in combination with transformer-based learning can 

significantly improve accuracy under occlusion and low-light conditions; the second is that the 

proposed TR-SONIC framework can help reduce false positives/negatives in individuals with 

high facial feature similarity; and the third is that acoustic sonar-based biometric modelling can 

reduce racial or visual recognition bias compared to traditional vision-based 2D/3D visual face 

recognition. 
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3.2 Experimental pipeline 
 

The entire TR-SONIC system was implemented in Python 3.8 using PyTorch 1.9.0, executed 

in a controlled environment. The methodology follows the comprehensive, reproducible 

pipeline descripted below: 

 

1. Dataset Preparation and Preprocessing: Bias-aware dataset preparation for training  

2. Sonar Signal Simulation: Physics-based acoustic reflection modelling.  

3. Transformer Architecture: Multi-attention mechanisms for biometric feature extraction 

4. Bias Mitigation Framework: Fairness strategies integrated throughout training. 

5. Training Pipeline with Fairness Monitoring: Real-time bias detection and correction. 

6. Evaluation and Validation Framework: Performance and fairness metrics assessment. 

7. GUI-Based Integration: User interface controls for monitoring. 

 

This pipeline was designed to meet real-world constraints such as low illumination, spoofing 

threats, and demographic bias, as discussed in recent literature (Kolberg, Rathgeb and Busch, 

2023; Cui and Yu, 2024; Shah et al., 2024). 
 

3.3 Dataset Description and Preprocessing 
 

This research uses the FaceScape dataset (Yang et al., 2020; Zhu et al., 2023) as the 

fundamental 3D Facial geometry source for model training and bias mitigation evaluation. 

FaceScape is a comprehensive, high-fidelity 3D face database containing detailed mesh 

representations of diverse demographic groups.  

 

The preprocessing process involves the standardization of 3D mesh geometries into .obj file 

format, followed by a split of the dataset into two strands, based on the 80/20 scheme, where 

80% is used for training and 20% for validation, based on subject identity, to ensure a balanced 

representation across individuals. Bias mitigation strategies, such as demographic balancing 

between groups and real-time fairness monitoring, are also incorporated, as proposed by Solano 

(Solano et al., 2025). The integration of these steps is in line with established best practices for 

fairness-focused AI development, as described by Feng (Feng et al., 2022) and Menezes 

(Menezes et al., 2021). 

3.4 Acoustic Echo Simulation Engine 
 

To simulate sound waves and generate acoustic signatures, TR-SONIC uses sonar to generate 

ultrasonic waves and capture reflected echoes off the 3D facial geometry of models, applying 

physical principles inspired by previous work in acoustic biometry (Iula, 2019; Zhou et al., 

2022; Liu et al., 2023). The simulation presented in sonar_simulator.py calculates reflected 

echo patterns, based on three characteristics: surface-normal emission of waves, attenuation of 

sound waves and their rebound paths, and encoding of the temporal response of echo signals. 

 

Once the acoustic signatures are obtained, they are converted into mesh structures, which serve 

as input features for the transformer model. The principles of this approach are based on recent 

applications of acoustic imaging in biometry and medical reconstruction (Nie et al., 2023; Dou 

and Varghese, 2024). 
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3.5 Transformer architectures models training 
 

This research presents two models designed for biometric authentication using 3D facial data, 

based on transformers.  

 

The SonarSimilarityTransformer serves as the primary model, comparing echo pattern 

embeddings generated from a 3D mesh of points simulated by acoustic sonar to determine the 

similarity between two 3D facial models and thus verify an individual's identity. This first 

model features a compact architecture with three transformer layers, four attention heads, and 

a hidden dimension (d_model) of 64. Training is performed using binary cross-entropy loss, 

complemented by fairness penalty terms to address demographic bias. Inspired by efficient 

attention models such as Performer and Linformer (Tay et al., 2022; Islam et al., 2024), this 

model is optimized for robust performance on edge devices (Pareek et al., 2024). 

 

Additionally, FacialLandmarkTransformer, a secondary model that processes key facial 

regions (such as eyes, nose, and mouth) extracted using K-Means clustering from data obtained 

from a point mesh of 3D faces provided by Facescape (Yang et al., 2020; Zhu et al., 2023). 

This second model features a more comprehensive 4-layer architecture, 8 attention heads, and 

a d_model of 128, extending the concept of spatial transformers for anatomical feature learning 

(Basak et al., 2022). 

 

While SonarSimilarityTransformer focuses on matching acoustic signatures, 

FacialLandmarkTransformer improves the system's accuracy through multimodal verification, 

incorporating anatomical geometry into the matching process. Together, they form a dual-

model architecture designed for highly accurate and fair biometric authentication. 

3.6 User Interface and system integration 
 

The system incorporates a fully interactive graphical user interface (GUI) developed with 

Tkinter. This interface offers a main screen implemented in the script (welcome.py) and three 

main modules: model training, system analysis, and user authentication. Each module is 

implemented in dedicated scripts (model_training_screen.py, system_analysis_screen, and 

authentication_screen.py). Its design serves as a guide for users through a structured biometric 

workflow, from transformer model training to the identity verification demo. The interface 

includes scrollable views, dynamic resizing, and integrated error handling, making it intuitive 

and robust for deployment and testing in real-time environments. 

 

At its core, the system follows a layered, modular architecture spanning four levels: the user 

interface, core processing, bias-mitigated training, and data storage. Each layer relies on well-

defined scripts and directories (src/sonar_simulation, src/training/trainer.py, 

data/facescape_preprocessed/) that manage tasks such as 3D mesh processing, sonar 

simulation, and fairness training. This separation of duties allows for easy accessibility and 

replication while maintaining system transparency and efficiency, ultimately enabling 

deployment in high-stakes scenarios such as mobile banking (Ryu et al., 2021; Pareek et al., 

2024; Solano et al., 2025). 
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3.7 Evaluation Strategy 
 

To evaluate the effectiveness, scalability, and reliability of the TR-SONIC framework, a set of 

widely recognized standard evaluation metrics in the field of biometric authentication were 

employed: Accuracy, Precision, Recall, and F1-score. These metrics provide a comprehensive 

view of classification performance, measuring not only the overall accuracy of the system 

(Accuracy) but also its ability to correctly identify genuine users (Recall), avoid false matches 

(Precision), and balance the two using the harmonic mean (F1-score).  

 

Accuracy was calculated as the ratio of all correctly predicted instances to the total number of 

predictions, (where TP=True Positives, TN=True Negatives, FP=False Positives, FN=False 

Negatives) expressed in the following formula as:  

 
To evaluate the system's reliability in high-risk scenarios, especially where false positives or 

negatives can be critical, precision and recall were prioritized. The following formulas for 

precision and recall were used: 

 
Finally, to balance both concerns, especially in the presence of class imbalance or asymmetric 

costs, the F1 score was used, calculated as the harmonic mean of precision and recall: 

 
These metrics are especially relevant for biometric systems, where both false positives and 

false negatives can have serious consequences for security and usability (Alghamdi, Kammoun 

Jarraya and Kateb, 2024; Yu et al., 2025) 

3.8 Ethical Compliance and Reproducibility  
 

Due to growing concerns about algorithmic bias in biometric systems, particularly facial 

recognition technologies, which can exhibit high error rates, based on race, gender, or ethnicity, 

the TR-SONIC framework assessed fairness to ensure the system performed equitably across 

different demographic groups. To this end, bias mitigation metrics such as demographic parity, 

equalized probabilities, and false positive/negative rate disparity were incorporated as key 

indicators of fairness (Kolberg, Rathgeb and Busch, 2023; Yucer et al., 2025). 

 

Demographic Parity was the primary fairness metric used, this measured whether the system's 

acceptance rate is independent of the user's group. These metrics were selected for their 

relevance to multimodal systems that integrate visual and acoustic features, provided that these 

systems can amplify or reduce bias depending on the sensor modality (Ryu et al., 2021; Shah 

et al., 2024). Incorporating fairness assessment not only improves confidence in TR-SONIC 

but also makes it more suitable for deployment in high-stakes and demographically diverse 

applications such as mobile banking. 
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4 Design Specification 
 

The TR-SONIC framework is designed under a multimodal scheme, consisting of various 

modules depending on the required function (scripts/, models/, output/, src, /data/, ui/), thus 

allowing the system to be scalable. As a main improvement, TR-SONIC integrates 3D facial 

geometry with synthetic ultrasonic signal analysis for biometric identity verification. Unlike 

conventional vision-based systems, TR-SONIC introduces a multimodal process in which 3D 

mesh data is converted into sonar-derived acoustic signatures, which are subsequently analysed 

using transformer-based models.  

4.1 Structure and Requirements  
 

TR-SONIC is based on the preprocessing of 3D facial meshes from the FaceScape set 

(facescape_trainset_001_100), which is stored in the Landmark_data and sonar_data modules. 

It then uses a physics-based sonar simulator (sonar_simulator.py) to generate acoustic 

signatures and then integrates a transformer architecture for real-time analysis of sonar patterns, 

which is key to anti-spoofing capabilities. 

 

To perform facial verification, two specially trained transformer models with multimodal 

features are incorporated. The FacialLandmarkTransformer (128 d_model, 8 heads, 4 layers) 

enables high-precision facial landmark detection. The SonarSimilarityTransformer (64 

d_model, 4 heads, 3 layers) handles similarity analysis, based on sonar data, strengthening 

biometric security. 

 

To ensure a smooth user flow, the algorithms and models are integrated into a graphical 

interface developed in Tkinter, with a three-screen workflow: 1. model training, 2. system 

analysis, and 3. user authentication. This graphical interface includes real-time 3D mesh 

visualizations, fairness metrics, material detection, liveness verification, and a robust bias 

mitigation framework. Additionally, the system allows for real-time performance monitoring 

and model replacement, with flexible configuration via paths.yaml. 

 

4.2 Bias Monitoring and Mitigation Design 

The bias monitoring and mitigation design is focused on a multi-layered approach that operates 

throughout the training cycle, rather than a post-training correction mechanism, to prevent the 

model from learning incorrect information and requiring retraining. The system implements 

real-time bias detection through the BiasMetrics class, which continuously calculates 

demographic parity, equalized odds, and calibration consistency during training, with 

configurable thresholds (which have been set to 10% of the maximum acceptable bias) that 

trigger automatic alerts and apply model replacement when fairness criteria are violated.  

 

The technical implementation combines four complementary bias mitigation strategies: 

enforcing demographic parity by integrating the fairness loss function (set to 0.1), balanced 

sampling with WeightedRandomSampler to address data imbalance, equalized odds 

optimization to balance true/false positive rates across demographic groups, and continuous 

monitoring with automatic model replacement when bias thresholds are surpassed. This 

approach was thought to ensuring that no single source of bias can compromise system fairness. 

The framework’s modular architecture allowed for flexible configuration of bias mitigation 

strategies, based on deployment-specific requirements, while the automatic model replacement 

capability ensures a seamless transition to bias-mitigated releases without disruption. 
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4.3 Model Architecture Overview: 
 

This research introduces two specialized models in transformer architecture for biometric 

authentication verification: 

 

• SonarSimilarityTransformer: Primary model that compares two grids of points 

generated by acoustic sonar simulation, to determine if the acoustic signature 

corresponds to the same person.  

• FacialLandmarkTransformer: Secondary model that acts as a support system to the 

main model and processes the facial reference points of the facial geometry (eyes, nose, 

mouth) extracted by means of K-means clustering, providing an additional 

improvement in precision. 

 

Both models are implemented in src/comparison/biometric_comparator.py and utilize state-of-

the-art attention mechanisms optimized for 3D geometric data. Using a hybrid approach to 

provide robustness, improve accuracy, and allow for multimodal complementarity. 

 SonarSimilarityTransformer Architecture: 

 

The SonarSimilarityTransformer is the main model designed to compare 3D sonar point 

meshes and determine the biometric similarity between two facial samples. To obtain the 

meshes to be compared, a sonar is implemented in sonar_simulator.py, which calculates 

simulated reflections of ultrasonic waves using a 3D mesh and geometric topology. Inspired 

by sonar systems and supported by previous acoustic modelling (Maeva and Severin, 2009; 

Zhou et al., 2022). Once the acoustic signatures are generated in this layer, they are encoded 

as matrices that represent return time and distance reflections. 

 

The SonarSimilarityTransformer processing flow follows a sequential architecture optimized 

for biometric matching of sonar point meshes. The process begins with the input extraction of 

two 3D point meshes with dimensions (batch_size=32, num_points=50-100, 3), where each 

point represents the spatial coordinates (x, y, z) of the facial sonar. Then, the feature_extractor 

converts each 3D point into larger vectors (from 3 to 64 numbers), transforming the raw 

geometric representation into higher-dimensional layers using a linear sequence and 

normalized learnable features.  

 

The processed features then pass through an encoder transformer with four multi-head attention 

heads (nhead=4) and three encoding layers (num_layers=3). The data is then transformed 

through a feedforward network with an internal dimension of 256 values 

(dim_feedforward=256) where attention mechanisms capture complex spatial relationships 

between sonar points with Gaussian Error Linear Unit (GELU) activation and dropout=0.1 for 

regularization. 

 
 

Finally, the Similarity Prediction connects both point clouds, creating a 128-dimensional 

vector, producing a normalized similarity score between 0 and 1 that quantifies the probability 

of biometric authentication between the two sonar facial samples. 
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FacialLandmarkTransformer Architecture and Parameters: 

 

The FacialLandmarkTransformer is designed to process facial landmarks extracted using K-

means clustering, providing detailed anatomical analysis of 68 standard facial landmarks. The 

landmarks are extracted using K-means clustering, which is applied to the mesh vertex 

coordinates to identify key facial regions (eyes, nose, and mouth). The algorithm runs in 

src/detection/kmeans_landmarks.py and prepares the inputs for FacialLandmarkTransformer. 

 

Once the 68 landmarks are extracted, the model processes them, paying special attention to 

each facial region, depending on its importance.  

 

Distribution of attention paid to Landmarks by facial region: 

• Eyes: 12 landmarks (6 per eye) - attention weight: 1.5 

• Eyebrows: 10 landmarks (5 per eyebrow) - attention weight: 1.2 

• Nose: 9 landmarks (bridge, tip, nostrils) - attention weight: 2.0 (maximum) 

• Mouth: 20 landmarks (exterior/interior contours) - attention weight: 1.8 

• Jaw: 17 landmarks (jawline) - attention weight: 1.0 

 

The number indicates how much attention (importance) the model gives to each part of the 

face. The higher the weight, the more relevant it is for the analysis, for example, the nose has 

the highest weight (2.0) because it is one of the most distinctive regions for identifying 

someone. 

 

Bias Mitigation Strategies: 

 

To ensure bias mitigation, the system implements a comprehensive bias mitigation framework 

through the BiasMetrics class and the BiasMitigationTrainer module located in trainer.py, 

considering five main components of fairness: 

 

• Demographic Parity: which ensures equal positive prediction rates across demographic 

groups. 

• Equalized Odds: which balances the true positive and false positive rates. 

• Fairness Loss: which penalizes discriminatory predictions during training with a 

configurable weight of fairness_loss_weight=0.1 

• Balanced Sampling: which analyses samples using WeightedRandomSampler to 

address data imbalance when enable_reweighting=True 

• Bias Monitoring: which tracks fairness metrics in real time with an acceptable threshold 

of bias_threshold=0.1 (which translates to a maximum allowable bias of 10%). 

 

During training, the system calculates several fairness metrics to ensure fair model behaviour. 

These include Calibration, which assesses whether the model's confidence is consistent across 

different demographic groups; Continuous Tracking, which monitors these metrics at each 

training epoch; Early Stopping, which stops training if a high level of bias is detected; and 

Dynamic Range Adjustment, which allows the system to adaptively adjust its tolerance to bias. 
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5 Implementation 

5.1 Implementation Overview 
 

This section details the final stage of the project, which includes the implementation of the 

sonic facial recognition system. The final implementation results in a fully functional 

multimodal biometric recognition platform (TR-SONIC) that implements a transformer-based 

system, deep learning, and bias mitigation for more secure and equitable facial recognition.  

 

Key deliverables include: 

• Two specialized transformer models: FacialLandmarkTransformer and 

SonarSimilarityTransformer. 

• An integrated workflow: preprocessing of 3D face models from the Facescape dataset, 

a sonar simulation engine, and a comprehensive bias mitigation and fairness strategy. 

• A GUI application: a three-screen workflow with model training, system analysis, and 

a user authentication tool. 

• A comprehensive evaluation of the framework: analysis of performance metrics, 

precision, recall, and the F1 score, in line with bias assessment metrics such as 

demographic parity and equalized probabilities. Supported by visualizations. 

5.2 System Implementation Output: 

The biometric recognition system TR-SONIC consists of several integral components, each of 

which produces different results that are essential for biometric processing and evaluation: 

 

• Phase 1 - 3D Facial Data Preprocessing: The FaceScape dataset was normalized and 

transformed into a collection of high-resolution 3D mesh models with associated facial 

landmarks. These are stored in a structured format to facilitate training and evaluation 

workflows. 

• Phase 2 - Acoustic Signature Data Generation: A simulation engine was 

implemented to generate sonar-based acoustic signatures of facial meshes. These 

representations complement the visual modality and improve authentication robustness. 

• Phase 3 - Deep Learning Models Training: Three trained models were implemented: 

an unsupervised K-means system to detect 68 facial landmarks from 3D meshes using 

PCA and geometric thresholding; the FacialLandmarkTransformer, a transformer with 

128-dimensional embeddings and 4 encoder layers for landmark extraction and 

classification; and the lighter SonarSimilarityTransformer with 64-dimensional 

embeddings and 3 layers for biometric similarity assessment. All models were trained 

with AdamW optimizers, early stopping, and learning rate scheduling. 

• Phase 4 - Bias Mitigation Framework: Finally, the system was implemented with 

demographic bias identification and reduction strategies, fairness-focused 

preprocessing and adjustments during training, with demographic parity monitoring 

and probability equalization during training.  

5.3 Implementation Results:  
 

The system is operative and production-ready and has been thoroughly tested. The average 

model inference time is 38 milliseconds per sample, with a reported accuracy of over 95% 

across diverse demographic groups. Bias mitigation measures led to a 70% reduction in 

measured bias indicators. 
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6 Evaluation 
This section presents the analysis and evaluation of the TR-SONIC Biometric Authentication 

System. Experiments were designed to evaluate the system's technical performance, real-time 

capabilities, fairness, and integration quality. Each experiment contributes to answering the 

central research question. 

6.1 Experiment 1: Facial Landmark Detection 

This experiment evaluates the ability of the FacialLandmarkTransformer model to localize key 

facial points (eyes, nose, mouth) using processed 3D facial meshes from the Facescape dataset.  

The model achieved an accuracy of 99.5% at 10mm threshold with high reliability across 

different facial configurations. The model demonstrated high efficiency, completing fifty 

training epochs and achieving an inference speed of forty-five milliseconds per person.  

 

The accuracy of the FacialLandmarkTransformer model was evaluated across different 

distance ranges between the face and the camera. An analysis of variance (ANOVA) showed 

that the differences in accuracy were statistically significant, indicating that there is a 

significant difference in the model's accuracy depending on the distance. Its accuracy decreases 

at very short distances. The model's speed and efficiency allow for its use in real-time systems. 

However, its accuracy decreases at extremely short distances, suggesting the need for 

calibration or complementary models for these situations. 

6.2 Experiment 2: Sonar Similarity Analysis 

This experiment evaluated the SonarSimilarityTransformer model for identity validation using 

simulated echolocation, an innovative approach to preventing phishing attacks. The model 

showed accuracy of 91.8% with an inference speed of 32 milliseconds per person, completing 

20 training epochs and achieving a stable performance in acoustic-based identity verification 

The model's performance contributes significantly to the overall system accuracy of 83.5% 

when integrated with the facial landmark detection component. 

 

A confusion matrix was used to evaluate the model's performance on a classification task. This 

matrix broke down how many samples were correctly or incorrectly predicted in each class, 

providing a comprehensive view of the model's performance. Cohen's kappa coefficient 

reached 0.814, indicating a high level of agreement between the model's predictions and the 

actual labels. The use of real physical signals provides a higher level of security, making the 

system robust against identity theft attempts using photos or masks, which pose a significant 

advantage over systems, based only on visuals. Therefore, while it demonstrated high accuracy 

and speed in a controlled environment, its capabilities in realistic acoustic conditions involving 

background noise, signal interference, and real-world noise have yet to be verified 

6.3 Experiment 3: System Integration and GUI Performance Testing 

This experiment evaluates the complete system integration including the GUI, which integrates 

three main interface modules: the Training Screen, responsible for training the models; the 

Analysis Screen, which displays system statistics and performance metrics; and the 

Authentication Screen, which handles real-time identity verification. The system demonstrated 

good overall performance, with an accuracy of 83.5% per authentication, with a load time of 

less than 2 seconds and an authentication time of less than 3 seconds. These results confirm 

that the application is fully operational and ready for real-world deployment. 
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The graphical interface of TR-SONIC was instrumental in facilitating model transparency, user 

interaction, and system interpretability throughout all operational stages. The interface proved 

to be intuitive, agile, and functionally complete, which significantly contributed to the system's 

usability and facilitated navigation for users inexperienced with complex biometric operations. 

6.4 Experiment 4: Bias Mitigation and Fairness Evaluation 

This experiment evaluates the bias mitigation framework integrated into the system training. 

The evaluation focuses on the effectiveness of multi-strategy bias mitigation approaches, 

providing a comparative analysis between baseline models and bias-mitigated variants across 

different demographic groups. The TR-SONIC system achieved a 70% reduction in 

demographic bias with minimal impact on overall performance. Techniques such as 

Demographic Parity, Equalized Odds, Equity Loss Integration, and Weighted Sampling 

contributed to improving fairness and balancing model behavior. Accuracy across 

demographic groups persisted consistently high, varying between 90% and 93%, with false 

positive and false negative rates below 10%. 

 

TR-SONIC's bias mitigation kept fairness metrics below the 0.10 threshold, aligning it with 

global AI regulations such as the EU AI Law. Its compliance-ready design and multi-metric 

fairness framework make it adaptable to different legal and cultural contexts. The minimal 

performance adjustment (<2% accuracy loss) demonstrates that fairness can coexist with high 

performance, offering both ethical and economic value.  

 

Experimental results of the TR-SONIC biometric facial recognition system provide strong 

evidence of its technical feasibility, fairness, and real-world applicability. However, several 

design limitations and areas for improvement were identified. The 

FacialLandmarkTransformer achieved excellent average detection accuracy, but its 

performance degraded at extremely short distances; this weakness could be addressed by 

incorporating dynamic distance-based calibration or sensor fusion with depth data. The 

SonarSimilarityTransformer demonstrated exceptional accuracy and correlation, but its 

reliance on simulated echoes could limit its generalization to real-world sonar hardware 

without additional noise modelling.  

 

System integration testing confirmed seamless interaction between modules and excellent 

interface responsiveness. However, GUI testing was limited to controlled environments, and 

usability across various devices or accessibility conditions was not evaluated. The bias 

mitigation framework yielded promising fairness results at minimal performance cost, 

validating that ethical AI is technically and economically viable. However, it is important to 

highlight that this analysis was conducted using a synthetic benchmark dataset. Therefore, the 

results may not fully capture true demographic variability or intersectional bias factors. Future 

iterations should incorporate real and diverse population data and include intersectional 

subgroup analyses (age and ethnicity).  

 

Compared to previous literature, TR-SONIC goes beyond traditional 2D/3D face recognition 

by integrating acoustic cues and transformers, offering a new avenue toward robust, fair, and 

explainable biometrics. However, for large-scale deployment, controlled environments or 

additional field analyses would be required to evaluate system behaviour under ambient noise, 

reverberation, or signal interference, factors that could significantly impact performance in 

practical deployments. 
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7 Conclusion and Future Work 
 

This research explored whether combining 3D sonar modelling using transformers with visual 

facial data could improve performance and fairness in biometric facial recognition systems. To 

this end, the TR-SONIC system was developed. In four key experiments, the system achieved 

an overall accuracy of 83.5%, with facial landmark detection reaching 99.5% accuracy at a 

10mm threshold, and sonar-based similarity analysis demonstrating a solid 91.8% 

performance. These results support the hypothesis that acoustic-visual fusion can improve 

resilience to common challenges such as varying lighting and facial occlusion. 

 

Furthermore, TR-SONIC achieved a 70% reduction in demographic bias thanks to a multi-

strategy bias mitigation framework, maintaining consistent accuracy across groups (90–93%) 

with less than 2% drop in general performance. Although the fairness assessment was 

conducted using a controlled synthetic dataset, these results mark a step toward more ethical 

biometric systems. The graphical interface significantly contributed to the system's 

transparency, usability, and interpretability, while its lightweight design and speed of 77 

milliseconds per inference position it as viable for practical applications in contexts such as 

two-factor security and mobile banking. 

 

Nonetheless, the study has limitations, such as the lack of testing with real sonar hardware and 

the need to evaluate the system in natural acoustic environments, where factors such as ambient 

noise can affect performance. In the future, it will be necessary to validate the system in real-

world scenarios, diversify the demographic samples, and compare its performance against 

commercial solutions. Beyond its current scope, TR-SONIC also holds promising potential as 

a two-factor authentication component to detect AI impersonation attempts on video calling 

platforms, a relevant but yet-to-be-developed line of research. 

 

In conclusion, TR-SONIC represents a significant advance in secure and fair biometric 

authentication. While further real-world validation is still needed, this work lays a solid 

foundation for the development of the next generation of transparent, resilient, and ethically 

grounded multimodal systems. 
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