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1 Introduction

The configuration manual outlines the tools and technologies utilized during the
research implementation. Section 2 covers the experimental setup in detail. In Section
3, the technologies and software tools used are discussed. Section 4 provides a
comprehensive, step-by-step guide for setting up the software tools, detailing the
implementation process from installing and configuring Suricata, creating custom rules,
generating attacks from Kali Linux, setting up email alerts, saving logs to Google Drive,
and analysing and visualizing the attack patterns. Lastly, Section 5 contains the
references for the software guide.

2 Experimental Setup

The experiment was designed on a personal computer, which was set up specifically for
this purpose.

® Hardware Specifications:
Processor: 12th Gen Intel(R) Core(TM) i7-1255U (1.70 GHz).
Ram: 16.0 GB
System type: 64 bit
Operating System: Windows 10, Ubuntu 18.04, Kali Linux

Experimental Setup: Windows 10, Python 3.10, VS Code, PythonAnywhere (as
the deployment environment), Anaconda for virtual environment management, and
FFmpeg for optional media processing.

3 Technologies and Software Used for Implementation

® Software Used: Visual Studio Code (VS Code), PythonAnywhere, Anaconda, FFmpeg

Visual Studio Code (VS Code) is a free, open-source code editor developed by Microsoft. It
offers helps in debugging, syntax highlighting, intelligent code completion, integrated terminal
access, and a vast library of extensions. Making it highly customizable and versatile for various
programming languages and frameworks, like Python and Flask

PythonAnywhere is a cloud-based hosting and execution environment for Python applications.
It allows developers to deploy web applications without managing physical servers or complex
infrastructure, providing an accessible and reliable platform for lightweight applications.



Anaconda is a distribution of Python and R that simplifies package management and
deployment. It is particularly useful for creating isolated virtual environments to manage
dependencies for machine learning and Al projects.

FFmpeg is a powerful, open-source multimedia framework used to process, convert, and stream
audio and video. .

4 Implementation

Step 1: Install all the systems and configurations before mentioned.

Step 2: Run the installer.

™ Anaconda Prompt

(base) C:\Users\casil>|

Figure (1): anaconda prompt

Step 3: : Set Up Virtual Environment

Anaconda Prompt +

(base) C:\Users\casil> cd C:\Users\casil\OneDrive\Escritorio\edu-app

(base) C:\Users\casil\OneDrive\Escritoriol\edu—app>

Figure (2): new environment



Step 4: install libraries

¥ Anaconda Prompt

(base) C:\Users\casil> cd C:\Users\casil\OneDrive\Escritorio\edu—-app

(base) C:\Users\casil\OneDrive\Escritorio\edu-app> pip install flask openai-whisper python-dotenv openai ffmpeg—-python

Figure (3): install libraries

Step 5: create folder structure

Tl Sort ~ = View v cen
MName ) Date modified Type Size
__pycache__ 01/08/2025 13:49 File folder
app 01/08/2025 13:49 File folder
templates 01/08/2025 13:49 File folder
uploads 01/08/2025 13:49 File folder

Figure (4): Folders



Step 6: install ffimpeg

Figure (5): ffmpeg page download

Step 7 get API key

OpenAl Platform
Q search oL K

API Reference
Introduction
Authentication
Debugging requests

Backward compatibility

Responses
Responses >

Streaming >

Webhooks

Webhook Events >

Platform APls
Audio >
Images >
Image Streaming >
- Embeddinas > 7
¢/ Cookbook

#8% Forum

Introduction

This API reference describes the RESTful, streaming, and realtime APIs you can use to interact with the
OpenAl platform. REST APIs are usable via HTTP in any environment that supports HTTP requests.
Language-specific SDKs are listed on the libraries page.

Authentication

The OpenAl API uses API keys for authentication. Create, manage, and learn more about APl keys in your
organization settings.

Remember that your API key is a secret! Do not share it with others or expose it in any client-side code
(browsers, apps). API keys should be securely loaded from an environment variable or key management
service on the server.

API keys should be provided via HTTP Bearer authentication.
Authorization: Bearer OPENAL API_KEY =)

If you belong to multiple organizations or access projects through a legacy user APl key, pass a header to

specify which organization and project to use for an APl request:

Figure (6): official page APl GPT

Docs  APlre



Step 8 generate files .py and save in the folders

A _init_ 29/07/2025 08:15 Python File 1KB
}" guiz_generator 28/07/2025 22:20 Python File 4 KB
}" video_processing 270772025 22:57 Python File 2 KB
Figure (7): ffmpeg page download
Step 9 cretae .env file
_ pycache__ 01/08/2025 13:49 File folder
app 08/08,/2025 14:58 File folder
templates 01/08/2025 13:49 File folder
uploads 01/08/2025 13:49 File folder
|D env 28/07/2025 20:49 ENV File 1KB
Figure (8): .env file
Step 10 create .html templates
T Sort ~ = View ~ vee
MName Date maodified Type Size
e index 28/07/2025 22:27 Microsoft Edge HT... 4 KB
e guiz 28/07/2025 22:29 Microsoft Edge HT... 6 KB

Figure (9): html files



Step 11 cream main.py where connect all the files

Name : Date modified Type Size
__pycache__ 01/08/2025 13:49 File folder
app 08/08/2025 14:58 File folder
templates 01/08/2025 13:49 File folder
uploads 01/08/2025 13:49 File folder
A main 01/08/2025 13:41 Python File 3 KB
D env 28/07/2025 20:49 ENV File 1KB

Figure (10): main.py

Step 12 run main in anaconda prompt

(base) C:\Users\casil\OneDrive\Escritorio\edu-app>python main.py
* Serving Flask app 'main'

i * Debug mode:
INFO:werkzeug:

* Running on ://127.0.0.1:5000

§ INFO:werkzeug:Pr CTRL+C to quit
INFO:werkzeug: estarting with watchdog (windowsapi)
WARNING:werkzeug: * Debugger is active!

Figure (11): run main.py

Step 13 check if the app works

127.0.0.1:5000
English Video Quiz Generator

Upload an English Video

i P4 max

Choose File  No file chosen

Figure (12): local app



Step 14 generate Pythonanywhere account and upload files

5@9’ pythonanywhere
by ANACONDA.

Dashboard

CPU Usage: 0% used — 0.00s of 2,000s. Resets in 2 hours, 53 minutes m

File storage: 43% full - 8.6 GB of your 20.0 GB quota (TIILLY

Recent

Consoles [+15[-]

L3 Bash console 41299995
LJ Bash console 41299912
2 Bash console in virtualenv venv

LJ Bash console 41243752

New console:

Vg N

Recent

Files HER

/home/JuaCasTel/edu_app/main.py
/home/JuaCasTel/edu_app/.env

/home/JuaCasTel/edu_app/app/
_init__py

/home/JuaCasTel/edu_app/app/
video_processing.py

/home/JuaCasTel/edu_app/app/
quiz_generator.py

/home/JuaCasTel/edu_app/
requirements.txt

/home/JuaCasTel/edu_app/templates/
quiz.html

Dashboard Consoles Files Web Tasks Databases

Recent

Notebooks (][]

You have no recent notebooks.

= Add new (Python 3.13)

4 ™
| Browse all files )
AN /

Welcome, JuaCasTel

All
Web apps

JuaCasTel.pythonanywhere.com

' ™\
( OpenWebtab )
\. /

Figure (13): run main.py
Step 15 check if the app works well

() https://juacastel pythonanywhere.com

English Video Quiz Generator

Upload an English Video
Supported formats: MP4, MOV, AVI (max 100MB)

No file chosen

Choose File

Figure (14): run main.py
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