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1 Introduction 

 
The configuration manual outlines the tools and technologies utilized during the 

research implementation. Section 2 covers the experimental setup in detail. In Section 

3, the technologies and software tools used are discussed. Section 4 provides a 

comprehensive, step-by-step guide for setting up the software tools, detailing the 
implementation process from installing and configuring Suricata, creating custom rules, 

generating attacks from Kali Linux, setting up email alerts, saving logs to Google Drive, 

and analysing and visualizing the attack patterns. Lastly, Section 5 contains the 

references for the software guide. 

2 Experimental Setup 

 
The experiment was designed on a personal computer, which was set up specifically for 

this purpose. 

 Hardware Specifications: 

Processor: 12th Gen Intel(R) Core(TM) i7-1255U (1.70 GHz). 

Ram: 16.0 GB  

System type: 64 bit 

Operating System: Windows 10, Ubuntu 18.04, Kali Linux 

Experimental Setup: Windows 10, Python 3.10, VS Code, PythonAnywhere (as 

the deployment environment), Anaconda for virtual environment management, and 

FFmpeg for optional media processing. 

3 Technologies and Software Used for Implementation 

 
 Software Used: Visual Studio Code (VS Code), PythonAnywhere, Anaconda, FFmpeg 

Visual Studio Code (VS Code) is a free, open-source code editor developed by Microsoft. It 

offers helps in  debugging, syntax highlighting, intelligent code completion, integrated terminal 

access, and a vast library of extensions. Making  it highly customizable and versatile for various 

programming languages and frameworks, like Python and Flask 

PythonAnywhere is a cloud-based hosting and execution environment for Python applications. 

It allows developers to deploy web applications without managing physical servers or complex 

infrastructure, providing an accessible and reliable platform for lightweight applications. 
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Anaconda is a distribution of Python and R that simplifies package management and 

deployment. It is particularly useful for creating isolated virtual environments to manage 

dependencies for machine learning and AI projects. 

FFmpeg is a powerful, open-source multimedia framework used to process, convert, and stream 

audio and video. . 

4 Implementation 

 
Step 1: Install all the systems and configurations before mentioned. 

 

 

Step 2: Run the installer. 

 

Figure (1): anaconda prompt 

 

Step 3: : Set Up Virtual Environment 

 

 

 
Figure (2): new environment
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Step 4: install libraries  

 

Figure (3): install libraries  

 

Step 5: create folder structure  
 

 

 

Figure (4): Folders 
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Step 6: install ffmpeg 

 

 

Figure (5): ffmpeg page download  

 

Step 7 get API key   

Figure (6): official page API GPT  

 



8  

 

Step 8 generate files .py and save in the folders  

 

 

Figure (7): ffmpeg page download  

 

Step 9 cretae .env file  

 

     
            Figure (8): .env file  

 

Step 10 create .html templates  

 

Figure (9): html files 
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Step 11 cream main.py where connect all the files  

 

 

 
Figure (10): main.py  

  Step 12 run main in anaconda prompt  

 

Figure (11): run main.py 

 

Step 13 check if the app works  

 

Figure (12): local app  
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Step 14 generate Pythonanywhere  account and upload files  

 

Figure (13): run main.py 

Step 15 check if the app works well  

 

Figure (14): run main.py 
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