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Configuration Manual

Shreyas Unhale
Student ID: 23267747

1 System Properties
1.1 Host and Virtualization

e Host operating system

o Windows edition: Windows 11 Pro/Enterprise (build and edition)

@ Device specifications

Windows specifications

Devicename  Comet

Processor AMD Ryzen 9 8945HS w/ Radzon 780M Graphics (400 GHz)
Installed RAM ~ 16.0 GB (15.3 GB usable)

Device ID TBBAAF20-E845-4774-B1BC-875367BFAD28

Product ID 00342-2 703-AAOEM

Edition Windows 11 Home
Version 24H2

Installed on 12-06-2025

0S build 261004770

Experience Windows Feature Experience Pack 1000.26100.197.0

System type -hit operating system, x64-based processor
WP ITN Microsoft Services Agreement
Pen and touch  No pen or touch input is available for this display i -
Microsoft Software Licence Terms

Figure 1 : Device Specifications Figure 2: Windows Specifications

e Virtualization: WSL2 enabled, Virtual Machine Platform enabled
[ ]

X

I, Windows Features - O

Turn Windows features on or off

To turn a feature on, select its checkbox. To turn a feature off, clear its
checkbox. A filled box means that only part of the feature is turned on.

Windows Projected File System
Windows Subsystem for Linux
Windows TIFF IFilter

Work Folders Client

O Simple TCPIP services (i.e. echo, daytime etc)
()= SMB 1.0/CIFS File Sharing Support
()™ Telnet Client 1stall Simple TCPIP services
()7 TFTP Client
Virtual Machine Platform
()= windows Hypervisor Platform
O Windows |dentity Foundation 3.5
Windows PowerShell 2.0
O Windows Process Activation Service
O
O

Figure 3: Windows Config for WSL




PS C:\Users\shrey> wsl
NAME STATE VERSION
* Ubuntu-24.04 Running P

Ubuntu Stopped p)
PS C:\Users\shrey> |

Figure 4: WSL List

e GPU Details: Nvidia GeForce RTX 4060 laptop GPU

Utilisation Dedicated GPU memory Driver version: 32.0.15.7652
0% 00/80 G B Driver date: 14-05-2025
DirectX version: 12 (FL 12.1)
GPU Memory Shared GPU memory Physical location: PCI bus 1, device 0, function 0

00/1 5.6 GB 00/76 GB Hardware reserved memory: 235 MB
Temperature

43 °C

Figure 5: GPU Properties

e WSL distro and kernel

: $ lsb_release -a
No LSB modules are available.
Distributor ID: Ubuntu
Description: Ubuntu 24.04.2 LTS
Release: 24.04

Codename: noble
: S uname -r
6.6.87.2-microsofi-standard-WSLZ
: S

Figure 6: WSL Info



o Pwhmypqygnvuﬂmns

S python3 --version
Python 3.12.3

$ pip3 --version

pip 24.0 from'/usr/lib/pythonB/dist-packages/pip (python 3.12)
: S git --version
git version 2.43.0

: 5 1

Figure 7: Installed Basic tools with version

e NVIDIA GPU visibility in WSL

:$ nvidia-smi
Sat Aug 9 16:19:29 2025

| NVIDIA-SMI 550.144.03 Driver Version: 576.52 CUDA Version: 12.9
R R T T T B T B T e +
Persistence-M | Bus-Id isp.A | Volatile Uncorr. ECC |
Perf Pwr:Usage/Cap | Memory-Usage | GPU-Util Compute M.

NVIDIA GeForce RTX 4060 ... 00000000:01:00.0 Off
OMiB /  8188MiB

| Processes:
GPU GI PID Process name GPU Memory |
Usage |
|

Figure 8: Nvidia Properties in WSL

2 Tools Used

2.1 Version Control: Git: 2.43.0

2 S git --version
git version 2. 43

S |

Figure 9: Git Version



2.2 PassGAN AI (Al Candidate Generation)

€% PassGAN  pusiic ©watch 52~

¥ master ~ ¥ 1Branch © 1Tag Q Go to file Add file <> Code ~

(1) brannondorsey Update README.md Seeca0l -7 yearsago L) 13 Commits
bin Fir nmit

data Add README

pretrained

tflib a ommand line...

.gitignore

LICENSE

README.md Update README.md

models.py Break file into train.py and sample.py and add command line...

RN rENrEErEE NN BN SN SN

requirements.txt Add requirements.txt
[\ sample.py Add README
[ trainpy

[ utils.py

total 49M
-rw-r--r-- 1 shreyas shreyas C best_model.pth
-rw-r--r-- 1 shreyas shreyas :16 charmap.pickle
-rw-r--r-- 1 shreyas shreyas 116 charmap_1inv.pickle
drwxr-xr-x 2 shreyas shreyas
-rw-r--r-- 1 shreyas shreyas
-rw-r--r-- 1 shreyas shreyas
-rw-r--r-- 1 shreyas shreyas
-rw-r--r-- 1 shreyas shreyas
-rw-r--r-- 1 shreyas shreyas :16 log.pkl
“TW-T--T-- shreyas shreyas c nist_password model.pth
-rw-r--r-- 1 shreyas shreyas :43 nist_password_model.pth:Zone.Identifier
drwxr-xr-x 2 shreyas shreyas
-rw-r--r-- 1 shreyas shreyas
-rw-r--r-- 1 shreyas shreyas C torchpass_healthcare_r9_4060.pth
-rw-r--r-- 1 shreyas shreyas
: Y |

Figure 11: Models Trained using passGAN (Traditional/NIST/Healthcare)

e Node -23.11.1

v23.11.1

Figure 12: Node Version


https://github.com/brannondorsey/PassGAN

e Hashcat

: $ hashcat -I
hashcat (v6.2.6) starting in backend information mode

Vendor..: The pocl project
: Portable Computing Language
Version.: OpenCL 3.0 PoCL 5.0+debian Linux, None+Asserts, RELOC, SPIR, LLVM 16.0.6, SLEEF, DISTRO, POCL_DEBUG

Backend Device ID #1
: CPU
1
AuthenticAMD
. cpu-skylake-avx512-AMD Ryzen 9 8945HS w/ Radeon 780M Graphics
: OpenCL 3.0 PoCL HSTR: cpu-x86_64-pc-linux-gnu-skylake-avx512
16
3992
Memory.Total 5534 MB (limited to 1024 MB allocatable in one block)
Memory.Free. 2735 MB
Local.Memory...: 1024 KB
OpenCL.Version.: OpenCL C 1.2 PoCL
Driver.Version.: 5.0+debian

Figure 13: Hashcat Version Details

3 Python Scripts Used in the Project.

3.1 Combine and Filter Breach Lists

e Purpose: Create a deduplicated, normalized master list of common passwords, suitable
for exclusion and for baseline rules attacks.

e Inputs:
odata/raw/rockyou.txt
odata/raw/pwdb_top Im.txt

odata/raw/xato-10m.txt

e QOutputs
odata/processed/common_passwords_dedup.txt

odata/processed/common_passwords_stats.json

e Key parameters
oMin/max length bounds
oUnicode normalization and casing

oOptional language-only filtering (ASCII or extended)

e Validation

oCount >0; duplicates removed.
oSpot-check a few known entries appear once.

oJSON stats include total, unique, min/max length.

4



IN_FILES = [

Path("datasraw/rockyou.txt"),

pwdb_top_1m.txt™) ,

Path("data/s/raw/xato-18m. txt™) ,
1
OUT_TXT = Path("data/pro d/ common__pa words dedup -
OUT_JS0OM = Path{("data/prorc ed,/ common_pas ords
MIN_LEM, MAX_ LEN = & 8

norm{s: str) -—->
= s.strip()
unicodedata-normalize("NFKC™, s)

et (]
total_raw —
Tor p in IN_FILES:
with p (" r™, encoding="utf-8", errors="ignore"™)
T 1dime in T:
TtTotal raw +—
noarm{Lline)
= =
ntinue
(MIMN_LEN <= len(s) <= MAX_LEMN):
Nntinue
seen.add(s)
oOUT_TXT.parent._.mkdir(parents=True, exist ok=True)
with OUT_TXT. C"w”, encoding="utr-8") as ¥F=z
for s in ted(seen) =
F.write(s + "“ZWn")
stats = {
"inputs = [str{p) Tor p in IN_FILES],
"total_raw_lines™: total_raw,
"unigue" len(seen),
"min_Jen” MIN_LEN,
"max__Jlen™: MAX_ LEN,
"output”: sSstr(OUT_TXT),

oOUT_JSOMN. o nf{"w", encoding="utrfr-8") as ¥T:=:
Json.dump(stats, T, indent
printi{rfr wrote {len(seenl)} uniqg passwords —-> fOUT_TXTE"™)

Figure 14: Snippet to Combine & Filter Common Passwords

3.2 Fetch ICD-11 Terms and Filter Medical Vocabulary

e Purpose: Fetch ICD-11 content and extract a clean list of medical terms for the “medical-
themed” distribution.

e Inputs: ICD-11 API/JSON dump or downloaded JSON (data/raw/icd11_full.json)

e QOutputs:
odata/processed/icd11_terms raw.json

odata/processed/medical terms.txt



e Key parameters:
oLanguage code (en)
oToken length and character filters

oDe-duplication and lowercase normalization

e Validation

oNon-empty term list; random spot-check for correctness.

oNo duplicates; reasonable token lengths.

import json,re
from pathlib import Path
SRC=Path("data/raw/icd11_full. json");
0UT=Path("data/processed/medical_terms.txt");
OUT.parent.mkdir (parents=True,exist_ok=True)
j=json.loads(SRC.read_text(encoding="utf-8")); terms=set()
def walk(o):
if isinstance(o,dict):
or k,v in o.items():
if isinstance(v,str) and k.lower() in
{"title","label”, "name", "definition"}:
t=re.sub(r"\s+"," ",v.strip().lower())
if 3<=len(t)<=64 and re.fullmatch(r"[a-z8-9\-
\'\s]+",t): terms.add(t)
: walk(v)
elif isinstance(o,list):
for x in o: walk(x)
walk(j)

OUT.write_text("\n".join(sorted(terms)),encoding="utf-8")
print(f"Extracted {len(terms)} terms -> {0UT}")

Figure 15: Extract medical terms from ICD-11 JSON



3.3 Generate synthetic passwords (NIST/Traditional/Medical)
e Inputs: data/processed/medical terms.txt

e OQutputs: data/processed/synth {nist,traditional,medical}.txt

import random,string
from pathlib import Path
random. seed (42)
MED=Path("data/processed/medical_terms.txt").read_text(encoding="utf-
8").splitlines()
OUT=Path("data/processed"); OUT.mkdir(parents=True,exist_ok=True)
def nist():
words = MED if len(MED)>5B800 else

wom

["correct”,"battery", "staple", "horse

w on wow "]

, clinic", "patient
k=random.randint(3,5); return "-".join(random.sample (words,k))
def trad():
w=""_join(random.choice(string.ascii_letters) for _ in
range (random.randint(6,10)))
return w.title()+ "".join(random.choice(string.digits) for _ in range(2,4))
+ random.choice (" !@#$%"&*")
def med():
base=random.choice(MED) .replace(" ",""); return (base +
random.choice(["","123","!","B2024"]1)) [:64]
def write(pth, gen, n): pth.write_text("\n".join(gen() for _ in
range(n)),encoding="utf-8")
N=10_000_0800; n_nist,n_trad,n_med = int(N*0.4), int(N*B8.3), int(N%0.3)
write(OUT/"synth_nist.txt", nist, n_nist)
write(OUT/"synth_traditional.txt", trad, n_trad)
write(OUT/"synth_medical.txt", med, n_med)
print("Done.")

Figure 16: Generating Passwords of all 3 Categories using PassGAN models

3.4 Filter unusable passwords
e Input: any list (e.g., data/processed/synth nist.txt).

e Output: data/processed/clean/<name> clean.txt

# filter_ ds_min.py

import argparse,string

from pathlib import Path

ap=argparse.ArgumentParser(); ap.add_argument("--input”,required=True);
ap.add_argument ("--exclude",default="")

args=ap.parse_args()

src=Path(args.input); out=Path("data/processed/clean");
out.mkdir (parents=True,exist_ok=True)

excl=set (Path(args.exclude).read_text(encoding="utf-8").splitlines()) if
args.exclude e set()

PRINT=set(string.printable); MINL,MAXL=4,6128

def ok(s): return s and MINL<=len(s)<=MAXL and set(s)<=PRINT and s not in excl

lines=[1.rstrip("\n") for 1 in src.open(encoding="utf-8",errors="ignore")]

kept=[s for s in lines if ok(s)]
(Path(out/f"{src.stem}_clean.txt")).write_text("\n".join(kept),encoding="utf-8")
print (f"Kept {len(kept)}/{len(lines)}")

Figure 17: Filtering Unusable Passwords Generated by Models



3.5 Split into train/eval and hash eval

e Input: concatenated clean list (e.g., data/processed/clean/all clean.txt)

e Outputs: data/splits/{train.txt,eval plain.txt,eval hashes.txt}

min.py

import hashlib, random

from pathlib import Path

random.seed(2024)

IN=Path("data/processed/clean/all_clean.txt"); OUT=Path("data/splits");
OUT.mkdir (parents=True,exist_ok=True)

lines=[1.strip() for 1 in IN.read_text(encoding="utf-8").splitlines()
if l.strip()]

random.shuffle(lines); n=int(len(lines)*0

train,evalp = lines[:n], linmes[n:]
(OUT/"train.txt").write_text("\n".join(train),encoding="utf-8")
(OuT/"eval_plain.txt").write_text("\n".join(evalp),encoding="utf-8")
evalh=[hashlib.sha256(s.encode()) .hexdigest() for s in evalp]
(0UT/"eval_hashes.txt").write_text("\n".join(evalh),encoding="utf-8")

print ("Split+hash done.")

Figure 18: Splitting Filtered Dataset in 2 parts

3.6 Track crack times and build metrics CSV

e Inputs: eval plain.txt, eval hashes.txt, attacks/{rules only,ai_only}/cracked.txt (format:
hash TAB epoch_seconds)

e Output: analysis/outputs/metrics.csv

import csv,sys
from pathlib import Path
EPL=Path("data/splits/eval_plain.txt"); EHS=Path("data/splits/eval_hashes.txt")
RCR=Path("attacks/rules_only/cracked.txt");
ACR=Path("attacks/ai_only/cracked.txt")
START_RULES=0.0; START_AI= O A g i 1
OUT=Path("analysis/outputs”); OUT.mkdir (parents=True,exist_ok=True)
Pl=EPL.read_text(encoding="utf-8") _splitlines(); hs=EHS.read_text(encoding="utf-
8").splitlines()
h2p=dict(zip(hs,pl))
def load(p):
d={};
if not p.exists(): return d
for line in p.read_text(encoding="utf-8",errors="ignore").splitlines():

parts=line.split()

if len(parts)>=2:
: d[parts[@]]=float(parts[1])

return d
r ,a=1load (RCR) , load (ACR)
with open(OUT/"metrics.csv"”,"w",newline="",encoding="utf-8") as f:
w=csv.writer(f);
w.writerow(["password'’ category"”,"strength","length", "complexity_score","crack_ti
iurs_traditional”,"crack_time_hours_ai™])
for h,pwd in h2p.items()
cat="nist" D ol ou = pe = O S
length=len(pwd) ; strength=length; comp n{c.isdigit() for c in
m(not c.isalnum() for c in pwd)
tr ((r[h]1-START_RULES) /3600.08) if h in r
ta = ((a[h]l-START_AI)/3600.0) if h in a el
w.writerow([pwd,cat,strength,length,comp, tr,tal)
print("metrics.csv written.")

Figure 19: Building CSV



4.1

4.2

4.3

Web Application: AI Password Analyzer

Key behaviors

oAll checks run in-browser; no network calls by default.

oFeedback covers: length, character variety, patterns (years, repeats, keyboard runs).
oOptional policy mode selector (NIST/Traditional/Medical) for messaging.

oUl note: “All analysis runs locally in your browser. No passwords are sent to a

server.”

Steps to run locally
Option A: Static server (recommended)

ogit clone https://github.com/shreyasunhle0110/ai-password-analyzer
ocd ai-password-analyzer

opython -m http.server 8080

oOpen http://localhost:8080

Security/CSP (short)
oClient-only processing; no password transmission.

oRecommended CSP: default-src 'self'; script-src 'self'; style-src 'self' 'unsafe-inline';
img-src 'self' data: (via meta tag or vercel.json).

Al-Aware Password Strength Analyzer

Al Insights

Suggestions

Figure 20: App home


https://github.com/shreyasunhle0110/ai-password-analyzer
http://localhost:8080/

Al-Aware Password Strength Analyzer

Enter password to evaluate

‘ Querty@1234| o

——
Fair (2/4)

Estimated crack time: less than a second

A 2,601 time isider a unique

Al Insights

« Contains dictionary word “Qwerty” which language models can guess easily.
* Keyboard walk “@1234" is weak against Al guessing.

Suggestions

+ Add another word or two. Uncommon words are better.
* Capitalization doesn't help very much

Figure 21: Feedback shown for weak example

Al-Aware Password Strength Analyzer

Enter password to evaluate

Sam@Goes@to#NCI_in_2024
R ——
Very Strong (4/4)

Estimated crack time: centuries

Secure - not found in public breaches.

Al Insights

+ Contains dictionary word “Goes” which language models can guess easily.
+ Sequential characters “024” are trivial to predict.

Suggestions

Figure 22: Feedback for strong passphrases
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