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1 System Properties 

1.1 Host and Virtualization 

• Host operating system 

o Windows edition: Windows 11 Pro/Enterprise (build and edition) 
 

 
Figure 1 : Device Specifications 

 

 
Figure 2: Windows Specifications 

 

• Virtualization: WSL2 enabled, Virtual Machine Platform enabled 
•  

 
Figure 3: Windows Config for WSL 
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Figure 4: WSL List 
 

• GPU Details: Nvidia GeForce RTX 4060 laptop GPU 

 
Figure 5: GPU Properties 

• WSL distro and kernel  

 
Figure 6: WSL Info 
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• Python, pip, git versions  

 
Figure 7: Installed Basic tools with version 

• NVIDIA GPU visibility in WSL 

 
Figure 8: Nvidia Properties in WSL 

2 Tools Used 

2.1 Version Control: Git: 2.43.0 

 
Figure 9: Git Version 
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2.2 PassGAN AI (AI Candidate Generation) 

 
Figure 10: PassGAN repository (Link) 

 
Figure 11: Models Trained using passGAN (Traditional/NIST/Healthcare) 

• Node – 23.11.1 

 
Figure 12: Node Version 

 
 

https://github.com/brannondorsey/PassGAN
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• Hashcat 

 
Figure 13: Hashcat Version Details 

 

3 Python Scripts Used in the Project. 

3.1 Combine and Filter Breach Lists 

• Purpose: Create a deduplicated, normalized master list of common passwords, suitable 
for exclusion and for baseline rules attacks. 

• Inputs: 
o data/raw/rockyou.txt 
o data/raw/pwdb_top_1m.txt 
o data/raw/xato-10m.txt 

• Outputs 
o data/processed/common_passwords_dedup.txt 
o data/processed/common_passwords_stats.json 

• Key parameters 
o Min/max length bounds 
o Unicode normalization and casing 
o Optional language-only filtering (ASCII or extended) 

• Validation 
o Count >0; duplicates removed. 
o Spot-check a few known entries appear once. 
o JSON stats include total, unique, min/max length. 
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Figure 14: Snippet to Combine & Filter Common Passwords 

 

3.2 Fetch ICD-11 Terms and Filter Medical Vocabulary 

• Purpose: Fetch ICD-11 content and extract a clean list of medical terms for the “medical-
themed” distribution. 

• Inputs: ICD-11 API/JSON dump or downloaded JSON (data/raw/icd11_full.json) 

• Outputs:  
o data/processed/icd11_terms_raw.json 
o data/processed/medical_terms.txt 
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• Key parameters: 
o Language code (en) 
o Token length and character filters 
o De-duplication and lowercase normalization 

• Validation 
o Non-empty term list; random spot-check for correctness. 
o No duplicates; reasonable token lengths. 

 
Figure 15: Extract medical terms from ICD-11 JSON 
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3.3 Generate synthetic passwords (NIST/Traditional/Medical) 
• Inputs: data/processed/medical_terms.txt 
• Outputs: data/processed/synth_{nist,traditional,medical}.txt 

 
Figure 16: Generating Passwords of all 3 Categories using PassGAN models 

3.4 Filter unusable passwords 

• Input: any list (e.g., data/processed/synth_nist.txt). 

• Output: data/processed/clean/<name>_clean.txt 

 
Figure 17: Filtering Unusable Passwords Generated by Models 
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3.5 Split into train/eval and hash eval 

• Input: concatenated clean list (e.g., data/processed/clean/all_clean.txt) 

• Outputs: data/splits/{train.txt,eval_plain.txt,eval_hashes.txt} 

 
Figure 18: Splitting Filtered Dataset in 2 parts 

3.6 Track crack times and build metrics CSV 

• Inputs: eval_plain.txt, eval_hashes.txt, attacks/{rules_only,ai_only}/cracked.txt (format: 
hash TAB epoch_seconds) 

• Output: analysis/outputs/metrics.csv 
 

 
Figure 19: Building CSV 
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4 Web Application: AI Password Analyzer  

4.1 Key behaviors 
o All checks run in-browser; no network calls by default. 
o Feedback covers: length, character variety, patterns (years, repeats, keyboard runs). 
o Optional policy mode selector (NIST/Traditional/Medical) for messaging. 
o UI note: “All analysis runs locally in your browser. No passwords are sent to a 

server.” 

4.2 Steps to run locally 
Option A: Static server (recommended) 
o git clone https://github.com/shreyasunhle0110/ai-password-analyzer 

o cd ai-password-analyzer 
o python -m http.server 8080 

o Open http://localhost:8080 

4.3 Security/CSP (short) 
o Client-only processing; no password transmission. 
o Recommended CSP: default-src 'self'; script-src 'self'; style-src 'self' 'unsafe-inline'; 

img-src 'self' data: (via meta tag or vercel.json). 

 
Figure 20: App home 

 

https://github.com/shreyasunhle0110/ai-password-analyzer
http://localhost:8080/
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Figure 21: Feedback shown for weak example 

 

 
Figure 22: Feedback for strong passphrases 
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