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1 System Configurations

- System: Local machine or cloud environment

- IDE: Jupyter Notebook (for model training), VS Code / Anaconda (for Flask app)

- Python Version: Python 3.8+

- Libraries used: pandas, numpy, scikit-learn, flask, joblib, requests, bootstrap (for UI)
- File types: .csv dataset, .pkl model and scaler files, HTML templates

2 Code Explanation

2.1 Model Training (anomalyPredictorModels.ipynb):

1. Load API Access Behaviour Anomaly Dataset from Kaggle
2. Data cleaning and preprocessing (missing values, irrelevant column removal)
3. Feature scaling using StandardScaler
4. Model training:
- One-Class SVM (trained on benign data only)
- Tuned One-Class SVM (GridSearchCV for nu & gamma)
- Hybrid Random Forest (benign + labelled anomalies)
5. Save models (ocsvm_model.pkl, hybrid model.pkl) and scaler.pkl

2.2 Flask App (App-py):

1. Load models and scaler

2. /predict route — HTML form, model selection, single prediction

3. /predict_json route — JSON input, Bearer token check, bulk/API prediction
4. Return prediction as “normal” or “anomaly”

2.3 Bulk Testing:

1. json_requests.py — contains 10 sample JSON inputs
2. run_json_requests.bat — starts Flask app, sends all JSON requests automatically

3 Folder Structure

Dataset used: https://www.kaggle.com/datasets/tangodelta/api-access-behaviour-anomaly-dataset

—— anomalyPredictorModels.ipynb
—— ocsvm_model.pkl

—— hybrid_model.pkl

— scaler.pkl




— App-py

— json_requests.py

—— run_json_requests.bat
—— supervised dataset.csv
—— /templates

—— index.html

—— result.html

4 Executing the Code

Install dependencies for Notebook training: pip install notebook pandas numpy scikit-learn
joblib

Install dependencies for Flask app: pip install flask pandas numpy scikit-learn joblib requests

Step 1: Ensure Python 3.8+ and dependencies are installed (see installation commands above)
Step 2: Verify ocsvm_model.pkl, hybrid model.pkl, and scaler.pkl exist (or run the notebook
to create them)

Step 3: Start Flask:

python App.py

Step 4: For Ul — visit http://127.0.0.1:5000 in browser, select model, input values, submit
Step 5: For bulk — run run_json_requests.bat or python json requests.py



