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1 Introduction 
 

This configurational manual provides details on a Novel AI-Driven Approach to cloud 

intrusion detection using Boruta and PSO feature selection, the hardware and software 

requirements to recreate this project in any environment. This configurational manual will 

provide detailed information about the project code, the feature selection algorithms used, the 

models trained and the use of SMOTE to optimally solve the problem of class imbalance.  

 

Project overview: Today, cloud computing is a critical part of the modern digital 

infrastructure, and it is frequently targeted in cyber-attacks. These environments need 

intrusion detection systems (IDS) with highly effective security control measures. This paper 

introduces a scalable and reliable IDS framework with a high-level feature engineering and 

data reduction approach to improve detection scores. The CICIDS 2017 dataset, with attack 

labels more specific and detail oriented, is re-labeled into general categories so to avoid 

complexity. A hybrid feature selection using Boruta and Particle Swarm Optimization (PSO) 

is employed to keep the top features only. Class Imbalance is handled via Synthetic Minority 

Over-Sampling Technique (SMOTE). In the end, a staged trained approach is adopted to 

make this updated model available for training multiple types of models such as Random 

Forest, LightGBM, Extra Tree, CatBoost, XGBoost. 

 

2 Requirements 
 

Hardware Requirements:  

 

 Processor (Minimum): i5 to i7 (or equivalent). 

 Memory (RAM): 8 to 16 GB 

 Disk Space: 5 GB.   

 

Software Requirements:  

 

 Programming Language: Python 3.11 

 Core-Python Modules:  

 Scikit-learn – machine learning model development and evaluation 

 Pandas – data handling and preprocessing 

 Matplotlib – data visualization and plotting 

 Seaborn – exploratory data visualization and analysis 

 Additional Python Modules:  
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 Boruta: wrapper-based feature selection is implemented using random forest to 

select features.  

 

 
 

 Particle Swarm Optimization (PSO): used as the second factor for hybrid-

feature selection, optimized the Boruta selected features on classification accuracy 

or F1-score.  

 

 
 

 Synthetic Minority Over-sampling Technique (SMOTE: imblearn): used to 

tackle the class imbalance issue by generating synthetic data points.   
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3 Project Implementation 
 

3.1 Handling Dataset  

Dataset Description: In this study, we have used the widely used dataset CICIDS 2017 as a 

benchmark for evaluating intrusion detection systems. It has benign network of traffic logs 

and adversarial logs of multiple attack types such as Brute Force, DoS/DDoS, Web Attacks, 

Infiltration, Botnet and Port Scans. Every record consists of more than 80 numerical and 

categorical features which summarize flow statistics, packet counts, timing attributes, as well 

the information on protocols. Popular or unique, more general attack group names are used to 

simplify analysis over specific detailed attacks. The preprocessing includes dropping missing 

values, label encoding for categorical features and Min-Max Normalization of numerical 

features. Using the Synthetic Minority Over-Sampling Technique (SMOTE) to address class 

imbalance, which create synthetic samples for each minority attack. 

 

 
 

 
 

There are eight CSV files within the CICIDS 2017 dataset, we are reading each CSV file and 

loading it into separate pandas data-frame. Then they were concatenating to stack the data-

frames row-wise and gradually merging all the data-frames into a single data-frame.  
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Removing any null values, duplicates within the combined dataset.  

 

 

 



5 
 

 

There are 15 unique types of attacks within the dataset, some of the attack-types are very 

similar to each other, thus, we will be combining them together and reducing the label count 

to 7 including benign activity.  

 

 
 

The above are the 7 final labels Normal, DoS/DDoS, Port Scan, Brute Force, Web Attack, 

Botnet, and Infiltration. The final dataset is saved upon which feature-selection would be 

applied.  
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Assigning a numeric value to the labels for the machine learning model, as ML models 

cannot process characters.  

 

 
 

The above code is a balancing step to ensure the models trained are not biased. First we have 

identified classes with more than 10000 samples (Normal, DoS, Port Scan) and classes with 

less than 10000 samples (Brute Force, Web Attack, Botnet, Infiltration). Then we randomly 

down sample the classes and minority classes are retained in full to avoid data loss, finally 

the balanced subset is concatenated into a single data-frame, now the data distribution is more 

uniform.  
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3.2 Class Balancing and Feature selection 

 

 
 

The above bar graph clearly shows the imbalance in the dataset, if the models are trained with 

this dataset they will be biased with the label which has the greatest number of samples, thus 

SMOTE is applied here to balance the dataset.  
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In the above code snippet, the infinite values are replaced with NaN, then the NaN values are 

replaced with the mean of their respective columns. After which SMOTE is applied which 

generates synthetic samples for minority classes by interpolating between samples. The 

application of SMOTE can be clearly seen in the bar graph showcasing balanced classes.  
 
 

 
 

After applying SMOTE we will be selecting 500 samples out of the 10000 samples upon 

which further feature selection will be applied to select the optimal features.   
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BORUTA feature selection is applied to the selected 500 samples of data for each class. 

Random forest classifier is used as a base estimator for BORUTA, and the tree depth for this 

classifier is set to 5 to focus on main features that matter. The algorithm itself chooses the 

optimal number of trees and is iterated 20 times, each time a features importance is compared 

with random shadow features to decide its relevance. Finally, after 20 iteration we are left 

with 63 confirmed feature out of 80 features from the original dataset.  
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Here after the application of BORUTA, PSO is applied on BORUTRA selected features. The 

fitness function of PSO uses a Random forest classifier, first each particle’s binary vector is 

converted to Boolean mask  for selected features and then the classifier with 3-fold cross 

validation is used to compute mean accuracy. The swarm size is set to 10, dimensions equal 

to the number of Boruta-selected features (63) and finally, the PSO is run for 10 iterations to 

search for optimal features.  
 

 
  

 

These are the final selected features upon which all the models were trained, 33 features. 80 

(original) -> [BORUTA] 63 features -> [PSO] 33 features.   
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3.3 Model Training 
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5 models were trained Random Forest, CatBoost, LightGBM, XGBoost, Extra Trees. Out of 

these 5 models LightGBM achieved the highest accuracy of 99.84%.     
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