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Configuration Manual

Tarankaarthikeshwar Srinivasan
Student ID: 23267941

1 Introduction

This configurational manual provides details on a Novel Al-Driven Approach to cloud
intrusion detection using Boruta and PSO feature selection, the hardware and software
requirements to recreate this project in any environment. This configurational manual will
provide detailed information about the project code, the feature selection algorithms used, the
models trained and the use of SMOTE to optimally solve the problem of class imbalance.

Project overview: Today, cloud computing is a critical part of the modern digital
infrastructure, and it is frequently targeted in cyber-attacks. These environments need
intrusion detection systems (IDS) with highly effective security control measures. This paper
introduces a scalable and reliable IDS framework with a high-level feature engineering and
data reduction approach to improve detection scores. The CICIDS 2017 dataset, with attack
labels more specific and detail oriented, is re-labeled into general categories so to avoid
complexity. A hybrid feature selection using Boruta and Particle Swarm Optimization (PSO)
is employed to keep the top features only. Class Imbalance is handled via Synthetic Minority
Over-Sampling Technique (SMOTE). In the end, a staged trained approach is adopted to
make this updated model available for training multiple types of models such as Random
Forest, LightGBM, Extra Tree, CatBoost, XGBoost.

2 Requirements
Hardware Requirements:

e Processor (Minimum): i5 to i7 (or equivalent).
e Memory (RAM): 8to 16 GB
e Disk Space: 5 GB.

Software Requirements:

e Programming Language: Python 3.11

e Core-Python Modules:
e Scikit-learn — machine learning model development and evaluation
e Pandas — data handling and preprocessing

Matplotlib — data visualization and plotting
e Seaborn — exploratory data visualization and analysis

e Additional Python Modules:



e Boruta: wrapper-based feature selection is implemented using random forest to

select features.

5.1)

Requirement
Requirement
Requirement
Requirement

Requirement
ta) (3.6.0)
Downloading

Collecting boruta
Downloading Boruta-@.4.3-py3-none-any.whl.metadata (8.8 kB)
satisfied: numpy>=1.18.4 in fusr/local/lib/python3.11/dist-packages (from boruta) (2.@.2)
satisfied: scikit-learn»=8.17.1 in fusr/local/lib/python3.11/dist-packages (from boruta) (1.6.1)
satisfied: scipy»=8.17.8 in fusr/local/lib/python3.11/dist-packages (from boruta) (1.16.8)
satisfied: joblib»>=1.2.2 in /usr/local/lib/python3.11/dist-packages (from scikit-learn>=2.17.1->boruta) (1.

already
already
already
already

already

In [ ]: !pip install boruta

satisfied: threadpoolctl»=3.1.@ in fusr/local/lib/python3.11/dist-packages (from scikit-learn>=8.17.1->boru

Boruta-@.4.3-py3-none-any.whl (57 kB)

57.9/57.9 kB 2.8

Installing collected packages: boruta
Successfully installed boruta-2.4.3

e Particle Swarm Optimization (PSO): used as the second factor for hybrid-
feature selection, optimized the Boruta selected features on classification accuracy

or F1-score.

In [ ]: | !pip install pyswarms

Collecting pyswarms
Downloading pyswarms-1.3.8-pyd. py3-none-any . whl.metadata (33 kB)

Reguirenent
Reguirenent
Reguirensnt
Reguirenent
Reguirenent
Reguirenent
Reguirenent
Reguirenent
(1.3.2)
Requirenent
2.1)
Reguirensnt
[4.559.8)
Reguirensnt
(1.4.8)
Reguirensnt
5.8)
Reguirenent
Reguirenent
(3.2.3)
Reguirenent

already
already
already
already
already
already
already
already

alraady
already
already
already

already
already

already

5} (2.9.8.posta)

Requirenent

alraady

satisfied:
satistied:
satisfied:
satisfied:
satisfied:
satisfied:
satistied:
satisfied:

saticfied:

satisfied:

satisfied:

satisfied:

satisfied:
satisfied:

satisfied:

saticfied:

1-xpyswarms) (1.17.8)

Downloading pyswarns-1.3.8-pyl.

sclipy in fuseflocalflib/python3.11/dist-packages [(from pyswarns) (1.16.8)

numapy in fusrflecal/lib/pythond.ll/dist-packages [(from pyswarms) (2.8.2)

matplotlib>=1.3.1 in jusr/localylib/pythond. 11/dist-packages (from pyswarms) (3.168.8)

attrs in fusrflecaly/lib/pythond.1l/dist-packages (from pyswarms) (25.3.8)

tgdm in fusr/local/libfpython3.1l/dist-packages (from pyswarms) (£.67.1)

Future in fusr/lecal/libfpythond.11/dist-packages (from pyswarms) (1.8.8)

pyyaml in fusr/local/libfpython3.11/dist-packages (from pyswarms) (6.@.2)

conteurpy>=1.8.1 in fusrflocalf/lib/pythond.11/dist-packages (from matplotlibs=1.3.1-:pyswarns)
cycler>=0.18 in fusr/local/lib/pythend 11/dist-packages {from matplotlibs>=1.3 1-»pycwarmns) (8.1
Fonttools»=4.22.@ En jusr/local/lib/pythond. 11/dist-packages (from matplotlib>=1_3. 1->pyiwarnc )
kimwicolver>=1.3.1 In fuir/localylibfpythond 11/dist-packages (from matplotlib>=1_3.1->pyswarns )
packaging>=28.8 in fusr/loecal/lib/pythond. 1l dict-packages (from natplotlibe=1.3_ 1->pyiwarms) (2

pillow:=B in Jfusrflocal/lib/fpythond. 11/dist-packages (from matplotlibe>=1.3.1->pyswarms) (11.3.8)
pyparsing»=2.3.1 in fusrflocal/lib/pythond.11/dist-packages (from matplotlibz=1.3.1-:pyswarns)

python-dateutil»=2.7 in fusr/local/libfpython3. 11/dist-peckages (from matplotlibe=1.3.1->pyswarm
six»=1.5 in Jfusr/local/lib/python3 . 11/dist-packages (from python-dateutil>=2.7-:matplotlibs=1.3.

Py 3-none-any.whl (184 KB)

Installing collected packages:

lad.17184.1 kB 3.6 MB/s eta
Pyswarns

Successfully installed pyswarms-1.3.@

e Synthetic Minority Over-sampling Technique (SMOTE: imblearn): used to
tackle the class imbalance issue by generating synthetic data points.

Requirement
Requirement
(2.8.2)
Requirement
(1.16.8@)
Requirement
rn) (1.6.1)
Requirement
rn) (8.1.3)
Requirement
(1.5.1)
Requirement
arn) (3.6.8)
Downloading imblearn-@.8-py2.py3-none-any.whl (1.9 kB)
Installing collected packages: imblearn

Successfully installed imblearn-@.8

In [ ]: !'pip install imblearn

Collecting imblearn
Downloading imblearn-8.@-py2.py3-none-any.whl.metadata (355 bytes)

already satisfied: imbalanced-learn in /usr/local/lib/python3.11/dist-packages (from imblearn) (@.13.8)

already satisfied: numpy<3,»=1.24.3 in fusr/local/lib/python3.11/dist-packages (from imbalanced-learn->imblearn)

already satisfied: scipy<2,»=1.18.1 in /usr/local/lib/python3.11/dist-packages (from imbalanced-learn->imblearn)
already satisfied: scikit-learn<2,»>=1.3.2 in /usr/local/lib/python3.11/dist-packages (from imbalanced-learn->imblea
already satisfied: sklearn-compat<i,>=8.1 in fusr/local/lib/python3.11/dist-packages (from imbalanced-learn->imblea
already satisfied: joblib<2,>=1.1.1 in /usr/local/lib/python3.11/dist-packages (from imbalanced-learn->imblearn)

already satisfied: threadpoolctl<4,>=2.8.8 in /usr/local/lib/python3.11/dist-packages (from imbalanced-learn->imble



3 Project Implementation

3.1 Handling Dataset

Dataset Description: In this study, we have used the widely used dataset CICIDS 2017 as a
benchmark for evaluating intrusion detection systems. It has benign network of traffic logs
and adversarial logs of multiple attack types such as Brute Force, DoS/DDoS, Web Attacks,
Infiltration, Botnet and Port Scans. Every record consists of more than 80 numerical and
categorical features which summarize flow statistics, packet counts, timing attributes, as well
the information on protocols. Popular or unique, more general attack group names are used to
simplify analysis over specific detailed attacks. The preprocessing includes dropping missing
values, label encoding for categorical features and Min-Max Normalization of numerical
features. Using the Synthetic Minority Over-Sampling Technique (SMOTE) to address class
imbalance, which create synthetic samples for each minority attack.

In [ ]: #to unzip the dataset file
lunzip CICIDS2017.zip

Archive: CICIDS2017.zip
inflating: Friday-WorkingHours-Afternoon-DDos.pcap_ISCX.csv
inflating: Friday-WorkingHours-Afternoon-PortScan.pcap ISCX.csv
inflating: Friday-WorkingHours-Morning.pcap ISCX.csv
inflating: Monday-WorkingHours.pcap ISCX.csv
inflating: Thursday-WorkingHours-Afterncon-Infilteration.pcap_ISCX.csv
inflating: Thursday-WorkingHours-Morning-WebAttacks.pcap_ISCX.csv
inflating: Tuesday-WorkingHours.pcap_ISCX.csv
inflating: Wednesday-workingHours.pcap_ISCX.csv

In [ ]: # extracting csv to dataframe
# with multiple file in multiple dataframes
datal = pd.read_csv("Friday-WorkingHours-Afternoon-DDos.pcap ISCK.csu™)
data2 = pd.read_csv("Friday-WorkingHours-Afternoon-PortScan.pcap_ISCX.csv™)
data3 = pd.read_csv("Friday-WorkingHours-Morning.pcap_ISCX.csv")
datad = pd.read_csv("Monday-WorkingHours.pcap ISCX.csv™)
dataS = pd.read_csv("Thursday-WorkingHours-Afternoon-Infilteration.pcap_ISCX.csv")
dataé = pd.read_csv("Thursday-WorkingHours-Morning-WebAttacks.pcap ISCX.csv")
data7 = pd.read_csv("Tuesday-WorkingHours.pcap ISCX.csv™)
data8 = pd.read_csv("Wednesday-workingHours.pcap_ISCX.csv")
#concatenating all dataframes to single dataframe
df = pd.concat([datal,dataz2])
df = pd.concat([df,data3])
df = pd.concat([df,datad])
df = pd.concat([df,datas])
df = pd.concat([df,data6])
df = pd.concat([df,data7])

df = pd.concat([df,datag8])

There are eight CSV files within the CICIDS 2017 dataset, we are reading each CSV file and
loading it into separate pandas data-frame. Then they were concatenating to stack the data-
frames row-wise and gradually merging all the data-frames into a single data-frame.



In[ ]:

out[4]:

In[ ]:

Qut[4]:

In[ ]:

Qut[5]:

In[ ]:

# Loading Dataset

Data=pd.read_csv("CICIDS2817.csv™)
Data.head()

Total Total Fwd Fwd Fwd Fwd

Destnaton | priow  Tud Dacara LOT Lenot paciet packet beckel Pocket iy s e s i ACie Ace Ace 1
Packets Packets Max Min Mean Std
0 54865 3 2 0 12 0 [} 6 6.0 0.0 20 0.0 0.0 0 0 0.
1 55054 109 1 1 6 6 [} 6 6.0 00 20 0.0 0.0 0 0 0.
2 55055 52 1 1 6 6 [} 6 6.0 00 20 0.0 0.0 0 0 0.
3 46236 34 1 1 6 6 8 6 6.0 00 20 0.0 0.0 o 0 0
4 54863 3 2 0 12 0 [} 6 6.0 0.0 20 0.0 0.0 0 0 1]
5 rows x 79 columns
[
[
L.} [ ]

#checking duplicates

Data.duplicated().sum()

np.int64(3038381)

# Removing duplicates

Data = Data.drop_duplicates()
Data.duplicated().sum()

np.inte4(e)

# Finding null values, printing if count is >@
null_counts = Data.isnull().sum()
for column, count in null_counts.items():
if count > @:
print(f"Column "{column}’': {count} null values™)

Column 'Flow Bytes/s": 353 null values

Removing any null values, duplicates within the combined dataset.

In[ ]:

out[6]:

In[ ]:

out[14]:

In[ ]:

In[ 1:

Out[15]:

#null values present in 'Flow Bytes/s'
#using Ffill na with mean to fill tha null values

Data.fillna({'Flow Bytes/s': Data['Flow Bytes/s'].mean()}, inplace=True)
Data[ 'Flow Bytes/s'].isnull().sum()

np.inte4(e)
#Types of Llabels
Data[ ' Label'].unique()

array(["BENIGN', 'DDoS", 'PortScan’, 'Bot’', 'Infiltration’,
"Web Attack € Brute Force', 'Web Attack € X5s5°,
"Web Attack € Sql Injection’, 'FTP-Patator’, 'SSH-Patator’,
‘Dos slowloris', 'DoS Slowhttptest’, 'DoS Hulk', 'DoS GoldenEye',
‘Heartbleed'], dtype=object)

Data[' Label'].value_counts()

Data[ ' Label'].value_counts()

count

Label

BENIGN 20964384
DoS Hulk 172349
DDoS 128016
PortScan 90818

DoS GoldenEye 10286

FTP-Patator 5933

DoS slowloris 5385

DoS Slowhttptest 5228
SSH-Patator 3219

Bot 1953

Web Attack € Brute Force 1470
Web Attack € XSS 652
Infiltration 36

Web Attack € Sql Injection 21
Heartbleed 1

dtype: int64



There are 15 unique types of attacks within the dataset, some of the attack-types are very
similar to each other, thus, we will be combining them together and reducing the label count
to 7 including benign activity.

Lets reduce the labels:

Normal: 'BENIGN': "Normal’

Botnet: 'Bot': 'Botnet'

Brute Force: 'FTP-Patator: 'Brute Force' 'SSH-Patator': 'Brute Force'

DoS/DDoS: 'DoS Hulk': 'DoS/DDoS' 'DoS GoldenEye': 'DoS/DDoS' 'DoS slowloris': 'DoS/DDoS! 'DoS Slowhttptest': 'DoS/DDoS' 'DDoS': 'DoS/DDos!
'Heartbleed": 'DoS/DDoS'

Infiltration: 'Infiltration”: “Infiltration’
Port Scan: 'PortScan': 'Port Scan'
Web Attack: "Web Attack — XSS3" "Web Aftack’ 'Web Attack — Sqgl Injection”: "Web Attack’' "Web Attack — Brute Force': "Web Attack’

This grouping simplifies the labels while maintaining their core meanings, making it easier to categorize and understand the different types of threats and tools.

In [ ]: #Labels updation
labels = {'BENIGM': 'Normal’, 'Bot': 'Botnet®, 'FTP-Patator': 'Brute Force', "SSH-Patator': 'Brute Force', 'DoS Hulk': 'DoS/DDoS’
‘Dos GoldenEye': 'DoS/DDoS’,'DoS slowloris': 'DoS/DDoS', 'DoS Slowhttptest': 'DoS/DDoS', 'DDoS': 'DoS/DDoS’,
"Heartbleed': °DoS/DDos", 'Infiltration': ‘Infiltration’, "PortScan’: 'Port Scan', "Web Attack € Brute Force': 'Web Att
‘Web Attack € XSS5': 'Web Attack', 'Web Attack € Sql Injection’: 'Web Attack’ }

o ——————©—©——————©©©—E—©——————————————————— [ d

In [ ]: Data[' Label'] = Data[" Label'].map(labels)

In [ ]: Data[' Label'].unique()
out[2]: array(['Normal’, 'DoS/DDoS", 'Port Scan', 'Botnet’, 'Infiltration’,
‘Web Attack', 'Brute Force'], dtype=object)

In [ ]: Data[' Label'].wvalue_counts()

out[18]: count
Label

Normal 2095484

DoS/DDoS 321775

Port Scan 920819

Brute Force 9152

Web Attack 2143

Botnet 1953
Infiltration 36
dtype: int64

In [ ]: Data.shape
out[2@8]: (2522362, 79)
In [ ]: # saving labeled save as csv file

Data.to_csv('/content/drive/MyDrive/CICIDS2017_processed.csv', index=False)

The above are the 7 final labels Normal, DoS/DDoS, Port Scan, Brute Force, Web Attack,
Botnet, and Infiltration. The final dataset is saved upon which feature-selection would be
applied.



In [ ]: from sklearn.preprocessing import LabelEncoder
le = LabelEncoder()

print(Data[’ Label'].unique())
Data[' Label'] = le.fit_transform(Data["' Label'])
print(Data[’ Label'].unique())

["Normal’ ‘DoS/DDoS' ‘Port Scan' ‘Botnet' 'Infiltration' 'Web Attack
"Brute Force']
[4258361]

In [ ]: Data[' Label'].value counts()

Out[6]: count
Label
4 2096484
2 3775
5 90819
1 9152
6 2143
0 1953
3 36
dtype: int64

Assigning a numeric value to the labels for the machine learning model, as ML models
cannot process characters.

In [ ]: # taking 19000 samples from classes which have more than 18668 also shuffling while extraction
# since some of the classes has minimal records

#4— 2096484

#2-4321775

#5400819

from sklearn.utils import resample

# Separating majority and minority classes

#labels with 18886+

label 2 - Data[Data[' Label'] == 2]
label 4 - Data[Data[' Label'] == 4]
label 5 = Data[Data[' Label'] == 5]
#labels with less than 18808

label @ = Data[Data[' Label’'] == @]
label 1 = Data[Data[' Label'] == 1]
label 3 = Data[Data[' Label'] == 2]
label 6 - Data[Data[' Label'] == 6]

# Downsampling majority class

label_2_sam_red = resample(label_2,
replace=False, # sample without replacement
n_samples=1886@, # to match minority class
random_state=123) # reproducible results

label 4 _sam_red = resample(label_4,
replace=False, # sample without replacement
n_samples=1886@, # to match minority class
random_state=123)

label 5_sam_red = resample(label_5,
replace=False, # sample without replacement
n_samples=1886@, # to match minority class
random_state=123)

# Combine minority class with downsampled majority class
df_balanced = pd.concat([label_©, label_1, label 3, label_6, label_2_sam_red, label 4 sam_red, label 5_sam_red])

# Display new class counts
df_balanced[' Label'].walue_counts()

The above code is a balancing step to ensure the models trained are not biased. First we have
identified classes with more than 10000 samples (Normal, DoS, Port Scan) and classes with
less than 10000 samples (Brute Force, Web Attack, Botnet, Infiltration). Then we randomly
down sample the classes and minority classes are retained in full to avoid data loss, finally
the balanced subset is concatenated into a single data-frame, now the data distribution is more
uniform.



3.2 Class Balancing and Feature selection

In [ ]: | #loading features and target

X=df_balanced.drop([' Label'],axis=1).values
y=df_balanced[' Label'].values

In [ ]: import seaborn as sns
sns.countplot(x=" Label', data=df_balanced)
plt.show()

10000

8000 1

6000

count

4000 -

2000 7

0] 1 2 3
Label

The above bar graph clearly shows the imbalance in the dataset, if the models are trained with
this dataset they will be biased with the label which has the greatest number of samples, thus
SMOTE is applied here to balance the dataset.

In [ 1: | & after focing the cbove groblem
& VolueError: Input X contains infinity or a wolue too Large for dbyme( Floated® ).

Rchecking for infinite wolues , replacing with nan ond FILL thew
import pandas as pd

Aimport numgy as np

& Check for infinite values @n “x'

inf_rows = np.lsinf(X)_any{axis=1)

# Replace infimite waolues with Nal
M[EnF_rows]) = ng.nan

& Impute Mah volues wsing o suitable method -> mean
from sklearn.impute import SimpleInputer

Imputer = SimpleTmputer(strategy="mean" )

® = imputer.fit_transform{x)

& ogain smote method

from imblearn.over_sampling import SMOTE
smote = SMOTE(random state=S88)

X, ¥ = smote.fit_resample(X, y)
pd.Series{y).walue_counts()

out[14]: count

10000
10000
10000
10000

hoR MM oW oeoo

dtype: imG4

In [ ]:  pd.DataFrams(y).valee_counts().plot{kind="Bbar')

Out[15]: cAwes: xlabel='8"»

10000

BOO0O0

G000

4000

2000 A

0,
i)
A
)
{3,
16

a3l



In the above code snippet, the infinite values are replaced with NaN, then the NaN values are
replaced with the mean of their respective columns. After which SMOTE is applied which
generates synthetic samples for minority classes by interpolating between samples. The
application of SMOTE can be clearly seen in the bar graph showcasing balanced classes.

In[ ]:

In[ ]:

Out[17]:

# X, y to df

df = pd.DataFrame(X, columns=Data.columns.drop(’ Label'}}
df['Label’] = y

# taking minimal somples for feature selection purpose

import pandas as pd
def undersample_to desired(df, target_column, desired count):
undersampled_df = pd.DataFrame()
for class_label in df[target_column].unique():
class_df = df[df[target_column] == class_label]
if len(class_df) > desired_count:
class_undersampled = resample(class_df,
replace=False,
n_samples=desired count,
random_state=123) # reproducible results
else:
class_undersampled = class_df
undersampled_df = pd.concat([undersampled_df, class_undersampled])
return undersampled_df

desired samples_per_class = 58@
df_undersampled_5@@ = undersample_to_desired(df, 'Label’', desired_samples_per_class)

# Display new class counts
df_undersampled 5@8['Label’].value_counts()
count
Label
o 500
500
500
500
500
500

I N O ST

500

dtype: int64

After applying SMOTE we will be selecting 500 samples out of the 20000 samples upon
which further feature selection will be applied to select the optimal features.



In [ ]: | # Boruta Feature Selection
from sklearn.ensenble ismport RandomForestlassiflier
from boruta import BorutaPy

& Boruto with Random Forest

rf = RamndenForestClassifier(n_jobs=-1, class weight="balanced'; max_depth=5)

boruta = BorutaPy(estimator=rf, n_estimalors="auto”, max_iter=18, werbose=l, random_state=42)
boruta.Fit{X.values, y)

# Selected features

boruta_selected = X.columns|boruta. support_] . tolisti)
X_boruta = X[boruta_selected |

print(” [ Boruta-selected features:”, boruta_selected)

Iteration: 1 / 28
Iteration: 2 / 28
Iteration: 3 / 28
Iteration: & / 28
Iteration: 5 / 28
Iteration: 6 / 28
Iteration: 7 / 28
Iteration: B8 / 28
Iteration: 9 / 28

Iteration: 18 §f 28
Iteration: 11 7 28
Iteration: 1 §f 28
Iteration: 13 7 28
Iteration: 14 § 28
Iteration: 1% f 28
Iteration: 16 / 28
Tteration: 17 ¢ 28

Iteration: 1B
ITteration: 19 ¢ 28

BorutaPy finished runmning.

Iteration: 28 [/ 8

Corfirmed: G3

Tentative: 2

Rejected: 13

I Boruta-selected features: [ Destination Port’, " Flow Dwration®, ' Total Fed Packets®, ' Total Backward Packets”, 'Total Le
ngth of Fwd Packets', " Total Length of Bwd Packets', " Fwd Packet Length Max', " Fwd Packet Length Min', ° Fwd Packet Length M
ean', " Fwd Packet Length 5td', “Bwd Packel Length Max”, ' Bwd Packel Length Min®, ' Bwd Packel Length Mean”, ' Bwd Packel Leng
th 5td”, 'Flow Bytes/s", ' Flow Packets/s', " Flow IAT Mean®, ' Flow IAT 5td", ' Flow IAT Hax', " Flow IAT Min', "Fwd IAT Tota
17, " Fwd IAT Mean”™, ° Fwd IAT Std", " Fwd IAT Max', " FPwd IAT Min', "Bwd IAT Total', " Bwd IAT Mean®, ' Bwd IAT Std', ' Bwd IA
T Max', " Bwd IAT Min", 'Fwd PSH Flags", ' Fwd Header Length®, ' Bwd Header Length', "Fwd Packets/s', " Bwd Packetsfs", ' Hin P
acket Length®, ' Max Packet Length", " Packet Length Mean', " Packel Length 5td’, ' Packel Length Varlance®, ' S¥YN Flag Count',
" P5H Flag Cownt”, ' ACK Flag Count', " URG Flag Cownt®, ' Down/Up Ratio', " Average Packel 5ize”, ' Awg Fwd Segnent Size', ' A
wg Bwd Segment Size', " Fwd Header Length.l”, 'Subflow Pwd Packets', " Subflow Fud Bytes', " Subflow Bed Packets®', ' Subflow Bw
d Bytes", 'Init_Win_bytes_forward®, ' Init_Win_bytes _backward', " act_data_pkt_fwd', " min_seg_size forward”, "Active Mean®, '
Active Max', ' Active Min', "Tdle Mean®, ' Idle Hax', " Idle Min"]

BORUTA feature selection is applied to the selected 500 samples of data for each class.
Random forest classifier is used as a base estimator for BORUTA, and the tree depth for this
classifier is set to 5 to focus on main features that matter. The algorithm itself chooses the
optimal number of trees and is iterated 20 times, each time a features importance is compared
with random shadow features to decide its relevance. Finally, after 20 iteration we are left
with 63 confirmed feature out of 80 features from the original dataset.



In [ ]: |# PSO Festure Selection on Boruta Outpul
import pyswarms as ps
from sklearn.model_selection impert Cross_wval score
from sklearn.ensemble import RendomForestClassifier
import numgy as np

# PE0 fitness fuimcCion
def pso_fitnessimask):
mazk = np.array{mask, dtype=bool})
if np.count_nonzero{mask) == @:
return 1.8 ¥ penglize emply sels
¥ sub = X _boruta.loc[:, mask]
€1f = RandemForestClassifier(n_estimators=188, random_state=42)
score = cross_wal score(clf, X sub, y, cw=1;, scoring='accwracy’).mean()
return 1 - score # P50 minloizes error

def fitness function(particles):
return [pso fitmess(p > 8.5) for p in particles)

# Ruring P50

dimensions = ¥_boruta.shage[1]

options = {"cl': 8.5, "c2': 8.3, "w': 8.9, "k": 18, 'p": 1} ¥ Added k' ond ‘p°
optimizer = ps.discrete.BinaryPS0(n_particles=12, dimensions=dimensions, oplions=options)
best_cost, beit_position = optimizer.optimize(fitness function, iters=18})

& Fimal fedatures

final features = X boruta.columns [best pocition.astype(bool)]. tolist()
X_fimal = X_boruta[final featwres ]

print{*[E Final Borute + P50 features:", final features)

2825-87-25 11:15:55,656 - pyswerns.discrete binary - INFD - Optimize for 18 iters with {'¢1: 8.5, '¢2': 8.3, 'w’: 8.9, 'k": 1
8, 'g': 2}

pyswarns. discrete. binary: 100 | I 15712, best_cost=0.812

2825-87-25 11:19:25,158 - pyswerns.discrete_binary - INFO - Optimization finished | best cost: 8.811998777119793691, best pos:
[teesl111e1@8@1l118e@e11168181111188111188
peesplielelelleailaillaleias)

I Final Boruta + P50 features: ' Destination Port®, 'Total Lesgth of Fwd Packets®, ' Total Length of Bwd Packets®, ' Fmd Pack

et Length Max', ° Fwd Packel Length Mean', ° Bwd Packel Length Min', " Bwd Packet Length Mean’, ° Bwd Packel Length 5td', " Flo
W IAT Max', " Flow IAT Min', 'Fwd IAT Total®, ' Fed IAT Std°, ° Fed IAT Min®, 'Bwd IAT Total®, ° Bwd IAT Mean', ° Bwd IAT 5td’,
" Bwd IAT Max', ° Fwd Header Length', " Bwd Header Length', "Fwd Packets/s", ' Bwd Packets/s", " ACK Flag Count”, ' URG Flag Co
unt', " Average Packel Size”, ' Avg Bwd Segment Size', "Subflow Fed Packels®, ' Subflow Fwd Bytes®, 'Init_WIn_bytes_forward”,
Init_Win bytes_backward", ' min_seg size forward”, 'Active Hean', ' Active Hin', * Tdle Max" |

Here after the application of BORUTA, PSO is applied on BORUTRA selected features. The
fitness function of PSO uses a Random forest classifier, first each particle’s binary vector is
converted to Boolean mask for selected features and then the classifier with 3-fold cross
validation is used to compute mean accuracy. The swarm size is set to 10, dimensions equal
to the number of Boruta-selected features (63) and finally, the PSO is run for 10 iterations to
search for optimal features.

In [ ]:|final_features

Cut[23]: [* Destination Port’,
"Total Length of Fwd Packets',
" Total Lengith of Bwd Packeis',
" Fwd Packet Length Max',
® Fwd Packel Length Mean®,
® Bwd Packet Length Min®,
" Bwd Packet Length Hean',
" Bwd Packet Length 5td’,
® Flows TAT Max®,
® Flows TAT Mim®,
“Fwd IAT Total®,
" Fwd TAT Std’,
® Fwd IAT Hin',
"Bwd IAT Total',
® Bwd ITAT Hean®,
® Bwd IAT Std’,
" Bwd IAT Hax',
" Fwd Header Length®
® Bwd Header Length”
“Fwd Packels/ s’
" Bwd Packets/s",
* ACK Flag Cownt”,
® ARG Flag Cownt”,
T Awverage Packel Size®,
* Avg Bwd Segment Size”,
"Sulyflow Fud Packels”,
" Subrflow Fed Bytes',
"Init_Win bytes forward',
© Init_Win_bytes_backward’,
* min_seg size forward®,
"ACTIwe Mean',
T Active Min',
T Tdle Max® ]

These are the final selected features upon which all the models were trained, 33 features. 80
(original) -> [BORUTA] 63 features -> [PSQO] 33 features.
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3.3 Model Training

In [18]: | & extralress

# Sinvlating multiple n estimglors Lo plot as Line graph
n_estimaters_list = [18, 38, 58, 78, 184)
train_acc_list, test_acc_list = [], []

train_loss list, test loss 1ist = [], []

for n in n_estimators_list:

et_model = ExtraTreesClassitierd(
n_estimators=n,
max_depth=None,
min_samples_split=5,
min_samples_leaf=2,
max_features="sgri’,
bootstrap=True,
randon_state=42,
n_Jjobs=-1

}

at_model FIE(X_train, ¥_train)

y_pred_train = et_model. predict{¥_train)
y_proba_teain = of_model . predict_proba(X_train)
y_pred et = et_model. predict(X_test)
y_proba_et = et_model.peedict_preba(X_test)

train_sce_list.append{accuracy_score(Y_train, y_pred_train))
test_acc_list.append(accuracy_score(Y_test, y_pred_et))
train_loss_1ist.append(log_loss{Y_train, y_proba_train}))
test_loss list.append{log less(V_test, y_proba_et))

In [9]: | # rondosforest

n_estimators_list = [18, 38, 58, 78, 188)
train_acc_list = []

test_acc_list = []
train_loss_list = []
test_loss_list = []

for n in n_estimators_list:
rf_model = RandomForestClassifier(n_estimators=n, random_state=42, max_depth=None)
rf_model FLL(®_train, ¥_train)

y_pred_train = rf_nodel.predict{¥_train)
y_preba_train = rf_nodel.predict_proba(¥_train)
y_pred_rf = rf_model, predict(¥_test)
y_proba_rf = rf_model.predict_proba()i_test)

train_scc_list.append{accuracy_score(Y_train, y_pred train)}
test_ace_lict. append{accuracy score(Y_test, y_pred_rf}}
train_loss_list.sppend(log_loss(¥_train, y_proba_train))
test_loss list.epperd({log less(¥_test, y_proba ri))

In [B]: | # cotboost

& Initiolizing model

model = CatBoostClassifier(
iterations=18a,
learning rate=0.5,
depth=3,
loss_function="MultiClazs’,
eval_metric="Multiclass",
verbose=8

)

# Fitting with eval_set to trock .nEJ.J"iu.I
model . FIL(X_train, ¥_train, eval set=(X_test, ¥_test}, plot=False)

# Hccuracy

preds_class = model.predict(X_test)

acouracy_ch = accuracy_score(Y_test, preds_class)
acouracy_scores. append( accuracy_ch)
print{Accuracy: %.2FEX" X (accuracy_cbh * 168.8))
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In [7]: & xg boost
¥ Creating DMatrix
dtrain = xgbh.DMatrix(X_train, label=Y_train)
dtest = xgh DMatrix{X test, label-¥ Test)

# Porameters

param = {
‘max_depth': 2,
‘eta': 8.3,
‘objective’: "multi:softprob”, & for grobobilily output
‘nun_class': 7,
‘ewal metric”: [‘mlogloss’; “merror’ ]
}

nun_round = 168

& Training with eval resull tracking
evals_result = {}
bit = xpgb.train(
param,
dtrain,
fum_round ,
evals=[ (dtrain, "train’'), (dtest, “eval’)];
evals result=evals_result,
verbose eval=False

}

# Predicting Labels and probobiliriss
y_pred = ng.argmax(bst.predict{dtest), axis=1)
y_proba = bt predictidtest)

Tn [11]: | & LGEM

& Cregating LightGBY datosets
train_data = Lgh. Dataset{X_train, label=Y_train}
test_data = lgb.Dataset(¥_test, label=Y¥ test, reference=train_data)

# Defining paravelers

params = {
‘objective’: “multiclazs-,
‘metric®: [‘multi_logloss'; "multi_error’];
‘mun_class’: 7;
‘Boosting Type’: “pghdi’;
‘nun_leaves': 58,
‘learning_rate': @.85,
‘featwre_fraction®: 8.9

}

& Training model and caplure ewoluation results
evals _result = {}
bst = 1gb.train(
params,
train_data,
nun_boost round=188,
valid sets=[train data, test data],
valid names=| "train®; ‘walid"],
callbacks=]
lgh early stopping(laé),
lgh.record_evaluation(evals_resull)

)

& Pradicting
y_pred = bst.predict(X_test, num_iteration=bst.best_iteration)
y_pred_class = y_pred.argmas|axis=1)

5 models were trained Random Forest, CatBoost, LightGBM, XGBoost, Extra Trees. Out of
these 5 models LightGBM achieved the highest accuracy of 99.84%.
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