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1. System Requirements 
Operating System: 

● Windows 11 

Python Version: 

● Python 3.11.13 

Hardware: 

● RAM:16 GB (KDD datasets can be large) 

● Disk Space: At least 2 GB free for dataset storage and processing 

Libraries/Dependencies: 

● pandas, numpy, matplotlib, seaborn 

● scikit-learn (for RandomForest, SVM, Logistic Regression, metrics, preprocessing, 

train-test split) 

● tensorflow (Keras Sequential and Dense layers) 

 2. Installation 
Since this notebook runs on Google Colab, most libraries come pre-installed, following 

commands must be run first 

No additional setup for hardware is required because Colab provides: 

Pre-configured Windows environment 

Python 3.8+ 

Free access to GPU/TPU (optional for deep learning models) 

# Upgrade pip 

!pip install --upgrade pip 

 

# Install required libraries 

!pip install pandas numpy matplotlib seaborn scikit-learn tensorflow 

 

 

2.1 Dataset Import 

The notebook uses the KDD dataset (kdd_train.csv and kdd_test.csv). The dataset is imported  

https://www.kaggle.com/datasets/kiranmahesh/nslkdd?select=kdd_train.csv 

 

import pandas as pd 

df_train = pd.read_csv('https://your-dataset-url/kdd_train.csv') 

df_test = pd.read_csv('https://your-dataset-url/kdd_test.csv') 

 

https://www.kaggle.com/datasets/kiranmahesh/nslkdd?select=kdd_train.csv
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2.2 Evaluation settings  

#Logistic Regression model 

 

LOGISTIC_REGRESSION_EVAL = { 

    "classification_metrics": ["accuracy", "precision", "recall", "f1-score", "auc"], 

    "plots": { 

        "roc_curve": True, 

        "confusion_matrix": True 

    }, 

    "test_data_used": True, 

    "model_params": { 

        "max_iter": 1000, 

        "solver": "lbfgs" 

    } 

} 
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#Keras Neural Network model 

 

KERAS_MODEL_EVAL = { 

    "classification_metrics": ["accuracy", "precision", "recall", "f1-score", "auc"], 

    "plots": { 

        "roc_curve": True, 

        "confusion_matrix": True 

    }, 

    "test_data_used": True, 

    "model_params": { 

        "layers": [64, 32, 1], 

        "activation_functions": ["relu", "relu", "sigmoid"], 

        "optimizer": "adam", 

        "loss": "binary_crossentropy", 

        "epochs": 10, 

        "batch_size": 32 

    } 

} 

 

                             

#SVM model 

 

#Model: SVC (Support Vector Classifier) 

 

Kernel: rbf (Radial Basis Function) 

 

Random State: 42 (for reproducibility) 

 

#Data Handling & Preparation: 

 

#Labels converted to binary: 

 

attack_flag = 1 → Attack 

 

attack_flag = 0 → Normal 

 

Features scaled: 

 

#Used StandardScaler to standardize training and test data. 

 

#Training Data: 

 

X_train_scaled, y_train 

 

#Test Data: 

 

X_test_scaled, y_test 
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#Evaluation Metric: 

 

#classification_report — includes: 

 

Precision 

 

Recall 

 

F1-score 

 

Support (number of samples per class) 

 
● Model training 

 

● Predictions 

 

● AUC score 

 

● Actual vs predicted heatmap 
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3.Troubleshooting 
Mismatched feature names: 
Ensuring train and test data use the same encoders and scaling. 

Dropping labels, attack_flag, and any extra columns like network_status before scaling. 

 

predict_probability errors for SVM: 
Using SVC(probability=True) to enable probability estimates. 

 

Graph execution errors (Keras): 

Graph execution errors in Keras often occur due to incompatible input shapes, missing layers, 

or incorrect tensor operations. Carefully inspect model architecture and layer connections. 

Debug by running the model step-by-step in eager execution mode or using model.summary() 

to verify layer outputs. 

Scale data before passing to neural networks. Neural networks are sensitive to the scale of 

input features. Use StandardScaler, MinMaxScaler, or RobustScaler to normalize or 

standardize your data. Scaling ensures faster convergence and improves training stability by 

preventing large gradients and vanishing/exploding activation values. 

Checking input shape: input_shape=(X_train_scaled.shape[1],). 
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