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1 About

To evaluate the proposed hypotheses the test environment was set up. To be able to execute on
objectives it was necessary to run tests and evaluations against the running Large Language
Models (LLMs).

There are a couple of core components that need to be configured to be able to run the tests.
First, is a test execution environment which contains test definitions and inputs which satisfy
the objectives. Then, there are remote LLM services and a local one for running small models
that are capable to fit into RAM.

2 Prerequisites

Test environment requires a computer with administrative rights to be able to install the
required software. The steps in this manual require a Unix based system but it should be
possible to adapt them to the Windows or various flavours of Linux. The hardware should
have at least 16 GB of RAM and a powerful CPU to be able to run some tests on a locally
running LLM.

3 Test environment

Test files and the input data are hosted in the publicly accessible GitHub repository'. The files
should be downloaded first, they are version controlled, use the default main branch when
cloning with git:

$ git clone https://github.com/ivarprudnikov/11lm-prompt-injection-detection-
accuracy tests
$ cd tests

Source files contain a detailed README.md which has the latest information about the project
directories and how to run the tests. Please consult it before running the tests.

It will be necessary to have a Python 3.12 installation? on the computer and the venv® module
to be able to isolate dependencies required for the tests. Create a new local isolated environment
and install dependencies defined in the requirements.txt file:

1 https://github.com/ivarprudnikov/Iim-prompt-injection-detection-accuracy
2 https://www.python.org/downloads/
3 https://docs.python.org/3.12/library/venv.html
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$ python3 -m venv venv

$ source venv/bin/activate

(venv) $ pip install --upgrade pip
(venv) $ pip install -r requirements.txt

To be able to run tests using remote LLM providers the dedicated SDKs expect a set of
configured environmental variables. There is a sample configuration that needs to be copied
and filled in with the correct values for the tests to successfully execute:

$ cp .env .env.local
$ cat .env.local
OPENAI_API_KEY=
MISTRAL_API KEY=
AZURE_AI_URL=
AZURE_AI_KEY=
AZURE_AI_API_VERSION=
GEMINI_API_KEY=

Each of the variables must be set which will be used in the test execution, the details on how
to get these values described below in the chapter about LLM providers.

3.1 Clear existing test outputs

The outputs that were captured in the evaluation were added to the version control history and
will be present after cloning the repository. To avoid them from interfering with the new test
execution make sure to either delete them or backup to another folder:

To backup

mkdir backup

mv data/output_* backup

mv data/overview.html backup

B A H

# Or, to delete
$ rm -rf data/output_* data/overview.html

3.2 Running tests

Once the values are set in .env.local the test execution can begin. The Jupyter* notebook files
(tests) use a naming convention “run_8{modelName} ${contextSize}.ipynp”. The tests would
need to be executed for each model with an increasing context size, e.g. for model gpt4 in order
run_gpt4_Ok.ipynb, run_gpt4_lk.ipynb, run_gpt4_Sk.ipynb, run_gpt4_10k.ipynb,
run_gpt4_50k.ipynb (start with Ok and end with 50k). It is important to start with Ok as it creates
an output file used in other tests.

To run these test files, it is necessary to have the software which is capable to open and execute
them. Originally the tests were carried out using VS Code editor’ with added Jupyter
extension®. It is possible to use other Jupyter notebook editors to run these tests if necessary.

4 https://jupyter.org/
5 https://code.visualstudio.com/Download
6 https://marketplace.visualstudio.com/items?itemName=ms-toolsai.jupyter
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Open the first test to run (e.g. run_gpt4_Ok.ipynb) and select the kernel and point it to the
python environment created earlier (venv/bin/python). Then, to run the code select Run All in
Jupyter notebook (Fig 1). Observe for any issues that might be present when executing code
blocks, if there are any, mitigate the described error and run again.

The test output will be written to the JSON file in the data directory using naming convention
“output_${size} ${modelName}.json”, e.g. output basic gpt 4 1.json. Possible sizes are:
basic for Ok, then increased 1k, increased 5k, increased 10k, increased 50k.

Note: Tests of the same model and/or LLM provider would not run successfully if executed in
parallel due to rate limits.

@ EXPLORER run_gpt4_Ok.ipynb M X € W M -

v TESTS run_gpt4_Ok.ipynb import pand nd
f data <, Generate - Code - Markdown [> Run All §©O Restart --- £ venv (Python 3.13.5)

=
> pandas pd

.gitignore 2 detecting_prompts_data = pd.read_json('data/detections.json', )

README.md 3 [lert(detectlng_prampts_data.headl ))

1 inputs_data = pd.read_json('data/basic_inputs.json')

print(inputs_data.head())

results_overview.ipynb 6 injections_data = pd.read_json('data/basic_attacks.json')

run_gemma3_0k.ipynb 7 print(injections_data.head())

= requirements.txt

run_gemma3_1k.ipynb
run_gemma3_5k.googleapi.ipynb
run_gemma3_5k.ipynb

run_gpt4_Ok.ipynb M dotenv load_dotenv, dotenv_values

run_gpt4_1k.ipynb load_dotenv()

run_gpt4_5k.ipynb config = {

run_gpt4_10k.ipynb 5 dotenv_values(".env"),
run_gpt4_50k.ipynb 6 dotenv_values(".env.local"),
run_llamad4maverick_Ok.ipynb 7
> OUTLINE Python

T 5 TIMELINE

X PPmaintC ®0AO0 Spaces:4 LF {} & Cell1of6 0

Fig 1. VS Code user interface showing one of the test notebook files loaded and the button Run All
highlighted.

4 Remote LLM service providers

An account with each provider is necessary to obtain the API key and other information in case
of Azure Al It will be necessary to setup billing to be able to process a large volume of tokens
required by the tests.

4.1 Open Al

Sign up on Open Al platform’ then create your project and a new secret key (Fig 2). Secret key
will be in the form of sk-abc and will need to be set in .emv.local file, e.g.
OPENAI API KEY=sk- ****

7 https://platform.openai.com
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You have permission to view and manage all APl keys in this organization.

Your profile

rganization

— Do not share your AP key with others or expose it in the browser or other client-side code. To protect your account's
security, OpenAl may automatically disable any API key that has leaked publicly.

AP keys
View usage per APl key on the Usage page.

Admin keys

M

Projects

a]

Create an API key to access the OpenAl API

Biling

Limits

[VEETTY + Create new secret key

28% Forum

Fig 2. Open Al API keys management page has an option to create a new key.

In billing, add at least €100 in credits and top it up if when tests exhaust them and/or begin
receiving repeating rate limiting errors. It will be necessary to wait for at least a week after first

payment for the usage tier to be increased in the account, the tests will require Tier 2% at a
minimum.

Note: tests (5 notebooks) at the time of the research used €135.90 credits in total.

4.2 Mistral

Sign up to Mistral AI° and create an API key (Fig 3). This key will need to be saved in .env.local
file, e.g. MISTRAL API KEY="**%*

® Overview Your APl keys
Create new key
Manage your personal APl Keys for your current workspace

Platform

& Agents

® Fine-tuned models

O Datasets API key created

AP key successfully created. Please ¢

% Batches again. Note that it may take a few minutes to be usable.

A Playground

[ icba
Workspace
8 General
P APIKeys n Done o
i Usage
O Limits Name 1) Key 1l Created 1) Expires.

& Members
test-key *k...iebd  2/8/2025 31/8/2025 u ]

& Terms of Service
@ Privacy Policy

@ Settings

Fig 3. Numbered steps in Mistral show how to create a new API key.

Set up billing in settings and add a card to be charged.

Note: Mistral tests (9 notebooks) at the time of the research costed €113.67 in total.

8 https://platform.openai.com/docs/guides/rate-limitst#usage-tiers
° https://console.mistral.ai/
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4.3 Azure Al

LlaMa Maverick model was chosed to be run in Azure Al but it is necessary to deploy that
model first.

Create an Azure account!? and setup a new subscription. Then make sure to create a Azure Al
Foundry resource!!. Once created follow the link to the the Azure Al Foundry portal (Fig 4).

Home > Al Foundry | All resources

» I ¢ @ s s o comt s

7 Goto Aare Al Foundry poral [ Delete
API Kind AlServices

Subscrpion (o wocation - [

Subscription ID : Status Succeeded

Endpoints : Click here to view endpoints

»

Build apps and agents in Azure Al Foundry

Tags (edit) : Add tags

Unlock advanced Al capabilities, seamlessly integrate with your systems, and accelerate Al application development with Azure Al Foundry.

Go to Azure Al Foundry portal

Fig 4. Links to Azure Al Foundry visible in the resource view.

Within Azure Al Foundry portal open “Models + Endpoints” from the side menu, then click
on “Deploy model” and find “Llama-4-Maverick-17B-128E-Instruct-FP8” (Fig 5). Once found
configm the deployment. If the exact same model does not exist then deploy another similar
model.

If the deployed model differs from the one which is configured in the notebook it will be
necessary to update it in each notebook. There are three notebooks that test Llama model and
each reference it by name in one of the code cells, they will all need to be updated, e.g.:

response = client.complete(
model="Llama-4-Maverick-17B-128E-Instruct-FP8",
messages=[SystemMessage(content=sys_prompt),
UserMessage(content=input_text)],
temperature=0.1,
max_tokens=16

After the model deployment three variables will need to be set in .env.local file: key, url and
API version. These values will be available from the deployed model view, e.g.:

AZURE_AI URL=https://***** services.ai.azure.com/models
AZURE_AT_KEY=******
AZURE_AI_API_VERSION=2024-05-01-preview

10 https://azure.microsoft.com
1 https://learn.microsoft.com/en-us/azure/ai-foundry/
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averick-17B-128E-Instruct-FP8

Fig S. Steps marked to deploy the Llama model in Azure AI Foundry.

4.4 Gemini

Open Google Al Studio!? and click on Get API key to procure a key. This key will need to be
added to the .env.local configuration file under GEMINI API KEY. If no free credits are
available, it will be also necessary to setup billing, but it does not matter which tier is used
because Gemma 3 12B model which is used in tests is throttled in all tiers according to Google
documentation'3.

In the case if the API constantly returns HTTP status 429, increase the sleep seconds between
tests in the notebook that runs them, e.g. set it to five seconds time.sleep(5).

Note: The same model is being used when testing on the local LLM server.

5 Local LLLM server

One of the tests that uses small model Gemma3:12b requires a locally running LLM. Install
Ollama application'* which will allow to download and runn the model locally.

$ ollama pull gemma3:12b
$ ollama run gemma3:12b

Once the model is running I is possible to execute tests in the run_gemma3_0Ok.ipynb notebook.

6 Processing results

Finally, after running all the tests that produce output files in the data directory, the last step is
to process those results to produce the charts and tables used in research paper. Run
results_overview.ipynb notebook and inspect the outputs after each code cell.

12 https://aistudio.google.com
13 https://ai.google.dev/gemini-api/docs/rate-limits
14 https://ollama.com/
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