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1 Introduction

A system that stores images after encrypting it by adding by using AES algorithm, RSA
algorithm, steganography and noise addition. The images contains information which is
secured. The secured information is stored(uploaded to the system) and retrieved when
required. This manual contains the hardware and software specifications for carrying out the
study defined, in section 2. Section 3 contains the details of the technology and software
used, here. Section 4 contains the details of the implementation of the secure storage and
retrieval of the encrypted data.

2  Experimental Setup

For carrying out this experiment a high-end PC was needed and a PC that met the
requirements for carrying out this study.
e Hardware specifications: The PC used in this study contained an Intel I5 third gen
processor with 8 GB RAM, including a 224 GB SSD.
e Operating System: Windows 10
e Experimental Setup: For running the artifact built here, Windows 10, Python 3.6,
Anaconda 3 and VS code.

3 Technologies and software used for implementation

Software

Anaconda is an open-source distribution for Python that makes package management easier
In Anaconda the package versions are managed using conda package management system,
this was done to ensure that existing frameworks and packages are not disrupted by analyzing
the current environment (Rolon-Mérette et al., 2020). Anaconda provides extra open-source
packages through PyPI and the conda package and virtual environment manager.

Python is an open-source and free programming language. Python was used because it
provides libraries that can be used for the implementation of different kinds of encryption and
decryption algorithms. Python has a large and active community support which can help in
solving problems related to any libraries in Python (Tahmooresi, Heydarnoori and
Aghamohammadi, 2020). So, any issues that were encountered can be solved.

Python Django was the web framework used in the study because it helped in the fast
building of a web app, the use of this framework meant that the web app was built quickly in
this study (Kumar and Nandal, 2024).

4 Implementation



Uploading
Step 1: Importing libraries for encryption

From Crypto.PublicKey import RSA

from Crypte.Cipher import PKCS1_OAEP, AES
from Crypto.Util.Padding import pad, unpad
import basegd

import cv2

import numpy as np

from PIL import Image

import io

import os

import struct

Step 2: Key generation for RSA

[ ] def generate rsa keys():
"""Generate RSA public and private keys
key = RSA.generate(2848)
private_key = key.export_key(}
public_key = key.publickey().export_key()
return private key, public_key

Step 3: RSA data encryption

[ 1 def encrypt data(data, public key):
"""Encrypt data using RSA-OAEP"™"
rsa_key = RSA.import key(public key)
cipher = PKCS1_OAEP.new(rsa_key)
encrypted data = cipher.encrypt(data.encode( 'utf-8'))
return base64.bbd4dencode(encrypted_data).decode( ' utf-8")

Step 4: Compressed data
[ 1 def compress_data(data):
"""Compress data into a PNG image™™"
if isinstance(data, str):
data_bytes = data.encode( utf-8")
else:
data_bytes = data

array_length = len(data_bytes)
width = int(np.ceil(np.sqrt{array_length)))
height = width

padded_data = np.pad(np.frombuffer(data_bytes, dtype=np.uintg),
(8, width * height - array_length),
mode="constant")

img = padded_data.reshape((height, width))
img_pil = Image.fromarray(img, mode="L")

buffer = io.BytesIO()
img_pil.save(buffer, format="PNG")
return buffer.getvalue()



Step 5: Embedding data into image

def embed_data_into_image(data, mask_image path, output_image path):
"""Hide data in an image using LSB steganography™""
mask_image = cv2.imread(mask_image path)
if mask_image is None:
raise ValueError("Could not load mask image")

data_bytes = np.frombuffer(data, dtype=np.uint8)
data_length = len(data_bytes)

if data_length + 4 » mask_image.size:
raise ValueError("Data too large for the mask image™)

flat_image = mask_image.flatten()

# Store data length in first 4 bytes
length_bytes = data_length.to_bytes(4, byteorder:'big'ﬂ
flat_image[:4] = np.frombuffer(length_bytes, dtype=np.uint8)

# Store the actual data
flat_image[4:4+data_length] = data_bytes

stego_image = flat image.reshape(mask_image.shape)
cv2.imwrite(output_image_path, stego image)
return stego_image

Step 6: AES encryption

def aes encrypt(data, key):
"""Encrypt data using AES in CFB mode
iv = os.urandom{16)
cipher = AES.new(key, AES.MODE CFB, iv=iv)
encrypted data = cipher.encrypt(pad(data, AES.block size))
return iv + encrypted data

Step 7: Adding noise

def add laplace noise(data, mean=8, scale=8.25):
"""Add Laplace noise to data for additional security
noise = np.random.laplace(mean, scale, data.shape).astype(np.intls)
noisy data = np.clip(data + noise, 8, 255).astype(np.uint8)
return noisy data, noise

Step 8: Loading an image

def load image(image path):

Load an image into a numpy array
image = Image.open{image path).convert{ RGE")
return np.array({image)

Step 9: Saving encrypted image



def save shape(shape, file path):
"""Save image dimensions to a file
with open(file path, "wb") as f:
f.write(struct.pack( 'III', *shape)})

Retrieval
Step 1: Loading encrypted image.

def load image(image path):
"""Load an image into a numpy array
image = Image.open(image path).convert{ 'RGE")
return np.array({image)

Step 2: AES decryption

def ass decrypt(data, key):
"""Decrypt data using AES in CFB mode
iv = data[:16]
encrypted_data = data[16:]
cipher = AES.new(key, AES.MODE_CFB, iv=iv)
return unpad{cipher.decrypt(encrypted data), AES.block size)

Step 3: Noise removal

def remove_laplace noise(noisy_data, noise):
"""Remove Laplace noise from data™"™"
noisy data = noisy data.astype(np.intl6)
noise = noise.astype(np.intls)
clean data = np.clip(noisy data - noise, @, 255).astype(np.uintd)
return clean_ data

Step 4: Extract data from image

def extract data from image(stego image path):
Extract hidden data from an image"""
stego image = cv2.imread(stego_image path)
if stego image is MNone:
raise ValueError("Could not load stego image")

flat image = stego image.flatten()

# Read data length from first 4 bytes
length _bytes = flat image[:4].tobytes()
data length = int.from bytes(length bytes, byteorder='big')

# Read the actual data
data bytes = flat image[4:4+data length].tobytes()
return data bytes



Step 5: Decompressing data

def decompress data(compressed data):
"""Decompress data from a PNG image"™"
img pil = Image.open{io.BytesIO(compressed data))
img array = np.array(img pil)}
data bytes = img array.flatten().tobytes()
return data bytes.rstrip(b"\x8@")

Step 6: Decrypting data

def decrypt_data{encrypted data, private key):
"""Decrypt data using RSA-OAEP™™"
rsa_key = RSA.import key(private key)
cipher = PKC51 OAEP.new(rsa_key)
encrypted bytes = base64.bb6ddecode(encrypted data)
decrypted data = cipher.decrypt(encrypted bytes)
return decrypted data.decode( ' utf-8")
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