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A Secure Web Application for Data Storage and

Retrieval Using Multi-Level Protection

[Cryptography]
Rajni Priya
x24241946

Abstract

Providing security to data is very important in today’s age were the instances of cyber attack
and data breaches are increasing rapidly. There many techniques that provide security to data.
However, combining different methods for data security can enhance the security of data that
is transferred over a network or stored in database. In the study proposed here a multi-level
data security system is proposed. The system proposed in the study combines data security
techniques like cryptography, steganography, and differential privacy. The Advanced
Encryption Standard(AES), and RSA are the cryptographic algorithms used in the study. The
Least Significant Bit(LSB) method was used for performing steganography. Differential
privacy was also added to the data before the data is stored. The system proposed in the study
was implemented as a prototype web app which receives data in the form of text as the input.
The prototype web app received the text to be secured and image as input. The prototype web
app was tested and it was found that all the functionalities of a multi-level data security
system was implemented successfully, as the prototype web app was able to securely store
data, and makes it accessible to the authorized users, when they need the data. The results
also showed that the RSA and AES algorithms were able to encrypt the data in an effective
manner.

1 Introduction

1.1 Background

Data security mechanisms have the objective to keep data secure from any unauthorized
access or damage, respectively while keeping its usability for legitimate proposes. This layer
of security to the data being transferred over digital networks or over the internet. It was
found that cyber criminals stole 68 records every second, which shows that the occurrences
of cyber attacks are very frequent(Vojinovic, 2023). Every data breach is costly and the
average cost of a data breach is 3.92 million dollars. It projected that in 2025 the global cost
of cyber crime is expected to reach 10.5 trillion dollars(Bonnie, 2024). These statistics show
the significance of data security in digital networks. The data transferred over networks in the
communication between digital systems can be secured in a number of ways. Three of the
main techniques that have been used for securing data that is transferred over networks is,
Cryptography, steganography, and encryption. Cryptography is the foundation of information
security, encryption is the process of making message in an unreadable format through
mathematical formulas (Archana and Niranjana, 2023). It makes sure that an intercepted data
is also incoherent without the correct key. Steganography is a complementary technique to
cryptography but instead of trying to secure the privacy of the message, the idea is to conceal
the fact that the message exists at all (in a communication channel) (Dutta and Chakraborty,
2020). In contrast to encryption, which is designed to make the content of a message
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unreadable, steganography has this higher layer of secrecy that is about making the existence
of a message known just as much as its data content.

Differential privacy promises a solution to an important problem in privacy of data: how to
keep the data of an individual private when the data are part of a large dataset (Jiang et al.,
2022). As there is a rising demand for data analytics for information-based decision-making,
the sharing or storage of datasets may lead to the disclosure of sensitive personal information.
Differential privacy adds calibrated noise to the data or query response such that the presence
or absence of an individual’s data records has limited impact on the response. It comes with
a mathematical proof of privacy, so is suitable for use in applications that respect the data in
a sensitive manner—e.g., healthcare data or finance. However, the use of these methods
individually cannot ensure security to the data being transferred over networks or saved in a
database. For example, encrypted data can be the target of attack if the keys needed to
retrieve the information are subjected to attack and file-based steganography can fail to work
if the carriers are analysed for patterns used to hide information (Du et al., 2021 ; Mohamed
et al.,2021). So, multiple methods that can secure data needs to be combined for enhancing
the security of data.

A system that combines multiple levels of security can be used for securing data by
enterprises from various industries -- healthcare, finance, and government, etc., can leverage
a solid foundation to safeguard their sensitive data and meet privacy regulations. For
instance, hospitals can store and share patients records securely, financial institutions can
secure transaction information etc.

In the study proposed here, a multi-level data security system is proposed. The system
combines cryptography, steganography, and differential privacy for securing data. The
system proposed here is implemented as a prototype web app. The data that is considered in
the study is data in the form of text ie., text is uploaded to the prototype web app, so that it is
stored in a secure manner. Files can also be uploaded to the prototype web app, here also the
text data from the file is read and stored securely.

1.2 Aim

The aim of the study is to build a web app prototype that provides security to textual data
using a multi-level security system that combines cryptography, steganography, and
differential privacy.

1.3 Objectives

The objectives of this study are:
e Secure the textual data by combining RSA cryptography, LSB steganography, and
differential privacy.
e Retrieve the data that was stored securely.
o Integrate the multi-level data security system with a prototype web app.

1.4 Research Question

Does the web app proposed in the study that combines techniques like cryptography,
steganography and differential privacy show a good performance in securing the data?



1.5 Report Structure

The report begins with the ‘Introduction’ section. Followed by the ‘Introduction’ section,
there is ‘Literature Review’, and it contains the details of the literature associated with the
security of data using, cryptography, steganography, and differential privacy, and existing
works related to multi-level data security using different techniques. The third section of the
report is ‘Methodology, and it contains the details of how the cryptographic algorithm,
steganography, and differential privacy was implemented, to secure data. The fourth section
is ‘Design Specification’. The fifth section is ‘Implementation’, and it contains the details of
the details of the prototype web app which is shows how the data is secured in the multi-level
security system in an interactive manner. The sixth section is ‘Evaluation’, and it contains the
details of the results of the study proposed here, ie., how successful the cryptographic
algorithm, steganography, and differential privacy, methods were in securing data, and The
seventh section is ‘Conclusion and Discussion, and it contains the details of the objectives
achieved in the study that was done, and the limitations of the study.

2 Literature Review

2.1 Data security using encryption

One of the most popular symmetric-key encryption standards is the Advanced Encryption
Standard (AES). Launched in 2001 by the U.S(Mouha, 2021). AES has key sizes of 128, 192
and 256 bits according to the number of internal rounds (10, 12 or 14 respectively) (Muttaqgin
and Rahmadoni, 2020).

Data was secured by adding a modification to the AES in the study by (Al-Khafaji and
Rahma, 2022). This study shows that AES operates on a substitution-permutation network
structure which makes it effective in providing security against cryptanalysis techniques like
linear and differential cryptanalysis. AES was used with 128-bit key length in the study
by(Lu, 2023). In the study safety analysis was done to assess the AES’s resistance against
square attacks, differential cryptanalysis, and brute force attacks. The results of the study
showed that the AES algorithm was able to provide security to data against a number of
different kinds of cyber attacks. The studies by Al-Khafaji and Rahma(2022), and Lu(2023)
showed that AES is effective in providing security to data against different kinds of cyber
attacks. The insights from these studies show that the AES is an effective data encryption
technique.

VLSI architecture was used for AES algorithm, emphasizing hardware optimization for high
speed and low consumption of power in the study by (Saritha et al., 2023). This study
showed that AES is the standard for encrypting data that is recognised by organizations such
as the National Institute of Standards and Technology (NIST). The AES algorithm was used
for securing sensitive data generated in a tractor repair enterprise in the study by (Golovko
and Tolochyn, 2022). It was shown in the study that AES was the US governments security
standard. The findings from the studies by Saritha et al.(2023), and Golovko and Tolochyn,
(2022) showed that AES is widely regarded as an effective method of encryption and
providing security to data.

Three digital signature algorithms, the ECDSA, DSA, and RSA were used in blockchain
technology in the study by (Xu, 2023). The study showed that the RSA algorithm is able to
encrypt digital data effectively and provide digital signatures. An encrypted chat application
was built using the RSA algorithm ensuring the secure messaging between users in the study
by (Namassivaya ef al., 2023). This study shows that secure communication between a web
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app and users can be done using RSA algorithm as the RSA algorithm is able to generate a
public-private key pair which can be used for authenticating users. The studies by Xu(2023),
and Namassivaya et al.(2023), showed that RSA is an effective technique for securing data
and establishing communication between a web app and a user.

From the studies by Al-Khafaji and Rahma(2022), Lu(2023), Saritha ef al.(2023), and
Golovko and Tolochyn, (2022), showed that it was seen that seen that AES is an effective
encryption algorithm that is finally used. Since , the study proposed here focuses on
combining different data security techniques, including encryption a highly effective
encryption algorithm was needed and from the studies it was seen that AES was highly
effective, so it can be used in the study proposed here. Two encryption algorithms are needed,
the AES can be used for encrypting the stego-image, however the text given as input need to
be encrypted and a communication need to be maintained with the user has to be maintained
as the user needs to retrieve data that was previously uploaded to the web app proposed in the
study, so based on the findings from the studies by studies by Xu(2023), and Namassivaya et
al.(2023), it was decided that RSA can be used in the proposed study.

2.2 Text Compression

Text compression is the process that can be used to minimize storage and transmission costs
for text data by removing redundancy from the text or by encoding it more
efficiently(Syahputra, 2020). Both lossy and lossless text compression are possible; lossy text
compression sacrifices some information, but achieves a much higher compression ratio
(Hung and Platos, 2023). As this study focused on the security of text, it was the most
important aspect, as the information in the text cannot be lost. So, the lossless compression
method was used in the study proposed here.

The text compression helped in reducing the size of the data that is hidden in the cover or
stego-image (Al-Okaily and Tbakhi, 2020). This is significant as the pixel count of an image
limits its embedding capacity (Kumar, Kumar and Jung, 2022). So, if the text is smaller in
size then data can be hidden in the image in a manner that the visual quality of the image is
affected.

2.3 Data Security using Steganography

The Least Significant Bit (LSB) technique was combined with the secret key and the XOR
operator for performing image steganography in the study by (Jebur et al., 2023). This study
shows that the LSB technique is simple and it can be used for effectively securing data. A
web-based LSB image steganographic technique that used two layers of AES encryption to
transmit secret messages was used in the study by (Baldha, 2023). The insights from this
study shows that the AES algorithm can be used along with the LSB steganographic
technique for securing data in an effective manner. From the insights gained from the studies
by Jebur ef al.(2023), and Baldha(2023) it can be seen that LSB can be used for securing the
data effectively and it can be used along with the AES.

The study proposed here needs a multi-level security system that combines different data
security techniques like steganography, and cryptography. From the findings by Jebur et
al.(2023), and Baldha(2023), it can be seen that LSB techniques simple and it can also be
smoothly used along with the AES. It has been decided that AES will be used in the study
and as multi-level security is needed the use of a simple technique for steganography benefits
the system, so the LSB technique is used for steganography in the study proposed here.



2.4 Data Security using differential privacy

Differential privacy introduced by Dwork et al. (2006), is a mathematical method to
preserve privacy of the individuals in the data, while maintaining sufficiently large data to
support statistical analysis of the aggregates (Guo and Barrientos, 2022). It guarantees that
there is no way to include or exclude a personal record in a query that would change the
query’s results in any significant way, making re-identification quite difficult. This is done by
perturbing the result of a query or the content of a data point with carefully controlled noise,
most often sampled from a Laplace or Gaussian distribution.

Studies have shown that differential privacy is used for adding security to data in a number of
domains. Differential privacy has been used in a Privacy-preserving machine learning
(PPML) when handling sensitive datasets like medical records for protecting individual data
points (Ganadily and Xia, 2024). Differential privacy has been used in providing security to
personal information in large-scale systems, like Google’s Chrome browser telemetry. The
usage of differential privacy in these large-scale systems, and popular systems show that it is
effective in providing security to data.

The study by Wagh et al. (2020), has shown that differential privacy can be combined with
cryptography techniques for securing data. This shows that differential privacy can be used
along with other techniques for securing data. However, there was no existing study that
combined the differential privacy, cryptography, and steganography techniques for securing
data.

2.5 Multi-level Data Security

Differential privacy and cryptography techniques were combined to enhance data security in
the study by (Wagh et al., 2021). The cryptography technique is used along with the Local
Differential Privacy (LDP) in this study. The results of the study showed that the integration
of cryptography and differential privacy techniques enhanced the security that can be given to
data. A combination of steganography and cryptography was used for data security in the
study by (Elden et al., 2021). The AES and adaptive pixel value differencing (PVD) were
used in the study to provide security to the data. The data considered in the study was colour
images that were in BMP format. Double steganography was used in the study. The secret
data was embedded in a mask image using adaptive PVD, the data was then encrypted using
AES. The results of the study show that the image quality of the mask image was maintained
and the data is secured in an effective manner. The findings from Wagh et al.(2021) showed
that differential privacy can be used for securing data, effectively. The findings from Elden et
al., (2021), and Wagh et al.(2021), showed that different techniques for securing can be
combined to enhance data security. However, these studies did not combine three data
security techniques like cryptography, steganography , and differential privacy.
An Efficient Algorithm for Secure Transmission (EAST) was used for securing the
communication between vehicles in Internet of Vehicles (IoV) in the study by (Rathore et al.,
2022). Image data is considered in the study. The EAST algorithm combines both encryption
and steganography methods. The results of the study shows that the EAST is effective in
securing data in an efficient manner. A hybrid multistage data encryption framework that
combined steganography and cryptography techniques were used for securing data in the
study by (Osman et al., 2022). Image data is considered in the study. The sequential and
pseudo-random encoding/decoding algorithms were used in the study along with a pre-stage
text encryption using the One-Time Pad (OTP). The results of the study showed that the
hybrid steganography and cryptography approach was more time-effective and efficient. The
steganography and cryptography techniques did not affect the quality of the data.
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Image data transferred over wireless networks in IoT environments was secured by using a
dual security approach that involved steganography, and cryptography in the study by (M, P
and G, 2021). This study shows that steganography, and cryptography can be combined to
secure image data transferred over an IoT network. A Dual Level Security Scheme (DLSS)
that combined steganography and cryptography was used to provide double level security to
data in the study by (Chithra and Aparna, 2023). Audio steganography was used in the study
and the image that was encrypted was used for hiding the audio signal. An adaptive stego key
LSB substitution framework that integrates several techniques, like a Bit Inverting Map
(BIM) approach combined with a Bit Swapping Function (BSF) to find how the secret bits
are hidden into the LSB layers of the cover image, random pixel selection based on the
Henon Map Function for unpredictable embedding, and Data Encryption Standard(DES)
encryption for securing the secret data, in the study by(Alia, Al-Tamimib, and Ahmed, 2020).
Images from the USC-SIPI image database was used as the cover images for embedding the
secret data. This study shows that steganography using the LSB method can be combined
with a cryptographic method.

The studies by Rathore et al.(2022), Osman et al.(2022), M, P and G(2021), Alia, Al-
Tamimib, and Ahmed, (2020) and Chithra and Aparna(2023), showed that encryption and
steganography methods can be combined in an effective manner for securing data. However,
none of these studies combined the steganography and cryptography, with another level of
security like differential privacy.

2.6 Research Niche

From the existing studies it was learned that multiple data security techniques can be used for
securing data. It was also found from existing studies that methods like AES, RSA,LSB
steganography, and differential privacy are effective techniques for securing data. It was also
seen multi-level data security methods used either cryptography-steganography or
Differential privacy-cryptography. However, there were no studies that combined the
cryptography, steganography , and differential privacy for providing multi-level security to
data.

In the study performed here a system that secures data using multi-level security that
combines techniques like the cryptography, steganography , and differential privacy, is
proposed. The methods like AES, RSA, LSB steganography, and differential privacy are
combined in the system proposed in the study.

3 Methodology

3.1 Tools Used

Python was used in the study for implementing the AES, RSA, LSB, data compression, and
differential privacy techniques. Python was chosen as the programming language for
implementing the multi-level data security system as it offered libraries that can be used for
implementing AES, RSA, LSB, data compression, and differential privacy techniques,
smoothly (Lobo-Vesga, Russo and Gaboardi, 2021). Python offered the implementation of
differential privacy via its libraries, and this could not be offered by programming languages
like Java or C++, as differential privacy could only be implemented in these languages by
extensively customising the libraries available in these languages (Prediger et al., 2022 ;
Yousefpour et al., 2021).



The Django framework was used in the study for implementing the web app prototype.
Django was used in the study because it offered faster development than other Python based
web frameworks, and quick development was needed in the study as only a prototype was
needed (Kumar et al., 2023). The web app prototype was designed using HTML, CSS, and
Javascript, as these were popular, and effective methods used for designing web apps (Celi-
Parraga, Boné-Andrade and Olivero, 2023). The SQLite database was used as the database of
the web app prototype as it was the default database of the Django framework, and as the
database was needed only for storing the data, and demonstrating the storage of secure data
(Shyam and Mukesh, 2020).

3.2 Data Storage

The multi-level data security system is designed in a manner that data in the form of text
uploaded to the system was encrypted, added to the image uploaded along with the text to the
system, the image was encrypted, and differential privacy was added. After this the data was
stored in the database of the multi-level data security system. Here, the different steps
involved in securing the data before storing the data in the database is defined.

Encryption using RSA

The RSA algorithm was implemented for encrypting the textual data given as input to the
multi-level data security system. The RSA key-pair ie., the private key and public key
corresponding to the RSA algorithm was generated. This was done because these keys were
needed for encrypting and decrypting the data that was uploaded to the multi-level data
security system. The key length was set to 2048, this key length was chosen because it
created a balance between performance and security, as recommended by NIST (Gulen and
Baktir, 2023 ; RSA — PyCryptodome 3.23.0 documentation, 2025). A public key and private
key was generated.

The encryption of text was done using the public key that was generated. The Optimal
Asymmetric Encryption Padding(PKCS1 OAEP) was used in the study for encrypting the
code. Before encryption the text given as input to the multi-level data security system was
encoded using UTF-8. The UTF-8 encoding technique was done in this study because it
supported all Unicode characters, including text from different languages, symbols, and
special characters (Keiser and Lemire, 2020). The use of PKCS1_OAEP for encrypting the
text meant that the data to be encrypted had to be in the form of bytes, so the text data, given
as input, had to be converted to bytes, and this was done using the UTF-8 encoding that
transforms the text string into a byte sequence (Jodayree, He and Janicki, 2023). The OAEP
technique was used for encrypting the data because it added security by adding randomness,
reducing ciphertext attacks (Ebrahimi, 2022). After encryption the data was again encoded
using base64, which was done to ensure that the data was compatible for the steganography
method as the LSB technique was used in the study, and LSB needed data in the form text (R
and Marlina, 2022 ; Alher, Imran and Ali, 2024).

text undergoing RSA encryption is shown in figure(1).
[P t] U

Figure (1): RSA encrypted text

Text Compression



The image or the stego-image given as input, along with the textual data, was used in this
step. It was ensured that the encrypted text was in the form of bytes, and this was done by
encoding the textual data using UTF-8. If the text was already in byte form then this encoding
was not done. The number of bytes associated with text was found. The number of bytes
helped in finding the dimensions of the square image that is able to hold all the data. A square
shape made sure that optimal space was utilized and the reshaping operations were
simplified.

The number of bytes is used to determine the dimensions of a square image that can hold all
the data (Jebur et al., 2023). A square shape ensures optimal space utilization and simplifies
reshaping operations. Now for creating the image, it was checked if the total number of bytes
was exactly equal to the pixel count of a square image, and if it was equal no extra operation
was needed. However, if the total number of bytes was not exactly equal to the pixel count of
a square image, then , zero-padding was added to fill the empty space that was remaining.
This padding made sure that data can be reshaped into a perfect square without any loss to the
data. The data in the form of bytes was then reshaped into a 2D NumPy array, that
represented pixel values of a grayscale image. This conversion was done as the grayscale
format is optimal for storing binary data and can be manipulated easily for doing
steganography (Song, Song and Qu, 2021 ; Li et al., 2020).

The generated image was saved in PNG format into an in-memory buffer and was then
returned as data in the binary form. The PNG format was chosen as it was a lossless format
— important for preserving exact pixel values that contain the message that is hidden. This
made sure that data was not lost or modified during compression or storage, maintaining the
quality of the information that is embedded in the image.

The image is saved in PNG format into an in-memory buffer and then returned as binary data.
PNG is chosen because it is a lossless format — essential to preserve exact pixel values
which contain the hidden message(Bae et al., 2022). This ensures that no data is lost or
altered during compression or storage, maintaining the fidelity of the embedded information.
The compression of text is shown in figure(2).

FoFmahT

Figure (2): text compression

Steganography

In this study, steganography played a crucial role in concealing the encrypted and compressed
text within an image, thereby introducing an additional layer of security by hiding the
existence of the data itself. The Least Significant Bit (LSB) technique was adopted due to its
simplicity, efficiency, and minimal impact on the visual quality of the image (Alqadi, 2022).
The implementation begins with selecting a suitable image (referred to as the "mask image")
which acts as the cover medium for hiding the data. Before embedding, the input text
underwent encryption using RSA and compression to reduce its size, making it more suitable
for embedding without noticeably altering the image. The data is then converted into a byte
stream, and its total length is calculated. To ensure reliable extraction during the retrieval
phase, the length of the data is stored within the first few bytes of the image. This enables
accurate reconstruction of the original hidden content.

The byte stream, including the data length, was then embedded into the image by modifying
the least significant bits of the image’s pixel values. By using the LSB method, the alteration
to each pixel was negligible and often imperceptible to the human eye. This ensured that the
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visual quality of the image remained intact while effectively hiding the sensitive data. The
final image, now carrying the hidden information, became the stego image, which was further
secured using AES encryption and differential privacy techniques as part of the multi-level
security architecture. This step of steganography was essential to the study as it transitions
the focus from traditional encryption to secure communication, ensuring that even if the data
is intercepted, its presence remains undetected, enhancing the overall security of the system.

AES Encryption

In the proposed multi-level data security system, AES encryption was employed to secure the
image that carried the embedded and encrypted text. This step was vital to ensure that even if
the stego image was intercepted, its content remained unintelligible to unauthorized users.
The AES algorithm was implemented in Cipher Feedback (CFB) mode. CFB mode was
chosen for its ability to handle data of arbitrary length without the need for padding, which
aligned well with encrypting images where block alignment was not always guaranteed
(Zhang et al., 2023). This mode also introduced an element of chaining, making each
ciphertext block dependent on all previous blocks, thereby enhancing security.

The encryption process began by generating a random 16-byte Initialization Vector (IV). This
IV ensured that identical plaintext inputs produced different ciphertext outputs across
different encryption sessions, thereby preventing pattern recognition and improving
confidentiality (Xia, Li and Chen, 2022). The AES cipher was then initialized using the
provided symmetric key along with the generated IV. The image data, which at this point
contains the steganographically hidden text, was encrypted to produce a secure binary
ciphertext. The IV was prepended to the ciphertext, as it was required during the decryption
process to restore the original data.

The combined encrypted data (IV + ciphertext) was then base64 encoded for safer handling,
storage, or transmission within the multi-level data security system. This encoding made the
binary data compatible with systems that handle text-based formats and ensured consistent
and reliable processing across different components of the system. AES encryption in this
step adds another critical security layer, ensuring that even if the existence of the hidden text
was discovered, the contents of the image remain inaccessible without the appropriate
decryption key. This aligns with the study’s goal of implementing a robust, multi-layered
data protection framework.

Differential privacy

Differential privacy was integrated into the system as the final layer of the multi-level data
security architecture to protect against potential inference attacks even after encryption and
steganography have been applied. In this implementation, differential privacy was achieved
by adding Laplace noise to the image data, specifically after the image had been encrypted
using AES. The primary purpose of introducing Laplace noise was to mask any identifiable
patterns or statistical traces in the encrypted image that could potentially be exploited by an
attacker. Even if the encryption were somehow compromised, the presence of controlled
noise would make it significantly harder to extract meaningful information from the image
data.

The Laplace mechanism is a widely used approach in differential privacy due to its
mathematical properties that guarantee a level of indistinguishability between individual data
points (Shahmiri, Ling and Li, 2023). In this study, Laplace noise was generated based on a
defined mean and scale (with the scale controlling the magnitude of the noise). The noise was
then added to each pixel of the encrypted image. To maintain the integrity of the image
format and avoid overflow or underflow, the resulting noisy data was clipped within the valid
pixel value range of 0 to 255. This ensured that the image remains valid and can still be
stored or processed by image-handling libraries without errors. By applying differential
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privacy at this stage, the system ensured that even if an attacker gained access to the
encrypted and steganographically modified image, any attempt to analyse or reverse-engineer
its content will be significantly obstructed. This step aligned with the core objective of the
study—to construct a robust, multi-layered data security system that preserves both the
confidentiality and privacy of sensitive textual information. The noise added to the data using
differential privacy is shown in figure(3).

Figure (3): Noise added to data

The encrypted image with the added image can now be stored in the database of the multi-
level data security system. The final image or cover image that was obtained ie., that was
in the database is shown in figur

Figure (4): The final image

3.3 Data Retrieval

The data can be retrieved by reversing the process that were applied to the data when the data
was being stored in the multi-level data security system. The different steps in retrieving the
data are defined, here.

AES Decryption

The data retrieved from the database underwent AES decryption. The cover image containing
the secure data was decrypted as it was previously encrypted. The first 16 bytes of the
encrypted data, which was the IV was extracted. The encrypted data and the IV were
separated. The AES cipher object was created and it was used for decrypting the encrypted
data that was retrieved. Any extra padding added to the image was also removed, as this
padding would prevent the data to be in its original form.

The Laplace noise and noisy data (the image with noise) are both explicitly cast into 16-bit
signed integers (int16). This conversion is important because pixel values in images are
typically represented using 8-bit unsigned integers (i.e., uint8) meaning the values will range
from [0, 255] and cannot include negative numbers. As subtracting Laplace noise may result
in negative intermediate quantities, adopting a signed data type avoids problems of
underflow when performing subtraction. It is then necessary to remove the added noise by
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subtracting the original Laplace noise from the noisy data. As the pixel values need to be
between 0 to 255 to remain valid image data, the subtraction output is piped to ensure that the
values are kept within this range ie., the data was clipped. Clipping is performed on the
removed noise to make sure that pixel values lie in the range that can allow image
processing.

Then the data was rescaled back to an 8-bit unsigned integer range, in order to be read and
manipulated as a regular image. This step was necessary to obtain compatibility with methods
of decryption (AES) and steganographic decoding (LSB) as 8-bit unsigned was a standard
image format(T and A, 2022).

Retrieving Hidden Data

The image in the dataset was obtained as a multi-dimensional NumPy array. This was done
since the hiding process in the system is LSB steganography and for retrieving the hidden
data on an image, the precise pixel data must be obtained. The image was then transformed
into a one-dimensional array. In LSB steganography, the hidden message is embedded byte
by byte in the pixels of the image. By flattening the image into a single array, the pixel
values can be read out linearly, enabling a simple extraction of data. For storing the length of
the hidden data, the first four bytes of the image were reserved. This was done because if the
length of the hidden message was unknown, it would be difficult to properly extract only the
portion that was needed from the image data. This approach ensured proper extraction, and
the retrieval of irrelevant data was avoided.

The byte sequence from the previous step was transformed into an integer using big-endian
format for representing the length of the message that was hidden (Kapl and Parizek, 2020).
The data was encoded and decoded with length as a 4-byte integer, this was done as it helped
in accessing metadata needed for proper data recovery. From the decoded length the flattened
array was sliced to obtain the proper number of bytes corresponding to the text data that was
hidden, encrypted and compressed. The extracted portion was then transformed to a byte
sequence. This operation properly isolated the hidden message from the image.

Decompressing the text

The data in compressed byte stream form was read as a PNG image as the text was
represented a s a PNG image in the text compression phase. After this, the image was
transformed into a NumPy array, that represented the image pixels in the form of a matrix.
The pixel data was flattened into a one-dimensional array and then transformed back into raw
bytes. The trailing null bytes in the data were stripped from the byte stream to remove any
padding that was added during compression.

RSA Decryption

The private key of the RSA algorithm that was initially generated was loaded, and a cipher
object was created using OAEP. The encrypted data was decoded from Base64 format to it’s
original byte format. Then, the data was decrypted using the OAEP object and the private
key. The decrypted data was obtained and the data in the form of bytes(UTF-8-encoded) was
converted back into a text string, which was the original input given to the multi-level data
security system. So, finally the data was obtained in the form identical to the input given by
the user.

3.4 Testing

The multi-level data security system was assessed to determine its performance. The
performance metrics for assessing the encryption the performance were found, and the
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functionalities of the multi-level data security system implemented as the web app prototype
was tested. The metrics for assessing the encryption performance were:

e Length of plaintext: The number of bytes of the plaintext or text to be encrypted.

e Length of Ciphertext: The number of bytes of the plaintext after it was encrypted. If
the length of the ciphertext was greater than the plaintext, then it can be considered
that encryption was properly done.

e Ciphertext Entropy: Ciphertext entropy quantifies the unpredictability associated
with the encrypted data, specifying the resilience it shows towards attacks(Zolfaghari,
Bibak and Koshiba, 2022). Ciphertext entropy values close to 8 bits/byte can be
considered an optimal value that shows good encryption (Rodriguez et al., 2021).

The metrics length of plaintext, length of ciphertext, and Ciphertext entropy were used for
assessing the performance of encryption in the study as these metrics provided clear
numerical values that gave an idea about the encryption performances of different
cryptographic algorithms.

The functionalities of the web app prototype was tested using unit testing. Unit testing was
used in the study as the web app prototype had different functionalities and these needed to
be tested. The functionalities of the web app prototype were individual components and thus
unit testing was apt as the testing method (Tufano et al., 2022).

4 Design Specification

Figure(5), shows the system architecture of the multi-level data security system that was
proposed here. The RSA algorithm was chosen in this study compared to alternate methods
like, Eliptic curve cryptography (ECC). ECC offers keys with smaller key sizes, however this
algorithm was not supported by standard Python libraries, which was the reason RSA was
chosen for this study instead of the ECC algorithm (Belyavsky et al., 2020). The AES was
used instead of algorithms like, the Blowfish algorithm, which had a small block size (64
bits), which made it insecure against modern attacks (Assa-Agyei and Olajide, 2023). The
LSB technique was used instead of steganography methods like, Discrete Cosine Transform
(DCT) which were not that effective in handling lossless images, so if lossless images were
encountered then there were chances of issues arising (Yang and Liao, 2023). Spread
spectrum methods provide better robustness but is more complex than the LSB, which was
easier to implement compared to the spread spectrum methods (Zeeshan and Khan, 2022).
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Figure (5): system architecture of the multi-level data security system
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5 Implementation

5.1 Prototype Web App

A prototype web app was built in the study for demonstrating the working of the multi-level
data security system in an interactive manner. This study has the aim of building a multi-level
data security system, and in this system the data given as input(in text form), along with an
image. The text given as input was considered as the data to be secured by the system, and
the image was the cover image for performing steganography.
The web app prototype was designed in a way that it had a login and home page. The web
page for securing the data in the web app prototype was designed in a way that it had an input
area for receiving the text input. The web app prototype had an area that allowed the users to
select an image from their PC or mobile phone and upload it to the web app. The web page
had an option that allowed the user to get the public key generated for the text given as input.
The web page had a button that was programmed to start the process of securing the data
beginning with RSA encryption. The web page for retrieving the data from the database was
designed in a manner that all the data stored in the SQLite database was displayed on a web
page. The web page allowed the user to choose the data record that they wanted to download,
and the web page had a button that was designed to retrieve the chosen data from the
database after decryption, recovery of text, and the removal of differential privacy, so that the
text was obtained in the form in which it was uploaded. The web page for securing data was
shown in figure(6).

& secureVault Secure Storage R

Userl
@ : ;

Upload Mask Image Enter Personal Data Encrypt & Store

@ Dashboard

()

Data Title

Public Key (.pem file)

Choose File |No file chosen
P Choose Public Key File

< Personal Data
Drag & Drop your mask image here

Figure (6): web page for securing data

6 Evaluation

6.1 Encryption Performance

Algorithm Ciphertext Entropy
RSA 7.1898 bits/byte
AES 7.9999 bits/byte
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Table (1): the ciphertext entropy for RSA and AES

From table(1), it can be seen that both the RSA and AES techniques show a good
performance here as both algorithms were able to achieve good values for ciphertext entropy,
which were close to the optimal value of ciphertext entropy which was 8bits/byte.

The encryption performances of the RSA and AES algorithms were assessed based on a

dummy text value as shown in figure(7).
[Plaintext] User: Alice, Enail: alicefiexample.con, Phone: 123456789

[Ciphertext] gkWz9VqveSHSXNEYY julmbCzHeblitS8rugRYaYtoDSXRReOBIMYZ, wAF S)PutmEHS 0AYFsho] SAXru(4HVXStOEAeHSFYR1DLgEPit S7TZqhRf L cHXBDBHZALFA11ii7HcNgDb6S7 CaoT xuhy PDKHFHSVe jGSovHF 3P vplsqzYPPxHxoBw w901 LyRz aE02yOVLxgenToSr TZHaIKY79ghNrB] cXissOFpS6/nphodd:
[Ciphertext Entropy] 7.1398 bits/byte (Max ~8.0 for unifora)

[Plaintext Length] 56 bytes

[Ciphertext Length] 256 bytes

Stego dnage created successfully!

[Ciphertext] 6Sy#fDId20525F+Ya6bwBAKDROFeDY c2SuuT 6 75t oDrGBmcKTHT tob4globuknF g25uYyaIn2KiuDL 3+Ay2V 20V 6CxBpl L2n6POKTIKXLnaT T QuphttEOTHAECY OnkSZKF dBnsQubiSgcpulclKDZdus unkZLvhmGoFQP+/wP Tun 1L Bk 2yuQ02NLTOMNKT ezt 0Lt nDcCKplenL 1VISPT 1308 Zaks tXgmiicZBHE:
[Ciphertext Entropy] 7.9999 bits/byte (Max ~8.8 for uniforn)

[Plaintext Length] 2098176 bytes

[Ciphertext Length] 2098192 bytes

Tnage saved at: noisy inage.png

Tnage encryption completed successfully!

Figure (7): the plaintext and ciphertext lengths

From figure(7), it can be seen that a random text was used as the plain text for assessing the
performances of AES, and RSA. From figure(7), it can be seen that the length of the

ciphertexts for the AES and RSA were greater in length than the length of the plaintext, for
the dummy text given as input to the algorithms. The results in figure(7), show that AES, and
RSA were effective in the encryption of data as it was seen that length of the ciphertext was
greater than the plaintexts in both cases.

6.2 Results of Unit testing

After building the web app prototype it was tested using Unit testing. The result of the Unit
testing is shown in table(2). The data was stored in a SQLite database.

. Test Case Expected Actual .
Operation Description Input Output Output Pass/Fail
Account Account
Rewistration Register with | Name, Email, created, RSA | created, RSA Pass
& valid details Password keys sent via | keys sent via
email email
Register with Error: Email Error: Email
Registration duplicate Existing Email | already already Pass
email registered registered
Login f;c())rgrg(l: tw ith Valid Redirect to Redirect to Pass
& . Email/Password | dashboard dashboard
credentials
Login with . Show "Invalid | Show "Invalid
_ . Invalid 1o A
Login incorrect . credentials credentials Pass
. Email/Password
credentials message message
Upload mask Data Data
image and Image, Details, | encrypted, encrypted,
Upload personal RSA key processed, and | processed, and Pass
details stored in DB stored in DB
UP load Personal Error: Image Error: Image
Upload without mask X . : Pass
) Details only required required
image
RSA Encrypt Personal data +
Encryption personal RSA Public Encrypted text | Encrypted text | Pass
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details using Key
RSA
Compression Apply J PEG Encrypted data, | Compressed Compressed Pass
compression mask image files files
Embed Compressed Stego-image Stego-image
Steganography | encrypted data | data + mask g & g & Pass
- . generated generated
in image image
AES Encwp t stego- Stego-image + | Encrypted Encrypted
. 1mage using . . Pass
Encryption AES AES key image image
Add noise to
Differential AES- Encrypted Image with Image with
. . . . Pass
Privacy encrypted image DP noise DP noise
image
Store L
Database encrypted data Final image Dgta saved Dgta saved Pass
) . data with metadata | with metadata
in SQLite
‘ Retrieve with Correct RSA Decrypted Decrypted
Retrieve correct RSA . personal data | personal data Pass
Private Key
key shown shown
. Retrieve with Incorrect Error, alert Error, alert
Retrieve wrong RSA . . . Pass
key Private Key email sent email sent
Email Alert Unauthorized | Wrong key Email sentto | Email sent to Pass
access attempt | usage user user

Table (2): Results of Unit testing

From table(2), it can be seen that all the operations that were done in the web app prototype
was implemented successfully, and the expected output was obtained for all operations. The
working of all the operations of the web app prototype shows that the multi-layer data
security system also works in an effective manner as the web app prototype was an
implementation of the multi-layer data security system.

7  Conclusion and Discussion

7.1 Discussion

The aim of the study proposed here was to build a web app prototype that provides security to
textual data using a multi-level security system that combines cryptography, steganography,
and differential privacy. A system that offered multi-level security by combining
cryptography, steganography, and differential privacy was built, and was implemented in an
interactive manner, successfully as a web app prototype.

From the study of existing literature it was seen from the studies by Elden et al., (2021),
Wagh et al.(2021), Rathore et al.(2022), Osman et al.(2022), M, P and G(2021), Alia, Al-
Tamimib, and Ahmed, (2020) and Chithra and Aparna(2023), that different techniques for
securing data, like cryptography, steganography, and differential privacy can be used together
for securing data, even though there was no studies that used all of the cryptography,
steganography, and differential privacy, techniques for securing data. These findings from
existing studies were supported by the results of the study carried out here, as it was seen that
the different techniques for securing data, like cryptography, steganography, and differential
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privacy, can be combined effectively for securing data. The objectives of the study were
achieved successfully.
The research question of the study was also answered successfully. The research question
was:

e Does the web app proposed in the study that combines techniques like cryptography,

steganography and differential privacy show a good performance in securing the data?

From table(2), it was seen that the web app prototype that was built here was able to
secure the data given as input to it in a secure manner. Finding the values of
performance metrics like the ciphertext entropy also helped in understanding the
effectiveness of the AES, and RSA encryption techniques that were used in the study
that was done, here.

The implementation of the RSA, AES, text compression, differential privacy and LSB
steganography were all difficult. However, as there was time for implementing the different
techniques, each of the methods were implemented by over coming the difficulties. The main
difficulties rose from the implementation of the RSA, AES, text compression, differential
privacy and LSB steganography, which were all unfamiliar. The study helped in
understanding and implementing the RSA, AES, text compression, differential privacy and
LSB steganography, which were effective methods for providing security to the data.
Understanding and implementing these techniques ensured that, these techniques can be used
in the future for securing data.

The study that was done here had a limitation, and this was that only text data was considered
in the study. There are other kinds of data like, images or files, however none of these kinds
of data was used in the study. The study could have considered data in the form of images or
files, etc,.

7.2 Conclusion

The study proposed here built a multi-level security system that combines cryptography,
steganography, and differential privacy. The system was implemented successfully as a web
app prototype. The cryptographic algorithms used in the study included, the RSA and AES.
The steganography was done using LSB. Providing security to data in the form of text was
done in the study that was done. The system was designed in a manner that it received text
data, and a cover image as the input. The data was encrypted using RSA, and the encrypted
text was compressed. The compressed and encrypted text was then added to the image given
as input using the LSB technique. The text was added successfully into the image, and the
image was encrypted using AES. Differential privacy was implemented and noise was added
to the encrypted data. The data was then stored in the database.

A web app prototype was then built , and the multi-level data security system was integrated
with the web app prototype. Since, the multi-level data security system was implemented as a
web app prototype, the working of the web app prototype was tested using Unit testing. The
results of Unit testing showed that all the functionalities of the web app prototype ie., the
multi-level data security system were working properly.

Currently, only text data was considered in this study. In future studies other kind of data,
like images or files can be considered for providing security using the multi-level data
security system. In the future, other encryption techniques other than the RSA, like the DES
algorithm can be used for encrypting the data received as input.
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9 Appendices
9.1 Appendix A

The web page for retrieving the data.

& Securevault Data Retrieval Q seorct F°d

Userl
e @ : ;

Select Data Title Upload Private Key Retrieve Data
hoose from your secured ovida yo e key for decryptio Jownioad your decryptad Inforry

select Data item

& Retrieve Data -~ Select an item -~

Private Key (.pem file)

# Choose Private Key File

0 For sc
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9.2 Appendix B

The code for the multi-level data detection system.
from Crypio PoblicEey impont BESA

fFrom Crypw Cigher import FECE]_ OAEP, AES
from Crypio Uil Padding impant nnped

impart baseid

imparnt ol

impan nnmmy 3snp

from PIL impart Imass

impart ia

impant st

defload imae={imas= path):

image =Imas= openfimas= path) comvert{RGE)
fetum np ey inss)

defload shape{file path):

with apen{file path, ‘i‘} af

shape dafa = fread()

retum struct nnpack{ T, shape data)
defaz_decrypydae, keyy:

iv =data[:14)

encrypred_dam = das[14:]

cipher = AES newikey, AEEMODE_CFE, iv=h)
retum nnpsd{cipher decrypienonymed dsta), AES block size)
def remave laplce motss{noisy_data, nodse):
noisy data = noisy_data astype{npintl §)

noise =noise %ﬂinﬂ-ﬁ}

clean_dat =np clipinodsy_data - nodse, 0, 25 Fastype(m nintd)
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rztumclean dat

daf extract dsta_from_tmess(stesp imass path):
stego_image =ovl #mread{sign_imas= path)
:ifﬁtei_:i:ﬂ:ﬂg! is None:

rzise ValueEmon(" Conld not load stego imass")
flat_imzse =stego_imags flatten])

lenzth bytes= flat dmazs[4] toles()

data lensth = inf from bytes(lensth bytes, byeorder=Thiz)
datz_bytes = flat_jmass[4:4+dats_lemsth] tabytes)
fetum data_bytes

def decompress_dat{compressed dam):

img pil =Image openfioByteslO{compressed data))
img aray = nparay(ime pd)

data_bytes =img array flaten ) mbytes])
retum data bytes rsteip(b =00

daf decrypr_data(sncrypred_das, privae_keay):
rsz_key =REAdmpon keyiprivare kev)

cipher = FECE]_QOAEP new(rs ey

encrymed bytes= basedd biddecode(encrypted dam)
decrypred dam = cipher decryp{ancryped_btes)
retum decrypted dat decods{ ntf-B7

daf decryption_phas={):

with upﬂ{*ﬁ_b&f}-‘hin", "E"} S

223 _key =fread)

with open{"moisy_dats bin®, ‘E‘)ﬁ £
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noisy_dsta = np frombufenfread(), dtype=np uintd)

with open{"moise bin®, "1h"as £

naisz = np frombu ffenf read (), dtype=mp im156)

originz]l shape= load_shaps{"imzs==_shapsbin™)

clean dat =remove laplo: poiss{paisy datz, noiss)
decrypted_daiz = 2es_decrypi{clan_data tobytes(), 2es_kay)
decryptad. imass = np frombuffendecrypied_dag, dtype=np uind)

d.ecnry 2= = decrypted_imagel:arizinal shaps{fi]* orzinal shape[1]+
s m:al;a]] imaze[-orizi orizinzl_shaps

decrypted image = decrypted imape reshape{orizina] shape)
save_image(decrypted_imase, "decrypied_stago pns")

retum " decryptad_stezo poz’

daf stemnosaphy sxwactim_plese{ses imazse path):
compressad_dat = extract data from dmass(stegn imaze path)
encrypred dat = decompress_deta{compressed data)

with open("privaie_leypem”, "% as £

private_kay = frazd()

decrypred,_dam = decrymt_dem{snorypred_dzm decodsw-B), private key)
remmdecrypted_dat

if_ mme =" main_ ™

decrypted steso path = decryption_phase()

nse_dat = stemnasraphy exwaction_phese{decrypied_stesp_path)
primt{"Sncoessflly retrieved hidden daz:™)

prinf{user data)
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from Crypio. Cipher impant PECS1_OAEPR, AES
from Crypio Util Padding impont pad, nnpad
impaornt basefd

impant v

{mpant nuampry s np

from PIL import Imas=

impant ia

impant as

impant stroot

def semerate_rsz keyvs()

kay =REA genenra{2048)

private key =key xpary k=)

puilic_key = keyputlickay() xport_key()
retum private_key, poblic_key

def encrym_data{data, public_l=y):

553_key = RSA impont_key(public_key)
cipher = PECE]_OAEPnewirs k=)
sncrypred_dam = cipher sncrypridan encod={wf-E)
retnm basedd bidencods{emonymed _daz) decods] ntf-8")
def compress_datadstz):

if ismstanca{data, str):

data bytes = data encode{nif-)

else:

datz bytes = datz
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array_lenzth = lendan_byes)

width = int(p.ceikap sqri{armay_lengh))

h=ight = widh

padded data =nppad{mp frombufendan_bytes, diype=npuinE),
{0, width * height - army_lenath),

made="constant")

img= padded dam seshape(height, widh))

ime pil= Imas= fromemay(ims, mode="1.")

buffer = joByisI0

img plsavedbuifar, formet="FNGE")

r=tum buffer g=tvains)

defembed detz into_imezss{dat mask imazs pad, owmpot dmazs pad):
mask jmage =ovlimread(mask imase path)

if mask imageis Mane:

raize Valu=Error"Could not load mask imas=")

datz_ties = np frombuffendata, dtype=npuintB)
dat_length=1len{dats_bytes)

ifdata_length+4 > mask imasssizs:

rzise ValnsEmos "D toa largs for the mask image")

flat imass = mask imass flanend)

lemsth_bytes =dafz lensthto_bys(4, byeardar=hiz)
flat_imazgs[ 4] = np frombuifenlenath byes, diype=npuini)
flat_image[4:4+da lensth] = dam by

sean image =flat imags rashapaimask image shaps)

covlimwrite{omput imass path, sieso_imass)
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feumstegn_imaze

defaes_encrypidata, key):

iv = o5 mandam{] §)

cipher = AES newikey, AES MODE_CFE, iv=iv)
encrypied dat = cipher encrypi{pad{dat, AES black sizal)
fetum iv + encrypred das

defzdd laplace_noise{dsts, mean={, sczle=0235)

nodse= Em.&]mlapl_ma{mm =108 daushape)astg_.-'ps{ﬂjnﬂﬁ}
noisy_deta = npclipidate + naise, 0, 235} astypenpnins)
retumnoisy data, nodse

dafload imae={imas= path):

image =Imas= openfimass path) comvent{RGET)

fetumnp armay{imaes)

defsave imss={imszs, path):

Image fromermy{imass) save{path)

print{f" Imas= saved at: {path}")

defsave sheps{shaps, file path):

with openifile_path, "wb")as £

forrite{stroct packIIT, *shape))

def stezznasraphy phase():

nsef_detils = "Tser: Alice, Email: alicef@iexample com, Phons: 123456 7890"
private_key, public_key = senerats 153 keys()

with upEﬂ{"m'ﬁE_]Ey.E‘, "w_ﬁ") =t
fwrita(private key)

with open{"mblc_keypem®, "wh')as
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Forita{public_key)

encrypred, dam = encrypmt_dam{user deils, public_k=v)
compressed_dat = compress_data(encrypred_dag)

embed_data jmo_imess{compressed deta, "maskjpg’, "stesp_imass pns")
prim{"3tasn imase created succesafully!™)

retum "sieg0_imags png”

def encryption_phese(image_path):

225, kmy = g5 random3)

Quipnt_jmase ='naisy_image png

image =load imass{imaze path)

originz]l_shape = imzz= shaps

imazz daf =imagzs flatten)

= Encryptthe imags data with AES

225 encrypied = aes enorypi{imass datatobyes(), aes_key)

= Addnodss and save

325 _encrypied_array = npfombuffenzes encryptad, diype=np nind)
noisy_dsta, nodse =add_laplace nodse(zes_encrpied aray, scale=0.1)
=Fzshaps and save the noigy imass

noisy_image = noisy_deta[ofizinal shep=[0]* originzl_shape[1]*
arigina]_shape[2]) reshape{orizinal shaps)

save_jmass{noisy imase, ompot imass)

= Save auxilizny files

save_shepe{orizinz] shape, “imssz shepe bin™)

with apen{’ass keyhin', "%} as key_file:

ke fila wrin(aes_key)

with open{"noizy_dam bin, "wlh') 2 dats file
data_file writ{noby_dsta tobytes())
with apan{"noisa bin", "wh') 25 naise file:
noise_fils wrispaise tabyt=s())

primt{ " Tmage enoryption completad snocessfulby!™)

stegn_image path =stemnography_phese()

encryprion_phase{stesn_image path)
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