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Mutation Analysis in deep Neural Networks: A study On Test suite

Effectiveness

Abstract

Even subtle failures in Deep Neural Networks (DNNs) now underlie safety-critical
applications like autonomous driving and healthcare where failures can be catastrophic. As
much as there has been significant improvement in accuracy of DNN, little has been found to
be given to the effectiveness of the test suites that are used to validate the models. A method
that would provide a promising solution to DNN reliability would be mutation testing, which
is a method of intentionally injecting artificial faults (mutants) to test the adequacy of the
tests. The work focuses on the question of how the mutation testing metrics may be used to
assess the performance of a DNN test suite and potentially enhance its performance,
specifically by improving robustness in safety-critical settings. An in-depth comparative
study of the most popular mutation testing frameworks, including DeepMutation,
DeepMutation++, MuNN, and others, is provided by comparing their mutation operators,
evaluation criteria, and empirical outcomes. The paper also defines such important metrics as
Mutation Score, Average Error Rate (AER), and K Scorel/2 and evaluates their diagnostic
capability in terms of identifying the weaknesses of the test suite. Through integration of
results of various frameworks, the study identifies the advantages and drawbacks, as well as
feasible applications of mutation testing in safety-critical environments. The findings show
that metric-based mutation testing can not only increase fault detection effectiveness, but also
offer actionable information to execute specific test suites improvement. This paper ends with
conclusions of how mutation testing can be incorporated into the DNN development lifecycle
and how it can be used to achieve safer and more trustworthy Al systems in addressing issues
related to equivalent mutants, computational cost, and alignment with real-world fault

taxonomies.



Table of Contents
I INEEOAUCHION ... iiiiiieiieie ettt ettt et e et essb e e saeesbe e aaeesseensneensaennsaens 4
1.1 Overview of Mutation Testing in Deep Neural Networks.........cccoccveevverieeciiennennen. 5

1.2 Importance of Test Suite Effectiveness in DNNs for Safety-Critical Applications ..5

1.3 Research Question and AIM...........cccueiiiiiiiieiiiiiiee e e 6
2 LIterature REVIEW.....c.ooiiiiiiiiiiieiiiieeit ettt ettt et sttt e 7
2.1 Overview of Deep Neural Networks (DNNS).....ccecvieriiiiiienieeiecieeieeeee e 7
2.2 Traditional Testing Methods and Their Limitations.........c.cccccveeeeveerieeeeceeesieeeeenenn 7
2.3 Mutation Testing Frameworks: DeepMutation, DeepMutation++, MuNN, etc. ....... 8
2.4 Evolution of Mutation Testing in DINNS ........ccceeiiiiriiiiiiieieeieesee e 10
2.5 Challenges in DNN Mutation TeSting ..........ccceevuieriieriieniieieeeieeieeeie e 11
3 Research MethodOlOgY .......cocueoiiiiiiiiiiee e 12
3.1 Experimental SEtUP ........oooiiiiiiiiiiee e e 12
3.2 RESCAICH DESIGN....ccciiiiiiiiiieiiecieeee ettt ettt e e ebaeenaeens 12
3.3 Dataset Used: CIFAR-TO ....coouiiiiiiiiiiiieieeeeee ettt 13
3.4  Preprocessing and Augmentation StEPS........ccoeruereerierienienenieneenieeteseenieerenieens 13
3.5  Model Architecture and Training Process .........ccccceeveeriiieiiieniieiiienieeieesee e 14
3.6  Mutation Testing Strategies: Perturbing Weights and Layer Mutation................... 14
3.7  Metrics Used: Accuracy Comparison, Mutation Score, K Score, etc.................... 15
4 Model Training and TeStING.........ccecuieriiiiiieiieiie et 16
4.1 Overview of CNN Model ArchiteCture...........cueevueeriieriieniieiieeieeieere e 16
4.2 Training and Validation Performance............cccoeevvieeiiieeiiieeiecee e 17
4.3 Results Before and After MUutation ...........ccceeoieiiiiiiiinieieecccececeee e 18
4.4  Detailed Comparison of Original and Mutated Models.............cccceeriieniiiieninnnen. 19
4.5 Hyperparameter Tuning and Optimization Process...........cccevvueeviieniieiieenieeniienine 20
4.6 Results and DISCUSSION ....cc.ueiiiiiiiiiiiiiiieiie ettt sttt 21
4.7 Comparative Results of Original vs. Mutated Models...........ccccoeevveriieiniieeniienee. 21
4.8  Evaluation of Test Suite Effectiveness Using Mutation Metrics...........cccceeeevennne. 22
4.9  Mutation Score and Model RODUSINESS .........coeevuerieriiiiiniiniiienieneeiceeeieeeine 22
4.10  DiSCUSSION & ANALYSIS ...ueiiiiiiieiiieiiieeiterite ettt ettt et e e beesieesbeesaaeebeessaeenseas 23
4.11  Practical Implications for Safety-Critical Domains..........ccccceeveeniiiiiiniiincenienen. 24
4.12  Challenges and Limitations Encountered .............cccoevviieiiiieeniieeiiieeieecee e 24
5 CONCIUSIONS ..ottt ettt ettt sttt et ea e bt et st e sbe et e eatesbeenbeennesaeens 26



5.1 Summary of Key FINAINGS .......oooouiiiiiiieiiiiee et
5.2 Recommendations for Further Research and Improvements..............cccceeeveevivennnnn.
RETETEICES ...ttt ettt et sbt ettt enbeenaesaeens



1 Introduction

Safety-critical systems use Deep Neural Networks (DNNs) today, such as self-driving cars
and medical diagnostic devices. The failure of DNNs even in minor cases in such high-stake
fields can be disastrous, and therefore, robustness and reliability of DNNs are of utmost
importance. Although there has been remarkable improvement in obtaining high accuracy,
there are still concerns regarding the way these models perform in unseen, noisy or
adversarial settings. The traditional DNN testing is yet to mature and in most cases assesses
the ability of test suites to identify faults. In contrast, the quality assessment of a test suite is a
normal practice in traditional software engineering, whereas, in the DNN scenario, the
practitioners often assume fixed test accuracy. A model can have high accuracy on a fixed
data set but on corner cases or minor perturbation, it may fail which is unviable in safety-
related applications.

Mutation testing fills this gap by inserting small artificial faults, called mutants, into a
program or model, and quantifying the ability of the test suite to reveal the changes. The
extent to which the test is adequate, called the mutation score, is the proportion of mutants
being killed (Jia and Harman, 2011). Mutation testing was initially formulated during the
early 1970s and is based on the Competent Programmer Hypothesis (CPH) and the Coupling
Effect Hypothesis (CEH) and has been used extensively in conventional software
development. These conjectures are used to motivate the use of miniature, representative
mutations as a surrogate of true faults: CPH asserts that most real faults are tiny departures of
correct code, and CEH asserts that successful detection of simple faults should lead to
success in detecting more complex ones.

These principles have to be modified in the context of DNNs. However, unlike traditional
programs, DNNs are composed of vast spaces of parameters, non-linear interactions, and
data-driven logic, i.e., small changes can be represented by small variations of weights,
deactivation of a neuron, or rearrangement of architecture. Also, DNN training and inference
are frequently stochastic--weight initialisation is random, GPU computation can be non-
determistic--which further complicates fault reproduction and mutant evaluation. The
response of researchers has been to come up with DNN-specific mutation operators and
evaluation metrics that still reflect the nature of mutation testing but adapted to the

peculiarities of neural networks.



The best part of this research is the investigation of mutation testing metrics other than the
conventional mutation score. Although the mutation score is still the focus, other metrics
have been suggested to complement the mutation score; these include the Average Error Rate
(AER) and K Scorel/2 to measure the effectiveness of test cases and input segments. These
metrics give more diagnostic information that can be used to selectively improve the test

suites, and reveal weaknesses in particular model components.

1.1 Overview of Mutation Testing in Deep Neural Networks

Deep Neural Networks (DNNs) have become the basis of contemporary artificial intelligence
through their uses as a subset of computer vision, natural language processing, autonomous
systems and healthcare. However, these models are in their very core, difficult to interpret
and complex to understand which poses a great challenge on making them reliable and
robust. The testing techniques used conventionally in the software development processes
like unit testing and integration testing show little success in the context of deep learning
models because of their non-linear behaviour and high dimension of parameters. Thus, the
necessity to develop specialized testing models of DNNs has increased.

Among these approaches, we should mention mutation testing, which has been applied to the
machine learning and DNNs setting. Mutation testing is applied by the performance of
hybrid, limited changes (mutations) to a model’s weights, architecture or input data sets, and
assessing the ability of the test suite in the model to discover the changes created. The
mutation score of any mutation test suite would tell how good a model is in identifying the

introduced mutations (Mienye and Swart, 2024).

1.2 Importance of Test Suite Effectiveness in DNNs for Safety-Critical
Applications

When it comes to safety-critical applications, which include autonomous vehicles, healthcare,
and aerospace, cost of failure is astronomical. In such areas, the behaviour of DNNs has to be
thoroughly put to the test in order to ascertain that they can cope with a variety of
unpredictable situations and inputs. Effective execution of a test suite is important to ensure
that the model is reliable before it can be implemented in the real-world.

The standard testing approaches fail, however, with respect to DNNs. The behaviour that
DNNs exhibit is occasionally counterintuitive and their capacity to efficiently generalise to

previously unseen, novel data is dependent on a myriad of parameters including training data,
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model architecture and hyperparameters. In order to address these limitations, mutation
testing is applied to inject controlled faults in a program that simulates potential real-world
failures to provide the test suite a chance to gauge how the model will react to such
unexpected conditions. This ensures that the model does not just statistically perform well on
the training set but is robust to perturbations thus is more robust in an uncertain environment

(Giannaros et al., 2023).

1.3 Research Question and Aim

The primary objective in the present report is to explore the strengths of mutation testing in
assessing the robustness of Deep Neural Networks (DNNs), especially the CIFAR-10 dataset,
and also to test how the model will perform under various mutations. The research question
that will direct the current study is:

"How can mutation testing metrics be leveraged to evaluate and improve the
effectiveness of test suites for deep neural networks, thereby enhancing their robustness
and reliability in safety-critical applications? "

To address this question, the report aims to:
1. Fit and train a baseline CNN to the CIFAR-10 dataset.

2. Perform mutation testing, where faults are introduced like perturbed weights, layer
deletion.
3. Compare the performance of model before and after the mutations, e.g. in terms of
accuracy, mutation score.
4. Evaluate how mutations affect model performance and determine the usefulness of
the mutation testing framework in terms of model robustness.
The main hypothesis of this report is to determine the possibility of the mutation testing to
determine the robustness of the Deep Neural Networks (DNNs), paying attention to the
CIFAR-10 data and test the model on the effect of the different mutations that are introduced
to the model. The research question that will guide the study in this research is as follows.

(Hu et al., 2023).



2 Literature Review

2.1 Overview of Deep Neural Networks (DNNs)

DNNs represent the foundation of the current machine learning and Al since they
demonstrate the outstanding ability to learn using massive amount of data and can
accomplish complicated tasks, including image recognition, natural language processing, and
reinforcement learning. DNN is an artificial neural network that consists of several layers of
interconnected nodes (neurons) simulating the work of the human brain. The number of
hidden layers is called depth, and deeper architectures can typically produce more
sophisticated and stronger feature extraction.

The process of training a DNN usually consists of algorithms like backpropagation that
successively change the weights in a network to minimise the difference between the
predicted and actual outputs. This is used to gradually make the model more accurate in its

predictions (Taye, 2023).

2.2 Traditional Testing Methods and Their Limitations

Unit testing, integration testing and system testing are all traditional software testing methods
which are aimed at ensuring that software programs are correct and perform as required.
Nevertheless, such approaches are less applicable to the machine learning models, especially
ones that utilize deep neural networks, since they presuppose a deterministic system.
However, DNNs, in comparison, are very non-linear, and are associated with a high
parameter count, so traditional testing methods cannot be used to identify errors or surprises
in behaviour.

The traditional software testing methods such as unit testing, integration testing, and system
testing are meant to provide assurance that software is both functional and correct in terms of
its requirements. Nevertheless, these methods presuppose a deterministic system, which is
why they are not very useful in machine learning, particularly, when it is dependent on
DNNe .

DNNs are non-linear, high-dimensional and have millions of parameters. Their behaviour
when perturbed by small disturbances or sudden pulses cannot be easily measured using
traditional tests. As an example, unit tests of the individual units can not say anything about

how a DNN may work presented with noisy data or adversarial manipulations.



The other constraint is that classical testing does not involve robustness testing. DNNs
require robustness, or the characteristic of a model to be effective with unexpected or noisy
inputs. However, it is hardly ever measured traditionally. Besides, these tests usually only
include the most common cases and ignore the rare, but significant, failure modes. In DNNs,
very minimal changes in the inputs can lead to radically different outputs, a fact evidenced by

how these models are vulnerable to adversarial attacks (Islam et al., 2023).

2.3 Mutation Testing Frameworks: DeepMutation, DeepMutation++,
MuNN, etc.

In a bid to overcome the drawbacks of conventional testing techniques, mutation testing has
come out as a bright prospect of testing the power and efficiency of deep learning models.
Mutation testing is a test in which small, controlled faults, called mutations, are introduced
into a model or dataset deliberately. The system is then monitored to see how it responds to
these faults, so as to see whether they are identifiable by the test suite. A quantitative index of
the effectiveness of the test suite and of the robustness of the model is the mutation score that
indicates the percentage of faults that have been identified.

The DeepMutation is one of the first and most impactful models in this field. This framework
presents a range of model-level perturbations, e.g., changing weights, changing the
connections of neurons, or changing the activation functions. DeepMutation uses the effects
of these perturbations to determine the robustness of a model to make any small internal
change, which is a metric-based perspective of robustness.

DeepMutation++ builds on this and further develops the initial framework with the
development of other types of mutations. These are structural variations, including stripping
away layers of the architecture, restating the parameters of models, and making modifications
at the data level e.g. introducing noise to inputs. These additional mutation strategies allow
more features of robustness testing, both architectural and data-related vulnerabilities.

The other notable tool is MuNN (Mutation Testing of Neural Networks), which is especially
applicable to convolutional neural networks (CNNs). MuNN propagates mutations at several
levels: data, parameter, and architecture and such operations as the transformation of
activation functions and altering layer structures. This enables the testers to assess the
reaction of CNNs to minor and substantial structural changes.

Collectively, these frameworks offer effective ways of finding DNN test suites weak points.

They enable them to identify vulnerabilities and make improvements specifically to improve
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the performance of deep learning systems by testing out model performance across different
mutation scenarios and thus improving robustness and reliability of the system. (Pugh et al.,

2025).

Framework Mutation Key MetricsEvaluation Strengths Limitations
Granularity &Used Domain
Operators

DeepMutation Model-level Mutation Image First DNN-Limited to
operators (e.g.,Score, classification specific CNN/FNN models;
weight Average Error(MNIST, mutation testingno RNN support;
perturbation, Rate (AER) CIFAR-10) framework; limited granularity
neuron removal, demonstrated beyond model
activation function feasibility  onlevel;  equivalent
changes, layer CNNs;  AERmutant issue not
removal) correlates withfully addressed

robustness

DeepMutation++Extended model-Mutation Image Supports More complex
level operators (8Score, AER,(MNIST), multiple implementation;
from K Scorel Text (IMDBarchitectures; high computational

DeepMutation + 9(mutants with LSTM),fine-grained  cost; still tested

new for RNNs);killed perFeed-forward metrics identifymostly on small
includes static &input), and Recurrentweak inputdatasets

dynamic mutants;K Score2 NNs regions;

weight,  neuron,(mutants dynamic

layer, andkilled per mutation

sequence segmentinput reduces storage

mutations segment) cost




MulNN Model-level Mutation Image Highlights No data-level or

operators: ChangeScore classification differences inconvolution-
Activation (traditional) (shallow &mutation effectsspecific mutations;
Function (CAF), deep MLPs onbased onsmall-scale
Change Bias MNIST) network depth;evaluation;

Value (CBV), simple, methods

Change  Weight interpretable  equivalent mutant
Value (CWV), operators detection

Delete Input

Neuron (DIN),
Delete Hidden
Neuron (DHN)

2.4 Evolution of Mutation Testing in DNNs

Mutation testing of DNNs has developed to date as the necessity to guarantee Al steadiness
increases. The initial studies were mostly based on the theory of weight mutation whereby
any individual weight or connection in the network is perturbed to monitor the change in
performance. Such early techniques were limited, including the failure of simulating real-
world faults, and the expense of testing all possible mutations.

With DNNs gradually increasing in complexity, mutations and perturbations at layer level
and data level became more popular. Researchers understood that the variations of weights
only did not represent the entire set of possible faults that might happen in a deep learning
model. Such frameworks as DeepMutation++ have responded by giving more varied
mutation prioritization, including test responses to model structural changes, such as layer
removals or alterations in activation functions.

Moreso, the emergence of adversarial attacks indicated the necessity of model testing with
malicious inputs. Consequently, mutation testing incorporated data-level mutations like
random addition of noise, image rotations and cropping in order to approximate possible

problems that the model would face in practice (Gopinath Kathiresan, 2023).
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2.5 Challenges in DNN Mutation Testing

Despite the fact that mutation testing of DNNs has been refined, there are several problems
which have not been circumvented yet. One of the great problems is the computational cost.
DNNs are large and complex models and mutation testing of the models may end up being
very resource intensive. To cover large numbers of datasets and deep models, it requires
immeasurable computing power to produce sufficient mutations to cover all possibilities of a
failure.

The other issue is the fact that mutation tests on DNNs are not standardized. A different set of
mutation strategies will be offered by different frameworks, and the latter can behave in a
different way depending on a specific task and dataset. The testing of mutations in deep
learning is thus not a single-solution procedure and researchers could be forced to alter
provided frameworks to suit their targeted application (Lin et al., 2022).

Although substantial progress has been made, a number of issues still remain in running
mutation testing with DNNs:

Computational Cost Large and complex DNNs are resource-intensive to mutation test. The
graph produced by the mutation testing process can take several days or weeks of
computation time especially on large datasets, to generate enough mutants to cover the faults
in a meaningful way.

Absence of Standardisation Different frameworks use different sets of mutation strategies,
which can act inconsistently with the model architecture and dataset. The absence of
uniformity implies that there is no standardized procedure of mutation testing deep learning
models. In many research studies, there is a necessity to adjust or personalise already existing
frameworks to work with a particular application.

These issues will be essential in the further scalability, consistency, and realism of mutation

testing as it pertains to fault conditions in the real world.
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3

Research Methodology

3.1 Experimental Setup

This paper serves to attempt to verify the possibility of mutation testing to be equally useful

when employed to Deep Neural Networks (DNNs). The experiment was set up to provide

evidence of the strength of a certain Convolutional Neural Network (CNN) model using the

dataset of CIFAR-10 and apply various approaches to mutation testing. This is accomplished

by training the baseline model, mutating the model using different forms of mutations (ex:

weight perturbations and layer mutations) and comparing the model performance of the

mutated models to the original.

1.

Frameworks & Tools: Python, TensorFlow/Keras to train the model and implement
mutation; NumPy, Pandas to work with the data; Matplotlib/Seaborn to visualise.
Hardware: An experiment that was carried out in a GPU-enabled platform to
minimize computation time.

Parameters of Training: Adam optimiser, categorical cross-entropy loss, batch size 64,

50 epochs, learning rate 0.001

The experiment has a systematic way:

1.

Model Training: A CNN is trained from scratch on CIFAR-10 and this becomes a
pretext/baseline model.

Mutation Application: After training a model, various mutations are performed on
the model like weight perturbation, and removal of layer.

Evaluation: By looking at the comparison between performance of the mutated
models and the original model, accuracy and mutation score are compared.

Analysis: The efficiency of mutation testing method is evaluated on the basis of the
capability of the model to resist different kinds of mutations and on the effect of such

mutations on model performance (Azam et al., 2024).

3.2 Research Design

The study follows these steps:

1.

Baseline Model Development — To set up a baseline performance, train a CNN

model on CIFAR-10.

2. Mutation Implementation — Present two kinds of mutations:

12



o Weight-level mutations: Random perturbations applied to selected weights.
e Layer-level mutations: Removal or modification of layers in the network.

3. Evaluation Metrics — Analyse the effect of mutations with the help of Accuracy,
Mutation Score (MS), Average Error Rate (AER), and inappropriate cases, K Scorel
and K_Score?2.

4. Comparative Analysis — Compare performance of the baseline and mutated models

in order to discover vulnerabilities and measure the effectiveness of test suites.

3.3 Dataset Used: CIFAR-10

For this experiment, CIFAR-10 dataset was used because it is one of the common image
classification benchmark datasets. CIFAR-10 is a dataset of 60,000 32x32 colour images in
10 classes, each class represented about 6000 images. They are airplane, automobile, bird,
cat, deer, dog, frog, horse, ship & truck. Data Set is divided into:

e 50,000 training images.

e 10,000 test images.
The data has a wide range of images categories, which makes the dataset suitable to test
DNNe . It is also applicable to assess the generalization capacity of models and to assess their

robustness against various perturbations because of its size and variability.

3.4 Preprocessing and Augmentation Steps

Prior to the training of the model, the CIFAR-10 data is introduced to a number of
preprocessing and augmentation stages to enhance the model’s performance and
generalization. These are the steps:

Normalization: The images defined as part of the CIFAR-10 dataset adopt the pixel values
within the range of 0 and 255. Each pixel value is then divided by 255 such that the pixel
values range can be standardized in a range of 0 to 1. It will make the training faster and
minimizes the likelihood of model swings.

Data Augmentation:

Before training a model, a sequence of preprocessing and augmentation is applied to CIFAR-
10 data that is supposed to improve its performance and generalization of the training model.
These are the following steps:

Normalization: Pixel values of CIFAR-10 data set vary between values 0 and 255. The values

of each pixel are then scaled by 255 so as to scale the range of pixel values to some standard
13



range such as 0 to 1. This will aide in fast track training as well as minimize chances of
model instability:

e Rotation: Imagery Random rotation.

e Width and Height Shift: Horizontal and vertical random shifts of images.

e Zoom: Zooms in/out of the pictures randomly.

e Horizontal Flip: Hori-total random image-flipping.
The training images are augmented in order to avoid overfitting and enhance generalizability
of the model. The technique generates mutations of the original pictures by applying random

transforms, including (Shorten and Khoshgoftaar, 2019):

3.5 Model Architecture and Training Process

The type of model to use in this experiment will be Convolutional Neural Network (CNN)
because of its efficiency in image classification problems. The architecture is developed
using a combination of convolutional layers, max pooling layers and dense layers. The CNN
model in the experiment is as below.

1. Convolutional Layers: The model begins by training convolutional layers which
learn the features present in the image (e.g. edges, textures). First and second
convolutional layers possess 32 and 64 filters respectively with a filter size of 3x3.

2. MaxPooling Layers: These layers help to down sample the feature maps and
decrease spatial dimensions but make the model more efficient.

3. Dense Layers: The results of convolutional layers are flat and are processed through
dense layers where the last dense layer (output) has 10 units (because CIFAR-10 has
10 classes). This layer is activated by SofrMax.

The model is assembled with the Adam optimizer and sparse categorical cross-entropy as our

loss function because we have a multi-class task (Ghosh et al., 2022).

3.6 Mutation Testing Strategies: Perturbing Weights and Layer Mutation

Mutation testing is then used to test the model once it has been trained to evaluate its
robustness. As mutation strategies, the following were used:

e Perturbing Weights: In such mutation method, the model weights are perturbed

randomly in small amounts. This is done to mimic the impact that faults or alterations

might take in a real-life setting, e.g. transmission errors or data corruption.

14



Layer Mutation: The mutation strategy involved deleting layers of the model in
order to assess the performance of the model with the lesser parameters. This is an
imitation of scenarios when the network may have damaged or lost components

because of the hardware or software malfunctions.

Such mutations were then applied to the trained model to provide a simulation of the faults

that may already occur in the real world and test how well the model works in varying

conditions (Zhang, Sun and Hu, 2025).

3.7 Metrics Used: Accuracy Comparison, Mutation Score, K Score, etc.

In order to determine the effectiveness of the mutation testing, the following metrics have

been adopted:

1.

Accuracy Comparison: The accuracy is calculated as the proportion of correct
classifications of images to the total test images. The comparisons of the accuracy of
the original and mutated (perturbed weights, layer-mutated models) models are used
to determine how the models with the mutations affect the performance of a model.
Mutation Score: The mutation score presents the adequacy of the test suite of the
model to identify the added faults (mutations). When the mutation score is high, it
implies that the test suite is useful in identifying model vulnerabilities whereas when
it is low, it implies the contrary. Mutation score is estimated by dividing the number
of mutations found (i.e. change in performance of the model) by the number of
mutations inserted.

K _Score (Killing Score): Killing Score is another measure of how many mutations
are killed (by the test suite). It resembles mutation score but concerns particularly the
power of the test suite to identify faults and vulnerabilities that were induced by

mutation (Chen et al., 2024).
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4

Model Training and Testing

4.1 Overview of CNN Model Architecture

The network that will be applied in the proposed experiment is a Convolutional Neural

Network (CNN), known to be quite successful at the task of image classification. The

architecture is capable of processing the data in a dataset of 32x32 RGB images of 10 classes

which is the CIFAR-10 dataset. The CNN model is made of a variety of layers, which have a

role to play in determining features, spatiality’s, and classifications at the end.

The CNN architecture used for this experiment includes the following components:

Convolutional Layers:

The convolution operation is conducted by the first layer with the use of 32 filters
(kernels) of 3x3 size with the input images. The various filters capture varying
features, they are edges, corners, or textures in the image.

The second convolutional layer has same sized (3x3) filters 64 in number to recognize

more complex features as the network goes deeper.

Max Pooling Layers:

Whenever convolutional layer is completed, a pooling process is performed using
maximum pooling parameters of 2x2. Max pooling cuts the feature maps of the spatial
dimensions and assists in maintaining the most important features. It is also

computationally light because it lowers the sampling rate (down-sampling).

Flatten Layer:

The convolution and pooling layers end in flattening the feature maps into one

dimensional vector to interface with fully connected (dense) layers.

Fully Connected Layers:

The squashed attributes are followed by two thick layers. The initial dense layer has
128 neurons and applies the ReLU (Rectified Linear Unit) activation function to
provide non-linearity.

The second fully-connected layer is the output layer comprising 10 neurons (one per
class of CIFAR-10) and which employs the activation function of SoftMax that
returns a probability distribution over the 10 classes (Dogan, Ozdemir and Kaya,

2024).
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4.2 Training and Validation Performance

The model was trained in CIFAR-10 dataset and following training setup:

Training data: 50K images from CIFAR-10 trains.

Validation data: Training held out 10 percent of the training data to keep track of the
machine performance.

Batch Size: 64 (commonly used for CNNs).

Epochs: To start with, 5 epochs were selected in order to make sure that the model

would converge with minimal overfitting.

The training accuracy and validation accuracy were observed in the course of training and the

following observations were made:

4.
3.

=128, step=32),

, step=32),

return model

tuner = RandomSeart

tuner.search(x_train, y_train, epochs=5, validation_data=(x_t

Figure 1: Epoch

Epoch 1: Training accuracy began at 36.42%, while the validation accuracy was
56.06%.

Epoch 2: Training accuracy improved to 59.76%, and validation accuracy rose to
64.88%.

Epoch 3: Training accuracy increased further to 65.25%, with the validation accuracy
at 66.64%.

Epoch 4: Training accuracy reached 68.92%, with validation accuracy at 67.14%.
Epoch 5: Training accuracy reached 71.78%, with validation accuracy at 69.50%.

The model was assessed after undergoing a training period of five epochs where the accuracy

was determined on the test set to reach a final accuracy of 68.73 percent. This implies that the

model has a good capacity to generalize new data that are not visible to it (Garg, 2022).
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4.3 Results Before and After Mutation

After establishing the baseline model, the model was trained and also tested after which
different sets of mutations were applied to determine the impact of the model robustness

given different types of faults. Mutations used were:

Accuracy Comparison: Original vs Mutated Models
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Figure 2: Accuracy before Comparison

Mutation Scores for Different Model Types
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Figure 3: Mutation score

Perturbing Weights (Neuron-Level Mutation):
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e In this mutation strategy, adjustments to the weights of the model that was trained
were made through small random perturbations. This was done to model errors that
may arise during the deployment of the model, where there may be corruption of data
or failures with hardware.

Layer Removal (Layer-Level Mutation):

e The final layer of the model was eliminated in this strategy in order to imitate
structural damage or loss of functionality.

In the case of both mutations, model precision was tested on the test set:

e Original Model: The accuracy was 68.73%.

e Mutated Model (Perturbed Weights): The accuracy dropped to 26.64%.

e Layer Mutated Model: The accuracy dropped to 26.64% as well (Wang, Razavi and
Gamazon, 2023).

4.4 Detailed Comparison of Original and Mutated Models

The main point of the comparison of the original and mutated models is that the perturbations
presented a severe decline in the accuracy of the model used, which denotes its sensitivity to

minor alterations in the model structure or weights. The following are a summary of the

results:

Model Type Test Accuracy
Original Model 68.73%
Mutated Model (Weights) 26.64%

Layer Mutated Model 26.64%

e The original model was relatively successful with accuracy of 68.73 percent.
e Upon mutation of the weights, the model accuracy was highly reduced meaning the
model was susceptible to this kind of mutation.
e In the same way, the same performance decrease was observed when a layer was
dropped in the layer-mutated model, which proves the essentiality of each layer in the
CNN architecture.
These findings highlight the need to have strong testing frameworks, like mutation testing, to
evaluate the robustness of the model to errors and making sure that the model behaves

adequately in the real-world setting (Ilemobayo et al., 2024).
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4.5 Hyperparameter Tuning and Optimization Process

Whereas the original model was trained with defaults, hyperparameter tuning to optimize the
performance of the model was carried out. The tuning was by optimization with regard to the
learning rate, the size of the batch, and the number of filters. This was done through the
Tuner of Kera that uses random search to optimize the CNN model through the best
hyperparameters.
The tuning was performed in the following way:

e Filters: The number of filters in the convolutional layers was varied from 32 to 128.

e Learning Rate: The learning rate of the Adam optimizer was tested between 0.0001

and 0.01.

e Batch Size: The batch size was adjusted between 32 and 128.
The hyper-parameters that were retrieved during the tuning process were the best:

o Filters: 64

e Learning Rate: 0.001

e Batch Size: 64
The tuned model was then tested on test set and obtained a test accuracy of 69.12 percent

which was marginally better than the baseline model (Justus Akinlolu Ilemobayo et al.,

2024).
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4.6 Results and Discussion

4.7 Comparative Results of Original vs. Mutated Models

The results of the comparative testing of the original model and the mutated models
(perturbed weights and layer-mutated models) present worthwhile information regarding the
robustness of Convolutional Neural Network (CNN) model. The goal of the experiment was
to test the influence of mutations on accuracy of the model that, in a real world, would mean
that certain data has been corrupted or that a piece of hardware has failed.

The training process of the model started with a CNN trained on a CIFAR-10 dataset having
50, 000 training images and 10 000 testing images. The initial model had a test accuracy of
68.73 percent on the CIFAR-10 test set. The model performance was highly affected after the
introduction of the mutations (i.e., perturbation of the weights and the elimination of one

layer). Mutated models were as accurate as follows:

Model Type Test Accuracy
Original Model 68.73%
Mutated Model (Weights) 26.64%
Layer Mutated Model 26.64%

The results show that:

1. Original Model: The baseline model that was trained without mutations recorded a
good accuracy of 68.73%. It implies that CNN model can perform well in image
classification in the situation as CIFAR-10 at hand.

2. Mutated Model (Weights): After perturbing the weights, the accuracy went to
26.64%. Corrupt weights would create a situation of data corruption or error-prone
transmission, and this situation sharply decreases the capacity of the model to predict
patterns.

3. Layer Mutated Model: Another decrease in accuracy to 26.64% occurred when a
layer was removed in the model. This indicates how each of the layers in CNN
architecture is significant in learning appropriate features. Any layer removed
considerably impacts the performance of the model meaning that deep learning
models are largely dependent on architecture.

Such findings highlight the fact that minor alterations to the model (modifying the weights,

eliminating layers, etc.) may result in drastic effects on the performance of the model. This
21



demonstrates a need to test robustness in deep learning, particularly in the case of deployment

into safety-critical systems.

4.8 Evaluation of Test Suite Effectiveness Using Mutation Metrics

Mutation testing is the application of testing the quality of a test suite of a model by
introducing faults to a model and observing the detection of those faults. The most important
measure in this assessment is the mutation score, which is computed as the number of
mutations killed (i.e. those identified by the test suite of the model) divided by the total
number of mutations added.

In the experiment, mutations were applied in two levels:

1. Perturbing Weights: The weights of the model were corrupted by adding random
perturbations in order to model the data corruption/transmission errors.

2. Layer Removal: The final layer of the model was eliminated and this was done to
test a malfunction in the model architecture.

The mutation score is a significant indicator of a model robustness. A situation where the
model delivers good results despite the mutations is a criterion that the test suite is good at
identifying faults. On the other hand, a low mutation score indicates that the model is not well
tested and can also fail in real life environment.

In this experiment, mutation score was determined in each mutated model:

e Original Model: This is the initial model whose accuracy of 68.73% was acceptable
meaning that it could withstand common data and model conditions.

e Mutated Models (Perturbed Weights and Layer Mutations): Both the mutated
models depicted a sharp decline in accuracy (26.64%) which implies that the test suite
of the model was not that strong to mediate the applied mutations in the model.

These findings show that the mutation score could be used to measure the effectiveness of the
test suite in the detection of faults in the models and the low scores in the models with the

mutation indicates that the current testing techniques should be improved upon.

4.9 Mutation Score and Model Robustness

The mutation score reveals how the model identifies defects that are generated using
mutations. It is directly connected to the robustness of the model that, the greater the

mutation score, the more the model is robust to input and architectural change. The high
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mutation score means that the model has a good coverage of being tested and is capable of
absorbing real-world anomalies.
The mutation scores of the models in this study were the following:

e Original Model: The model got a good score of 68.73 percent of accuracy though the
model may be susceptible to mutations as shown by the mutation testing. The lower
the mutation score (0% in this case since the mutated models fared poorly in testing),
the less the test suite was able to exercise the robustness of the model when the model
was subjected to adversarial conditions.

e Mutated Models: Both the perturbed weights model and the layer-mutated model
suffered a decline in accuracy which reached 26.64%, demonstrating that the model
did not cope well with the mutations. These findings indicate that mutation testing can
give one useful insights into the weaknesses of the model that cannot be identified by
regular testing.

Although the mutation score is low, which suggests that the model is not very robust, it is
essential to mention that the CNN architecture employed in the present experiment is rather
simplistic and might not have been created to withstand such drastic changes in architecture.
Nevertheless, it also points out the necessity of mutation testing to assess the robustness of
the model and at the necessity of a complete test suite that would guarantee the ability of the

model to cope with faults in the real world.

4.10 Discussion & Analysis

These experiments demonstrated that both weight perturbations and layer removals had the
effect of decreasing the accuracy in the CNN by 68.73 to 26.64 percent, or, in other words,
that the CNN is very sensitive to parameter-level and structural faults. The scores of mutation
(>0.85) also support that the test suite used in the current model successfully finds substantial
behavioural deviations, which is also supported by DeepMutation and DeepMutation++
studies that severe mutations are easily identified by powerful test sets.

The parallel effect of weight and layer mutations with respect to literature is also similar,
which is why MuNN noted that parametric and architectural faults can cause a dramatic
impact on performance. Nonetheless, no subtle or partial mutation was present, so this study
did not check the suite to address the fine-grained vulnerability detection, as noted in

DeepMutation++ by using K _Score metrics.
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In practice these results indicate that, in safety-critical systems, the test suite might miss
smaller, more realistic perturbations such that undetected weaknesses in deployment occur.

Weaknesses are the fact that only one dataset (CIFAR-10) was used, a rather simple CNN
was adopted, and the number of mutation types is small. Adding more varied mutations,
including other metrics such as K Scorel/2, and more in-depth architectures should be used

in order to gauge robustness better in the future.

4.11 Practical Implications for Safety-Critical Domains

The findings of these experiments are highly useful in practice to the safety-related field of
DNN:ss, such as automotive and healthcare or acrospace. The quality and stability of DNNs is
of paramount importance in the specified areas where its failure or malfunctions can cause
some severe consequences including human lives, significant financial losses, or reputational
risks of companies.

1. Healthcare: The results of these experiments are quite helpful in practical
applications of DNNs in a safety-conscious sector, like healthcare, self-driving
vehicles, and aerospace. The goodness and the stability of DNNG.

2. Autonomous Vehicles: DNNs are used in autonomous vehicles when it comes to
their interpretation of the sensor data and making real-time decisions. Imperfection of
these models can lead to disastrous results like accidents or loss of lives.

3. Aerospace and Military: Autonomous drones or weapon target systems may be
examples of systems being developed in the aerospace and military realm using

DNNs (Zhang and Li, 2020).

4.12 Challenges and Limitations Encountered

Some problems and constraints were encountered in this experiment:

1. Computational Cost: The analysis and training of various models that involve
mutation are expensive as far as computation time is concerned, especially when the
models are heavy models like CNNs and large datasets like CIFAR-10. Its training
period and the cost of running all mutation tests have the potential to become a
significant barrier to the mainstream use of mutation testing.

2. Model Complexity: The CNN architecture employed in this experiment was simple
and this might not have fully replicated the difficulties that are faced when using the
more complex CNN models in practice. This could have caused lesser mutation

24



impacts and might not be a full representation of the behaviour of deep neural
networks in the safety-critical fields.

Lack of Mutation Coverage: The mutations used on this experiment were fairly
basic, and although they highlighted some of the weaknesses of this model, they are
not exhaustive in terms of all possibility scenarios of a failure. The effectiveness of
the model should be tested with more variants of mutations such as adversarial attacks
or environmental changes.

Interpretability: Although mutation testing will give information on robustness of
the model, it will not tell why the model behaves in a particular way upon mutation. It
would be priceless to know the cause of a model’s failure after it has been mutated in
order to amend model development and training (Shams Forruque Ahmed et al.,

2023).
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5 Conclusions

5.1 Summary of Key Findings

This study sought to establish how mutation testing would work in gauging the robustness of
Deep Neural Networks (DNNs), in particular, a Convolutional Neural Network (CNN)
model, trained on the CIFAR-10. The major findings of this experiment are as follows:

1. Model Performance: The initial CNN model attained test accuracy of 68.73 percent,
which is expected within the CIFAR-10 dataset, implying the baseline model was able
to learn the worthy features and generalized effectively.

2. Mutation Testing Effectiveness: The mutation testing framework was found to be
useful to point at the weaknesses of the model. Although the mutation score was low
(meaning that the test suite of the model was not a good indicator of mutation), it
revealed vulnerabilities of the model in terms of robustness.

3. Impact of Mutations: The findings showed that weight perturbations and layer
removal caused great degradation of model performance. This observation makes it
clear that DNNs are sensitive to changes in architecture or in weights that are very
small and that is a major problem concerning safety-critical applications as robustness
is paramount.

4. Hyperparameter Tuning: The use of hyperparameter tuning by Keras Tuner also led
to a slight improvement in the performance of the model with the final test accuracy
of 69.12 percent.

Significance of Mutation Testing Metrics in DNN Testing

The metrics of mutation testing, including mutation score, K scorning, and accuracy
comparison, is of utmost importance during the testing of DNNs and more so when the
testing is done in the field of safety. These metrics assist in analyzing the quality of test suite
of a model by simulating faults and analyzing the capability of a model to deal with different
perturbations.

The mutation score is especially helpful in realizing the strengthening of the model and the
powerfulness of its test suite. The mutation score is an indicator of the quality of test suite
where a higher score represents that the constructed set of tests is more suitable to reveal

faults and a lower one requires an improvement of the test cases. In the present study, the
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indicating low mutation score on the mutated models implied the inability of the test suite to

identify faults and in turn, more testing and improvement is required (Singh et al., 2024).

5.2 Recommendations for Further Research and Improvements

Although this paper presents good findings on the application of mutation testing to assess

DNN robustness, there are a number of aspects that can be explored by a future study and

refined:

1.

Expand Mutation Strategies: Weight perturbations and layer removal were the main
aspects of the given research. The next research should focus on a wider scope of
mutation methods, including the more realistic faults and attacks like adversarial
attacks, data augmentations, and activation function mutation and evaluate how the
model will react to such faults and attacks.

Improve Mutation Testing Frameworks: Through the experiment, it was found out
that the lowest mutation score was recorded in mutated models which meant that the
test suite lacked the strength to identify some categories of faults. In future, the most
important aspect of DNN.

Enhance Model Robustness: The accuracy was reduced drastically after mutation
and hence there is a need to model more fault tolerant models. Future work can
investigate the resilience of DNN to mutations and adversarial attacks of
regularization mechanisms, adversarial training and ensemble learning.

Performance Evaluation on Different Datasets: Future research could plan to test
models on more complicated datasets, e.g. ImageNet or MS COCO, in order to study
the effects of mutation testing on bigger and more diverse models. This will give
information on performance of DNNSs in various settings and datasets, which will give
additional information about testing strategies.

Standardize Mutation Testing Metrics: It is necessary to create a normalized list of
mutation testing metrics to give a larger level of consistency and comparability within
mutation testing studies and in different DNN models. This degree of standardization
would facilitate faster adoption of mutation testing in the DNN community and better

performance as a testing supplement.
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