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1 Introduction 
  

A lightweight Streamlit app that simulates a Zero-Trust access gateway with tunable 

controls (threshold, cache/PDP, device posture, UEBA, JIT). 

It generates thousands of synthetic requests, measures security 

(TPR/FPR/Precision/Recall) and performance (Mean/P50/P95/P99), and visualizes 

latency distributions. 

Designed for classroom/demo use and policy tuning, it shows how configuration choices 

trade detection effectiveness against user experience.  

2 Environment Setup 
 

 
 

Each file/folder is 

• .venv/ – your project’s isolated Python environment (activate this before running). 
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• app.py – the Streamlit UI for the Zero-Trust simulation (the thing you launch). 

• requirements.txt – packages the app needs (Streamlit, NumPy, Pandas, Matplotlib, 

etc.). 

• run_app.bat – one-click launcher for Windows (creates venv if needed, installs deps, 

runs app). 

• run_app.sh – one-click launcher for macOS/Linux. 

• zero_trust_simulation_notebook.py – a script version for batch runs/plots without the 

UI (good for generating CSVs/figures for your report). 

• .gitignore / pyvenv.cfg / etc, Include, Lib, Scripts – venv internals; ignore in Git or 

when zipping. 

Run it (Windows) 

1. Open PowerShell in this folder. 

2. Activate venv: 

powershell 

CopyEdit 

.\.venv\Scripts\Activate.ps1 

3. Install deps (only needed once or after changes): 

powershell 

CopyEdit 

python -m pip install -U pip 

pip install -r requirements.txt 

4. Launch: 

powershell 

CopyEdit 

streamlit run app.py 

App opens at http://localhost:8501. Stop with Ctrl+C. 

Run it (macOS/Linux) 
bash 

CopyEdit 

cd /path/to/ZT_SIMULATION_APP 

source .venv/bin/activate 

python -m pip install -U pip 

pip install -r requirements.txt 

streamlit run app.py 

3 Troubleshooting (fast) 

• ‘Activate.ps1 cannot be loaded’ (Windows): 

powershell 

CopyEdit 

Set-ExecutionPolicy -Scope CurrentUser -ExecutionPolicy RemoteSigned 

.\.venv\Scripts\Activate.ps1 

http://localhost:8501/
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• ‘streamlit not found’: activate venv, then pip install -r requirements.txt. 

• Port busy: streamlit run app.py --server.port 8502. 

• Black screen / caching issues: hard refresh the browser (Ctrl+F5). 

Generating artefacts for slides/report 

• Use the Download CSV button in the app for per-request latency. 

• For automated figures/tables (threshold sweeps, grid search), run: 

powershell 

CopyEdit 

# after activating venv 

python .\zero_trust_simulation_notebook.py 

This script can save metrics CSVs and plots to a results/ folder (add that folder if it doesn’t 

exist). 

Packaging for submission 

• Zip app.py, requirements.txt, run_app.bat/run_app.sh, and any results/ outputs. 

• Exclude the .venv/ folder to keep the zip small (it’s recreated on the grader’s 

machine). 

Want a “results” subfolder prewired in the code (so figures/CSVs drop in one place)? Say the 

word and a tiny patch can be provided. 

 

Code  SS : 

 

# Zero-Trust Simulation — Streamlit App  

# ----------------------------------------------------------------------------

- 

# What this app does  

#   This is a Monte-Carlo simulation of a Zero-Trust access gateway. For each 

#   synthetic request, I (1) assign a risk score, (2) add realistic latency 

#   components (PEP base cost, optional mTLS handshake, device-posture check, 

#   PDP policy evaluation on cache miss, optional UEBA overhead, optional JIT 

#   challenge), and (3) decide allow/deny using a policy threshold (and JIT if 

#   enabled). We then compute security metrics (TPR/FPR/Precision/Recall) and 

#   user-experience metrics (Mean/P50/P95/P99 latency). The UI lets you move 

#   sliders to see the trade-offs live. 

# 

# How this maps to Zero-Trust terms: 

#   - PEP (Policy Enforcement Point): the gateway here adding latency & 

enforcing. 
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#   - PDP (Policy Decision Point): the policy engine (latency modeled as 

lognormal). 

#   - Device posture: a per-request check with time cost and small failure 

prob. 

#   - UEBA: raises risk a bit for flagged requests (behavior analytics). 

#   - JIT (step-up auth): adds one-off friction for risky requests instead of 

all users. 

# 

============================================================================= 

•  Imports Streamlit/NumPy/Pandas/Matplotlib and sets the app layout to wide with 

st.set_page_config(...). 

•  Initializes a reproducible random generator rng = np.random.default_rng(42) for 

consistent simulation runs. 

•  Defines _draw_pdp_latencies(...): converts a target arithmetic mean and sigma into 

the lognormal parameter mu, then draws PDP latency samples with rng.lognormal(...). 
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