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Configuration Manual
Sanket Shrikrishna Mahajan
Student ID: x23272970

1. Introduction:

The Hybrid Fileless Malware Detection Tool is an aspect developed under the MSc in
Cybersecurity in the National College of Ireland. It is a forensic system using a Python
framework aiming to recognize volatile memory driven fileless malware using
encrypted characteristics by adopting a hybrid approach intermingling rule-based
heuristics and clustering driven at an Al level.

The tool presents the ability to deal with structured data supplied by the Volatility
memory forensics plugins, profile entropies, map to the MITRE ATT&CK, and run
unsupervised clustering to detect suspicious processes and patterns of infections.

This configuration manual provides:

e System requirements for running the tool

e Setup and installation steps

e Module configuration

¢ Functional features

e Deployment & testing instructions

2. System Requirement:

Whatever system you set up needs to meet at least the following requirements to
execute both, its memory forensics pipeline as well as its Al clustering tool:
2.1. Hardware Requirements:

Component Requirement

Operating System Ubuntu, Kali Linux, Windows 10

Processor Dual Core Intel i5 or AMD

RAM Minimum 8§ GB

Storage Minimum 30GB of free disc space for
installation of VM and Linux and to run
the tool

Graphics NVDIA/ AMD/ Intel

2.2.Software requirements:
e Python 3.8

e Jupyter Notebook
e matplotlib
e sckit-learn

e seaborn
e Pandas
e NumPy



2.3. Dataset:
The tool requires pre-extracted structured datasets from parsing memory dumps
with Volatility3 and merging outputs. The CIC-MalMem-2022 dataset was used for
experimental purposes as it covers fileless Memory attack techniques.

3. Environment Setup:

3.1. Initial Installation:

The project is built in a virtual environment to avoid contact with direct malware.
For this, download and install the VM VirtualBox and Kali Linux 2025.2.
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Fig 1: VM VirtualBox Setup

Fig 2: Kali Linux Setup
Download and install Python 3.13.3 and Jupyter notebook Once downloaded run the

command:
jupyter notebook --no-browser



= kali@ kali: ~
File Actions Edit View Help

Python 3.1

Fig 3: Checking Python version

kali@kali: ~/CyberSecurity_Thesis
File Actions Edit View Help

~/CyberSecurity_Thesis

Serving notebooks from local directory: /home

" Notebook .13 is running at:
localhost /?token=abeb 5cf9b791
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Fig 4: Starting Jupyter Notebook
Below is the project directory with the key components:

kali@kali: ~/CyberSecurity_Thesis

File Actions Edit View Help

AI_model.ipynb
generate_simulated_datasets.

annotated_outputl.csv
annotated_output2.csv
annotated_output3.csv
clean_output.csv
hybrid_output.csv
malicious_output.csv
Outputl.csv
output2.csv
output3.csv
README . md

forensic_report_output3.

requirements.txt
run_tool.py

clean_synthetic_log.csv
hybrid_log.csv
malicious_log.csv
suspicious_output3.csv
suspicious_output3.csv

ai_analysis.ipynb
ai_analysis.py

entropy_utils.py
__dimnit___ .py
malware_detect_tool.py
mitre_mapper.py
plot_generator.py

Fig 5: Project Directory
3.2. Setup Instructions:
1. Clone and enter the Project directory:
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kali@kali: ~/CyberSecurity_Thesis

File Actions Edit View Help
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Fig 6: Enter in the Project directory
2. Create a virtual environment:
python3 -m venv venv
source venv/bin/activate
venv\Scripts\activate

(~/CyberSecurity_Thesis]
venv/bin/activate

'~/CyberSecurity_Thesis]

Fig 7: enter in the Virtual Environment
3. Then install the dependencies:
pip install --upgrade pip
pip install -r requirements.txt
4. Now to run the CLI tool:
python tool/rule engine.py —input input_datasets/hybrid output.csv —output
suspicious_logs/hybrid log.csv



(~/CyberSecurity_Thesis]
run_tool.py \\
t input_datasets/hybrid_output.csv \
t suspicious_logs/hybrid_log.csv

[DEBUG] Result shape: (350, 5)

[DEBUG] Example row output: @

True

1 Code injection detected; High number of callba...

2 T1106; T1855; T1060
7

4 High

Name: @, dtype: object

Analysis complete: 350 suspicious rows saved to suspicious_logs/hybrid_log.cs

(~/CyberSecurity_Thesis]

Fig 8: run the tool

5. Al clustering analysis:
Type a command:
python tool/ai_analysis.py

—{ e — [~/CyberSecurity_Thesis]

— tool/ai_analysis.py

Loading dataset: ./input_datasets/hybrid_output.csv
Shape: (3

PCA plot

t-SNE plot

Anomaly sco

[~/CyberSecurity_Thesis]

Fig 9: Command to run Al analysis tool

6. To generate Charts, type the command:
python tool/plot generator.py
7. Comparing Al vs Rule-Based model:
Use rf_hybrid detection_pipeline.ipynb file to generate results.

4. Result:
After the successful execution, fileless malware detection tool produces the following
results.

4.1. Suspicious Logs:
CSV files listing all processes flagged by the rule-based engine and Al clustering

that includes risk score, suspicious reasons, and mapped MITRE techniques.

4.2. Summary reports:
The text-based reports summarizing detection counts, top suspicious reasons and

high-risk processes which can be included in the incident response report.

4.3. Visualization:
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Fig 12: Rule vs Al comparison plot
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Fig 13: Confusion matrix

5. Security Considerations:
The tool is designed to ensure secure management of forensic data as well as to avoid
any accidental running of malicious code.

e Safe data formats: To perform all the analysis, CSV-formatted outputs, which are
produced by Volatility, are used instead of raw memory pictures. The payloads that
are malware are absent from the datasets.

e Offline execution: The pipeline is fast whether with or without the internet, if
dependencies are pre-installed.

e Dataset Integrity: Original evidence files or forensic data should be maintained on
read only medium so that originality of evidence could not be tampered. All
processing or generated files are isolated in a report of suspicious logs.

e Environment Isolation: It has been advised to install it on virtual environment
(venv) to circumvent dependency problems. Because the meeting is a voluntary
activity, optional use of Kali Linux virtual machine to provide additional security.
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