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1 System Requirements and Installation 
 

Intrusion Detection System (IDS) was done in Python version 3.9 and tested on windows 11 
using visual studio code. The data can be ensured proper functioning with the following 
hardware and software specifications: 
 
Hardware Requirements: 
 

 At least 8 GB RAM (16 GB or more is recommended to train faster) 
 

 AMD Ryzen 7 7735 HS 
 

 Min 2 GB of free disk space 
 
Software Requirements: 
 

 Python 3.9 and up 
 

 Venv 
 

 Python packages needed (see requirements.txt) 
 
Installation Steps: 
 

 A project repository can be cloned or downloaded to the local machine. 
 

 In the terminal, go to project directory. 
 

 Design a virtual surrounding: python -m venv .venv 
 
Turn on the virtual world: 
 

 Windows (PowerShell): activate .venv\Scripts 
 

 Install the dependencies: pip install requirements.txt 
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2 Configuration and Data Setup 
 
As well as training with historical data, the IDS can make real-time predictions trained on 
simulated AWS CloudTrail log data. 
 
Dataset Preparation: 
 

 Training Data: Put KDDTrain_cleaned.csv KDDTest_cleaned.csv in folder /data. 
 

 Environmental Data to be predicted in Real Time: 
 

 The mock AWS CloudTrail events that you can test against are in 
sample_cloudtrail_logs.csv or sample_cloudtrail_logs.json. 

 
 The live detection module receives this file and mock ingests the AWS logs. 

 
Configuration Files: 
 

 paths and thresholds of predictions may be stored in config.json (not empty). 
 

 In the code, change DATA_PATH in: 
 

 The live dashboard is in view_live_predictions.py. 
 

 The model evaluation dashboard is called dashboard.py. 
 
 

3 Running the system 
 

 Model Training 
To preprocess, train the XGBoost model, evaluate it and save both, the trained model file 
(xgboost_model.pkl) and the scaler and encoder objects, run the following: python src/main 
 

 Live Prediction Generation 
The live detection script has to be run to analyze the AWS CloudTrail logs, and the predicted 
logs must be stored in predicted_live_logs.csv: python live_detection.py 
 

 Viewing Dashboards 
 Model Evaluation Dashboard: streamlit run src/dashboard.py 

It shows performance measures, confusion matrix, feature influence and 
filtering. 

 
 Live Prediction dashboard: streamlit run src/view_live_predictions.py 

Displays prediction outcomes in real time, suspicious incidents, trends, possible 
downloads (CSV). 
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