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Configuration Manual
Developing Proactive Measures Against Increasingly
Sophisticated Ransomware-as-a-Service (RaaS)
Attacks

Aryan Kedare
X23290323

1 Introduction

This configuration manual provides step-by-step instructions for deploying and running the
Al-Based Ransomware Detection and Response System. The project intends to proactively
detect and mitigate Ransomware-as-a-Service threats, using machine learning, behaviour
heuristics and lightweight file protection.

The system works in a controlled, virtualized environment using a Windows 11 guest VM
hosted on a Linux-based machine which is kali linux using VirtualBox. The monitoring
application monitor.py is using a trained Random Forest model to evaluate system activity in
real time and classify behaviour as benign or ransomware-related based on features such as file
access, registry edits, entropy changes and API usage.

When suspicious behaviour is detected, the system classifies the likely ransomware type like
Encryption, Shadow Wiper, CryptoAPI-based or Generic and depending on severity, takes
automated protective actions. These include encrypting sensitive files using hash conceal()
function, simulating access lockdown by triggering zero trust enforce() and logging all
relevant details to ai_detection log.txt.

This manual helps developers, testers, cybersecurity researchers or system administrators who
wish to test the tool and make a progress in the field.

2 System Specification

2.1 The following is the hardware configurations of the machine.

Host Machine Specification

Specification
Operating System Kali Linux
Virtualization Tool VirtualBox 6.x or higher
Python Version Python 3.10 or above
RAM 16 GB
Disk Space 250 GB




Virtual Isolated Environment Specification

Specification

Operating System

Windows 11 — Latest Updated

RAM

16 GB

Disk Space

250 GB

& Settings

Aryan Kedare
aryankedare @v183s.0nmicrosoft.cam

Find a setting 2

| m System
0 Bluetooth & devices
¥  Network & internet
#  Personalization
B Apps

Accounts

® Time & language
#8 Gaming

x Accessibility

& Privacy & security

Windows Update

System > About

WINDOWS-AHLOKTV
Windows 11 Pro Lite QS Version: v1.00

(D  Device specifications

Device name WINDOWS-AHLOK7V

Processor AMD Ryzen 9 4900H with Radeon Graphics 3.29 GHz
Installed RAM 5.74GB

Device ID 2615A590-5137-44E5-9BC2-4275F11E2633

Product ID 00330-80000-00000-AA278

System type 64-bit operating system, x64-based processor

Pen and touch No pen or touch input is available for this display

Related links  Domain or workgroup ~ System protection  Advanced system settings

== Windows specifications

Edition Windows 11 Pro

Version 21H2

Installed on 11/06,/2025

OS build 22000.318

Experience Windows Feature Experience Pack 1000.22000.318.0

Microsoft Services Agreement
Microsoft Software License Terms

@ Support
Manufacturer GamerROM Inc
Website Online support

Figure 1: Virtual Machine Specs

3 Required Tools and Libraries

e Inside Windows VM following tools needs to be installed

1. Visual Code Studio: https://code.visualstudio.com/

2. Python Latest Version: https://www.python.org/downloads/

3. Notepad++: https://notepad-plus-plus.org/

e Installing required python libraries
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Figure 2: pip installation

4 Project Structure

l_
l_
l_
l_
l_
l_
l_
o

Figure 3: Project Stucture

5 Initial Setup

Step 1: Creating Virtual Machine
e Using Kali Linux as the host machine and using VirtualBox to install Windows 11.



= General

Name: Windows 11
Operating System: Windows 11 (64-bit)

System

Base Memory: 5899 MB

Processors: 5

Boot Order: Floppy, Optical, Hard Disk

TPM Type: v2.0

EFI: Enabled

Secure Boot: Enabled

Acceleration: Nested Paging, Hyper-V Paravirtualization

[l Display

Video Memory: 128 MB
Graphics Controller: VBoxSVGA
Remote Desktop Server: Disabled
Recording: Disabled

B Storage

Controller: SATA
SATA Port O: Windows 11.vdi (Normal, 80.00 GB)
SATA Port 1: [Optical Drive] VBoxGuestAdditions.iso (57.44 MB)

b Audio

Host Driver: Default
Controller: Intel HD Audic

Figure 4: VirtualBox Configuration

Step 2: Since we are handling the ransomware here, its important to disable the internet
connection to prevent the leaking of malicious code from our isolated environment.

Network
Adapter 1

Attached to: Not attached

usB v Cable Connected

Shared Folders

User Interface

v OK X Cancel = ? Help

Figure 5: disabling the internet connection

Step 3: Transfer the project source code to the virtual environment using external usb.

Step 4: Make do the basic installations of the tools and allow VS code through firewall since
we are tracking network activities while detecting the ransomware



’Q Setup - Micresoft Visual Studic Code (User) - *
Select Additional Tasks
‘Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing Visual Studio Code, then dick
MNext.

Additional icons:
H | (] Create a desktop icon
| S u ¢ Other:
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;tti n B Add to PATH (requires shell restart)
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Figure 6: VS code installation Config

ﬂ Windows Security Alert

r Windows Defender Firewall has blocked some features of this
app

e Windows Defender Firewall has blocked some features of Visual Studio Code on all public and
SN s te networks,

ﬂ Name: Visual Studio Code
Publisher: Microsoft Corporation
Path: Ci\users\aryankedare\appdataYocal\programs\microsoft vs
code'lcode, exe

Allow Visual Studio Code to communicate on these networks:

(B Private networks, such as my home or work network

(B Public networks, such as those in airports and coffee shops (not recommended
because these networks often have litle or no security)

What are the risks of allowing an app throudh a firewall?

optional

Figure 7: Allowing VS code through firewall

ﬂ Motepad++ v8.8.2 Setup —

Installing
Please wait while Motepad ++ v8.8.2 is being installed.

%

v
Ic Execute: "C:\Windows\System32Yregsvr32.exe” fs "C:\Program Files\Notepad ++\contextiver

Show details
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Figure 8: Notepad++ installation



Step 4: Once all the installations are done, create a place any document in
C:\SensitiveData\important.pdf to make sure our hash concel feature works.

Step 5: Run monitor.py script as administrator and start executing the deactivated strains
downloaded from malwarebazar.

E¥ Windows PowerShell x t s - [m] X

windows PowersShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\AryanKedare\Downloads> .\monitor.py

PS C:\Users\AryanKedare\Downloads> py .\monitor.py

[DEBUG] Malicious score: 6.30

[OK] System normal.

Features: {'num_files_read': 3042, 'num_files_written’': 7800, 'read_write_ratio': 2.83, 'registry_keys_modified': 6
adow_copy_deletions': 8, 'suspicious_api_calls': 8, 'process_injection_events': @, 'file_entropy_increase_events'
ackup_file_accesses': 2}

[DEBUG] Malicious score: 8.39

[0K] system normal.

Features: {'num_fil d': 3415, 'num_files_written': 4281, 'read_write_ratio': 3.1, 'registry_keys_modified': 12
adow_copy_deletions 'suspicious_api_calls': 3, 'process_injection_events': 1, 'file_entropy_increase_events': 5, '
ackup_file_accesses':

[DEBUG] Malicious score: .45

[111] ALERT: Possible Ransomware behavior detected

[CLASSIFICATION] Heuristic Ransomware Type: Ransomware with C2/Leak Site

[ACTION] Triggering Hash Conceal + Zero Trust...

[INFO] File is already concealed — skipping.

[ZERO TRUST] Access restricted for user: AdminUser

Feature: {*num_fil read': 4565, 'num_files_written': 8030, 'read_write_ratio': 2.54, 'registry_keys_modified': 8, 'sh
adow_copy_deletions': 2, 'suspicious_api_calls': 7, 'process_injection_events': 3, 'file_entropy_increase_events': 18, '
backup_file_accesses': u}

Figure 9: monitor.py in action

ALERT: Possible Ransomware behavior detected!

Heuristic Ransomware Type: CryptoAPI-based Ransomware

Figure 10: ransomware alert

Step 6: Checking the logs regarding what type of ransomware was used, when did it happen.

Ronsomiane detected ot 2094717 2.0

alicious scone: .45

Features: {'nun files read's 3609, “mum files urktten's G158, "read wrte patio’s 3.8, "registry Keys modified': 1, "shadow copy deletions”s 2, “suspicious apt calls": 10, “process Snfection events': 3, “File entropy Increase events”:
Ransomiare Type: Encryption Ransomre

Figure 11: Monitor.py logs

The logs can be filtered by TimeStamp, Ransomware Type and file actions.

Step 6: Since our important file was encrypted, its important to get back of file once the
ransomware attack is over, to decrypt the file run python decrypt_file.py
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3yUVmh9EQGCDB3DTQILONKDYGOWKA1EYUTVTEUFRQ2RENSBXUXO0ThHCT11P26//GFhfyweZubORTNZYT S /niaqus j iQmontritenfCOFOX8Fpvt BeFqréoPO1FEbBUIZt RRGVEEXU20E CLVAUNVa1ULUXRDTKXPK59qInzZ bbKy0+PAOQIVeF PFakPVXhRX TbUT8VraTn jaiy
3+101420tC1VAUNVai 1FECES7200hXCCYBTUNa18KT3tRNGLIL1LYBL celGKTSXNNLZH/HunoWov ingtraFqLUGUkNGJeC1tIzZtRRG/XSYB7UNha18KT3ERXC+OCUITUCQrBBOe9qIQtREFp7B0VO1Fka6ysaz/Z3KakTSXNELYHFHVNYaqys jitbSGqraoukaqI+K1t 3wt 6
F/BabBLQXhaq9KDZtRRG/OCYBTUURTXBMeNGLQtVeF 7201 C1FOWGy sasuFaisIBun2ys v 3TKPVXhTXWLpD1VAUCSGLE /Fa2ksu2051fotNeNqLQEVeF J7200h FHBOEIGKIVHGPOLFOWoVCkO7Ua JaiyJdZWPIXHERPE+CTTZWR /XTp6FqLUpULa2hai+KuJDaiXgtbScTUUR
VBUPOLFoWovCk97UcQuigLPelHEKUQTnVaiULUXhae9KF TtRZGUSTGs2/HVaUb6XNLKY3XEv3cagvai iNFSGqr200gLqZ2 1192wt NeF PFbbHLTXhSq9qLWEBAF /OKY8LQXRbXCHOF pLWPVE1FU20tC1VAUGSObS +baiyJ9UmENTquT/vSu/ § /iP3TKPVXhTXWLPDIVAUCSGLE
/Fa2k5u20s1otNeNqLQtVeF J7200hHBOE9KIVHGNPOLF oWiovCk97Ua jaiy JdZWP IXHERpE+CDTGe5+XBPPCYX1b Tuv6vy/nvisIASdxzIH16/n5+dXVLbGCTLpMmWpTuSUNTh37ty xS TE9ePbs2ad0zk8eGehai +KeC2toWoviriQ20 ULWeNPO1 FED/FJjztRaF qLupPel
HELUUJT3tRXCSEES7201C1FUNNYShUTUWZSqT6W/Z1HOPT PSISYHGBTy 6UrqbRA YRItSUGTq+7/+5THGCHHE CC+TAGQPVVFFewoULF/ ShBIUAHR3V2ygrkou/£7/uTnqu7s7ydHPX JySEKIUG3btKWLFqNXP3FbzUzUgBSD1VAUBVpaQIVeF HERRPXHEPOENLINGLTX jai6L
VXhSe9qKIXxuTnvaiiFcIJjztRaFqLWPPE1G0205yZUV1hs1celGKTSWNHZTNRAPRHHXAX3FD95 j IyNbN26CO3dUUVFRXV1AIPFQgS0TK/Pnz29tbQ3n0IS TWLoatnt6egoKCn799dcpanzBokbprirhhRde60rqansu/uCDD6ZM jkQisVgs3baTuTtzcnL 27dtXUIMT Sty /£3/0
NDKFFFSRGFT1ESWr149a92sSTKypqane/ FuheOF/758uXLSBPKFixYsGHDhLU3bpNLN p1Sv2qDLtdXF3222+n2400+PdOQIVEFPFalkPVXhRX TbUTBVraTn jaiyJ+i01420t C1VAUNVaiiFBCES7200hXCCY87UNa1BKT3tRGNGLESWY 2KPKTTO0B1 FOhh JPE6LRA0GUETG+HT
4FLE99+e+nSPadPN+TVT6+trSOVLXBFHLF 7722 TAN;02GH5 TUFBQo! gHFngwcP\vrqqslrakwgo!7nfvvttnw\pRHT UXHjuueeudaIRCKXUCZAtKOFVXTPUNFhUdWTVOXT1RMN10L XeFyNh30uXLLSXFySFkKKEr29va+885TnzZvDnutd0/bVV18NDQ2d0XOmurr62T
FFNIdduXL1999/PZANSGbNRLWIV)32PXT/3mm02051XktrqNqLT16kdiJeS9SIT3tRXG+XCU97TUa jaiBLTXNT X1 2PCO1UUBQrBhKeIKF TEREF PLWPVe1GeWQZbb8BXZ5mpE +cDTGe5+XLSRU/ybp168x13V931cN5Z KHIVIhuPDWBNFRUVF FPGFah85cqsys1112tral FpGo9G
jRU+qbK1NZd69e1PFFQSBMLndbWho2LF JRINWUBEPHZCNRYTRZD jpth367N27d+vre1taWt TI2rVrP/nkk3g8rsbDOVu2bNm6dat +pKenJz SbHpSP/7U03pkdHRUL3vq1Knwpy+//F J1UX9580DBLOA+6XSH/+SFULUXRbYW11C1FBVCSO1EVIa2E57200 5 FYh0e9qIQtReF
P700UhFHNKEIKOTVGYLPe1G020vCO14UqVAipCYFTUZN205 1 IS PEBTIN5Se5CeNGO066rU/TqtHe3]5255yJQnISFVVVANSE+nzF jxu3bt3fu3NnC3KysIt133xeFH589e/ Y333y T+qUGCBZHCAVKCG FNNNXUSLIWe+QodWTV5UT 156 IWIDALKOFVY tedHQSWD IKaGhIr

Figure 12: file encrypted to base64 to prevent from ransomware

tiveDatafimportant.pcf -8 - 0O

We can’t open this file

hing went wrong.

Figure 13: file oprning error

ub/+pissp3BvvpE+1GorcSYSmKZY56qpG69IV3b9BOWHVDZqbVIVICbBFq6s0BnQHfveq0zkD2ks,/YicSYoTJA9OXtrOoHX61EqhZX5HMMITHImLNfmaddTbd|
JWHWKOYdxaxSjBtlt2ufrayvalfnt7kRYACYMXDVDQpLlbmRzdHITYWONZWSkb2JIqDXNOYXJ0eHILZgAKMTASNZMXMQBKISVFTAYNCg=

PS C:\Users\AryanKedare\Downloads> py .\decrypt_file.py

[ACTION] reveal_hash_conceal(): File restored to original.

PS C:\Users\AryanKedare\Downloads>

Figure 14: Decrypting the file

G @k CySensitiveDatafimportantpef
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File opening



e Optional Customizations

Feature How to Modify
Detection Threshold Edit THRESHOLD = 0.4 in monitor.py
Sensitive File Path Update path in hash_conceal() call
Decryption Target Modify path in decrypt file.py
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