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1 Introduction 
 
This configuration manual provides step-by-step instructions for deploying and running the 
AI-Based Ransomware Detection and Response System. The project intends to proactively 
detect and mitigate Ransomware-as-a-Service threats, using machine learning, behaviour 
heuristics and lightweight file protection. 
The system works in a controlled, virtualized environment using a Windows 11 guest VM 
hosted on a Linux-based machine which is kali linux using VirtualBox. The monitoring 
application monitor.py is using a trained Random Forest model to evaluate system activity in 
real time and classify behaviour as benign or ransomware-related based on features such as file 
access, registry edits, entropy changes and API usage. 
When suspicious behaviour is detected, the system classifies the likely ransomware type like 
Encryption, Shadow Wiper, CryptoAPI-based or Generic and depending on severity, takes 
automated protective actions. These include encrypting sensitive files using hash_conceal() 
function, simulating access lockdown by triggering zero_trust_enforce() and logging all 
relevant details to ai_detection_log.txt. 
This manual helps developers, testers, cybersecurity researchers or system administrators who 
wish to test the tool and make a progress in the field. 
 
2 System Specification 

2.1 The following is the hardware configurations of the machine.  
 
Host Machine Specification 
  

Specification 
Operating System Kali Linux 
Virtualization Tool VirtualBox 6.x or higher 
Python Version Python 3.10 or above 
RAM 16 GB 
Disk Space 250 GB 
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Virtual Isolated Environment Specification  
  

Specification 
Operating System Windows 11 – Latest Updated 
RAM 16 GB 
Disk Space 250 GB 

 
 

 
Figure 1: Virtual Machine Specs 

 
 
 
3 Required Tools and Libraries 
 
• Inside Windows VM following tools needs to be installed 
 

1. Visual Code Studio: https://code.visualstudio.com/ 
2. Python Latest Version: https://www.python.org/downloads/  
3. Notepad++: https://notepad-plus-plus.org/   

 
• Installing required python libraries 

 

https://code.visualstudio.com/
https://www.python.org/downloads/
https://notepad-plus-plus.org/
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pip install pandas scikit-learn joblib psutil 
 

Figure 2: pip installation 
 

4 Project Structure  

 
Figure 3: Project Stucture 

 
5 Initial Setup 
 
Step 1: Creating Virtual Machine 

• Using Kali Linux as the host machine and using VirtualBox to install Windows 11. 
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Figure 4: VirtualBox Configuration 

 
 Step 2: Since we are handling the ransomware here, its important to disable the internet 
connection to prevent the leaking of malicious code from our isolated environment. 
 

 
Figure 5: disabling the internet connection 

 
Step 3: Transfer the project source code to the virtual environment using external usb.  
 
Step 4: Make do the basic installations of the tools and allow VS code through firewall since 
we are tracking network activities while detecting the ransomware 
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Figure 6: VS code installation Config 

 
Figure 7: Allowing VS code through firewall 

 
Figure 8: Notepad++ installation 
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Step 4: Once all the installations are done, create a place any document in 
C:\SensitiveData\important.pdf to make sure our hash concel feature works. 
 
--- 
Step 5: Run monitor.py script as administrator and start executing the deactivated strains 
downloaded from malwarebazar.  

 
Figure 9: monitor.py in action 

 

 
Figure 10: ransomware alert 

 
Step 6: Checking the logs regarding what type of ransomware was used, when did it happen. 

 
Figure 11: Monitor.py logs 

 
The logs can be filtered by TimeStamp, Ransomware Type and file actions.  
 
Step 6: Since our important file was encrypted, its important to get back of file once the 
ransomware attack is over, to decrypt the file run python decrypt_file.py 
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Figure 12: file encrypted to base64 to prevent from ransomware 

 

 
Figure 13: file oprning error 

 
 

 
Figure 14: Decrypting the file 

 
Figure 15: File opening 
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• Optional Customizations 

 
Feature How to Modify 

Detection Threshold Edit THRESHOLD = 0.4 in monitor.py 
Sensitive File Path Update path in hash_conceal() call 
Decryption Target Modify path in decrypt_file.py 
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