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1 Introduction 
 

This Configuration Manual gives a detailed, procedural installation, configuration, and operational methods of 
the blockchain-based secure files sharing platform designed in a bid to counteract the AI-enhanced phishing 
attacks. The guide is aimed towards a technical and also non-technical audience. 
 
Project Overview 
One is able to do the following on this dApp: 
Carry out secure transmission of files and messages by using blockchain 
Convenient sporadic encrypting of sensitive material using AES encryption 
IPFS (Pinata) storage of files Non-removal 
Source proof-of-work (block chain as source hash-checks of the material) 
Sender and receiver can only share the hash and it does not allow phishing, smishing or deepfake 
impersonation attacks. 

 

 

2 System Requirements and Technologies 
 
2.1  System Requirements 

 

Component Requirement 

Operating System Windows 10/11, macOS, Linux 

Node.js + npm Node.js v18+, npm v9+ 

Blockchain Tools Truffle v5.8+, Ganache CLI (latest) 
Wallet MetaMask (browser extension) 

Storage Service Pinata (with API key) 

Text Editor VS Code / Notepad++ 

Browser Chrome / Firefox 

 
2.2  Technology Stack 

 

Layer Technology 

Frontend React.js 

Styling Standard CSS 

Smart Contract Solidity (Via Truffle) 

Blockchain Ganache CLI (Local) 

Storage IPFS via Pinata 

Encryption AES 

Backend Node.js + Express 

Wallet Metamask 
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3 Project Setup and Configuration 
 

3.1  Folder Structure 

SecureBlockchain-dApp/ 

backend/            # Express server for IPFS and encryption 

contracts/          # Solidity smart contracts 

frontend/           # React frontend 

migrations/         # Truffle migration scripts 

build/contracts/    # ABI and deployed contract artifacts 

.gitignore          # Files/folders to be ignored by Git 

package.json        # Project metadata 

truffle-config.js   # Truffle configuration 

 

3.2  Installation Guide 

3.2.1 Install Node.js and npm 

• Download and install the LTS version from: https://nodejs.org 

• Confirm installation: 

1. node -v 

2. npm -v 

Fig : 1 

 

3.2.2  Install Truffle (Solidity Framework) 

• npm install -g truffle 

Check version: 

• truffle version 
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Fig :2 

 

3.2.3 Install Ganache CLI (Blockchain Emulator) 

• npm install -g ganache 

 

3.2.4 Start Ganache 

To launch Ganache locally and start a blockchain node with a custom chain and network ID: 

 

npx ganache --chain.chainId 1338 --chain.networkId 1338 

 

It will start to enlist the default Ethereum blockchain at http://127.0.0.1:8545, and indicates 

10 test accounts with their individual private keys and balances. And keep such native 

terminal up. 

Here, in bootstrap, this will trigger the local Ethereum chain at that moment on, 

`http://127.0.0.1:8545` and will list out 10 test accounts, their keys and balances. And keep 

such native terminal up. 

 
Fig :3 
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3.5 Install MetaMask (Wallet) 

▪ Download MetaMask: https://metamask.io 

▪ Create a new wallet and save your recovery phrase securely 

 

3.4 Create a Custom Network in MetaMask for Ganache 

1. Open MetaMask > Settings > Networks > Add Network 

2. Enter: 

▪ Network Name: Localhost 8545 

▪ New RPC URL: http://127.0.0.1:8545 

▪ Chain ID: 1337 (or leave default) 
 

 
Fig :4 

▪ Save 

 

3. Import a private key from Ganache into MetaMask to use test ETH 
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Fig :5 

 

 
Fig :6 
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3.6 Create a Pinata Account (for IPFS) 

4. Go to: https://app.pinata.cloud 

5. Register/login 

6. Navigate to API Keys 

7. Create a new key and copy: 

▪ API Key 

▪ API Secret 

 
Fig :7 

 

3.7 Install Express and Backend Dependencies 

▪ cd backend 

▪ npm install express cors dotenv axios 

This sets up the Express server for encryption and IPFS integration. 

 

3.8 Install Frontend Dependencies 

▪ cd ../frontend 

▪ npm install 

Ensure dependencies for React are installed. 

 

4. Configuration Steps 

4.1 Backend Setup 

1. cd backend 

2. npm install 

3. Create .env file: 

▪ PINATA_API_KEY=your_key 

▪ PINATA_SECRET_API_KEY=your_secret 

 

4.2 Frontend Setup 

▪ cd ../frontend 

▪ npm install 

 

4  Smart Contract Deployment 
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8. Smart Contract Deployment 

8.1 Compile & Deploy Contracts 

▪ cd ../ 

▪ truffle compile 

 
Fig :8 

▪ truffle migrate --network development 

 

 
Fig :9 
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Fig :10 

Make sure Ganache is running locally before deploying. 

 

8.2 Copy ABI and Contract Address 

After deployment, Truffle generates ABI JSON: 

▪ Path: build/contracts/SecureMessage.json 

▪ Copy the entire ABI object and deployed contract address 

▪ Update the frontend file where ABI and contract address are imported (usually 

frontend/src/config/contract.js) 
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Fig :11 

 

 

5 Running the Application 
 

5.1. Running Backend Server 

To start the backend Express server: 

▪ cd backend 

▪ node index.js 
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Fig :12 

 

If your entry point is named something else (like server.js), use: 

▪ node server.js 

▪ npm start 

 

This server: 

- Encrypts uploaded files (if selected) 

- Pins encrypted file to IPFS using Pinata 

- Returns IPFS hash to be stored on blockchain 

 

 

5.2. Running Frontend Application 

▪ ```bash 

▪ cd ../frontend 

▪ npm start 

Fig :13 

 

1. Open browser at: http://localhost:3000 

2. Connect MetaMask (set to Localhost 8545) 

3. Upload the ABI and contract address 
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Fig :14 

 

 

 

 

 

Fig : 15 
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Fig : 16 

 

 

6 Application Usage 
 

6.1 Using the Application 

Such application can be applied locally in single-user application, and two machines (sender 

and receiver) in multi-user mode. In cases where it is used by two different users, then one 

should adhere to the extra setup steps included below. 

 

6.2  For Multi-User Usage (Two Different Machines): 

 

6.2.1 Receiver Machine Setup: 

1. Clone the GitHub repo: 

git clone https://github.com/ShreyasJoshii/SecureBlockchain-dApp.git 

6.1.1.1  Option B — Using a ZIP File or Local Copy 

1. If you have a .zip file: 

o Right-click on the .zip → Extract All → choose a folder location. 

o Once extracted, open the folder in your terminal or VS Code. 

2. If you already have the full project folder from another source (e.g., USB, email, 

shared drive): 

o Place it in your preferred location (e.g., C:\Projects or ~/Projects). 

o Open the folder in VS Code or navigate there using: 

bash 

cd path/to/SecureBlockchain-dApp 

 

2. Install Node.js and npm (if not installed): 

 

3. node -v 

npm -v 

 

4. Set up the frontend: 

https://github.com/ShreyasJoshii/SecureBlockchain-dApp.git
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5. cd SecureBlockchain-dApp/frontend 

npm install 

6. Start the frontend: 

npm start 

 

7. Ensure MetaMask is installed and connected to the same Ganache network: 

• Import a Ganache account (from sender or separate instance) 

• Add custom network if not already configured (same Chain ID and RPC URL) 

 

8. Request the sender to share: 

• The blockchain hash 

• The encryption key (if used) 

• Optional: the contract ABI and address (only needed if not hardcoded in 

frontend) 
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