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BitB Phishing Detection System - Configuration & Setup Manual

Karthik Venkata Gautham lyer
X23306424
National College of Ireland

1. Introduction

The BitB Phishing Detection System is a browser extension and backend service designed to
detect Browser-in-the-Browser (BitB) phishing attacks in real-time. It works for Google
Chrome and Microsoft Edge by extracting predefined security features from visited web pages,
sending them to a backend ONNX-based machine learning model, and displaying detection
results directly in the browser.

This manual explains the setup, configuration, and technical details for the system, including
feature extraction logic, model prediction process, and potential extensions.

2. Prerequisites
Before installing, check and verify that you meet the following prerequisites:

e Google Chrome (latest version) and/or Microsoft Edge

e Java 17 and above (if Spring Boot backend)

e Maven (to build backend service)

e Node.js & npm (for Ul demo if needed)

e Python >3.10 (optional, to retrain models)

e ONNX Runtime Java library as a dependency in backend project
e Internet access to install dependencies

3. System Architecture
The solution has three main components:

1. Browser Extension

o Extracts 11 fixed features domain/URL features and sends them to the backend API
o Displays the detection result banner to the user

2. Backend Service (Spring Boot)

o Loads and runs the ONNX model (bitb_phishing_detector.onnx).
o Receives features from the extension and returns predictions.
o Uses probability thresholds to classify pages into:

= Safe

= Suspicious

= BitB Attack



3. Model Training Script (Python)

o Trains an XGBoost classifier on the data from file, bitb_dataset.csv
Then converts the trained model to ONNX so it can be use with the backend

Service.
Aftack Simulation Pages
User opens page
BitB Detector Extension
HTTP POST {Feature Payload) HTTP Response (Prediction)
REST API
Calls Service Returmns Result

OMNX Phishing Detector Service

Runs Inference

ONNX Model

4. Backend Detector Setup
1. Extract the 'bitb-detector' module from the provided ZIP file.
2. Open a terminal in the extracted folder.
3. Build the project using:

mvn clean install



>mvn clean install

Building bitb-detector 1.0.0
.xml

Deleting E:\Gautham\BitB\bitb-detector\target

e (default-resources) @
Copying @ resource from src\main\resources to target\cl
Copying 4 r rces \main\res

(default-compile) @
wpiling the module! :sour
c [debug release 17] to

(default-testResources) @
urceDirectory E:\Gautham\Bitl i

(default-testCompile) @
No sources to compi

(default-test) @
No tests to run.

e (default-jar) @ ---
Building jar Gautham\BitB\bitb-detectol et\bitb-detector-1.0.0.jal

o (repackage) @
Replacing main artifact E:\Gautham\BitB\bitb-detector\target\bitb
The original artifact has b renamed to E:\Gautham\BitB\bitb-

(default-install) @

th-detectc
bitb-detector

Total tim
Finished at:

E:\Gautham\BitB\bitb-detector>,

4. Ensure the ONNX model file "bitb_phishing_detector.onnx' is placed in

'src/main/resources/models/'.

e [J > ThisPC > DATA(E) > Gautham >

T Sort ~ = View -

Name Date modified

E,j bitb_phishing_detector.onnx

5. Start the backend service:

ive, adding n
.original

bitb-detector >

in BOOT-INF/.

pom
0\bitb-detector-1.0.0.jar

main > resources

>

models



(default-testCompile) @

(default-cli) < test-compile @

(default-cli) @

6. The service will be available at: http://localhost:8080

5. Chrome/Edge Browser Extension Setup

1. Extract the 'bitb-extension' module.

2. Go to chrome://extensions (or edge://extensions in Edge).
3. Enable ‘Developer mode' (toggle switch in top-right).

Google Chrome

@ Extensions Q Search extensions

Load unpacked Pack extension

£} My extensions


http://localhost:8080/

Microsoft Edge

Extensions

Q, Search installed extensions

I 3 My extensions

Keyboard shortcuts

Get extensions for Microsoft Edge

Developer mode

Allow extensions from other o

stores. Learn more

4. Click 'Load Unpacked' and select the extracted extension folder containing the extension
files (manifest.json, featureExtractor.js, content.js, background.js, icons).

Google Chrome

Q_ Search extensions

@ Extensions

Load unpacked Pack extension Update

& My extensions

Keyboard shortcuts All extensions

Developing extensions? Stay up BitB Phishing Detector 1.0
to date on what's new with
Chrome extension developer
documentation.

ID: gbcgcmgpgecgmiiaakohiollnfmboghb

Inspect views service worker (Inactive)

Discover more extensions

& and themes on the .
Detail R
Chrome Web Store crans emove ¢ ©



Microsoft Edge

Extensions

| Q_ Search installed extensions

' G My extensions

Keyboard shortcuts

Get extensions for Microsoft Edge

Personalize your browser with extensions

z ‘ 0 Extensions are simple tools that customize your browser experience and offer you
o 0 more control. Learn more

Installed extensions 5 Load unpacked BB Pack extension

From other sources

@ BitB Phishing Detector 1.0
L No description provided
ID gbcgcmgpgecgmiiaakohiolinfmboghb
Inspect views service worker (Inactive)

Details Remove Reload

5. Ensure the backend service is running before using the extension.

6. Ul Demonstration Module Setup (Optional)

If you want to demonstrate the model in action without browsing live websites:

Open the bitb_ui_demo folder in Visual Studio Code.
Install the Live Server extension in Visual Studio Code.
Right-click test-bitb-attack.html — Select "Open with Live Server".

bitb_ui_demo > <> test-bitb-attack.html > € htm| > & body > & div#bitb-container > & iframe

2 <html lang="en">

31 <body>

32 <div id="bitb-container">

33 <iframe srcdoc="

42 h2 {

43 color: #4285f4;

44 }

45 input {

46 width: 90%;

a7 padd::Lng: 10px; Go to Definition F12
48 margin: 10px 0;

49 T Go to References Shift+F12
50 button { Peek

51 background-color: #4285f4;

52 color: white; Find All References Shift+Alt+F12
53 padding: 1epx;

54 border: none; Add Selection to Chat

55 cursor: pointer; Add File to Chat

56 ¥

57 </style> Copilot

58 </head>

50 <body> Rename Symbol F2
60 <h2>sign in to your Google Account</h2: Change All Occurrences Ctrl+F2
61 <input type='email' placeholder='Email T — Shift+Alt+F
62 <input type='password' placeholder="Pa¢

63 <button>Next</button> Refactor... Ctrl+Shift+R
64 </body>

65 </html> Share ?
66 "></iframe>

67 </div> Cut Ctrl+X
68 </body> Copy Ctrl+C
69 </html> Paste Ctrl+V
70

Open with Live Server Alt+L Alt+O

Stop Live Server Alt+L Alt+C

G Update



. The Ul demo will be available at http://127.0.0.1:5500 (or similar port).

Use it to test URLs and view classification results visually.

G | @ 127.00.1:5500/test-bitb-attack html

L BitB Attack Detected

Sign in to your Google
Account

7. Feature Extraction — The 11 Features

The browser extension collects the following 11 security features from each webpage:

# Feature Name Description

1 has_iframe Detects whether or not the page has <iframe>
elements

2 dom_similarity (windowSizeRatio) | Compares screen size to window size to detect
overlays.

3 has_dark_pattern Detects hidden or overlay login Uls.

4 num_login_forms (iframe depth) Detects nested iframes to detect embedding
levels.

5 has_invisible_input Detects hidden input fields that are commonly
used to capture data and do unexpected things.

6 has_brand_logo (login keywords) Detects text on the page for login keywords.

7 has_keyboard_traps detecting keydown event listeners that may trap
users.

8 page_text similarity (hostname Measures randomness of your domain name.

entropy)

9 has_suspicious_js Checks the URL for suspicious keywords e.g.
login, secures, bank, etc.

10 domain_whitelisted Flags for whether the domain is in safe domains
list.

11 accesses_window_top Detects if the login form actions point to an

external domain.



http://127.0.0.1:5500/

8. Model Training Process (Python)

The backend model is trained in Python with the script called Training_Python_Script_New.txt
that utilizes the dataset called bitb_dataset.csv, and the ONNX model is trained in XGBoost with

the dataset called bith_dataset.csv.

(@) [ > ThisPC > DATA(E) » Gautham > BitB > bitb-detector > src > main

Tl Sort ~ = View ~
MName Date modified Type Size
Bj bitb_phishing_detector.onnx 02-08-2025 11:39 ONNX File 95 KB

C (J > ThisPC > DATA(E) > Gautham > BitB > bitb-detector > src >

N Sort = View -
Name Date modified Type Size
€ models 12-07-2025 04:32 File folder
- > SR T AN E 2 e = ~ - 5
@ bitb_dataset.csv 29-07-2025 09:41 Microsoft Excel Co.. 29 KB

Prerequisites
o Installation of Python 3.9+
o Installation of the following packages
pip install pandas xgboost onnxmltools scikit-learn

Files

e Training_Python_Script_New.txt — Python script with training and ONNX export code.

e bith_dataset.csv — CSV file with featured values and labeled samples.

Steps to Train and Export the Model
1. Place both files in the same directory.
2. Open a terminal in that directory.
3. Run:
python Training_Python_Script_New.txt
4. The script will:
Load bitb_dataset.csv into a Pandas DataFrame.
Split data into features (X) and labels (y).
Encode labels using LabelEncoder (if categorical).
Train an XGBoost Classifier with:
= n_estimators=100
= max_depth=5
= eval_metric="mlogloss"
o Convert the trained model to ONNX format.
o Save as bitb_phishing_detector.onnx.
5. Copy the generated bitb_phishing_detector.onnx file to:

@)
@)
@)
@)

> resources » models

main

>

resources

>



backend/src/main/resources/models/

9. Final Prediction Logic (Backend)

When the ONNX model runs on the features, it outputs either:
o Logits (probability as a float) — which are converted to probabilities based on softmax.
e Class labels (0, 1, 2).

The Classification thresholds are:
o BitB Attack (2) — Probability > 0.38 and is the highest probability among classes.
e Suspicious (1) — Probability > 0.38 and is the highest probability among classes.
o Safe (0) — All other cases.

10. System Workflow
1. User accesses a webpage within Chrome/Edge.
2. The extension scrapes 11 fixed features from the page's DOM and URL.
3. The extension sends the features via HTTP POST to the backend Spring Boot service.
4. The backend loads the ONNX phishing detection model and returns a prediction of:
- 0 — Safe
- 1 — Suspicious
- 2 — BitB Attack
5. The extension displays a colored banner at the top of the page based on the prediction.

11. Future Feature Expansion
While the system currently extracts 11 features, the architecture allows for more advanced
checks:

Technical Features

o Detection of iframe script injection
e Real time DOM mutation monitoring.
« Browser API interaction.

Research Enhancements

« Visual similarity detection to visually detect fake pages.
e Al based logo detection.
e Al based NLP scoring of phishing content.

12. Troubleshooting
e No banner showing: Ensure backend (localhost:8080) is running.
o Extension not loading: Check console logs in DevTools (F12 — Console).
o Model mismatch error: Ensure the backend uses the latest ONNX file.



13. Verification & Testing
To ensure the modules are working correctly please go through the verification steps below, and
compare the screenshots you take with what is shown in this document.

Chrome/Edge Extension Detection Banner
Once you have installed and enabled the extension, go to a safe site and a suspicious or a BitB test
site.
o Expected Result:
o Safe Site — Green banner: “[# Page Verified as Safe”
o Suspicious Site — Orange banner: « /\ Suspicious Behavior Detected”

o BitB Site — Red banner: “& BitB Attack Detected”

C O https//www.google.com CASIEE]

¥ Page Verified as Safe

Google

Google Search I'm Feeling Lucky

Google offered in: &= FA Bewh TRIBT sLdlih A%2Ud] 21,63 DRIQIS0 YA

G | ® 127.0.0.1:5500/test-login.html EASI]

/. Suspicious Behavior Detected

Sign in with Google

‘ Email

Password




<« C @ 12700.1:5500/test-bitb-attackhtml * D

@ NewTab MFCentral @ Adobe Acrobat

oo
88
' BitB Attack Detected

Sign in to your Google
Account
Email ‘
Password ‘
Next

Backend Logs (Spring Boot ONNX Prediction)

While browsing test sites, monitor the backend logs.
o Expected Log Example:

& Input features: [0.0, 0.8, 0.0, 0.0, 1.0, 1.0, 1.0, 0.81, 0.0, 0.0, 0.0]
&~ ONNX output (long[]): [1]
Final prediction: 1, Score: 1.0

2025-08-09T17:15:56.934+05:30 INFO 26604 --- [nio-8680-exec-1] o.s.web.servlet.DispatcherServiet : Completed initialization in 1 ms

2025-08-09T17:15:57.090+05:30 INFO 26604 --- [nio-8080-exec-4] c.p.bitb.service.OnnxPhishingDetector : & Input features: [0.6, 0.83, 6.0, 0.0, 6.0, 1.0, 1.0, 0.57, 0.0, 1.9,
2025-08-09T17:15:57.090+65:30 INFO 26604 --- [nio-8088-exec-3] c.p.bitb.service.OnnxPhishingDetector : & Input features: [0.0, 0.83, 0.6, 0.0, 6.0, 1.6, 1.0, 6.57, 0.0, 1.6,
2025-08-09T17:15:57.097+05:30 INFO 26604 --- [nio-8080-exec-4] c.p.bitb.service.OnnxPhishingDetector : & ONNX output (long[]): [0]

2025-08-09T17:15:57.097+65:30 INFO 26604 --- [nio-80808-exec-3] c.p.bitb.service.OnnxPhishingDetector : & ONNX output (long[]): [6]

2025-08-09T17:15:57.097+65:30 INFO 26604 --- [nio-8088-exec-4] c.p.bitb.service.OnnxPhishingDetector 5 Final prediction: 0, Score: 1.0

2025-08-09T17:15:57.097+05:30 INFO 26604 --- [nio-80808-exec-3] c.p.bitb.service.OnnxPhishingDetector 4 Final prediction: 0, Score: 1.0

Postman API Test
Send a POST request to:

http://localhost:8080/api/bitb/detect
with JSON body:

{
"features™: [1.0, 0.85, 0.0, 1.0, 0.0, 1.0, 0.0, 0.65, 0.5, 0.0, 1.0]

¥

Expected Response:

{
"prediction™: 1,
"score": 1.0,


http://localhost:8080/api/bitb/detect

"message™: " /\ Suspicious Behavior Detected"

POST v http://localhost:8080/api/bitb/detect m
Params Authorization Headers (10) Body e Scripts Settings Cookiaa
none form-data x-www-form-urlencoded O raw binary GraphQL JSON v Beautify
T 3
2 "features": [1.8, ©:85, 9.0, 1.0, 0.8, 1.0, 6.8, 0.65, 8.5, 6.0, 1.0]
3
9
Body C Header Test Resul 200 OK 5m 329B - @ = Save Response
{} JSON v Preview  ¥Q Visualize = = Q
o
3
4
5 %
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