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https://cyrillic-guard.vercel.app/  
 

1 Introduction 
 

This manual will provide an extensive overview for setting up and launching the "Cyrillic 

Script Checker," a tool aimed at identifying phishing URLs that utilize Cyrillic homoglyph 

characters. The system detects visually alike Cyrillic-Latin character replacements (e.g., 

fаcebook.com vs. facebook.com) and marks possible phishing attempts. This document 

includes dependencies of tools, laboratory configuration, and steps for implementation 

 

2 Tools /Languages 
 

Software Stack: 

• Frontend: 

• HTML/CSS/JavaScript (for user interface and client-side logic) 

• Unicode normalization libraries (e.g., punycode.js for URL parsing) 

 

• Backend: None (client-side only) 

 

• Testing: 

• Browser Developer Tools (Chrome/Firefox) 

• VSCode live server 

• Burp Suite Community Edition (optional for HTTP request analysis) 

 

Key Libraries: 

• Homoglyph Detection: Custom JavaScript functions for Cyrillic-Latin character 

mapping. 

• URL Parsing: URL API for domain extraction. 

 

3 Hardware Configuration 
 

Component Specification 

Operating System Windows 11 / macOS Ventura / Linux Ubuntu 

Processor Intel i5 or equivalent (64-bit) 

RAM 8 GB DDR4 or higher 

Storage 256 GB SSD (minimum) 

https://cyrillic-guard.vercel.app/
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Component Specification 

Browser Chrome v116+ or Firefox v115+ 

4 Lab Setup 
 

Local Server Configuration (VSCode): 

1. Install VSCode and Live server extension: 

• VSCode live server  

2. Deploy Project: 

• Open index.html. 

3. Start Servers: 

• Launch live server “Go Live”. 

4. Access Application: 

• Automatically open in browser 

 

 

Figure 1: Live server to see the project live 
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Figure 2: Final Code view index.html 

 

Figure 3: Final Website View 
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Figure 4: Comparison on Website for clear understanding 

 

5   Implementation 
 

5.1 Core Workflow: 

 

1. URL Input: Users enter a URL into the web interface. 

2. Homoglyph Detection: The script converts the URL to Unicode, checking for 

Cyrillic characters in the domain. 

3. Example code snippet: 
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6   Testing & Results 
 

In this section we will run some live test using the own created datasets you can find in here : 

https://github.com/x23292717/Cyrillic-Guard/blob/main/URLs.csv. In here we will compare 

original and fake Cyrillic URL and see if the created logic can distinguish between fake and 

real and detect Cyrillic script present and URL that we have input. Below is the Unicode 

range shown for example: 

 

Unicode Ranges 

 

    English Alphabet: U+0041-U+005A (uppercase), U+0061-U+007A (lowercase) 

 

    Russian Alphabet: U+0410-U+044F (basic Cyrillic range) 

 

Test case 1: Testing on google real website and a fake website 

 

 

Figure 5: Real google.com URL show "No Cyrillic detected" 

 

 

 

https://github.com/x23292717/Cyrillic-Guard/blob/main/URLs.csv
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Figure 6: Fake Cyrillic URL of google.com show "Cyrillic characters detected!" 

 

 

Test case 2: Testing on x.com real website and a fake website 

 

 

 

Figure 7: Real x.com URL show "No Cyrillic detected" 
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Figure 8: Fake Cyrillic URL of x.com shows "Cyrillic characters detected!" 

 

Test case 3: Testing on instagram.com real website and a fake website 
 

 

Figure 9: Real instagram.com URL shows "No Cyrillic detected" 
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Figure 10: Fake Cyrillic URL of instagram.com shows "Cyrillic characters detected!" 
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