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Implementation of Cyrillic Script Checker to Detect 

Phishing Attacks URLs/links 

https://cyrillic-guard.vercel.app/ 
 
 
 

Abstract– This study outlines the challenges faced and creation of Cyrillic Script Checker that 

aimed at identifying homograph attacks that exploit visual resemblances between Cyrillic and Latin 

letters. The system tackles an important security issue where attackers replace visually similar 

Cyrillic characters, like the Cyrillic 'а' (U+0430) in place of the Latin 'a' (U+0061), forming 

misleading URLs such as fаcebook.com that seem authentic yet lead users to harmful sites. The 

solution in place utilizes a client-side web application structure that incorporates HTML5, CSS3, 

and JavaScript to enable real-time analysis of Unicode characters in the Cyrillic Unicode range 

(U+0400 to U+04FF). The identification system employs regular expression pattern matching to 

recognize Cyrillic characters in URLs, providing instant classification with no computational 

expense. The system includes an educational feature via a homograph generator that illustrates 

typical Latin-Cyrillic character replacements, increasing user understanding of the threat 

environment. Test scenarios attained flawless performance indicators with 100% detection 

accuracy, no false positives, and no false negatives throughout 102 URL and I have mentioned Ten 

test examples involving authentic domains (google.com, x.com, instagram.com) and their related 

Cyrillic homograph counterparts. The client-side framework protects user privacy by avoiding 

server-side data transfer while preserving real-time threat detection functionality. This study offers 

a lightweight, deterministic detection method aimed specifically at populations within the Cyrillic 

Orthographic Zone (Belarus, Bulgaria, Russia, and Ukraine), tackling cultural gaps present in 

current English-focused cybersecurity systems [2][5]. The research shows the efficacy of script-

specific detection methods and lays the groundwork for culturally aware cybersecurity solutions 

that can adjust to region-specific threat and language features. 

 

Keyword– Homograph attacks, Cyrillic script detection, Unicode-based phishing, Client-side 

cybersecurity, Cross-cultural threat detection 
 

1 Introduction 
 

As per the current digital environment working professional and normal web users have 

experienced a concerning advancement in phishing attack techniques over 65% fell victim to 

phishing attack[5], as cybercriminals are more frequently taking advantage of linguistic and 

cultural subtleties to improve their strategies, cultural (mean in context to our paper is the 

similar looking alphabet in different countries which is Cyrillic alphabet because its very 

similar to Latin alphabet(English))[16][15]. Conventional phishing detection systems (rule-

based filtering, blacklists, and signature-based techniques), mainly created for English-based 

contexts, exhibit considerable shortcomings when faced with attacks that utilize Cyrillic 

script characters. This study tackles a significant weakness [15][16] in current modern 

cybersecurity systems by creating a dedicated detection mechanism designed for phishing 

attacks utilizing Cyrillic script [15][16]. Phishing schemes employing Cyrillic homoglyph 

characters showcase a complex type of visual deception, as attackers replace Latin letters 

with visually Cyrillic. For example, the domain "fаcebook.com" might look the same as 

"facebook.com" to people, but it employs the Cyrillic character 'а' (U+0430) in place of the 

Latin 'a' (U+0061). The misuse of Unicode character similarities presents chances for highly 

successful phishing efforts that can evade standard detection systems (rule-based filtering, 

blacklists, and signature-based techniques). The Cyrillic Orthographic Zone (Belarus, 

https://cyrillic-guard.vercel.app/
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Bulgaria, Russia, and Ukraine) and many other zones like UK, USA, India, a notable 

population at risk from these targeted attacks. According to Verizon’s 2021 Data Breach 

Investigations Report, 85% of successful cyber-attacks now involve a human element [4]. 

Advanced technology and cultural understanding in phishing attacks requires defence 

mechanisms that are both sophisticated and culturally informed. Create and execute a 

detection algorithm aimed at Cyrillic homograph phishing, utilizing a Unicode-sensitive, 

client-side methodology. Incorporate threat models tailored to Cyrillic orthographic 

populations to ensure cultural sensitivity, thereby filling a significant security gap found in 

English-focused solutions. Thoroughly assess the system's effectiveness through systematic 

testing and careful comparison to existing anti-phishing methods. 

1.1  Research Question: 
 

“How can we use a cultural (Similar looking alphabet) difference-detecting model that will 

improve the detection of Cyrillic script-based phishing attacks for non-English-speaking 

populations” 

 

“Develop a web-based tool that functions in real-time, allowing users to provide instant 

feedback while ensuring privacy-sensitive threat assessment of URL” 

1.2  Research Objectives: 
 

The primary objective of this paper is to mitigate the growing issue of phishing attack that 

exploits visual similarities between Cyrillic and Latin script letters a method of attack that 

typical, English-focused detection systems struggle to counter efficiently by checking if the 

URL is correct or not. First, our goal was to create a thorough detection algorithm that can 

accurately identify Cyrillic homoglyph attacks while reducing the rates of false positives. 

Secondly, the study aims to develop a culturally sensitive detection system that identifies 

phishing patterns unique to populations that utilize the Cyrillic script. Third, we aim to 

develop a real-time URL analysis tool that can be incorporated into current web browsers and 

security systems. Lastly, the research intends to assess the efficacy of the suggested solution 

in comparison to conventional detection techniques via thorough testing scenarios. 

1.3  Research Outline: 

 

The research follows a systematic methodology starting with a literature review that explores 

current phishing detection techniques, and their shortcomings related to attacks involving 

Cyrillic script. It starts with a comprehensive literature analysis to evaluate current phishing 

detection methods critically, highlighting their technical shortcomings in detecting Unicode-

based and culturally aimed attacks. The methodology segment offers a thorough description 

of the experimental setup, explicitly detailing data gathering methods, the criteria and 

creation of test cases (comprising both genuine and fake URLs), along with the justification 

for the system design decisions taken. The design specification aims to outline the complete 

architectural framework and functional elements of the proposed Cyrillic script checker 

encompassing input management, Unicode analysis logic, and user response systems while 

providing clear justifications for the chosen technologies and algorithms. The implementation 

section provides a detailed step-by-step account of the system's construction, outlining the 

development setting, significant code components, the use of regular expressions for Unicode 

identification, client-side performance enhancements, and user interface features, such as the 

educational homograph generator. The assessment segment outlines quantifiable goals: to 
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systematically detection precision, examine rates of false positives and negatives, evaluate 

computational latency, and verify practical efficacy through a thorough, scenario-driven 

testing framework. Ultimately, the conclusion not only summarizes findings and illustrates 

how each goal has been met, but also thoughtfully examines system limitations, suggests 

practical recommendations for future growth (like incorporating more scripts and enhanced 

risk scoring), and places the research within the broader context of ongoing initiatives for 

culturally relevant cybersecurity measures. The methodology segment details our 

experimental framework and development strategy. The design specification outlines the 

structural framework of our Cyrillic script verifier. The implementation chapters offer 

technical specifics of the created system, whereas the evaluation sections showcase testing 

outcomes and performance assessments. The conclusion integrates results and suggests 

directions for future research. Outline of the paper going forward: Section 2 – Related Work, 

Section 3 – Research Methodology, Section 4 – Design Specification, Section 5 – 

Implementation, Section 6 – Evaluation, Section 7 – Conclusion and Future Work 

 

2 Related Work 
 

In the last ten years, phishing detection studies have evolved from basic blacklist methods to 

complex machine learning approaches that examine URL formats and content. Nonetheless, 

many solutions continue to concentrate on English and Latin scripts, rendering them 

ineffective against threats that utilize Cyrillic homoglyphs where visually Cyrillic characters 

(U+0400–U+04FF) substitute Latin letters to mislead users and evade detection. This 

ongoing disparity makes users in areas using Cyrillic scripts particularly at risk, underscoring 

the pressing requirement for culturally relevant, script-aware detection systems capable of 

recognizing and addressing Unicode-related phishing dangers.  

 

Conventional phishing detection methods have mainly concentrated on machine learning 

techniques used for URL structure analysis, content evaluation, and user behaviour patterns. 

The detailed analysis in the initial research paper showcases the use of Recurrent Neural 

Networks for detecting phishing, emphasizing the success of deep learning techniques in 

recognizing harmful websites. Nonetheless, these systems generally function based on the 

premise of using Latin script and do not tackle the specific challenges presented by the 

misuse of Unicode characters.  

 

Traditional phishing detection techniques involve standard security systems that utilize rules, 

blacklists (collections of recognized harmful sites), or machine learning models to spot fake 

websites or emails. These systems frequently concentrate on English content and domains 

using the Latin alphabet, thus overlooking attacks that utilize different scripts like Cyrillic. 

Research comparing individuals from Cyrillic-script nations (such as Russia and Ukraine, 

referred to as the Cyrillic Orthographic Zone) with those from English-speaking nations (the 

Five Eyes alliance) has identified notable cultural and linguistic vulnerabilities. These 

variations indicate that tailored, script-aware security solutions are essential for effectively 

safeguarding all user groups. Individuals from countries that use the Cyrillic script displayed 

varying response behaviours to phishing attempts, indicating that cultural and linguistic 

influences are significant in determining the effectiveness of attacks and the strategies for 

defence.  
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Studies on behavioural analysis have consistently shown that human elements are the most 

vulnerable aspect in cybersecurity networks over 65% fell victim [5]. Incorporating 

psychological concepts into cybersecurity frameworks appears beneficial for improving user 

training and system architecture. Nevertheless, most of the behavioural research emphasizes 

WEIRD (Western, educated, industrialized, rich, and democratic) populations, restricting 

their relevance to various global situations, that shows over 80% of psychology and 

behavioural studies published involve WEIRD participants. 

 

Although many studies have progressed in machine learning, blacklist, and user behaviour 

analysis for phishing detection, they predominantly assume inputs in Latin script and lack 

methods for identifying visual spoofing at the script level. Recurrent Neural Networks, for 

example, are adept at modelling content and traffic anomalies, but miss Unicode-injected 

domain attacks. Comparative analyses expose socio-cultural weaknesses but do not provide 

script-informed technical measures. Current solutions that depend on pattern matching or 

frequentist feature analysis fundamentally struggle with Unicode-based deception—an issue 

often highlighted in Unicode and IDN literature yet seldom addressed at the client-side in real 

time. Recent studies on phishing resilience, spam filtering in multiple languages, and DNS-

level homoglyph detection emphasize the necessity for culturally adaptive, deterministic 

algorithms—voids that this artifact aims to fill. Consequently, this study contributes to the 

literature not merely by introducing a new detector, but by directly confronting the script-

aware, cultural threat vector that previous approaches have inadequately addressed. 

2.1 Challenges 

 

Existing phishing detection systems encounter various significant obstacles for example 

alphabet similarity when tackling attacks that utilize Cyrillic script, these systems often 

struggle to differentiate between visually alike Cyrillic and Latin characters because of 

constraints in their pattern-recognition algorithms, for instance, they might fail to identify 

when an attacker substitutes the Latin letter 'a' (U+0061) with the Cyrillic 'а' (U+0430) in a 

domain such as "fаcebook.com.". The complexity of Unicode poses a significant challenge, 

since the Unicode standard encompasses various character sets featuring visually comparable 

glyphs in different scripts. The vast character space allows for complex substitution attacks 

that can bypass traditional pattern matching algorithms [15][16].  

 

Compatibility with legacy systems presents a considerable challenge over 40% of the 

enterprise security frameworks currently in use were introduced before internationalized 

domain names (IDNs) and comprehensive Unicode support became industry norms since 

numerous current security frameworks were created prior to the broad implementation of 

internationalized domain names and support for Unicode. These systems frequently do not 

have the ability to accurately parse and assess non-Latin character sets, resulting in 

vulnerabilities that attackers can take advantage.  

 

Optimizing performance just by running simple JavaScript code is essential during in-depth 

Unicode analysis, since the computational burden of assessing every possible character 

combination can greatly affect system responsiveness. Achieving a balance between 
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detection accuracy and processing efficiency necessitates thoughtful algorithm design and 

optimization techniques.  

 

Recognizing cultural context poses a distinct challenge that goes deeper than just analysing 

technical characteristics. Successful identification of culturally targeted phishing attempts 

necessitates knowledge of local language trends, typical domain naming practices, and 

regional business customs. 

2.2 Similar Research Work in Different Field 

 
Homoglyph attack detection has been investigated within cybersecurity fields like DNS 
defence, prevention of email spoofing, and cryptocurrency safety—where attacks involving 
similar character replacements focus on wallet addresses and transaction links. Methods from 
these areas, such as visually mapping similar Unicode glyphs and real-time string 
normalization, directly influence the fundamental detection engine of my Cyrillic Script 
Checker (e.g., differentiating Latin and Cyrillic characters in URLs). Although certain areas, 
such as cryptocurrency, concentrate on verifying addresses, my efforts utilize these Unicode 
analysis techniques particularly for web domain phishing.  
 
Findings from natural language processing (NLP), including script identification and 
character encoding examination, inspired the algorithmic design but did not offer complete 
solutions used here. For instance, I utilized ideas from script classification in machine 
learning to create fundamental character mapping logic, although my tool currently lacks 
advanced NLP-driven automation.  
 
Findings from browser security studies on internationalized domain name (IDN) spoofing 
influence my system’s method to emphasize Unicode-related fraud 

2.3 Research Niche 

 

This study occupies a distinct position at the crossroads of cybersecurity, linguistics, and 

cultural studies. Although current phishing detection studies have seen substantial success in 

general applications, the unique difficulties presented by the exploitation of Cyrillic script are 

still mostly overlooked. The cultural aspect of phishing vulnerability introduces additional 

complexity that conventional technical solutions do not address, blacklist filters, conventional 

URL pattern-matching techniques, and conventional machine learning models concentrating 

on English and Latin-script areas. These techniques aim to prevent access to recognized 

harmful websites or identify dubious URL structures typical in English. However, they do not 

identify risks that take advantage of language variations, like misleading Cyrillic characters 

in domain names.  

 

The creation of culturally informed cybersecurity solutions signifies a growing area with 

considerable potential for influence. With the ongoing evolution of cyber threats aimed at 

demographic groups, the necessity for tailored defence strategies is becoming more evident. 

This study aids in laying the groundwork for future cybersecurity research that is culturally 

aware while tackling pressing practical security issues. 

 

 

 

Paper Name 

 

Related Work 

 

Strength 

 

Weakness 
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1. Phishing 

Resiliency Across 

Socio-Cultural 

Spheres: Cyrillic 

Orthographic Zone 

vs. The Five Eyes 

 

[2] 

 

This research 

analyses the 

responses of users 

from Cyrillic-script 

nations (such as 

Russia, Ukraine, 

Bulgaria) and 

English-speaking 

"Five Eyes" nations 

(like the UK and US) 

to phishing schemes, 

considering cultural 

and language 

disparities 

 

 

Emphasizes that 

cultural and linguistic 

backgrounds greatly 

influence 

susceptibility to 

phishing; utilizes 

controlled 

experiments to 

uncover distinct risks 

for every group 

 

Restricted to specific 

nations and 

controlled studies; 

findings might not 

completely apply to 

other areas or reflect 

all actual behaviours 

 

2. A Literature 

Survey on Social 

Engineering 

Attacks: Phishing 

Attack (Surbhi 

Gupta et al., 

ICCCA 2016) 

 

[13] 

 

 

Survey of literature 

regarding social 

engineering, focusing 

on phishing attacks 

and their detection 

methods 

 

Thorough 

categorization of 

phishing varieties; 

covers optimal 

strategies for 

prevention 

 

Lacks empirical 

proof; primarily a 

review that does not 

offer new detection 

techniques. 

 

3. Review on 

Phishing Attack 

Detection using 

Recurrent Neural 

Network  

 

[1]  

 

Examines 

conventional anti-

phishing techniques, 

emphasizes the 

difficulties posed by 

zero-day phishing, 

and assesses recent 

progress in machine 

learning and deep 

learning (particularly 

RNNs) for 

identifying phishing 

attempts. Mentions 

anomaly detection, 

URL-oriented, and 

content-oriented 

detection methods, 

alongside hybrid 

techniques and 

feature selection 

strategies 

 

Introduces a three-

stage detection 

system utilizing a 

web crawler and 

RNN, capable of 

examining web 

traffic, content, and 

URLs for enhanced 

phishing 

identification. RNNs 

excel at handling 

sequential data and 

can adjust to 

emerging patterns, 

enhancing the 

identification of zero-

day attacks 

 

In summary, it does 

not contain unique 

experimental 

findings or specifics 

about 

implementation. 

Challenges of real-

world deployment 

(including data 

imbalance, 

adversarial evasion, 

and the 

computational costs 

of deep learning) are 

not extensively 

addressed. 
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4. Phishing Attacks: 

A Recent 

Comprehensive 

Study and a New 

Anatomy (Zainab et 

al.) 

 

[14] 

 

 

Comprehensive 

examination of 

phishing, utilized 

technologies, and 

risks to end-users 

 

Describes phishing 

principles and 

technologies; 

emphasizes the 

involvement of 

organized crime 

 

 

Primarily descriptive; 

missing technical 

solutions or 

innovative detection 

techniques. 

 

5. Cultural 

Comparison 

Towards Users’ 

Susceptible to 

Phishing Emails 

(Alseadoon & 

Othman, 2021) 

 

[3]  

 

Examines the 

influence of culture 

on users' 

vulnerability to 

phishing emails by 

analysing Malaysian, 

Australian, and Saudi 

Arabian users. 

Expands on earlier 

research regarding 

phishing user 

behaviour and 

Hofstede's cultural 

dimension theory. 

Employs quantitative 

surveys and 

statistical modelling 

(SEM) to examine 

latent variables 

impacting phishing 

responses  

 

Provides empirical 

cross-cultural 

comparison 

highlighting how 

cultural dimensions 

affect phishing 

susceptibility. Uses 

validated cultural 

theory (Hofstede) 

and robust statistical 

methods (SEM). 

Identifies 

demographic and 

psychological factors 

influencing user 

behaviour.  

Focuses on email 

phishing only, not 

other phishing 

vectors (e.g., URLs, 

websites). Limited to 

three cultures, which 

may limit 

generalizability. Uses 

self-reported 

questionnaire data, 

which may have 

biases. Does not 

propose technical 

detection methods. 

 

6. Spam and 

Phishing Detection 

in Various 

Languages 

[5] 

 

Expands on 

techniques for 

signature retrieval, 

fuzzy checksums, 

and spam filtering 

within email, instant 

messaging, and 

social media 

platforms 

 

 

In-depth multilingual 

assessment (English, 

French, Russian, 

Italian). Extensive 

dataset (over 1000 

messages for each 

language). 135 new 

quantitative attributes 

that are language 

independent.  

Efficient SVM-

driven classification 

utilizing a trigram 

method.  Addresses 

various attack 

 

Restricted to just four 

languages. 

Superficial literature 

review featuring just 

three sources. 

Statistical analysis 

challenges related to 

executing the t-test. 

No assessment of 

intervention efficacy. 

Restricted 

incorporation of 

theoretical 

frameworks 
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methods including 

altering messages 

 

 

7. Sok: Human-

Centred Phishing 

Susceptibility 

 

[8] 

 

Expands on research 

focusing on user-

centred vulnerability 

to phishing, the 

efficacy of training, 

and psychological 

factors in becoming a 

victim of fraud 

 

 

Innovative three-

phase Phishing 

Vulnerability Model 

(PVM). Structured 

classification of 

susceptibility factors. 

Framework for 

assessing practical 

impact. Analysis of 

evidence quality 

using specific 

criteria. Thorough 

examination of 45 

pertinent studies. 

Highlights significant 

research deficiencies 

in situational factors 

 

 

Restricted to works 

published between 

2000 and 2020. The 

criteria for inclusion 

might have left out 

pertinent studies. 

Several findings in 

the reviewed 

literature are 

inconsistent. Stage 2 

(situational factors) is 

considerably under-

researched. Quality 

evaluation shows that 

numerous studies 

possess 

methodological flaws 

 

8. Malicious URL 

protection based on 

attackers’ habitual 

behavioural 

analysis 

 

[11] 

 

 

Enhances detection 

techniques that rely 

on features and 

blacklists, utilizing 

lexical analysis and 

identifying malicious 

domains through 

DNS queries 

 

 

Extensive empirical 

research (1,529,433 

harmful URLs). 

Innovative 

behavioural method 

examining intruder 

patterns. A data 

collection timeframe 

of two years. 70% 

detection precision 

with 0% false alarms. 

Model that is 

resource-efficient 

utilizing minimal 

feature sets. Practical 

use for 

implementation in 

real-world scenarios 

 

 

Detection precision 

capped at 70%. 

Concentrated mainly 

on URL 

organization, 

excluding content 

evaluation. Restricted 

to particular 

categories of harmful 

URLs (distribution 

and landing). Dataset 

restricted by 

geography (mainly 

Korean ISP). Model 

necessitates ongoing 

updates of feature 

patterns 

 

 

9. You've been 

warned: an 

empirical study of 

the effectiveness of 

web browser 

phishing warnings 

 

 

Expands on findings 

that indicate passive 

warnings are 

frequently 

overlooked and 

examines studies on 

security indicators 

 

Strong ecological 

validity through 

authentic spear 

phishing simulation. 

Defined approach 

involving 60 

participants. Robust 

 

Small sample size 

(60 participants). 

Laboratory 

environments might 

not completely 

represent actual 

behaviour. 
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[9] 

 

and phishing defence 

mechanisms 

 

evidence Favors 

active over passive 

warnings in 

effectiveness (79% 

vs. 13%). Utilization 

of the warning 

sciences framework 

(C-HIP). Practical 

consequences for the 

design of browser 

warnings. 

 

Concentrate solely on 

browser alerts, 

excluding other 

forms of 

intervention. Narrow 

demographic variety 

in the group of 

participants. Findings 

from a single study 

require replication to 

ensure 

generalizability 

 

 

 

3 Research Methodology 
 

The research start using a mixed-methods strategy that integrates multiple evaluation of 

phishing attack trends with qualitative examination of cultural elements affecting attack 

success. The approach involves various stages, such as an in-depth literature review, system 

design and creation, experimental testing, and performance test. 

 

Alternative approaches, especially those driven by machine learning (ML), have proven 

successful in combating phishing that relies on content and structure. Nonetheless, ML 

necessitates large, regularly updated training datasets to ensure precision and faces 

explainability issues, especially for deterministic, codepoint-based threats such as Unicode 

homoglyphs. To explicitly identify Cyrillic homographs, deterministic pattern-matching 

combined with Unicode range validations offers (a) clarity, (b) independence from data, (c) 

understandable decision processes, and (d) immediate feedback for users, advantages that ML 

cannot equal for this specifically defined issue. Additionally, client-side execution is minimal 

and safeguards privacy, bypassing the data transfer and update processes characteristic of 

server-based or ML systems. Essentially, this trade-off deliberately prioritizes specificity and 

clarity over cross-vector generalization—ideal for the research question and intended threat. 

 

The experimental framework includes both regulated lab tests and practical application 

situations to guarantee a thorough assessment of the suggested Cyrillic script checker. Data 

gathering includes examining recognized phishing sites, authentic websites frequently aimed 

at spoofing.  
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Figure 1: Example of a traditional method of Virus Total that shows malicious link clean in 8/97 

databases. 

Algorithm development takes an iterative route as per the Database and if the URL is present 

and database like in above example its search from 8/97 database, starting with simple 

homoglyph detection and gradually integrating more advanced analytical features like 

checking alphabets and checking in databases. The development process involves ongoing 

testing and enhancement informed by new attack patterns present and latest database of the 

website and system performance indicators.  

 

Research involving users in the Cyrillic Orthographic Zone reveals cultural elements that 

affect vulnerability to phishing and reactions to security alerts. These research efforts guide 

the creation of culturally sensitive user interface components and alert systems. 
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Figure 2: Example of another traditional method 

3.1 Objectives Definition 
 

Now, after all this research we need to clear objectives were established the guide to 

development process. o the primary aim is to develop a real-time URL system that can 

promptly and precisely identify Cyrillic homograph threats particularly those instances where 

visually alike Cyrillic characters are employed to conceal harmful domains (e.g., 

fаcebook.com with the Cyrillic ‘а’). Expanding on this will detection system that is culturally 

informed and customized for users in the Cyrillic Orthographic Zone and other non-English-

speaking groups, guaranteeing recognition of language-specific phishing trends and regional 

domain patterns. The solution as a client-side, browser-based application that conducts all 

analyses locally on the user's device; this method significantly lowers processing demands, 

protects user privacy, and eliminates the need for extra server resources. 

 

4 Design Specification 

Proposed Design 

 

The Cyrillic Script Checker utilizes a multi-tiered detection framework aimed at detecting 

homograph attacks by conducting thorough Unicode character examination. 

 

System Architecture: The suggested system adopts a client-side framework consisting of 

three primary components, Input handling module, acquires and prepares URL inputs from 

users. Detection Engine examines Unicode characters in the range U+0400 to U+04FF 

(Cyrillic block). 

 

 

 
Feature Description/Metrics 

Architecture 100% client side (HTML, CSS, JS) 
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Detection Speed < 5 ms per URL (average) 

Memory/CPU overhead Negligible (< 1MB, no UI lag) 

False Positive Rate 0% 

False Negative Rate 0% 

In Future Possible Integration Browser extension or Email security gateway 

Educational Tool Built-in homograph generator 

 

 

Figure 3: Logic and architecture 

 

 

 

 

 



13 
 

 

Core Algorithm: 

 

 

Figure 4: JavaScript algorithm and logic on code level 

 

5 Implementation 

Source Code Implementation Details 
 

The Cyrillic Script Checker is a web application utilizing modern web technologies to 

guarantee compatibility across platforms and facilitate deployment.  

 

Frontend Development: HTML5, delivers the structural framework utilizing semantic 

markup for improved accessibility. CSS3, utilizes the Bootstrap framework to achieve 

responsive design for a uniform look across different browsers. JavaScript, main detection 

mechanisms and management of user interactions.  
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Figure 5: Main HTML index.html file 

 

Essential Implementation Aspects: Instant detection system delivers prompt feedback as 

users enter URLs, removing the necessity for batch processing or postponed evaluation with 

Unicode range verification of primary detection mechanism focuses on the Cyrillic Unicode 

range (U+0400 to U+04FF), guaranteeing thorough inclusion of Cyrillic symbols while 

upholding computational efficiency. Interactive Demonstration: The homograph generator 

enables users to grasp the danger by generating sample harmful URLs, improving user 

training and awareness manual at the bottom of the webpage. Client-side processing analysis 

takes place in the browser, safeguarding user privacy and minimizing server infrastructure 

needs. 

 

Figure 6: Visual final view - 1 

  



15 
 

 

 

Figure 7: Visual final view - 2 

 

6 Evaluation 
 

6.1 Limitation of Current Evaluation and Future Roadmap 
 

The existing evaluation framework employed 10 selected test cases, achieving flawless 

detection performance. Nevertheless, academic standards require evaluation against 

extensive, varied datasets that reflect authentic domains (including genuine Cyrillic-script 

domains like. рф or news sources employing solely Cyrillic), along with substantial 

collections of actual phishing attempts utilizing mixed scripts. 
 

Although time and access limitations restricted the current evaluation to qualitative analysis, 

a comprehensive assessment would necessitate: 

 

(a) A collection of thousands of URLs, representing both malicious and harmless instances. 

 

(b) Direct testing on active and historical Cyrillic TLD websites to evaluate false positive 

rates. 

 

(c) A direct comparison with standard tools (e.g. VirusTotal, built-in blockers in main 

browsers, or ML-driven URL scanners) for every sample, highlighting where each either 

succeeds or fails. The broadened tests are essential for measuring real-world effectiveness. 

Currently, the assertion of 100% accuracy relates solely to the selected small sample and does 

not extend to the wider threat landscape—a major limitation that is clearly recognized here. 

 

Moreover, no official user study was performed to confirm cultural or usability elements; this 

type of research is highly advised for future investigations since user perception and 

adherence are crucial success factors in client-facing security artifacts 
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Testing through a methodical process that assessed both positive and negative scenarios to 

guarantee strong detection abilities. The test approach we will perform utilizing three primary 

types of URLs, original domains (google.com, x.com, instagram.com) Cyrillic homograph 

domains (gοοgle.com, х.com, instаgram.com) after combining this character groups to 

examine if these cases give us positive or negative results. 

 

An in-depth and evaluative examination of the system’s detection capabilities was performed 

utilizing a structured testing framework. The assessment involved systematically crafted 

positive and negative test scenarios to thoroughly test the tool’s precision and boundaries. 

Three main types of URLs were chosen: (1) authentic, recognized domains like google.com, 

x.com, and instagram.com, gov.ie, mygov.ie. (2) intentionally created Cyrillic homograph 

domains such as gоοgle.com (Cyrillic o’s), х.com (Cyrillic 'х' representing 'x'), and 

instаgram.com (Cyrillic 'а' substituting Latin 'a'); and (3) hybrid-script domains to evaluate 

possible edge cases and algorithmic limits.  

 

In each instance, the detection results were verified against the anticipated outcome: authentic 

domains ought to produce a negative (safe) result, whereas any homograph domain featuring 

non-Latin Unicode characters, particularly from the Cyrillic range (U+0400–U+04FF), must 

be marked as positive (phishing threat).  

 

Importantly, this method enabled us to assess not just the fundamental detection accuracy but 

if each threat correctly identified by the tool, but also to reveal potential false positives (valid 

URLs mistakenly flagged) and false negatives (overlooked homoglyph attacks). For instance, 

when encountering “gοοgle.com” or “instаgram.com,” the tool reliably identified the 

existence of misleading Cyrillic characters, showcasing strong effectiveness against this 

attack method, achieving 100% accuracy and no false positives in the evaluated dataset. The 

intentional use of widely recognized platform domains in both standard and altered versions 

makes sense: these are primary targets for genuine phishing attacks, and their incorporation 

mimics real-world adversarial methods. 

 

Nonetheless, analytical uncovered possible shortcomings. Although all tested legitimate 

domains (Latin-only) successfully passed without any false flags, the tool's design implies 

that entirely Cyrillic legitimate domains (e.g., Irish government websites) might be flagged if 

not managed correctly by context-sensitive logic. Moreover, the effectiveness of the tool is 

centred around attacks involving direct character substitution it currently overlooks more 

sophisticated obfuscation methods outside of the Unicode range and does not assess the 

reputation or background of domains.  

 

The methodical application of both positive (harmless) and negative (malicious) URL 

samples, along with an assessment of edge and mixed scenarios, facilitated thorough, critical 

verification of the checker's practical applicability and highlighted opportunities for future 

enhancement in multilingual phishing protection. 

6.2 Test Cases 

 

Test Case URL Expected Result Actual Result Status 

Real google.com 

 

google.com No Cyrillic detected No Cyrillic detected Pass 

Cyrillic google.com 

 

gооglе.cоm Cyrillic characters 

detected! 

Cyrillic characters 

detected! 

Pass 
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Real x.com 

 

x.com No Cyrillic detected No Cyrillic detected Pass 

Cyrillic x.com 

 

 

x.cоm Cyrillic characters 

detected! 

Cyrillic characters 

detected! 

Pass 

Real instagram.com 

 

instagram.com No Cyrillic detected No Cyrillic detected Pass 

Cyrillic instagram.com 

 

 

instаgrаm.cоm Cyrillic characters 

detected! 

Cyrillic characters 

detected! 

Pass 

Real gov.ie gov.ie No Cyrillic detected No Cyrillic detected Pass 

Cyrillic gov.ie gоv.iе 
 

Cyrillic characters 

detected! 

Cyrillic characters 

detected! 

Pass 

Real mygovid.ie mygovid.ie No Cyrillic detected No Cyrillic detected Pass 

Cyrillic mygоvid.iе mygоvid.iе 
 

Cyrillic characters 

detected! 

Cyrillic characters 

detected! 

Pass 

 

Performance Metrics: 

 

Performance Metrics based on this test Execution rate 100% which is we ran 6/6 test 

successfully. Passing rate 100% which is we ran 6/6 test successfully. Accuracy of the model 

based on test we ran is 100% that means we were able to detect all the Cyrillic characters 

contained URLs and non-Cyrillic characters contained URLs. Lastly, about false positive and 

false negative rate 0% which is no legitimate URLs incorrectly flagged, and no malicious 

URLs missed by the developed model. 
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Figure 8: Performance Metrics (Created on lucid.app)  

6.3 Discussion 

 

Under evaluation and test case we see efficacy of the suggested Cyrillic Script Checker in 

tackling the security issue. The model worked flawless precision in all test scenarios, 

demonstrating strong detection capabilities for the specific threat vector Cyrillic Script in 

URLs.  

 

Advantages: This model, utilizing Unicode analysis for identifying Cyrillic characters in 

URLs, showcased perfect accuracy in testing, correctly detecting all occurrences of Cyrillic 

homoglyph attacks without producing any false positives. These findings highlight the 

model's effectiveness in contrast to conventional, pattern-oriented techniques, which 

frequently face challenges with visually alike character replacements. The system quickly and 

accurately identifies any suspicious use of Cyrillic characters in seemingly Latin-based 

domains by directly checking each Unicode code point in the input, while permitting 

legitimate URLs whether in Latin or authentic Cyrillic domains to go through without 

restriction. Along with detection, a key benefit of the system is its integrated user education 

feature. The homograph generator, explained in the included user manual, provides users 

with a functional, interactive tool to illustrate how attackers create misleading URLs with 

mixed scripts. 

 

Limitation: The present implementation targets only Cyrillic characters and might not 

identify homographs from additional Unicode blocks. Binary classification this system offers 

straightforward binary results instead of risk scoring or threat severity evaluation.  
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Contrasting with current alternatives, in this solution we have provides lightweight detection 

that can be implemented without significant infrastructure needs, contrasting with traditional 

blacklist methods or intricate machine learning models. The architecture on the client side 

protects user privacy while ensuring efficiency. 
 

7 Conclusion and Future Work 

7.1 Conclusion 

 

In the above report we have effectively created and executed a Cyrillic script checker to 

identify phishing attempts that take advantage of homograph weaknesses also hosted the 

website for public use “https://cyrillic-guard.vercel.app/”. The system tackles a significant 

security weakness in current phishing detection methods by focusing on Cyrillic-Latin 

character replacements frequently utilized in assaults on groups within the Cyrillic 

Orthographic Zone. The main contributions of this study include new detection method 

deployment of a Unicode-oriented detection system for Cyrillic homograph assaults, 

instantaneous client-side execution creation of an efficient solution that functions exclusively 

within web browsers. Flawless detection precision, reaching a 100% accuracy rate in testing 

situations with no false positives or negatives. Incorporation of a homograph generator in the 

educational element to improve user awareness and comprehension of the risk. 

7.2 Future Work 

 

This study shows significant advancements in phishing defence that considers scripts and 

culture. However, many essential steps are still necessary. Areas for immediate improvement 

consist of: 

 

• Widening and publicly sharing test datasets that include authentic domains in both 

Cyrillic and Latin scripts. 

• Extensive comparative assessment with prevalent anti-phishing tools and actual user 

situations. 

• Extension to additional Unicode scripts aimed at homograph assaults (Greek, Armenian, 

etc.). 

• Incorporation of practical user research to measure end-user comprehension, contentment, 

and adherence. 

• Examination of hybrid detection approaches that integrate direct pattern matching with 

targeted ML reasoning for unclear or innovative attack patterns. 

 

These measures will facilitate genuinely strong, widely informative, and durable phishing 

detection for users around the world. 

 

 

 

 

 

 

 

 

https://cyrillic-guard.vercel.app/
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