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MitM WPA3 Simulation – Comprehensive Configuration & Reproduction Manual 

Introduction  

This manual provides step-by-step instructions for replicating the research study: "Evaluating 

the Technical Feasibility of Establishing Man-in-the-Middle Positions in Smart Home IoT 

Environments: A Comparative Analysis of Traditional Rogue AP and Multi-Channel CSA-

Spoofing Establishment Against WPA3 Protections In a Simulated Environment." 

What This Research Investigates 

Modern smart homes are filled with IoT devices like cameras, smart plugs, thermostats, and 

voice assistants—all connected via Wi-Fi. While WPA3 security promises better protection 

than its predecessor WPA2, sophisticated attackers are developing new techniques that can 

potentially bypass these protections. This simulation evaluates two critical attack vectors: 

• Traditional Rogue Access Point (Rogue AP) Attacks: Where attackers set up fake Wi-Fi 

hotspots to trick devices into connecting(Owusu Agyemang et al., 2019). 

• Multi-Channel CSA-Spoofing Attacks: A more advanced technique that manipulates 

Channel Switch Announcement beacons to hijack device communications(Louca et al., 

2021). 

What I Intend to Achieve  

By following this manual and running the simulation, you will: 

Generate Quantitative Evidence showing that MC-MitM CSA-Spoofing achieves success 

rates of ~44% against WPA3 networks, while traditional Rogue AP attacks achieve ~25% 

success rates. 

Demonstrate PMF Limitations by proving that Protected Management Frames (PMF)—a key 

WPA3 security feature—completely neutralizes traditional Rogue AP attacks (0% success 

when enabled) but provides minimal protection against CSA-Spoofing attacks. 

Reveal Device Vulnerability Patterns across 50 heterogeneous IoT device profiles, showing 

how patch levels, device types, and security configurations impact susceptibility to MitM 

attacks. 

Expose Critical Security Gaps in WPA3-Transition networks where legacy device support 

creates persistent vulnerabilities even in "secure" environments. 

Provide Actionable Policy Recommendations including mandatory PMF enforcement, 

firmware update SLAs, network segmentation strategies, and WPA3-Transition mode sunset 

timelines. 

  

https://deepnote.com/workspace/project-0e93-7fb8f1e1-8326-4a27-990a-39af59cda096/project/0a574585-db8a-4b28-b5fe-0b1a8585eb55/Practicum%202/main.py
https://deepnote.com/workspace/project-0e93-7fb8f1e1-8326-4a27-990a-39af59cda096/project/0a574585-db8a-4b28-b5fe-0b1a8585eb55/Practicum%202/main.py
https://deepnote.com/workspace/project-0e93-7fb8f1e1-8326-4a27-990a-39af59cda096/project/0a574585-db8a-4b28-b5fe-0b1a8585eb55/Practicum%202/main.py


 

2 
 

 

  

  

  

2. System Requirements. 

Requirement Recommended 

Version 

Notes 

Operating 

System 

Linux-based OS Any modern Linux environment that supports 

Python 3.9  

Python 3.9 – 3.11 Verify with Python3 version. 

Disk Space 500 MB CSV logs & PNG plots are 250 MB per million 

trials. 

RAM 4 GB The simulator streams to disk; memory spikes are 

modest. 

  

2 Project Structure (Quick Reference) 

Project component scripts 

Attacks.py                Core attack logic 

Device.py IoT Device class & vulnerability helpers 

Simulator.py              Simulator class (device gen + attack loop) 

Visualize.py              Plotting & data-extraction utility 

Main.py                   Orchestrator – run simulation + plots 

Requirements.txt          Python dependencies 

Visualizations Auto-generated PNG charts 

Simulation log Auto-generated raw results 

  

3.  Installation 

1. Clone or download the project folder onto your machine. 

2. (Strongly recommended) Create and activate a virtual environment: 

“”” 

python3 -m venv venv 

source venv/bin/activate  

“”” 

3. Install dependencies: 

  pip install -r requirements.txt 
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Fig1. The list currently includes pandas, numpy, matplotlib, seaborn, and scipy. 

  

  

4 Running the Simulation 

Execution 

  

To execute the pipeline, run “python main.py”  

  

 
 Fig 2.  

Outcome: 

● Creates simulation_log_.csv in the project root (1,000,000 rows). 

  

 
 Fig3. - Simulation Log.  
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4.1 Results 

 
Fig4. Impact of PMF (Protected Management Frames) on the success rates of two wireless 

network attacks: Traditional Rogue AP and MC-MitM CSA-Spoofing. 

 

 

 
Fig 5. Results after Patch 

 

 5. Breakdown of functions 

  

 
 Fig6.  
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Here is the set up foundation for simulating Man-in-the-Middle (MitM) attacks on various 

IoT devices, It begins by defining configuration constants such as the number of device 

profiles, the number of attack trials per device. 

  

  

 
Fig7. 

Here, we created a single IoT device with randomized attributes. It takes a device ID number 

as input and generates a unique identifier. The function then randomly selects a device type 

from a predefined list and randomly assigns whether PMF (Protected Management Frames) is 

enabled, simulating variability in device security features.  

  

 
Fig8. 

In this Figure it shows creating a collection of unique IoT device profiles within the 

simulation. For each iteration, it calls the helper function generate_single_device_profile, 

passing the current index to generate a uniquely identified device. Each new device is added 

to the device_profiles list. The function also prints progress messages to provide feedback 

during execution, helping users track the simulation setup. 
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Fig9.   

This figure shows the core of the attack simulation by testing IoT devices under two network 

environments: "WPA3-only" and "WPA3-transition". For each mode, it loops through all 

generated device profiles and runs a series of attack trials using the simulate_rogue_ap_attack 

function. This setup enables systematic testing of device vulnerabilities across different 

network configurations. 

  

 
Fig10 

Here is the second layer to the attack simulation by testing each device against a CSA 

(Channel Switch Announcement) spoofing attack. Each trial is uniquely identified and tagged 

with the current network mode. After all trials for a given mode are completed, the code 

calculates the total number of trials (accounting for both Rogue AP and CSA spoofing 

attacks) and prints a summary message, helping track simulation progress and completeness. 
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5 Behind-the-Scenes Configuration 

main.py sets: 

random.seed(42) 

np.random.seed(42) 

 

 
Fig11. Fixed Random Seed 

 

 

5.2 Device Generation Logic 

 

● Location: generate_single_device_profile () in simulator.py. 

● Key Constants: 

● DEVICE_TYPES – list of possible device categories. 

● CSA vulnerability mapping (patch → probability) is hard-coded; edit to explore other threat 

models. 

 
Fig12. Output Files Explained 

 

Artefact Location Description 

  

simulation_log_<timestamp>.csv Project root One row per trial; columns include device_id, 

device_type, patch_level, pmf_enabled, 

network_mode, attack_type, success. 

visualizations/*.png visualizations Six figures referenced in the Results section. 
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Fig13. The timestamp pattern %Y%m%d_%H%M%S ensures logs stay unique across runs. 

7 Troubleshooting & FAQ. 

 

 

 

Symptom Likely Cause Fix 

  

ModuleNotFoundError Virtualenv is not activated, or 

pip install was skipped. 

Activate venv and reinstall 

requirements. 

Very slow execution Huge --trials_per_device. Lower trials or run on faster 

hardware. 

CSV grows but PNGs not 

generated 

Error inside visualize.py. Run it directly to see traceback. 

Different results each run Modified/removed random seed 

lines. 

Restore random.seed(42) and 

np.random.seed(42). 

 

To Extend the Study 

● Network Conditions: Integrate basic RF noise or packet-loss models to refine attack success 

probabilities. 

● IDS Evaluation: Add hooks to simulate intrusion-detection alarms and measure detection 

success. 

● Additional Device Profiles: Import real-world firmware data to drive patch-level distributions. 
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