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1 Introduction 

Advanced Persistent Threats (APTs) are highly developed, directed cyberattacks that focus on 

persistent access to a breached system over time and remain undetected. Detecting APTs in 

cloud-native environments, where containers might be very short lived and security perimeters 

might not exist at all, needs an innovative approach that combines elements of both network traffic 

analysis as well as container runtime monitoring. 

In this configuration guide, we will describe the realisation of an end-to-end APT detection 

framework, that combines network traffic monitoring with Zeek Network Security Monitor, container 

runtime security monitoring with Falco, and machine learning algorithms (Random Forest and 

Isolation Forest) for intelligent threat detection. Developed on Minikube, to provide a near real 

world cloud-native environment for APT detection. The system can be deployed on a K8S cluster 

The configuration manual guides the reader through the entire setup process in detail, from 

deploying the infrastructure to hosting the proper machine learning model We would like to 

produce a fully reproducible, academically logged platform that can be used as an APT detection 

research platform with validation against standard datasets, including CAdetector. 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

Configuration   

 

Category Specification 

Operating 
System 

Ubuntu 22.04 LTS (64-bit) or compatible Linux distribution 

Processor (CPU) Quad-core Intel i5 / AMD Ryzen 5 or higher 

Memory (RAM) Minimum 8 GB (Recommended: 16 GB for large dataset processing) 

Storage 50 GB free disk space (SSD preferred for faster processing) 

Graphics (GPU) Optional – NVIDIA GPU with CUDA support for accelerated ML training 

Software 
Docker 24.0+, Kubernetes (Minikube 1.30+), Zeek 6.0+, Falco 0.36+, Python 
3.10+ 

Python Libraries 
pandas, scikit-learn, seaborn, matplotlib, joblib, numpy, imbalanced-learn, 
SHAP 

Network Stable internet connection for dataset downloads & container image pulls 

Security Tools Falco for runtime security, Zeek for network monitoring 

Virtualization VirtualBox / VMware (for local Kubernetes cluster setup) 

 

 



 

Implementation 

The implementation process follows a structured, sequential approach to establish, configure, and test the 

APT detection framework in a cloud-native environment. This provides a reproducible methodology with 

visual and technical evidence at each step. Screenshots and configuration captures are essential for 

documenting the setup state and are valuable for later assessment and troubleshooting. 

Phase 1: Set Up the Container and Kubernetes Environment 

Docker & Falco Setup 

1. Install Docker Desktop and ensure it’s running on your system. 
2. Download and run Falco containers so they are ready for real-time threat detection. 
3. Check that all Falco services are running — you should see multiple active containers 

that handle monitoring and exporting data. 

 
 

Minikube & Kubernetes Status 

1. Install and start Minikube to create your local Kubernetes environment. 
2. Verify Kubernetes is active by checking the control plane and DNS services. 
3. Confirm your cluster node is ready — the system should show at least one active node 

for deployment. 

 

 
 

 

 



 

Enable Minikube Add-ons 

1. Start Minikube – Ensure Minikube is already installed and running. 
2. Enable Metrics Server – This is required for monitoring CPU, memory, and other 

Kubernetes resource usage. 
3. List All Add-ons – Check available add-ons (like dashboard, storage-provisioner) to 

confirm they are active. 

 

Create Project Folders 

1. Navigate to Project Directory – Go to the location where the APT Detection project will be 
stored. 

2. Create Subdirectories – Make folders for zeek-data, pcap-files, and logs to keep data 
organized. 

3. Prepare for Log Storage – The logs folder will store Zeek’s analysis results for later 
processing. 

 

 

Run Zeek on PCAP Files 

1. Run Zeek in Docker – Mount the project folders into the container and run Zeek with the 
PCAP file as input. 

2. Process Network Traffic – Zeek analyzes the file to generate detailed logs of connections, 
protocols, and anomalies. 



 

3. View Generated Logs – The logs folder now contains multiple .log files like conn.log, dns.log, 
http.log, etc., for further investigation. 

 

 

 

 

Zeek conn.log preview 

1) Confirms Zeek connection logs are being generated and readable at logs/conn.log (quick 
sanity check before ingestion). 

2) Header lines show the log schema: separator, fields, and types (e.g., ts, uid, id.orig_h/p, 

id.resp_h/p, proto, duration, orig_bytes, resp_bytes, conn_state, local_orig/resp, missed_bytes, history), 
which you’ll map in parsers. 

3) Sample rows verify timestamps and IPs are recorded correctly, ensuring downstream tools 
(SIEM/ETL) will parse without field mismatches. 

 

 

 

Install Falco (with Falcosidekick) 

1) Deploys Falco into the falco namespace with Falcosidekick enabled and an events file path 
configured—establishing runtime threat detection and event forwarding. 

2) Shows a successful Helm release (STATUS: deployed) with chart/app versions, indicating the 
DaemonSet is up on nodes and ready to monitor. 



 

3) Displays a notice about container runtime plugins; ensure the correct runtime (e.g., 
containerd) plugin is installed so Falco can capture syscalls/events properly. 

 

 

Phase 2: Implement Data Processing Pipeline 

2.1 Create Zeek Log Parser Script 

1) Parse Zeek connection logs (conn.log) 

2) Extract network features (bytes, packets, duration) 

3) Create temporal features (hour, day of week) 

4) Generate synthetic attack labels (5% attack rate) 

5) Output structured CSV for machine learning 

 

Zeek log parser execution and output file creation 

 

 

 

2.2 Create Feature Engineering Script 

1) Temporal patterns (time-based features) 

2) Traffic analysis (byte ratios, packet patterns) 

3) Behavioral indicators (connection frequency, persistence) 

4) APT-specific features (data exfiltration, C2 communication) 

 

Feature engineering execution and final dataset creation 



 

 

 

Python Implementation 

Creating and Labeling the Zeek Dataset 

1. Load Dataset – The engineered Zeek dataset (conn_engineered.csv) is loaded into a 
DataFrame for further processing. 

2. Add Labels – A new column label is added and initialized to 0 (benign). Randomly, 10% of 
the rows are selected and labeled 1 to simulate attack samples. 

3. Check Class Distribution – The count of benign (0) and attack (1) samples is displayed to 
verify the balance of classes. 

 

 

Loading and Inspecting Multiple Datasets 

1. Import Multiple Datasets – Three separate datasets are loaded: PT_TRAIN.csv (Penetration 
Test), UUF_TRAIN.csv (Unrestricted File Upload), and OSCI_TRAIN.csv (OS Command 
Injection). 

2. Check Unique Labels – For each dataset, the unique values in LABEL-I, LABEL-II, and 
LABEL-III columns are printed to understand the available class categories. 

3. Identify Attack Types – This reveals the specific CVE identifiers, CWE categories, and 
descriptive attack names associated with each dataset. 

 



 

 

Preprocessing Pipeline Function 

1. Feature and Target Selection – Numeric features are selected while the label column is 
set as the target (y). Missing values and infinities are replaced with median values. 

2. Data Splitting and Scaling – Data is split into training and testing sets (70-30 split) and 
standardized using StandardScaler for model compatibility. 

3. Optional SMOTE Balancing – If enabled, SMOTE is applied to the training set to handle 
class imbalance by generating synthetic samples of minority classes. 

 

Model Implementation & Optimization: 

• Multiple machine learning algorithms—Random Forest (with GridSearchCV tuning), 
Isolation Forest, and MLP Classifier—were implemented to evaluate anomaly detection 
performance across datasets. 

• The parameter tuning for Random Forest included grid search over n_estimators, max_depth, 
and min_samples_split, ensuring optimal hyperparameters for better predictive capability. 

 



 

 

Performance Evaluation Metrics: 

• Each model was assessed using Accuracy, Precision, Recall, F1-Score, and ROC-AUC, 
ensuring a comprehensive evaluation beyond accuracy alone. 

• Results indicated dataset-specific performance variations, highlighting strengths and 
weaknesses in each algorithm’s detection capabilities. 

 

 

Comparative Analysis Across Datasets: 

• A comparative accuracy bar chart demonstrated how Random Forest consistently 
outperformed Isolation Forest on multiple datasets, except for ZEEK, where both performed 
closely. 



 

• Isolation Forest’s unsupervised approach showed limitations in some datasets but 
maintained reasonable detection rates without labeled training data. 

 

 

 

 

 

This experiment successfully integrated multiple machine learning techniques for anomaly detection, coupled 

with hyperparameter tuning and detailed performance evaluation. By comparing both supervised and 

unsupervised models, we achieved a nuanced understanding of detection capabilities across varied datasets. 

The final results offer clear insights into algorithm strengths, enabling informed selection of models for real-

world deployment. This outcome is particularly valuable for security-oriented systems where accuracy, recall, 

and adaptability are critical, and the findings serve as a foundation for refining detection pipelines and 

enhancing automated threat identification.
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Resocurces  
 
Data Set for PT-Train https://github.com/HaleBera/A-NOVEL-
CONTAINER-ATTACKS-DATASET-FOR-INTRUSION-
DETECTION/blob/main/TEST%26TRAIN%20DATASET/PT_TRAIN.c
sv  

 
OSCI- https://github.com/HaleBera/A-NOVEL-CONTAINER-
ATTACKS-DATASET-FOR-INTRUSION-
DETECTION/blob/main/TEST%26TRAIN%20DATASET/OSCI_TRAI
N.csv  
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