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Enhancing Keyless Entry with Anomaly-Based
Two-Factor Authentication for Improved User
Convenience

Avadhoot Prashant Dhanve
23229349

1 Introduction

This manual documents every hardware item, software component and configuration step
used to build and demonstrate the prototype “secure key-fob” system: Two Raspberry
Pis exchange an AES-encrypted MAC address over an infrared (IR) link. If the receiver
recognises the MAC, it unlocks immediately; otherwise it demands a TOTP second factor.

Because the classroom prototype cannot yet capture IR metadata reliably, the en-
crypted string is written to a shared file that the receiver reads automatically. The code
is written in Python for both the Car ECU that is the ”"Receiver” and the Key Fob that
is the ”Sender”.

2 Hardware and Software Specifications

2.1 Hardware Specifications

Following are the hardware specifications:
e CPU: 13th Gen Intel(R) Core(TM) i7-13700HX
e Memory: 16 GB Ram DDR4
e Storage: 1TB SSD, 8 GB SanDisk Micro SD Card, 32 GB Sandisk Micro SD Card
e Controller Board: Raspberry Pi 3b, Raspberry Pi 3b+
e IR Receiver: KY-022
e [R Transmitter: KY-005
e 2x Breadboard
e 6x Jumper wires: Male to Female
e Router: THREE 5G Hub ZTE MC801A
e 2x Micro-USB Cables



2.2

Software Specifications

Following are the software specifications:
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3.1

Windows 11 PRO 24H2 64-bit Operating system
RealVNC Viewer 7.13.1

Nmap 7.97

Raspbian GNU /Linux 9 Operating System

Debian GNU/Linux 12 (bookworm) Operating System
Python 3.5.3, Python 3.11.2

Python Libraries: pycryptodome 3.20.0, pycryptodome 3.23.0 pyotp 2.6.0, pigpio
1.38, RPi.GPIO 0.7.1 (PyCryptodome — PyCryptodome 3.160b1 documentation;
n.d.; |PyOTP - The Python One-Time Password Library — PyOTP documenta-
tion; n.d.; |What s the official Raspberry Pi library for accessing GPIO ports ¢ -
Raspberry Pi Forums; 2022])

Configuration Details

Installing Python Libraries

Install the Python libraries using the following commands:

3.2

sudo apt-get update

sudo apt-get install pigpio python3-pigpio python3-crypto python3-pyotp

Configuration for Emulated Car ECU ” Receiver” and Emu-
lated Key Fob ”Transmitter”

Signal | Receiver (Raspberry Pi 3b) | Transmitter (Raspberry Pi 3b+)
Signal | Connect to Pin 12 (GPIO 18) Connect to PIN 11 (GPIO17)
VCC | Connect to Pin 1 (3.3v output) Connect to Pin 1 (3.3v output)

Ground Connect to Pin 6 (Ground) Connect to Pin 6 (Ground)

Table 1: Table representing physical pin connections



Raspberry Pi 3b (Receiver Connections)

(Raspberry Pi hardware - Raspberry Pi Documentation); 2024))

3.3 Runtime Sequence
e Sender Pi
— Reads the MAC of the Hardware via ip link show.
— Encrypts with AES-CBC - Base64.

— Transmits the same string as a 352-bit IR burst.

— Displays the output, showing both the dynamically grabbed MAC address and
the encrypted MAC address

e Receiver Pi



— When there is a signal received, that is when the signal goes from HIGH (1)
to LOW (0), ir-callback function is called.

— Paste the Encrypted value of the MAC address received from the Sender out-
put.

— Decrypts and compares the MAC with the whitelisted /stored MAC in mac-
db.json file.

— If there is a match, then a successful unlock.
— If the MAC does not match, then 6-digit OTP is sent to verifies user entry.

— Logs every attempt to access-log.txt.

4 Conclusion

This configuration manual provides complete documentation for implementing a secure
IR-based vehicle entry system prototype using Raspberry Pi hardware. The system suc-
cessfully demonstrates encrypted communication, device authentication, and two-factor
authentication capabilities while maintaining user satisfaction of not having to enter the
second factor authentication every time they enter the car.
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