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1. Environment Setup
Recommended Software
e Python: 3.8+

o Jupyter Notebook or JupyterLab
e Operating System: Windows 10/11, macOS, or Linux (Ubuntu 20.04+)

Required Python Libraries

Install the following packages using pip:

pip install pandas numpy matplotlib seaborn scikit-learn keras tensorflow
joblib tldextract

Optional (if using JupyterLab):

pip install ipywidgets

2. Project Folder Structure

Create a main project folder, e.g., phishing detection project/, with the following
structure:

phishing detection project/

—— Final integrated.ipynb # Main implementation notebook

— full dataset.csv # Primary dataset

—— Training Dataset.arff # Secondary dataset

— models summary.pkl # Auto-generated during execution
—— model results.json # Auto-generated log (if enabled)
L— screenshots/ # Optional: For saving graph outputs

Ensure both .csv and . arff datasets are in the same folder as the notebook.



3. Running the Notebook
Step-by-Step Execution

1. Load Required Libraries
The notebook starts by importing necessary packages such as:

import pandas as pd

import numpy as np

import seaborn as sns

import matplotlib.pyplot as plt

from sklearn.model selection import train test split

from sklearn.linear model import LogisticRegression

from sklearn.ensemble import RandomForestClassifier, VotingClassifier
from sklearn.neural network import MLPClassifier

import joblib

2. Load Dataset (full_dataset.csv)
o Contains labeled phishing and legitimate URLs.
o The label column is usually result (1 = phishing, -1 = legitimate).
3. Feature Engineering
o Extracts features like length of URL, number of dots, presence of '@, etc.
o Converts URLSs into feature vectors.
4. Train-Test Split
o Splits data using train test split () with test size = 0.2 (80-20 split).
5. Model Training
o Models used:

LogisticRegression
= MLPClassifier

= KerasClassifier (Neural Net with TensorFlow backend)
= RandomForestClassifier

* VotingClassifier (ensemble of above)
o Each model is trained and its accuracy stored.
6. Model Saving
o All models are saved into a single .pk1 using joblib.dump ():

joblib.dump (models dict, 'models summary.pkl')

7. Evaluation with .arff Dataset
o Uses a secondary dataset (Training Dataset.arff) for validation.
o LoadSVﬂlpandasuﬁngscipy.io.arfﬂ
8. Simulation Mode
o Manually or randomly selects URLs for testing.
o Compares human guesses with model predictions.
o Tracks user accuracy vs. ML accuracy.
9. Result Visualization
o Generates bar charts:
= Model-wise accuracy
*=  Human vs. ML comparison
o Usesmatplotlib.pyplot.bar () for plotting.



4. Output Files and Logs

Output File

Description

models summary.pkl

Contains all trained ML models

model results.json

JSON summary of model scores (optional/log only)

5. Example Output
Sample Model Accuracy Output
Model Accuracy
LogisticRegression | 92.1%
MLPClassifier 94.5%
RandomForest 96.2%
Ensemble (Voting) | 96.8%

Bar Chart Sample

Bar chart compares prediction accuracy across models and simulations.

6. Troubleshooting

Issue

Solution

ModuleNotFoundError

Reinstall missing packages via pip install
<package-name>

ARFF file not loading

Ensure scipy is installed and file is properly formatted

Graphs not showing

Add smatplotlib inline at the top of the notebook

created

models summary.pkl not

Rerun all cells from the top to ensure model training
completes

7. Final Notes

e No hardcoded paths: All paths are relative, ensuring reproducibility.

o User Interaction: Some parts may ask for user input or simulate guesses. These can
be skipped or automated by setting flags.

e GPU Optional: If available, TensorFlow/Keras will use GPU acceleration.




