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Configuration Manual

Secure Smart Home Using ECC

1. Environment setup
1.1 Installing and checking Python 3 on Mac

To serve the needs of the cryptographic scripts and the MQTT-based simulation of the smart
home, Python 3 was installed through the macOS terminal, where a more modern version of
Python must be had. The Mac is normally equipped with the 2.x version of Python, so the new
version needed to be manually installed and configured.

Step 1: Open Terminal

The terminal has been opened through either Spotlight or through the Utilities > Terminal in
Applications.

Step 2: Python Version check

bash
python3 --version
Output Python 3.12.8

This establishes that Python 3 has already been installed or successfully added through
Homebrew or an official Python package.

All project scripts were executed under Python 3.12.8 in the .py format for both operations of
the script: the RSA and ECC cryptographic operations.

1.2 Installing Necessary Python Libraries

To add cryptographic functions and messaging with the MQTT protocol, the following Python
packages are installed:

Command Use



bash
pip3 install paho-mqtt ecdsa
Libraries Installed:

paho-mqtt: It is used when the Publisher and the Subscriber are communicating through the
MQTT protocol.

ecdsa: Provides Elliptic Curve Digital Signature Algorithm (ECDSA) operations to ECC
authentication.

six: A support library accessed by ecdsa.

The terminal result proves that all the required libraries have been installed fine, including
ecdsa==0.19.1 and paho-mqtt==2.1.0.

Last login: Wed Jun 18 11:34:30 on console
(base) sunainaamin@sunainas-Air ~ %
(base) sunainaamin@sunainas-Air ~ % python3 —-version

Python 3.12.8
(base) sunainaamin@sunainas-Air ~ % pip3 install paho-mgtt ecdsa

Collecting paho-mqtt

Downloading paho_mqtt-2.1.0-py3-none-any.whl.metadata (23 kB)
Collecting ecdsa

Downloading ecdsa-0.19.1-py2.py3-none-any.whl.metadata (29 kB)
Collecting six>=1.9.0@ (from ecdsa)

Downloading six-1.17.8-py2.py3-none-any.whl.metadata (1.7 kB)
Downloading paho_mgtt-2.1.0-py3-none—-any.whl (67 kB)
Downloading ecdsa-0.19.1-py2.py3-none-any.whl (150 kB)
Downloading six-1.17.8-py2.py3-none—any.whl (11 kB)

Installing collected packages: six, paho-mqtt, ecdsa
Successfully installed ecdsa-©.19.1 paho-mqtt-2.1.0 six-1.17.9
(base) sunainaamin@sunainas-Air ~ %

Figure I python setup on macOS terminal

4 MQTT Broker Configuration Mosquitto Installation (macOS)

Installed via Homebrew package manager the Mosquitto MQTT broker was installed to facilitate
the message-based intercommunication between IoT devices (publisher and subscriber).



Mosquitto is the main component to handle the communication protocol (MQTT) which is utilized
in this smart home security project.

Step-by-Step Setup:

Step 1: Open Terminal and Mosquitto Install

bash

brew install mosquitto

Output Summary:

Mosquitto has an installed and default configuration file.
The configuration file is here:
/opt/homebrew/etc/mosquitto/mosquitto.conf

Step 2: Initiating Mosquitto Service By Hand

You may run the MQTT broker with:

bash

mosquitto /opt/homebrew/sbin/mosquitto -c /opt/homebrew/etc/mosquitto/mosquitto.conf

This initiates the Mosquitto broker on local port 1883, on which the Python publisher and
subscriber clients can exchange authenticated messages using MQTT.

Why Mosquitto?

Mosquitto was selected because it is lightweight, provides native support on macOS, and supports
paho-mqtt, the library on which Python scripts implement ECC and RSA authentication.
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Caveats
mosquitto

mosquitto has been instslled with a default configuration file
You can make changes to the configuration by editing:
/opt/homebrew/etc/mosquitto/mosquitto. conf

To start mosquitto now and restart at

brow services start mosqui
or, if y

login:

ou don't want/need a background service you can

Jopt/homebrew/opt/mosquitto/sbin/mosquitto ~c /opt/homebrew/etc/mosquitto/mosquitto.conf
postgresqlals

This formula has created a default database cluster wit

initdb —locale=C -E UTF-8 /opt/homebrew/var/postgresqlels

postgresqlels is keg-only, which means it was not symlinked into /opt/homebrew
because this is an alternate versien of another formul

If you need to have postgresqldls first in your PATH, run
echo ‘export PATH="/opt/homebrew/opt/postgresql@ls/bin:SPATH® ' >> ~/.zshrc
For compilers to find postgresqlfis you may need to set
export LOFLAGS=
export CPPFLAGS

*~1/0pt/homebrew/opt/postoresal

Fer plg-cintia’te riad bestgesealfih you my need ta
export PKG_CONFIG_PAT)

aiti

opt/homebrew/0pt/postaresql@15/1ib/pkaconfig®

To start postgresqlels now and restart at login

brew services start postgresqlis

Or, if you don't wan o you can jus
ALLs

t/need » background serv
c. * /opt/homebrew/opt/postgresqlé1s/bin/postares
openjdke17

D Toot/honebrem/var /postgresalels
For the system Java wrappers to find this JOK, symlink it with

sudo 1n -sfn /opt/homebrew/opt/openidk@17/1ibexec/openjdk. jdk /Library/Java/JavaVirtualMachines/openjdk-17. jdk
open;d

is keg-only, which means it was not symlinked into /opt/homebrew,
because this is an alternate version of another formu

If you need to have openjdkf17 first in your
etho "expore PATHer/opt/homebren/opt/opanidkEL bintSPATHS > ~/.zshre

For compilers to find openjdk@17 you may need t
export CPPFLAGS="~1/opt/homebrew/opt/openjdke17/include*
gstreaner
ALl gst-» GStreamer plugins are now bundled in this formula
For GStreaser to find your own plugins, add their paths to "OST_PLUGINPATH'.
For oxample, if you have plug: local/lib/gstroaser-1.0
export GST_PLUGIN_PATHe"~/.local/1ib/gs

1.00

Do not install plugins into GStreamer's prefix
by ‘brew upgrade

(base) sunainasmin@sunainas-Air - % |

They will be deleted

Figure 2 MQOTT setup

Step 3: Installation of Visual Studio Code (VS Code) on macOS
3.1 Visual Studio Code installation

Fetched from the official site:

https://code.visualstudio.com

Drag and drop installation (Drag and drop the .app file into the Applications folder, typical
Macintosh installation).
3.2 Startups of the VS Code

VS Code opened through Launchpad or Spotlight.

Setup successful, confirmed in the welcome screen
A file folder with a project (e.g., SmartHomeProject)

Install the Python extension to highlight syntax and run debugging




Welcome

Welcome X

Visual Studio Code

Editing evolved

Start Customize

Tools and languages

Settings and keybindings
all the settings and keyb:
Recent ; ‘

recent folders

Color theme

Learn

Find and run all commands

search commands from the Command Palett

Interface overview

¥ Show welcome page on startup
Interactive playground

essential editor features out in

Figure 3 VS Code Installation

Step 4: Key Generation
Objective:

In the generation of key pairs in RSA and Elliptic Curve cryptography (ECC) algorithms, both are
considered very basic to achieving message authentication in the Smart Home set-up.

Tools Used:
Python 3.12.8
VS Code



ECC key generation library (ECDSA)

Cryptography library (RSA key gen)

pem files (saving and referencing keys, generating)
Step-by-Step Process:
1. ECC Generation Key

The key pair generated was the ECC on the ecdsa Python library, with the SECP256k1 curve.

This was done by storing the private key in a file called privatekey.pem.pem.
I saved the corresponding public key in public_key.pem.pem.

Script Used: generate keys.py

Output Files:

private_key.pem (ECC Private key)

public_key.pem ( ECC public key )

2. RSA Key Generation

The Cryptography library was used to generate RSA key pairs (producing each key 2048 bits).

The special key was stored at rsa_private_key.pem.pem

The matching public key was stored in rsa_public_key.pem.pem.
Output Files:

rsa_private_key.pem (RSA Private Key)

rsa_public_key.pem (RSA public key)

Summary:

Successful generation of both ECC and RSA key pairs and saving in .pem format to be used
subsequently in the authentication scripts was done. They are the keys needed in signing and
authenticating messages between subscriber modules and publisher modules.



@& private_key.pem

MHQCAQEEIAwH;jHbEy4pS+umg5vddFgoH8GIuq8IUScdGked fUSBkoAcGBSUBBAAKOUQ

pPEq89EroZ0JInJGXdDRKyMW7 rsZaCuot81i/TTPT/UqqgiPSQaV2A8i8Jb28EK1+JIpwI+
IM2PxQ==

Figure 4 ECC private key

& public_key.pem

MFYWEAYHK0ZIzj@CAQYFK4EEAAODQQAEDGpP]jpEq89EroZ0InJGXdDRKyMW7 rsZaCuat
qqgiPSQaV2A81i8Jb28EK1+IpwI+40snYr8GkIM2PxQ==

Figure 5 ECC public Key

& rsa_public_key.pem

MIIBIjANBgkqhkiGOw@BAQEFAAOCAQ8AMIIBCgKCAQEA200Q8UhAJFZ4jR7xLX1/
gxdwnXU00q11F4kQFARIhcwNuS5EnPkgP8TgUcc3P01rl/UlgvNTIZKEdICY1f3/e
VITG9sBuwPjEDJyqSAycOfN4whDVCS90xS+gmCu@GsZQPJogDXRubiNEjR5DpA0Z
VBThS53ayC5UuBRgRZDdSx/6KFD+UsctyY+3VvTholH28whDP+9af1lcGPnYkZgeD
5k6ZMXdepZdG+zIXa@shKRFaC7XDbYMLTWleVfmj3uAzwdThWX6E4P22wdwxgi2S

LsrugMk56vpyALexNpie6tA4bk rMXYVIXx4SZApMgJdjLXaYyVTn150Fv4Z0fculC
FQIDAQAB

Figure 6: RSA public key



@& rsa_private_key.pem

MIIEpAIBAAKCAQEA200Q8UhAJFZ4jR7xLX1/qxdwnXU00ql1F4kQFARIhcwNu5En
PkgP8TgUcc3P01rl/UlgvNTIZKEdICY1f3/eVITGIsBuwPjEDJyqSAycOfN4whDV
CS90xS+gmCu@GsZQPJogDXRubiNEjR5DpA0ZVBThS53ayC5UuBRgRZDdASx/6KFD+
UsctyY+3VvTho LH28whDP+9af1lcGPnYkZgeD5k6ZMXdepZdG+zIXa@shKRFaC7XD
bYMLfWleVfmj3uAzwdThWX6E4P22wdwxgi2S s rugMk56vpyALexNpie6tA4bkrM
XYVIXx4SZApMgJjLXaYyVTn150Fv4Z@fcuLCFQIDAQABA0IBADOzzugEBa3jooZY
mrnyEOQyABi33xmeWKuMcvWic7rYgW1l01lrrEqHAhotXhbYTDUKDYwbcgrMeau5t/
HC8Axni0QUvdYE]jEws4SxY+42cACZYUOR+MR1tIxYMEEocBEBrn7LqqmVvAPnfZZ
AVx1szVVHIFLReuzB2R9Dt ImBykxfLNfvbLZzKAnvUcWnXg6+gM/19dLS9rVz0g3
6k451IHipCPsg2t@IEH8FbnhfculQ1lDMTbtAt9dL846M7QfvMTWP37dHZ4DnwhTa
00WQptaAge2DtIw7sfcXgHIigEOSc6CCpTt8j1GvzQPLchiAjWq9VMK3zXwT+CGe
rQBcIqECgYEA7M96F7nX/LMFUYN/pNn LunNONZY80@fuaDcelLc+4nC7cN4z0T65P+
MpCOwN3jeeqs2BR//Csb9PAT/Q1YoMgJuxYbh6USFIwOEjR1jpF4mKt3gyA2KTPm
8idZsAeLFctnvWkVdID2kQVHAKEUq30FBM6pTGzZAk1d0eX12uCZAXACgYEAG6N3a
aBqGJulmy6YQfXQIWjkwLZKSR2LBHvN532Kn70DqtIpTGLZzQGYLIpXIZPbfHcaAt
URt@+9bSIXGGpntXycvgVVTP2JgirVwD31i/aFsKL3s7FaGSbE2ENx02D6txV/cx7
/BGt22JwriMubqdmQCNFjEO3kBrw6IXbszUipnkCgYEA2iTJ81820sbKqGs9I0ovC
Lr5XFk/+W0OSv5e+ii7mfaFBJT7 WMkt9yc3wPt fbwvHcsn6RKva2shDbAAWTPVTO
+fOEirDJ96UicOmpf+qLr/+MCVOb8Nqp7PnIybo5KmuEddwecolL2H2NAKDO lac+x
1t rVEBRo15ESxuoKT4VEDTUCgYEAZzpY2NwU3L@zt3XjeikgRm7tKcLvy1l6VvUuUU
ePOn1CczH//FmcOuburI@FOnXTJuKfLelXhVIhJqakBkSoPcIdLWPxnv6XiPBIBO
gA9UajzXkWJF10UdooMc6dl/aAjaUZE30inIK8CcWS5x19cvRES01XZLYE/78j8M
AeRMNLECgYBeFq@wFdMShEbXt8yDRt7dPAUgTP9ddL jU2EalbAepYokGzq99CmoP
6jIQjHA4k1GjbVN7MwRp1TZXpEYHQbo/4wvYbzEWKP/DRYHVV3UgBjukU9L25gnc
fUppehWLRMIPEQloaaSmAyYcnvW7ow9]f7j0WHodVPc4RuYhXDpcjw==

Figure 7: RSA private key



 generate_keys.py > ...
from ecdsa import SigningKey, SECP256k1

SigningKey.generate(curve=SECP256k1)
sk.get_verifying_key()

with open("private_key.pem", "wb") as f:
f.write(sk.to_pem())

with open("public_key.pem", "wb") as f:
f.write(vk.to_pem())

print("ECC keys generated and saved to 'private_key.pem' and 'public_key.pem'")

Figure 8: Key Generation Setup
Smart Home MQTT setup

The script shows the authentication of the message that is ECC-based in a smart home MQTT
environment. The commands (e.g., Turn on Smart Lock) signed with a secret ECC key via the
publisher are then sent by the publisher to an MQTT topic, and the message is delivered along with
a signature. This provides integrity and authenticity in front of the occurrence to a gadget.

Figure 9: Dynamic Key Generation
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To make the authentication process more secure, a dynamic authentication necessitates the use of
ephemeral (perishable) key pairs generated on the fly. These keys are consumed after every session
and replaced after a single use so that they cannot be reused to decrypt old messages, establishing
forward secrecy and reducing the chances of a key leak.

In ecc_auth_dynamic_publisher.py and ecc_auth_dynamic_subscriber.py, each time around
the message authentication loop, a fresh ECC key pair is created.

Equally, in rsa_auth_dynamic_publisher.py and rsa_auth_dynamic_subscriber.py, new RSA
keys are created and used to sign and verify the messages only once.

This changing temporary key construct, even with the compromise of a single key, will never allow
the recovery of previous or forthcoming sessions.

What are Dynamic Keys?

Ephemeral keys are short-lived cryptographic keys created on a session or message basis and are
subsequently discarded. They strengthen security by avoiding the reuse of keys. To facilitate
flawless forward secrecy and increase the system’s resiliency against a key compromise attack or
replay attack.

The Way 1 Used the Ephemeral Keys in my ECC System

In your implementation with the ECDSA Python library:

File: ecc_auth_dynamic.py ( Publisher) In each run of the publisher script, A fresh pair of ECC
keys is obtained:

python
private_key = SigningKey.generate(curve=SECP256k1)
public_key = private_key.verifying_key
These two pairs are utilized just once to encrypt the delivered message (eg, "Turn on Lights").
The message payload is encoded, and together with the public key, sent to the subscriber:
python
payload = {
"message'': message,
"signature'': signature b64,

"public_key'": public_key pem

11



}

File: ecc_auth dynamic subscriber.py (Subscriber)
The subscriber:
Accepts the payload that the publisher sends, which is the public key.

Checks the received message with the help of this key:

python

public_key = VerifyingKey.import_pem(public_key pem)
public_key.verify(signature, message_str.encode, hashfunc=hashlib.sha256)
And gives up the key, then that once it is proved, it cannot be reused.
Ephemeral Key-Based Authentication Set up (ECC)

Script Files:

ecc_auth_dynamic.py (Publisher script)

Subscriber script - ecc_auth dynamic_subscriber.py

Description:

Such an arrangement employs ephemeral keys, 1.e., a different set of ECC key pairs is dynamically
created each time the message is to be sent. This improves security to the extent that every session
is individually secured, and replay and impersonation attacks are harder.

Step 1: On the publisher side, ephemeral Key Generation
In the ecc auth dynamic.py script:

There is a new ECC key pair with:

python

bob = SigningKey.generate(curve=SECP256k1)
publickey = privkey.get verifying_key()

Within the message payload, there is:

Device ID

12



Timestamp
Command (e.g., Turn on Lights)

A payload is signed with the newly generated ephemeral private key in Base64:

python

signature = private key.sign( message str.encode(), hashfunc=hashlib.sha256)

Public key is also coded and carried together with the payload so that the subscriber may ensure
the status of the message.

To execute the publisher:

bash

python3 ecc_auth_dynamic. py

Terminal Output:

bash

ECC Demo: The new key pair is sent with the message.
Step 2: Listening & Verification of Subscribers

Atthe ecc_auth_dynamic_subscriber.py script:

The subscriber can hear the topic ecc/auth/dynamic:

python

client.subscribe(" ecc/auth/dynamic")

Upon getting the message:



Derives the message, signature, and the public key information in the payload.

Checks that a replay attack is prevented with a timestamp condition:

python

and abs(time.time() - message[''timestamp'']) > 5:

print(" Rejected: The message is too old.")

Reconstructs the message and uses the ephemeral public key to authenticate the signature:

python

public_key.verfiy(signature, message str.encode(), hashfunc=hashlib.sha256)

To execute the subscriber:

Write in Terminal

python3 ecc_auth_dynamic_subscriber.py
Output

ECC Dynamic Subscriber is listening...
Auth Success in 0.005839s

Command: Turn on Lights

14



SmartHomeProject
EXPLORER _autt E py ®rs t yr 2 i dyr scriber.p! ¥ ecc_auth_dynamic_subscriber.py X

OPEN EDITORS
SMARTHOMEPROJECT
@ check_key_size.py
check_rsa_key_size.py
ecc_auth_dynamic_subscriber.py on_message( , use , msg):
» ecc_auth_dynamic.py payload = json.loads(msg.payload.decode())

ecc_authentication_publisher.py
message = payload["nessage"]

signature = base64.b6ddecode (payload["signature"])
ecc_mqtt_phasel.py public_key_pem = payload["public_key"].encode()
» ecc_performance.py

# ecc_authentication_subscriber.py

ecc_throughput_latency.py a
. e oy public_key = VerifyingKey.from_pem(public_key_pem)
@ generate_keys.py i
private_key.pem message_str = json.dumps(message)
public_key.pem
» publisher.py
@ rsa_auth_dynamic_subscriber.py

°
f abs(time.time() - message
print("@® Rejected: Mes
» rsa_auth_dynamic.py SR,
rsa_authentication_publisher.py

2 rsa_authentication_subscriber.py v

@ rsa_performance.py yi
start = time.perf_counter()
public_key.verify(signature, message_str.encode(), hashfunc=hashlib.sha256)
rsa_public_key.pem end = time.perf_counter()
» rsa_publisher.py print(f"®@ Auth Succe in {end - start

print("& Command:", message["command"])

rsa_private_key.pem

rsa_subscriber.py

» rsa_throughput_latency.py i
prin

@ signature_size_comparison.py
signature_time_comparison.py
» subscriber.py client jtt.Client()
client.connect("localhost”, 1883, 60)
client.subscribe("ecc/autt amic")
client.on_message = on_message

print("\ ECC
client. loop_forever()

> TIMELINE
XN ®@oAo0 ¢ Ln41,Col1 Spaces:4 UTF-8 LF } Python & 3.12.8 (base) Python 3.13.5 (homebrew)

SmartHomeProject

EXPLORER - @ ecc_auth_dynamic.py X

> OPEN EDITORS # ecc_auth_dynamic.py
SMARTHOMEPROJECT
» check_key_size.py
@ check_rsa_key_size.py ~
» ecc_auth_dynamic_subscriber.py
ecc_auth_dynamic.py private_key = SigningKey.generate(curve=SECP256k1)
ecc_authentication_publisher.py public_key = private_key.get_verifying_key()
ecc_authentication_subscriber.py ~
ecc_matt_phasel.py message =
» ecc_performance.py
ecc_throughput_latency.py

energy_estimation.py |
P generate_keys.py message_str = json.dumps(message)
private_key.pem
public_key.pem -
publisher.py signature = private_key.sign(message_str.encode(), hashfunc=hashlib.sha256)
M manicYe bty signature_b64 = base64.b64encode(signature).decode()
» rsa_auth_dynamic.py a
rsa_authentication_publisher.py public_key_pem = public_key.to_pen().decode()
rsa_authentication_subscriber.py
rsa_performance.py @

payload = {

rsa_private_key.pem " : message,

rsa_public_key.pem ‘signat signature_b64,
» rsa_publisher.py b : public_key_pem
» rsa_subscriber.py

» rsa_throughput_latency.py
client = mqtt.Client()
signature_time_comparison.py client.connect("localhost"”, 1883, 60)
subscriber.py client.publish("e dyna ,» json.dumps(payload))

print("@ ECC Demo: New key pair sent with mes )

» signature_size_comparison.py

> TIMELINE
®0A Ln 30, Col1 Spaces:4 UTF-8 LF Python & 3.12.8 (base) Python 3.13.5 (homebrew) |

Figure 11: ECC dynamic Publisher.p)




SmartHomeProject

@ EXPLORER » ecc_auth_dynamic.py X
OPEN EDITORS
SMARTHOMEPROJECT
check_key._size.py
» check_rsa_key_size.
ecc_auth_dynamic_subscriber.py
ecc_auth_dynamic.py ig y.generate(curve=SECP256k1)
4 ecc_authentication_publisher.py ate_key.get_verifying key()
» ecc_authentication_subscriber.py
ecc_mqtt_phasel.py
ecc_performance.py
» ecc_throughput_latency.py
» energy_estimation.py
» generate_keys.py
private_key.pem
iblic_key.pem
lishet.py signature = private_key.sign(message_str.encode(), hashfunc=! ib.sha256)
A U maritsbacribat Y signature_b64 = .b6dencode(signature) .decode()
rsa_auth_dynamic.py a
rsa_authentication_publisher.py public_key_pem = public_key.to_pen().decode()

rsa_authentication_subscriber.py
P
payload = {

» rsa_performance.py
rsa_private_key.pem e
rsa_public_key.pem 2 signature_b64,

publisher.py ut y": public_key_pem

ubscriber.py

» rsa_throughput_latency.py
» signature_size_comparison.py (base) sunainaamin@sunainas-MacBook-Air SmartHomeProject % python3 ecc_auth_dynamic.py
/Users/sunainaamin/Documents/SmartHoneProject/ecc_auth_dynamic.py:32: DeprecationWarning: Callback API version 1 is deprecated, up
signature_time_comparison.py date to latest version
client = mqtt.Client()
& ECC Demo: New key pair sent with message
(base) sunainaamin@sunainas-MacBook-Air SmartHomeProject % [

» subscriber.py

TIMELINE

Python & 3.12.8 (b Python 3.13.5 (homebrew) [

Figure 12: ECC Dynamic Publisher output



EXPLORER

OPEN EDITORS

SMARTHOMEPROJECT

» check_key_size.py

» check_rsa_key_size.py
ecc_auth_dynamic_subscriber.py
ecc_auth_dynamic.py

# ecc_authentication_publisher.py
ecc_authentication_subscriber.py
ecc_mqtt_phasel.py

» ecc_performance.py

» ecc_throughput_latency.py

» energy_estimation.py

» generate_keys.py
private_key.pem
public_key.pem

> publisher.py

» rsa_auth_dynamic_subscriber.py

» rsa_auth_dynamic.py
rsa_authentication_publisher.py

» rsa_authentication_subscriber.py

® rsa_performance.py
rsa_private_key.pem
rsa_public_key.pem

» rsa_publisher.py
rsa_subscriber.py

# rsa_throughput_latency.py

@ signature_size_comparison.py
signature_time_comparison.py

@ subscriber.py

TIMELINE
Ao

EXPLORER

OPEN EDITORS

SMARTHOMEPROJECT

@ check_key_size.py

» check_rsa_key_size.py

» ecc_auth_dynamic_subscriber.py
ecc_auth_dynamic.py

# ecc_authentication_publisher.py

@ ecc_authentication_subscriber.py
ecc_maqtt_phasel.py

® ecc_performance.py

» ecc_throughput_latency.py

s energy_estimation.py

) generate_keys.py
private_key.pem
public_key.pem

> publisher.py

» rsa_auth_dynamic_subscriber.py

» rsa_auth_dynamic.py

¥ rsa_authent n_publisher.py

» rsa_authentication_subscriber.py

® rsa_performance.py
rsa_private_key.pem
rsa_public_key.pem

» rsa_publisher.py
rsa_subscriber.py

# rsa_throughput_latency.py

» signature_size_comparison.py
signature_time_comparison.py

@ subscriber.py

> TIMELINE
Ao

SmartHomeProject

» ecc_auth_dynamic_subscriber.py X

on_message(
payload =

, msg):
. Loads (msg. payload. decode( ) )

message = payload["message”]
4.b64decode (payload["signatur
public_key_pem = payload[“public_key"].encode()

signature = bas

)
public_key = V. 1gKey . from_pem(public_key_pem)
|
message_str = .dumps (message)
L
abs( time
print("®

- message

start = time.perf_counter()
public_key.verify(signature, message_str.encode(), hashfunc=
end = time.perf_counter()
print(f"@ Auth Succe

b.sha256)
{end - start:

L )l N TERMINAL POR
(base) sunainaamin@sunainas-MacBook-Air SmartHomeProject % python3 ecc_auth_dynamic_subscriber.py
/Users/sunainaamin/Documents/SmartHomeProject/ecc_auth_dynamic_subscriber.py:34: DeprecationWarning: Callback API version
recated, update to latest version

client = mqtt.Client()
I\ ECC Dynamic Subscriber is listening...

@  Ln41,Col1

Python &

Figure 13: ECC dynamic subscriber output

Spaces:4 UTF-8 LF 3.12.8 (base)

SmartHomeProject

ecc_auth_dynamic.py X
dynamic.py
ingKey, SECP256k1
as mqtt

v

private_key = SigningKey.generate(curve=SECP256k1)
public_key = private_key.get_verifying_key()

a

message = {

}
message_str = json.dumps (message)

-
signature = private_key.sign(message_str.encode(), hashfunc=ha
signature_b64 = base6d.bb4encode(signature).decode()

.sha256)

a
public_key_pem = public_key.to_pen().decode()

°
payload = {
je"': message,
signature_b64,
: public_key_pem

Y " TERMINAL  PC

(base) sunainaamin@sunainas-MacBook-Air SmartHomeProject % python3 ecc_auth_dynamic_subscriber.py
/Users/sunainaamin/Documents/SmartHomeProject/ecc_auth_dynamic_subscriber.py:34: DeprecationWarning: Callback API version
recated, update to latest version

client = mqtt.Client()
N\ ECC Dynamic Subscriber is listening.
¥ Auth Success in 0.005839s
& Command: Turn on Lights

@ Ln30,Col1 Python &

Figure 14: Authentication Successful

Spaces:4 UTF-8 LF 3.12.8 (base)
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Dynamic RSA Key Set Up

In this section, details on how the dynamic RSA key-based authentication between Internet of
Things devices is configured are explained using the publisher-subscriber MQTT communication
model.

The following script files are used:

rsa_auth_dynamic.py RSA Dynamic Publisher
rsa_auth_dynamic_subscriber.py RSA Dynamic Subscriber
Objective:

To dynamically create RSA key pairs per session and sign and verify the authentication message
using them to improve security.

Step-by-Step Configuration:
1. Start the RSA Dynamic Publisher

Start the publisher using the terminal command:

Write in Terminal
python3 rsa_auth_dynamic.py

This script on every execution, it dynamically creates a new RSA key pair using

python

private_key =rsa.gen_private key(public_exponent=65537, key_size=2048)
Infrastructures: a message with:

Device ID

Timestamp

Action command (e.g., Turn on Lights)

Sign the message using an RSA newly generated key that is its private key.

18



User can send the signature and a public key in PEM format in the form of a JSON payload using
MQTT.

Console output:

RSA Demo: Released with new key.

Start the RSA Dynamic Subscriber

With the use of the command:

Write in Terminal

python3 rsa_auth_subscriber_subscriber.py

This script subscribes to an MQTT topic that it listens to.
Receives signed payload.

Decrypts the base64 coded public key and signature.

Would check the signature through

python
public_key.verify(signature, message_str, padding.PSS(...), hashes.SHA256())
Does a replay attack check by checking whether the timestamp difference is less than 5 seconds.

Has the verification result and the command been printed

Console Output:
RSA Dynamic Subscriber listening...
Auth Success in 0.001585s

Command: Turn on Lights

19



OPEN EDITORS

SMARTHOMEPROJECT
check_key._size.py

» check_rsa_key_size.py
ecc_auth_dynamic_subscriber.py

% ecc_auth_dynamic.py

% ecc_authentication_publisher.py

» ecc_authentication_subscriber.py
ecc_mqtt_phasel.py
ecc_performance.py

» ecc_throughput_latency.py

» energy_estimation.py
generate_keys.py
private_key.pem
public_key.pem

> publisher.py
rsa_auth_dynamic_subscriber.py
rsa_auth_dynamic.py

_authentication_publis

» rsa_authentication_subsc
rsa_performance.py
rsa_private_key.pem
rsa_public_key.pem
rsa_publisher.py
rsa_subscriber.py

@ rsa_throughput_latency.py

@ signature_size_comparison.py

nature_time_comparison.py

subscriber.py

TIMELINE

nartHomeProject

rsa_auth_dynamic_subscriber.py X

on_message( , userdata, msg):

oad = . Loads (msg. payload. decode
message = payload["messag
signature se64. b6ddecode (payload
public_key_pem = payload[“pt k

. load_pem_public_ki
message_str = j .dumps (message) . encode()

L
if abs(time.time() - message("
print("@® Rejected: M )

.perf_counter()
verify

signature,

message_str,

e ()

ng : '
.MAX_LENGTH

salt_length=

(base) sunainaamin@sunainas-MacBook-Air SmartHomeProject % python3 rsa_auth_dynamic_subscriber.py
/Users/sunainaamin/Documents/SmartHomeProject/rsa_auth_dynamic_subscriber.py:39: DeprecationWarning: Callback API version 1 is dep
recated, update to latest version

client = mqtt.Client()
I\ RSA Dynamic Subscriber is listening..

Python & 3.12.8 (bas Python 3.13

Figure 15: RSA Dynamic Subscriber

sh
zsh

-) zsh
python3.12
zsh

] python3.12

(homebrew) Q)
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SmartHomeProject

EXPLORER t n » rsa_auth_dynamic.py X

OPEN EDITORS
SMARTHOMEPROJECT
» check_key._size.py
» check_rsa_key_size.py
ecc_auth_dynamic_subscriber.py
ecc_auth_dynamic.py
& oce pUianiication  rubleher Y private_key = rsa.generate_private_key(public_exponent=65537, key_size=2048)

blic_key = private_key.public_ke:
ecc_authentication_subscriber.py RULHLC keyss/pEivate Reyspubtic ey ()

ecc_maqtt_phasel.py =
» ecc_performance.py message =
» ecc_throughput_latency.py
» energy_estimation.py
» generate_keys.py )

private_key.pem message_str = .dumps (message) . encode()
public_key.pem

» publisher.py -
» rsa_auth_dynamic_subscriber.py A, Pl avate-koyes ont
message_str,

rsa_auth_dynamic.py

rsa_authentication_publisher.py mgf=padding.MGF1(hashes.SHA256() ),
» rsa_authentication_subscriber.py salt_length=padding.PSS.MAX_LENGTH
® rsa_performance.py

rsa_private_key.pem )
rsa_public_key.pem signature_b64 = base64.b64encode(signature).decode()

» rsa_publisher.py
rsa_subscriber.py

L )l N TERMINAL POR
# rsa_throughput_latency.py
% signature_size_comparison.py (base) sunainaamin@sunainas-MacBook-Air SmartHomeProject % python3 rsa_auth_dynamic.py = b
/Users/sunainaamin/Documents/SmartHomeProject/rsa_auth_dynamic.py:43: DeprecationWarning: Callback API version 1 is deprecated, up zs|

signature_time_comparison.py date to latest version 2sh
client = mqtt.Client()

& RSA Demo: Published with fresh key. > zsh

(base) sunainaamin@sunainas-MacBook-Air SmartHomeProject % [ 2sh

@ subscriber.py

zsh

zsh

python3.12

zsh

python3.12
TIMELINE B zsh

Ln23,Col43 Spaces:4 UTF-8 LF Python € 3.12.8 (base) Python 3.13.5 (homebrew) 0

SmartHomeProject

EXPLORER L ith_dyn: pYy » rsa_auth_dynamic.py X

OPEN EDITORS
SMARTHOMEPROJECT
@ check_key_size.py
» check_rsa_key_size.py
» ecc_auth_dynamic_subscriber.py
# ecc_auth_dynamic.py
@ ecc_authentication_publisher.py private_key = rsa.generate_private_key(public_exponent=65537, key_size=2048)
# ecc_authentication_subscriber.py RULHLE keyss/puivace Keyspublic kev()
ecc_maqtt_phasel.py =
® ecc_performance.py message = {
» ecc_throughput_latency.py
» energy_estimation.py
» generate_keys.py
private_key.pem message_str = .dumps (message) . encode()
public_key.pem

» publisher.py
% rsa_auth_dynamic_subscriber.py

rsa_auth_dynamic.py

-
signature = private_key.sign(
message_str,

rsa_authentication_publisher.py mgf=paddir hashes.SHA256() ),

rsa_authentication_subscriber.py adding. PSS.MAX_LENGTH
rsa_performance.py
rsa_private_key.pem

rsa_public_key.pem signature_b64 = base64.b6dencode(signature).decode()
» rsa_publisher.py

rsa_subscriber.py

1l i \ TERMINAL PC
# rsa_throughput_latency.py
@ signature_size_comparison.py (base) sunainaamin@sunainas-MacBook-Air SmartHomeProject % python3 rsa_auth_dynamic_subscriber.py
/Users/sunainaamin/Documents/SmartHomeProject/rsa_auth_dynamic_subscriber.py:39: DeprecationWarning: Callback API version 1 is dep

signature_time_comparison.py recated, update to latest version

client = mqtt.Client()
N\ RSA Dynamic Subscriber is listening. >
¥ RSA Auth Success in 0.000158s 6]
& Command: Turn on Lights

@ subscriber.py
zsh

6 zsh

> zsh

B python3.12

>] 2sh

() python3.12
> TIMELINE > zsh

A0 K Ln 23,Col43 Spaces:4 UTF-8 LF Python & 3.12.8 (base) Python 3.13.5 (homebrew) (1

Figure 17: RSA dynamic key authentication successful




Figure 14: RSA Dynamic Key Authentication Success
e ECC and RSA Authentication with the use of saved keys
2. Publisher Setup (publisher.py)
Executed using:
Write in Terminal
python3 publisher.py
The script it uses the priv_key.pem for the private key.
Generates a secure message including a timestamp, device id, and command.
Derive an ECC-based signature and base64 encode the message signature.
Transfers the signed message via MQTT.

Terminal Output:

Public Key, Loaded Private Key Loaded

[ECC Publisher] Sent secure message...

3. Subscriber config (subscriber.py)

Executed using:

Write in Terminal

python3 subscriber.py

Does read in public_key.pem.

ecc/smarthome/auth Listens to the file. Authenticates the signature with the ECC public key.

Terminal Qutput:

[ECC Subscriber] Listening...
[ECC Subscriber] Verification of a signature took in 0.008588 seconds

[ECC Subscriber] Successful authentication



Command: Turn on Lights

OPEN EDITORS
SMARTHOMEPROJECT
check_key_size.py
» check_rsa_key_size.py
_auth_dynamic_subscriber.py
# ecc_auth_dynamic.py
ecc_authentication_publisher.py
ecc_authentication_subscriber.py
ecc_mqtt_phasel.py
ecc_performance.py
» ecc_throughput_latency.py
» energy_estimation.py
generate_ke
private_key.pem
public_key.pem
> publisher.py
» rsa_auth_dynamic_subscriber.py
rsa_auth_dynar
rsa_authentication
authentication_subscriber.py
performance.py
rsa_private_key.pem
rsa_public_key.pem
rsa_publisher.py
rsa_subscriber.py
rsa_throughput_latency.py
comparison.py
ture_time_comparison.py

subscriber.py

TIMELINE

SmartHomeProject

subscriber.py X

open (" put key.pem" - f:
public_key = fy y. from_pem(f. read())

topic =

broker = "lo
on_message( t , msg):
payload = . loads (msg. payload.decode())

message = payload["message"]

signature_b64 = payload[

print(" [ t age st : .dumps (message
print("[ t Received asef , signature_b64)

signature = bas .b64decode(signature_b64.encode())
message_str .dumps (message)

current_time = time.time()
abs(current_time - message

TERMINAL

(base) sunainaamin@sunainas-MacBook-Air SmartHomeProject % python3 subscriber.py
/Users/sunainaamin/Documents/SmartHomeProject/subscriber.py:51: DeprecationWarning: Callback API version 1 is deprecated, update t
o latest version

client_sub = mgtt.Client()
[ECC Subscriber] Listening...

zsh

P-l python3.12

3.12.8 (base) Python 3.13.5 (homebrew) 0

Figure 18: ECC subscriber.py
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EXPLORER

OPEN EDITORS

SMARTHOMEPROJECT

» check_key_size.py

» check_rsa_key_size.py
ecc_auth_dynamic_subscriber.py
ecc_auth_dynamic.py

# ecc_authentication_publisher.py
ecc_authentication_subscriber.py
ecc_matt_phasel.py

» ecc_performance.py

» ecc_throughput_latency.py

» energy_estimation.py

» generate_keys.py
private_key.pem
public_key.pem
publisher.py

» rsa_auth_dynamic_subscriber.py
rsa_auth_dynamic.py
rsa_authentication_publisher.py

» rsa_authentication_subscriber.py

® rsa_performance.py
rsa_private_key.pem
rsa_public_key.pem

» rsa_publisher.py
rsa_subscriber.py

# rsa_throughput_latency.py

@ signature_size_comparison.py
signature_time_comparison.py

@ subscriber.py

TIMELINE

EXPLORER

OPEN EDITORS

SMARTHOMEPROJECT

@ check_key_size.py

» check_rsa_key_size.py

» ecc_auth_dynamic_subscriber.py

» ecc_auth_dynamic.py

@ ecc_authentication_publisher.py

» ecc_authentication_subscriber.py
ecc_matt_phasel.py

% ecc_performance.py

» ecc_throughput_latency.py

» energy_estimation.py

» generate_keys.py
private_key.pem
public_key.pem
publisher.py

# rsa_auth_dynamic_subscriber.py

» rsa_auth_dynamic.py
rsa_authentication_publisher.py

» rsa_authentication_subscriber.py

¥ rsa_performance.py
rsa_private_key.pem
rsa_public_key.pem

» rsa_publisher.py
rsa_subscriber.py

# rsa_throughput_latency.py

@ signature_size_comparison.py
signature_time_comparison.py

) subscriber.py

TIMELINE

SmartHomeProject

. publisher.py X

isher.py

open(“private_key.pen", “rb") as f:
private_key = SigningKey.from_pem(f.read())

public_key = private_key.get_verifying_key()

print(

broker = "l
topic =

message = {

message_str = .dumps (message)

L d N TERMINAL  POF

(base) sunainaamin@sunainas-MacBook-Air SmartHomeProject % python3 subscriber.py
/Users/sunainaamin/Documents/SmartHomeProject/subscriber.py:51: DeprecationWarning: Callback API version 1 is deprecated, update t
o latest version

client_sub = mgtt.Client()
[ECC Subscriber] Listening...
[ECC Subscriber] Received message string: {"device_id": "Device-901", "timestamp": 1754560481.904972, "command": "Turn on lights"}
[ECC Subscriber] Received signature (base64): FfcMc247yql9znOKgFVx4/VWwoKrKBbteyMh9sAVs4Ap/FaXk0tLTiuj47pvac9ZoiABTvwMVSYn1KiL7PA
DA==
[ECC Subscriber] Signature verification took 0.005988 seconds
[ECC Subscriber] Authentication Success
Received command: Turn on lights

BJ zsh
B zsh
zsh

J python3.12
] zsh

python3.12
2zsh
zsh

[ python3.12
B zsh

Ln7,Col1 Spaces:4 UTF-8 LF Python € 3.12.8 (base) Python 3.13.5 (homebrew) 0

Figure 19: ECC Successful authentication

SmartHomeProject

. publisher.py X

publisher.py

open(“p key.pen", “rb") as f:
private_key = SigningKey.from_pem(f.read())

public_key = private_key.get_verifying_key()

print(

message =

message_str = .dumps (message)

PROBLEMS L ! N TERMINAL  POF

(base) sunainaamin@sunainas-MacBook-Air SmartHomeProject % python3 publisher.py
Loaded Private Key and Public Key from file
[ECC Publisher] Signature generation took ©.080467 seconds
/Users/sunainaamin/Documents/SmartHomeProject/publisher.py:48: DeprecationWarning: Callback API version 1 is deprecated, update to
latest version
client_pub = mgtt.Client()
[ECC Publisher] Sent secure message: {"message": {"device_id": “Device-001", “timestamp": 1754560481.984972, “command": “Turn on 1
ights}, "signature": “FfcMc247yql9zn0KgFVx4/VvwoKrkBbteyMhOsAVs4Ap/FqXk0tLTiuj47pvac9Z9iABTvw MVSYN1KiL7PADA=="}
(base) sunainaamin@sunainas-MacBook-Air SmartHomeProject %

Figure 20: ECC publisher.py

zsh
zsh
zsh
python3.12
2sh
python3.12
zsh
zsh

-] python3.12

B zsh




e RSA authentication
RSA publisher file: rsa_publisher.py
Executed by:rsa_private key.pem.
RSA Subscriber file: rsa_subscriber.py
Make use of: rsa_public_key.pem.
Commands:
Write in Terminal
python3 rsa_ publisher.py

python3 rsa_subscriber.py

SmartHomeProject

rsa_subscriber.py X

OPEN EDITORS
SMARTHOMEPROJECT

» check_rsa_ki
ecc_auth_
acc_auth_d:

@ ecc_authentication_publisher.py

@ ecc_authentication_subscriber.py

open(™r key. ", “rb" :}
public_key 3 z n. load_pem_public_key(f.read())

create_on_nessa
on_message(
print("[RSA Subscriber] Message received")

payload . loads (msg. payload. decode() )
message = payload["message"]
signature = base64.b64decode(payload

> publisher.py
auth_dynamic_subscriber.py
» rsa_auth_dynamic.py
rsa_authentication_publisher.py
» rsa_authentication_subscriber.py current_time = t Ltime()
_performance.py S .
sa_private_key.pem
rsa_public, y.pem
rsa_publisher.py g e . , sort_keys=
rsa_subscriber.py
_throughput_latency.py
@ signature_size_comparison.py

ture_time_comparison.py

print ([
print(

print ("

n on_message

TIMELINE

0l 26 Spaces:4 UTF-8 LF 12.8 ) thon 3.13.5 (homebrew) [0

Figure 21: RS4 Suscriber. py



@

EXPLORER

OPEN EDITORS

SMARTHOMEPROJECT

» check_key_size.py

» check_rsa_key_size.py
ecc_auth_dynamic_subscriber.py

# ecc_auth_dynamic.py

# ecc_authentication_publisher.py
ecc_authentication_subscriber.py
ecc_mqtt_phasel.py

» ecc_performance.py

» ecc_throughput_latency.py

» energy_estimation.py

» generate_keys.py
private_key.pem
public_key.pem

> publisher.py

» rsa_auth_dynamic_subscriber.py

» rsa_auth_dynamic.py
rsa_authentication_publisher.py

» rsa_authentication_subscriber.py

® rsa_performance.py
rsa_private_key.pem
rsa_public_key.pem

» rsa_publisher.py
rsa_subscriber.py

# rsa_throughput_latency.py

@ signature_size_comparison.py
signature_time_comparison.py

@ subscriber.py

TIMELINE

EXPLORER

OPEN EDITORS

SMARTHOMEPROJECT

@ check_key_size.py

» check_rsa_key_size.py

» ecc_auth_dynamic_subscriber.py

» ecc_auth_dynamic.py

# ecc_authentication_publisher.py

@ ecc_authentication_subscriber.py
ecc_maqtt_phasel.py

® ecc_performance.py

» ecc_throughput_latency.py

s energy_estimation.py

) generate_keys.py
private_key.pem
public_key.pem

> publisher.py

» rsa_auth_dynamic_subscriber.py

» rsa_auth_dynamic.py

» rsa_authentication_publisher.py

» rsa_authentication_subscriber.py

® rsa_performance.py
rsa_private_key.pem
rsa_public_key.pem

» rsa_publisher.py
rsa_subscriber.py

# rsa_throughput_latency.py

» signature_size_comparison.py
signature_time_comparison.py

@ subscriber.py

> TIMELINE

SmartHomeProject

» rsa_publisher.py X

open( private_key ; as f:

private_key = se rivate_key(f.read(), passwords=

broker = "los
topic = "rs

message = {

message_str = .dumps (message, separators=(',', ':'), sort_keys=
signature = private_key.sign(
message_str.encode(),

hashe

signature_b64 = 4. bédencode (signature) .decode()

payload = json.dumps(
: message,

signature_b64

SmartHomeProject

th open(*rsa_put ey.pe rb") as f:
public_key = ser - load_pem_public_key(f.read())

create_on_message(public_key):
on_message ( , msg):
print("[RSA Subscriber] Message rece
payload = . loads (msg. payload.decode( ) )

message = payload["message"]

signature = base64.b64decode(payload

current_time = time.time()

abs(current_time - message.get
print(” [RSA riber 0

message_str = json.dumps(message, separators=(',', ':'), sort_keys=
1l N TERMINAL

(base) sunainaamin@sunainas-MacBook-Air SmartHomeProject % python3 rsa_subscriber.py

/Users/sunainaamin/Documents/SmartHomeProject/rsa_subscriber.py:48: DeprecationWarning: Callback API version 1 is deprecated, upda

te to latest version
client_sub = mgtt.Client()
[RSA Subscriber] Waiting for messages...

Ln22,Col 26 Spaces:4 UTF

Figure 23: RSA subscriber.p

Python

Python

8

8

3.12.8 (bast

Python 3.13.5 (homebrew) (0

» rsa_subscriber.py X

3.12.8 (base)

python3.12

] zsh

[ python3.12
zsh
zsh
python3.12
zsh
zsh

) zsh

[ python3.12

Python 3.13.5 (homebrew)




OPEN EDITORS

SMARTHOMEPROJECT
check_key_size.py

» check_rsa_key_size.py

» ecc_auth,

# ecc_auth_dynamic.py

@ ecc_authentication_publisher.py
ecc_authentication_subscriber.py
ecc_maqtt_phase.py
ecc_performance.
ecc_throughput_latency.py

» energy_estimation.py
generate_keys.py
private_key.pem
public_key.pem

> publisher.py
rsa_auth_dynamic_subscriber.py
rsa_auth_dynamic.py
rsa_authentication_publisher.py

» rsa_authentication_subscriber.py

» rsa_performance.py
rsa_private_key.pem
rsa_public_key.pem
rsa_publisher.py
rsa_subscriber.py

# rsa_throughput_latency.py
signature_size_comparison.py
signature_time_comparison.py

subscriber.py

TIMELINE

» rsa_publisher.py X

open( vate_key.pen", “rb") as f

private_| L 1. \oad_pen_private_key(f.read(), password

broker
topic =

message

message_str = json.dumps(message, separators= ':'), sort_keys=
signature = private_key.sign(

TERMINAL

(base) sunainaamin@sunainas-MacBook-Air SmartHomeProject % python3 rsa_subscriber.py

/Users/sunainaamin/Documents/SmartHomeProject/rsa_subscriber.py:48: DeprecationWarning: Callback API version 1 is deprecated, upda zsh
[ python3.12

te to latest version

client_sub = mgtt.Client()
[RSA Subscriber] Waiting for messages...
[RSA Subscriber] Message received
[RSA Subscriber] Authentication Successful
[RSA Subscriber] Command: open garage door

Ln 20, Col 33  Spaces

Figure 24: RSA Successful Authentication

Python

Pythor

() python3.12

zsh

3.13.5 (homebrew)
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SmartHomeProject

O oo c ; th bscriber.py » rsa_publisher.py X
OPEN EDITORS
SMARTHOMEPROJECT

c_authentication_publisher.py

uthentication_subscriber.py

th open( private_key.pen", "rb") f1
private_key = s¢ at . \load_pem_private_key(f.read(), password= )

broker = "
topic = "r

message = {
» publisher.py €
» rsa_auth_dynamic_subscriber.py
auth_dynamic.py
thentication_publisher.py
thentication_subscriber.py
% rsa_performance.py
& rsa_private_key.pem
& rsa_public_key.pem message_str = .dumps (message, separators= . 't'), sort_keys= )
; Show Command Actions |- e—key:sign(
_throughput_latency.py Command executed now NA

nature_size_comparison.py (base) sunainaamin@sunainas-MacBook-Air SmartHomeProject % python3 rsa_publisher.py
/Users/sunainaamin/Documents/SmartHomeProject/rsa_publisher.py:44: DeprecationWarning: Callback API version 1 is deprecated, updat
e_comparison.py e to latest version
client_pub = mgtt.Client()
[RSA Publisher] Sent secure message.
(base) sunainaamin@sunainas-MacBook-Air SmartHomeProject % [§

TIMELINE

ces:4 UTF-8 LF & 3.12.8 (base) Python3 omebrew) (O

Figure 25: RSA publisher.py Outut
2. RSA Performance Script

This script is developed to provide values of the performance metrics of the RSA-based
authentication, or more exactly, sign time, verification time, and memory consumption.

Purpose

To measure the computational cost of RSA within the smart home scenario, whereby the messages
are to be signed and verified in near real-time.

File Name:

rsa_performance.py

Performance Measurement

With Python’s time.perf counter() and memory profiler.memory usage() the script measures:
Signing Time and Memory:

start_time = time.perf counter()

mem_usage sign =memory_ usage(sign message, max_iterations=1)

signature = sign_message()

28



end time = time.perf counter()
Verification Time and Memory :
start time = time.perf counter()
mem_usage verify = memory usage(lambda: verify signature(signature), max_iterations=1)
verify signature(signature)

end time = time.perf counter()

Both are printed out at the terminal:
Signing Time (sec)

Memory usage (in MiB)

Time of Verification (in seconds)
Verification Memory Usage (in MiB)
Command to Execute:

Write in Terminal

python3 rsa_performance.py

« SmartHomeProject

@ EXPLORER @ rsa_performance.py X
OPEN EDITORS
SMARTHOMEPROJECT
check m y_profiler import memory_usage
» check_ sl
» ecc_auth_
® ecc_auth_dynamic.py
# ecc_authentication_publisher.py
& ecc_authentication_subscriber.py
» ecc_mqtt_phasel.py h open( private_key.pen", “rb") z
private_key .load_pem_private_key(f.read(), password= )
th open("rsa_publi
public_key = 2 .load_pem_public_key(f.read())

message = {
public_key.pem d

» publisher.py

» rsa_auth_dynamic_subscriber.py
rsa_auth_dynamic.py
@ rsa_authentic er.py message_str = json.dumps(message, separators=(',', ':'), sort_keys=True)
@ rsa_authentication_subscriber.py
% rsa_performance.py

sign_message():
rsa_private_key.pem

1(hashe A256()),
salt_length=padding. PSS.MAX_LENGTH
_throughput_latency.py ool L e -
nature_size_comparison.py
nature_time_comparison.py

® subscriber.py

verify_signature(signature):

mgf=padding.MGF1(hashes.SHA256()),
salt_length=padding. PSS.MAX_LENGTH
TIMELINE

Ln63,Col1 Spaces:4 UTF-8 LF Python & 3.12.8 (base) Python 3.13.5 (homebrew) 0

Figure 26: RSA performance.py



SmartHomeProject

rsa_performance.py X
OPEN EDITORS rsa_p Py
SMARTHOMEPROJECT sign_message():

hock K private_ey.sigr
check_xey_size.py message_str.encode
» check_rsa_key_size.py paddin

ecc_auth_dynamic_subscriber.py g ding.} ashes . SHA256() ),

® ecc_auth_dynamic S MAX_LENGTH

ecc_authentication_publisher.py
ecc_authentication_subscriber.py
ecc_maqtt_phasel.py

performance.py

N e verify_signature(signatu
turn public_key.verify(

» energy_estimation.py signature

generate_ki _str.encode(),
private_key.pem

=pad ashes . SHA256() ),
t_length 3 3. PSS .MAX_LENGTH

public_key.pem
> publisher.py
» rsa_auth_dynamic_subscriber.py

rsa_auth_dynamic.py

rsa_authentication_publisher.py

name

» rsa_authentication_subscriber.py

rsa_performance.py start_time
rsa_private_key.pem s n = memory_usage(sign_message, max_iter
rsa_public_key.pem signature = sign_message()
end_time = time.perf_counter()

print(f“RSA Sigr g time end_time - start_time

rsa_publisher.py
rsa_subscriber.py Eon
print( A Signi ory usage: {max(mem_usage_sign) - min(mem_usage_sign
rsa_throughput_latency.py
% signature_size_comparison.py
signature_time_comparison.py start_t .perf_counter()
mem_usage_verify = memory_usage( : verify_signature(signature), max_iterations=1)
subscriber.py g y y-usag y-sig g
verify_signature(signature)
end_time = .perf_counter()
prin Ve tion time: {end_time - start_time nds")
print(f"RSA Verifica yry usage: {max(mem_usage_verify) - min(mem_usage_verify

TIMELINE

Figure 27: RSA performance code

RSA performance output

RSA Signing time: 0.092685 seconds
RSA Signing memory usage: 0.343750 MiB
RSA Verification time: 0.081789 seconds

RSA Verification memory usage: 0.000000 MiB

3.12.8 (bast

Python

3.5 (homebrew)
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“ SmartHomeProject

@ EXPLORER @ rsa_performance.py X

OPEN EDITORS
SMARTHOMEPROJECT

@ check_key_size.py

ecc_auth._ iber.py K ashes.SHA256() ),
S MAX_LENGTH

% ecc_authentication_publisher.py
% ecc_authentication_subscriber.py

ecc_maqtt_phasel.py

verify_signature(signature):
public_key.verify(
» energy_estimation.py signature
generate_k
private_key.pem
A256()),
S . MAX_LENGTH

public_key.
> publisher.py
» rsa_auth_dynamic_subscriber.py
sa_auth_dynamic.py
_authentication_publisher.py
» rsa_authentication_subscriber.py
rsa_performance.py )
rsa_private_key.pem er ign_message, max_iteratio
rsa_public_key.pem
_publisher.py end_time =
iber.py DETRIRES

throughput_latency.py
ature. mparison.py (base) sunainaamin@sunainas-MacBook-Air SmartHomeProject % python3 rsa_performance.py ~
RSA Signing time: 8.092685 seconds python3.12
ature_time_comparison.py RSA Signing memory usage: ©.343750 MiB
RSA Verification time: 0.087189 seconds
RSA Verification memory usage: ©.000000 MiB
(base) sunainaamin@sunainas-MacBook-Air SmartHomeProject % [

@ subscriber.py

TIMELINE

11 Spaces:4 UTF-8

Figure 28: RSA performance output

3. ECC performance
Library used:
import time
from memory_profiler import memory usage
from ecdsa import SigningKey, VerifyingKey, SECP256k1
import json
ecdsa: ECC Signature and verification.
memory_profiler: Memory usage.
time: Employed to test the time of execution.

json: Encodes a dictionary containing the message into a string that is to be signed.

Performance measurements:

31



start_time = time.perf_counter()
signature = sign_message()
end_time = time.perf counter()

Records how long it takes to sign a message

An analogous argument holds for the weak points of signature verification.

Python

memory_usage(sign_message, max_iterations=1)
Measure memory usage during the signing and verification method
Command to Execute :

Wtite in Terminal

Python3 ecc_performance.py

Results:

ECC Signing time: 0.058625 seconds

ECC Signing memory usage: 0.234375 MiB
ECC Verification time: 0.053235 seconds

ECC Verification memory usage: 0.015625 MiB
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SmartHomeProject

@ EXPLORER @ rs y 2 _time_comparison.py y @ ecc_performance.py X Y

OPEN EDITORS
v SMARTHOMEPROJECT
check_key_size.py
@ check_rsa_key_size.py
ecc_auth_dynamic_subscriber.py
@ ecc_auth_dynamic.py

® ecc_authentication_publisher.py

ith open("priv
private_key =

¥ ecc_mqtt_phasel.py with open("p

» ecc_performance.py public_key

® ecc_authentication_subscriber.py

ecc_throughput_latency.py

» energy_estimation.py
message
» generate_keys.py

& private_key.pem

» publisher.py
S < message_str = .dumps(message, separators=(',"' :'), sort_keys=
% rsa_auth_dynamic_subscriber.py 9€._ umps (messag pa —Key

® rsa_auth_dynamic.py

@ rsa_authentication_publisher.py jef sign_message():

# rsa_authentication_subscriber.py eturn private_key.sign(message_str.encode())
» rsa_performance.py

rsa_private_key.pem verify_signature(signature):
& rsa_public_key.pem return public_key.verify(signature, message_str.encode())
@ rsa_publisher.py
b rsa_subscriber.py

T DEE CON! TERMINAL

® rsa_throughput_latency.py
% signature_size_comparison.py (base) sunainaamin@sunainas-MacBook-Air SmartHomeProject % python3 ecc_performance.py I

L ECC Signing time: 0.056825 seconds 28

signature_time_comparison.py ECC Signing memory usage: 0.234375 MiB oon

ECC Verification time: 0.053235 seconds
@ subscriber.
Py ECC Verification memory usage: 0.015625 MiB python3.12

(base) sunainaamin@sunainas-MacBook-Air SmartHomeProject % [§

> TIMELINE B

Ao Ln45,Col 1 Spaces:4 UTF-8 LF {} Python & 3.12.8 (base) Python 3.13.5 (homebrew) 0

Figure 30:ECC performance.py output

3. ECC Key Size Check
File: check key size.py
Path: In SmartHomeProject directory
Purpose: Verifies ECC private and public key length (in bits).
Explanation of Code:
from ecdsa import SigningKey, VerifyingKey
Loads the ECC keys using the ecdsa library.
The curve. baselen * 8§ gives the key size in bits (e.g., SECP256k1 is 256 bits).
Useful to prove ECC curve and cryptographic robustness.
Command to run:
Write in Terminal

python3 check key size.py



Results

Private key size (bits): 256
Public key size (bits): 256

@ ER ¢ check_key_size.py X
OPEN EDITORS
SMARTHOMEPROJECT

check_key._size.py
k_rsa_key_size.py
rsa_key_size.py th apan (% ;
amic_subscriber.py private_key ningKey. from_pem(f.read())

ion_publisher.py

ecc_authentication_subscriber.py pf,:'f?"xey = Verif 9 i(rn’)'ﬂ_‘pc:\:kredd )
ecc_mqtt_phasel.py

» ecc_performance.py
ecc_throughput_latency.py print("Private key size s):", private_key.curve.baselen * 8)
b oy R ATy print("Put y size (bits):", public_key.curve.baselen * 8)
generate_keys.py
private_key.pem
public_key.pem

> publisher.py

rsa_auth_dynamic_subscriber.py

b rsa_auth_dynamic.py
rsa_authentication_publisher.py
rsa_authentication_subscriber.py

% rsa_performance.py
rsa_private_key.pem
rsa_public_key.pem

» rsa_publisher.py

subscriber.py

% rsa_throughput_latency.py

% signature_size_comparison.py
signature_time_comparison.py

subscriber.py

TIMELINE

@ Ln14,Col1 Spaces

Figure 31: ECC key size check

5 (homebre:
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<« SmartHomeProject

@ EXPLORER . @ check_key_size.py X

OPEN EDITORS @ check_k
v SMARTHOMEPROJECT

» check_key_size.py

@ check_rsa_key_size.py Tt ke

@ ecc_auth_dynamic_subscriber.py private_key = S ey. from_pen(f.read())

@ ecc_auth_dynamic.py

» ecc_authentication_publisher.py
h open (" put ) as f:

% ecc_authentication_subscriber.py s f:
public_key . from_pem(f.read())

@ ecc_mqtt_phasel.py
@ ecc_performance.py
@ ecc_throughput_latency.py , private_key.curve.baselen * 8)
& coorgy satnationy , public_key.curve.baselen * 8)
% generate_keys.py
& private_key.pem

public_key.pem
4 publisher.py
@ rsa_auth_dynamic_subscriber.py
@ rsa_auth_dynamic.py
@ rsa_authentication_publisher.py
% rsa_authentication_subscriber.py
@ rsa_performance.py
& rsa_private_key.pem
a rsa_public_key.pem
& ea_publisher.py Show Command Actions
@ rsa_subscriber.py
@ rsa_throughput_latency.py Command executed now JERMINAL

signature_size_comparison.py (base) sunainaamin@sunainas-MacBook-Air SmartHomeProject % python3 check_key_size.py
3 Private key size (bits): 256
@ signature_time_comparison.py Public key size (bits): 256

E : 3 S [ python3.12
» subscriber.py (base) sunainaamin@sunainas-MacBook-Air SmartHomeProject % [

B zsh
B zsh

B zsh

TIMELINE

@ Ln14,Col1 Spaces:4 UTF-8 LF {} Python & 3.12.8 (base) Python 3.13.5 (homebrew) [

Figure 32: ECC key size check output

4. RSA key Size check
File: check rsak key size. py

Purpose: To confirm the bit length of the RSA key pair that was applied to encryption and
authentication.

Key Insights:

The script exploits the cryptography library that loads keys in PEM files from RSA and
extracts the sizes. The output confirms that the length of the private and the public key is
2048 bits, which is safe to use in cryptography applications in smart homes, especially in
modern contexts.

Command Used:

Write in Terminal



python3 check-rsa-key-size.py

Output:

Type of a private key (bits): 2048

Bit length of keys of the public key: 2048

This confirms that the RSA keys applied within the system have the advised security level (at least
a 2048-bit key) according to the NIST principles of public-key cryptography.

SmartHomeProject

EXPLORER t k e.f rsa_pri y.per @ check_rsa_key_size.py X

OPEN EDITORS
SMARTHOMEPROJECT
2 check_key_size.py
» check_rsa_key_size.py
ecc_auth_dynamic_subscriber.py with open("rsa_private_key.pen®, “rb*) as f:
% ecc_auth_dynamic.py private_| serialization.load_pem_private_key(f.read(), password=\
@ ecc_authentication_publisher.py
# ecc_authentication_subscriber.py
h open("rsa_puk ey.pen", “ro") as f:
ecc_mqtt_phasel.py public_key = tion. load_pem_public_key(f.read())
performa
% ecc_throughput_latency.py
b ooy, Sk ATy print(“Private key e (bits):", private_k
print("Pu key size (t , public_key.k

> publisher.py
auth_dynamic_subscriber.py
a_auth_dynamic.py
hentication_publisher.py
» rsa_authenticatiol bscriber.py
performance.py
private_key.pem
rsa_public_key.pem
rsa_publisher.py
@ rsa_subscriber.py
a_throughput_latency.py

comparison.py (base) sunainaamin@sunainas-MacBook-Air SmartHomeProject % [

python3.12

ime_comparison.py

criber.py

TIMELINE B zsh

Ln15,Col1 Spaces:4 UTF-8 LF Pytho 3.12.8 Python 3.13.5 (homebrew) (1

Figure 33: RSA key size check
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@

SmartHomeProject

EXPLORER L heck_ke: # check_rsa_key_size.py X & private_key.
OPEN EDITORS
SMARTHOMEPROJECT

th open( !
@ ecc_auth_dynamic.py private_key = serialization.load_pen_private_key(f.read(), password=None)
% ecc_authentication_publisher.py

# ecc_authentication_subscriber.py
th open( pub ey.pen”, “rb") f:

public_key = tion.load_pem_public_key(f.read())

print(“Prive
generate_keys.py o BHILET R
private_key.pem
public_key.pem
» publisher.py
» rsa_auth_dynamic_subscriber.py
dynamic.py
-ation_publisher.py
uthentication_subscriber.py

erformance.py

TERMINAL
sa_throughput_latency.py
ture_size_comparison.py (base) sunainaamin@sunainas-MacBook-Air SmartHomeProject % python3 check_rsa_key_size.py
Private key size (bits): 2048
ture_time_comparison.py Public key size (bits): 2048

criber.py (base) sunainaamin@sunainas-MacBook-Air SmartHomeProject % ||

TIMELINE

Ln15,Col1 Spaces:4 UTF-8 LF { & 3.12.8 (base) Python

Figure 34: RSA key size check output

5. ECC Throughput Latency
File: ecc throughput latency.py
Purpose: Measure the efficiency of repeated operations of the ECC algorithm. Specifically
Throughput: Sign/verify operations/sec
Latency: The time required for each single operation
Key Points:
Loads a Static ECC key with the file name private_key.pem.pem
Check and confirm a message 1000 times
Calculates:
Ops/sec: Signing throughput
Average latency Signing:

time per operation
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Verification throughput
Average latency of verification

The given test not only shows the scalability but also the responsiveness of ECC under the load
because responsiveness is paramount to any real-time smart home systems.

Command to Run:
Write in Terminal
python3 ecc throughput latency.py

Results:

ECC Signing: is highly efficient, 2500+ operations/sec with a latency of a fraction of milliseconds.

ECC Verification is faster than signing, but effective, with average results of 662
verifications/sec, and can be used in [oT settings where the devices verify the commands.

SmartHomeProject

# ecc_throughput_latency.py X [

OPEN EDITORS
SMARTHOMEPROJECT

subscriber.py th ivate_key.pen”, “rb") as f:
% ecc_auth_dynamic.py ate_| .from_pem(f.read())
@ ecc_authentication._ etV public_key = pri get_verifying_key()
# ecc_authentication_s
message = b"Te

ecc_maqtt_phasel.py
® ecc_performance.py

» ecc_throughput_latency.py iterations = 1000

» energy_estimation.py

start_time = time.perf_counter()

_key.pem e_key. sign(message)
her.py end_time = time. ounter()
ning_time nd_t - start_time
auth_dynamic_subscriber.py S e A s
print(f"EC oughp iterations / signing_time
print(f“ECC Signing aver tency: {signing_time / iterations

n_publisher.py

performance.py start_time = ne.perf_counter()

sa_private_kay.pem valid | rify(signature, message)

rsa_public_key.pem end_timi 0

rsa_publisher.py verifying_ TR start_time
print(f"ECC v f pu iterations / verifying_time ps/sec”)
print(f*ECC Ve rage latency: {verifying_time / iterations

TIMELINE

Ln22,Col1 Spaces:4 UTF-8 LF {) Python & 3.12.8 (base) Python 3.13.5 (homebrew) 01

Figure 35: ECC throughput latency
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@

EXPLORER
OPEN EDITORS
SMARTHOMEPROJECT
@ check_key_s

% ecc_authentication_publisher.py

# ecc_authentication_subscriber.py

& private_|

& publi

> publishe
dynamic_subscriber.py

dynamic.py

SmartHomeProject

ecc_throughput_latency.py X

‘rb") f:
private_| jningKey. from_pem(f. read())
public_key = key.get_verifying_key()

message = b"Te
iterations = 1000

start_time = time.perf_counter()
f n range(iteration:
gn(message)

t_time
iterations / signing_time
signing_time / iterations

entication_publisher.py
uthentication_subscriber.py

erformance.py

signature, message)
end_time = time.perf_counter()
verifying_time = end_time - start_time

hroughput_latency.py
ture_size_comparison.py (base) sunainaamin@sunainas-MacBook-Air SmartHomeProject % python3 ecc_throughput_latency.py

me_comparison.py ECC Signing throughput: 2560.84 ops/sec
ECC Signing average laten: 000390 seconds

ECC Verifying throughput: 662.10 ops/sec

ECC Verifying average latency: .081510 seconds

(base) sunainaamin@sunainas-MacBook-Air SmartHomeProject % [

er.py

TIMELINE

Ln22,Col1 Spaces:4 UTF-8 LF & 3.12.8 (base) Python

Figure 36: ECC throughput latency results

6. RSA Throughput Latency

File: rsa_throughput latency.py

Function: Records the signing and verification performances of RSA in 1000 iterations.
Key Results:

RSA Signing has worse throughput than even ECC, but only slightly, and still within
reasonable limits to accomplish smart home activities.

RSA Verification is incredibly quicker, even quicker than ECC, and has a very low
latency, signifying efficiency when verifying numerous incoming requests.

According to this, RSA verification has been exceptionally efficient on loads, and as such, it can
be used on subscriber devices used in the IoT, where many signature verifications are necessary.

Command to execute:
Write in Terminal

python3 rsa_throughput latency.py
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@ EXPLORER

OPEN EDITORS

SMARTHOMEPROJECT

» check_key_size.py

» check_rsa_key_size.py
ecc_auth_dynamic_subscriber.py

» ecc_auth_dynamic.py

» ecc_authentication_publisher.py
ecc_authentication_subscriber.py
ecc_matt_phasel.py

» ecc_performance.py

» ecc_throughput_latency.py

» energy_estimation.py

» generate_keys.py
private_key.pem
public_key.pem

> publisher.py

» rsa_auth_dynamic_subscriber.py

» rsa_auth_dynamic.py
rsa_authentication_publisher.py

» rsa_authentication_subscriber.py

» rsa_performance.py
rsa_private_key.pem
rsa_public_key.pem

» rsa_publisher.py
rsa_subscriber.py

% rsa_throughput_latency.py

» signature_size_comparison.py
signature_time_comparison.py

) subscriber.py

TIMELINE
Ao

EXPLORER

OPEN EDITORS

SMARTHOMEPROJECT

» check_key_size.py

» check_rsa_key_size.py

» ecc_auth_dynamic_subscriber.py

» ecc_auth_dynamic.py

» ecc_authentication_publisher.py

» ecc_authentication_subscriber.py
ecc_maqtt_phasel.py

» ecc_performance.py

» ecc_throughput_latency.py

s energy_estimation.py

) generate_keys.py
private_key.pem
public_key.pem

> publisher.py

» rsa_auth_dynamic_subscriber.py

» rsa_auth_dynamic.py

» rsa_authentication_publisher.py

» rsa_authentication_subscriber.py

¥ rsa_performance.py
rsa_private_key.pem
rsa_public_key.pem

» rsa_publisher.py
rsa_subscriber.py
rsa_throughput_latency.py

» signature_size_comparison.py
signature_time_comparison.py

) subscriber.py

> TIMELINE
Ao

Show Command Actions

Command executed now

SmartHomeProject

» rsa_throughput_latency.py X

ut_latency.py

th open("rsa_ te_key.| ‘rb") as f:
private_key t oad_pem_private_key(f.read
open( ) ey.pen”, “rb") as f:
public_key n.load_pem_public_key(f.read())

, password=}

message =

14 iterations = 1000

start_time = time.perf_counter()
for _ in range(iterations):
signature = private_key.sign(
message,

5. SHA256()) ,
«MAX_LENGTH,

end_time = time.perf_counter()
signing_time = end_time - start_time
print( A Signing throughpu

iterations / signing_time
print(

signing_time / iterations

start_time = t
for _ in range(iterations):
valid = public_key.verify(

.perf_counter()

signature,
message,

). MGF1 (hashes . SHA256 ()

salt_length=padc MAX_LENGTH,

Ln14,Col 18 Spaces:4 UTF-8 LF

SmartHomeProject

rsa_throughput_latency.py X

ith open(
private_key = oad_pem_private_key(f.read(), password=

open(*rsa_put ey.pen”, “rb") as f:

public_key = n.load_pem_public_key(f.read())

message =

iterations = 1000

start_time = time.perf_counter()
_ in range(iterations):
signature = private_key.sign(
message,
hes.SHA256() ),

ng.PSS.MAX_LENGTH,

)
end_time = time.perf_counter()

end_time - start_time

TERMINAL

(base) sunainaamin@sunainas-MacBook-Air SmartHomeProject % python3 rsa_throughput_latency.py
RSA Signing throughput: 2466.78 ops/sec

RSA Signing average latency: 0.000405 seconds

RSA Verifying throughput: 59534.15 ops/sec

RSA Verifying average latency: 0.000017 seconds

(base) sunainaamin@sunainas-MacBook-Air SmartHomeProject % |

Ln 14, Col 18  Spaces: 4

Figure 38: RSA throughput latenc
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7. Signature size comparison of RSA and ECC
File: signature size comparison.py

Purpose: To compare the length of the raw and the Base64-encoded autographs of ECC
and RSA representing an identical message

Output Summary:
ECC: 64 bytes Raw signature size 88 bytes base64 encoded size
RSA: 256 bytes Raw signature size 344 bytes base64 encoded size

Key Results :

Unlike RSA signatures, ECC signatures are much smaller and take 4x less space in their
original form. The size makes it small and limits it:

Smaller ECC signatures mean ECC is more lightweight to fit in bandwidth-limited IoT
products such as the smart home.

Command to Execute:
Write in Terminal

python3 signature size comparison.py
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# signature_size_comparison.py — SmartHomeProject

@ EXPLORER

OPEN EDITORS
SMARTHOMEPROJECT

check_key.

ecc_auth_
» ecc_auth_dynamic.py
% ecc_authentication_publisher.py
® ecc_authentication_subscriber.py .
th open(“f e_key. pen ) f:
ecc_mqtt_phase1 ecc_private_key =

from_pem(f. read())
cc_performance vith open(”public :

&)

hroughput_latency.py ecc_public_key = ec

energy_estimation.py

generate_keys.py ol

rsa_pr ¢ oad_pem_private_key(f.read

open("r
> publisher.py rsa_publ.
» rsa_auth_dynamic_subscriber.py
rsa_auth_dynamic.py
rsa_authentic: n_publisher.py

rsa_authentication_subscriber.py

message_str = json.dumps(message, separators=
rsa_public_key.pem

_publisher.py

scriber.py
L ERMINAL
b rsa_throughput_latency.py
signature_size_comparison.
= - - P By ECC Signature size (bytes): 64
signature_time_comparison.py ECC Signature size (base64 encoded): 88
o RSA Signature size (bytes): 256
% subscriber.py
SoacrIeL Y RSA Signature size (base6d encoded): 344

key.get_verifying_key()

__public_key(f. read

, passwords

)

, sort_keys=

(base) sunainaamin@sunainas-MacBook-Air SmartHomeProject % |

TIMELINE

Figure 39: Signature size comparison for ECC and RSA

8. Signature Time comparison for ECC and RSA

File: signature time comparison.py

Purpose: It is meant to measure the time taken by ECC and RSA to produce and verify a

digital signature of a single message.
Command to Execute:

Write in Terminal

python3 signature time comparison.py
Results :
Operation

ECC Time(s) RSA Time(s)

Signature Gen. 0.005650 0.000718

Signature Verify 8.000e5 5.500e5

Key Insights:

Ln 47, Col 1

Spaces: 4

UTF-8

(base) sunainaamin@sunainas-MacBook-Air SmartHomeProject % python3 signature_size_comparison.py

LF

Python

=)

5 (homebrew)
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RSA is quicker at both:

Generation of signature (7 times faster)
Verification (14 times faster) of signatures

Although ECC is a bit slower, it continues to be under a millisecond, and it has smaller key
and signature sizes, which is advantageous to IoT types of devices.

SmartHomeProject

 signature_time_comparison.py X
OPEN EDITORS
SMARTHOMEPROJECT
® check.

_auth_ ¥
% ecc_auth_dynamic.p; ecc_private_key = ec.generate_private_key(ec.SECP256R
thentication_publisher.py ecc_public_key = ecc_private_key.public_key()

thentication_subscriber.py

message = bt

start_ecc_sign = time.perf_counter()

ecc_signature = ecc_private_key.sign(message,
end_ecc_sign = .perf_counter()

start_ecc_verify = time.perf_counter()

> publisher.py ecc_publ .verify(ecc_signature, message, ec.ECDSA
e i dman Wi ribarpy end_ecc_verify = time.perf_counter()

auth_dynamic.py print (f* [ECC gnatu eratio e: n - start_ecc_sign

thentication_publisher.py print(f"[ECC] Signature Verification Time rify - start_ecc_verify
_authentication_subscriber.py
_performance.py

rsa_private_key = rsa.generate_private_key(public_exponent=65537, key_size=2048)

piivate_key.pefm rsa_public_key = rsa_private_key.public_key()

subscriber.py G0
TERMINAL
throughput_latency.py
@ signature_size_comparison.py
[ECC] Signature Generation Time: 0.085560 seconds
signature_time_comparison.py [ECC] Signature Verification Time: 0.080883 seconds
[RSA] Signature Generation Time: 0.000718 seconds
[RSA] Signature Verification Time: 0.000055 seconds
(base) sunainaamin@sunainas-MacBook-Air SmartHomeProject % I

# subscriber.py

TIMELINE

Ln 49, Col 1 Spaces: LF Python & 3.12.8 (bas!

Figure 40: Signature time comparison

9. Energy Estimation
File: energy estimation.py

Purpose: Estimates the amount of energy (in Joules) consumed when generating and
verifying a signature using ECC and RSA.

Command to Execute:
Write in Terminal

python3 energy estimation.py
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Results:

Operation ECC Energy (J) RSA Energy (J)
Signing 0.3026 0.5034
Verification  0.0896 1.3180

Major Findings:

Compared with RSA, ECC is more efficient with regard to energy costs when signing or
checking.

RSA verification requires ~14 times as much energy as ECC verification does.

This becomes a necessity in [oT smart home systems as power efficiency would prolong
battery life and minimize thermal effects.

<« SmartHomeProject

EXPLORER o @ energy_estimation.py X 2 \ature _comg N.C

> OPEN EDITORS

SMARTHOMEPROJECT

@ check_key_size.py

@ check_rsa_key_size.py
ecc_auth_dynamic_subscriber.py

2 ecc_auth_dynamic.py
ecc_authentication_publisher.py ecc_sign_time = 0.055744

ecc_verify_time = 0.054633

rsa_sign_time = 0.093251

@ ecc_maqtt_phase1.py rsa_verify_time = 0.087906

@ ecc_performance.py

ecc_authentication_subscriber.py

ecc_throughput_latency.py

» energy_estimation.py ecc_sign_energy = * ecc_sign_time

ecc_verify_energy ) * ecc_verify_time
rsa_sign_ener R_WA * rsa_sign_time
private_key.pem rsa_verify_energy J_POM * rsa_verify_time

@ generate_keys.py

public_key.pem
@ publisher.py print(f" 3 y: {ecc_sign_energy:. ules
print (f"ECC Verif on Energy: {ecc_verify_energy
print( n E y: {rsa_sign_energy
print( n e : {rsa_verify_energy

® rsa_auth_dynamic_subscriber.py
) rsa_auth_dynamic.py
» rsa_authentication_publisher.py
% rsa_authentication_subscriber.py
rsa_performance.py
rsa_private_key.pem
rsa_public_key.pem
, rsa_publisher.py
. rsa_subscriber.py
L TERMINAL
» rsa_throughput_latency.py
(base) sunainaamin@sunainas-MacBook-Air SmartHomeProject % python3 energy_estimation.py
ECC Signing Energy: .8362 Joules
signature_time_comparison.py ECC Verification Energy: 0.8195 Joules
RSA Signing Energy: 1.3988 Joules
subscriber.py " i
) RSA Verification Energy: 1.3186 Joules
(base) sunainaamin@sunainas-MacBook-Air SmartHomeProject % i

signature_size_comparison.py

> TIMELINE

@  Ln13,Col54 Spaces:4 UTF-8 LF {} Python & 3.12.8 (base) Python 3.13.5 (homebrew) [

Figure 41: Energy estimation
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Table of Findings

Port

Metric Result Command
Python Version Python 3.12.8 python3 --version
Installed Libraries | paho-mqtt==2.1.0, pip3 install paho-mqtt ecdsa
ecdsa==0.19.1
MQTT Broker | 1883 mosquitto -C

/opt/homebrew/etc/mosquitto/mosquitto.conf

ECC Signing Time

0.058625 sec

python3 ecc_performance.py

ECC Signing
Memory

0.234375 MiB

python3 ecc_performance.py

ECC Verification
Time

0.053235 sec

python3 ecc performance.py

ECC Verification
Memory

0.015625 MiB

python3 ecc performance.py

0.092685 sec

python3 rsa_performance.py

RSA Signing Time
RSA Signing
Memory

0.343750 MiB

python3 rsa_performance.py

RSA Verification
Time

0.081789 sec

python3 rsa_performance.py

RSA Verification [ 0.000000 MiB python3 rsa_performance.py
Memory

ECC Key Size 256 bits python3 check key size.py

RSA Key Size 2048 bits python3 check-rsa-key-size.py
ECC Throughput | 2500+ ops/sec python3 ecc_throughput latency.py
ECC Verification | 662 ops/sec python3 ecc_throughput latency.py
Throughput

RSA Throughput |Lower than ECC python3 rsa throughput latency.py
RSA Verification | Higher than ECC python3 rsa throughput latency.py
Throughput

ECC Signature
Size

64 bytes (raw), 88 bytes

(Base64)

python3 signature size comparison.py
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RSA Signature
Size

256 bytes (raw), 344
bytes (Base64)

python3 signature size comparison.py

ECC Signature

0.005650 sec

python3 signature time comparison.py

Gen Time

RSA Signature | 0.000718 sec python3 signature time comparison.py
Gen Time

ECC Signature | 8E+05 python3 signature time comparison.py
Verify Time

RSA Signature | 5.5E+05 python3 signature time comparison.py
Verify Time

ECC Signing [ 0.3026 J python3 energy estimation.py

Energy

RSA Signing [ 0.5034 J python3 energy estimation.py

Energy

ECC Verification
Energy

0.0896 )

python3 energy estimation.py

RSA Verification
Energy

1.3180)

python3 energy estimation.py
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