
 
 

 

 

 

 

 

 

 

 

 

 

 

 Reinforcement Learning-Based Adaptive Honeypot Systems 

for Mitigating Cyber Threats in Cloud-Based Enterprise 

Environments. 
 

 

 

 

 

MSc Research Project 
 

MSc. Cybersecurity 

 

 

JISHA ALEX 
 

Student ID: 23272481 
 

 

 

School of Computing 
 

National College of Ireland 
 

Supervisor:

 

ROHIT VERMA 



 

 
 

National College of Ireland 

 

MSc Project Submission Sheet 

 

School of Computing 

 

Student Name: 

 

 

JISHA ALEX 

 

Student ID: 

 

23272481 

 

Programme: 

 

MSc. Cybersecurity 

 

Year: 

 

2024-2025 

 

Module: 

 

Practicum2 

 

Lecturer: 

 

Rohit Verma 

 

Submission Due 

Date: 

 

11-08-2025 

 

Project Title: 

 

Reinforcement Learning-Based Adaptive Honeypot Systems for 

Mitigating Cyber Threats in Cloud-Based Enterprise Environments. 

Word Count: 

 

1741                             Page Count: 10 

 

I hereby certify that the information contained in this (my submission) is information 

pertaining to research I conducted for this project.  All information other than my own 

contribution will be fully referenced and listed in the relevant bibliography section at the 

rear of the project. 

ALL internet material must be referenced in the bibliography section.  Students are 

required to use the Referencing Standard specified in the report template.  To use other 

author's written or electronic work is illegal (plagiarism) and may result in disciplinary 

action. 

 

Signature: 

 

Jisha Alex 

 

Date: 

 

11-08-2025 

 

PLEASE READ THE FOLLOWING INSTRUCTIONS AND CHECKLIST 

 

Attach a completed copy of this sheet to each project (including multiple 

copies) 

□ 

Attach a Moodle submission receipt of the online project 

submission, to each project (including multiple copies). 

□ 

You must ensure that you retain a HARD COPY of the project, 

both for your own reference and in case a project is lost or mislaid.  It is 

not sufficient to keep a copy on computer.   

□ 

Assignments that are submitted to the Programme Coordinator Office must be placed 

into the assignment box located outside the office. 

 

Office Use Only 

Signature:  

Date:  

Penalty Applied (if applicable):  



1 
 

 

Reinforcement Learning-Based Adaptive Honeypot Systems 
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s 
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Abstract 

 

This research presents a reinforcement learning-based adaptive honeypot framework 

designed to proactively detect and respond to modern cyber threats such as brute-force 

attacks, port scans, ransomware, and Structured Query Language (SQL) injections. 

Unlike traditional static honeypots, this system incorporates a dynamic decision-

making model capable of evolving based on attacker behaviour. The implementation 

leverages a tri-Virtual Machine (VM)setup comprising a Cowrie honeypot, a synthetic 

attacker environment, and a Reinforcement Learning (RL) agent trained using Q-

Learning and Deep Q-Network (DQN). The system was evaluated using synthetic logs 

and the TON_IoT dataset to simulate real-world attack scenarios. The RL model 

achieved an overall accuracy of 83%, with perfect detection of brute-force and 

port scan attempts and weighted average of 92% for F1 Score on synthetic cowrie-

based honeypot data. Deployment on Amazon Web Services (AWS) infrastructure 

confirmed the system’s scalability and operational readiness. This research contributes 

to the advancement of intelligent, real-time cybersecurity defence systems and provides 

a deployable blueprint for protecting enterprise and IoT-based networks against 

evolving threats through behavioural analytics and reinforcement learning. 

 

1 Introduction 

1.1 Background of the Study 

In 2024 and early 2025, cyber threats have grown in both volume and sophistication, targeting 

critical digital infrastructure across sectors. According to IBM’s X-Force Threat Intelligence 

Index (2025)1, ransomware accounted for 23% of all cyberattacks globally, making it the 

most prevalent attack vector for the fourth consecutive year. The report also noted that 

attackers are now bypassing traditional defences by rapidly evolving payloads and tactics, with 

over 50% of ransomware families showing polymorphic characteristics (IBM, 2025). 

Small and medium enterprises (SMEs) and decentralized edge networks such as IoT 

deployments are particularly vulnerable. A 2024 report by ENISA (European Union Agency 

for Cybersecurity) revealed that IoT-based ransomware attacks rose by 37% in Europe 

alone, citing a lack of initiative-taking and adaptive defensive systems as a major factor 

(ENISA, 2024)2. Traditional honeypots—while useful for intelligence gathering—fail to 

respond to attackers dynamically, limiting their effectiveness in fast-changing environments. 

 

 

 
1 IBM. (2025). X-Force Threat Intelligence Index 2025. IBM Security. Available at: 
https://www.ibm.com/reports/threat-intelligence 
2 ENISA. (2024). Threat Landscape for Ransomware Attacks. European Union Agency for Cybersecurity. 
Available at: https://www.enisa.europa.eu/publications/ransomware-threat-landscape-2024 
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In this evolving landscape, adaptive honeypot systems integrated with reinforcement learning 

offer a promising defence strategy. Unlike static systems, these honeypots learn from attacker 

behaviour in real time and modify their responses based on threat patterns. This approach not 

only improves detection but also provides an initiative-taking containment mechanism, 

especially in cloud-based and virtualized infrastructures. 

 

The research presented in this project leverages Cowrie honeypot, synthetic attack data, and 

an RL-based adaptive agent to create a dynamic deception platform that evolves with attacker 

behaviour. The system has been evaluated across multiple VMs simulating attacker, honeypot, 

and RL environments, capturing real-time interaction logs, applying Q-learning and DQN 

policies, and evaluating the effectiveness across different threat scenarios. This project aligns 

with the urgent need for adaptive, intelligent, and real-time security responses in the face of 

increasingly stealthy and destructive cyberattacks. 

1.2 Research Motivation and Aim 

Since traditional honeypots are static, fixed-response models, it is more straightforward for 

attackers to detect and evade. This research aims to address the need of an adaptive deception 

system which learns from the attacker behaviour. The strength of reinforcement learning is its 

adaptive nature, where honeypots would be able to continuously evolve their response in real 

time, learning from interactions with different threats. The ability to emulate vulnerable IoT 

devices in a controlled environment further augment the system detection and mitigation of 

such evolving attacks. 

1.3 Research Objective 

The objective of this research is to develop an adaptive honeypot system that uses 

reinforcement learning to intelligently respond to evolving cyber threats. By leveraging 

synthetic attack data and behavioural patterns, the system aims to classify and react to 

malicious activities in real time. The project demonstrates how machine learning can enhance 

traditional honeypot capabilities for initiative-taking threat detection in modern network 

environments, including IoT and cloud-based systems. 

1.4 Research Questions 

Primary Question: What RL algorithm and state representation are suitable for 

modelling attacker-honeypot interactions? 

• Secondary Question: How can an adaptive response from the honeypot reduce threat 

to actual cloud assets compared to a static honeypot? 

 

2 Related Works 
 

The threat landscape has become more complex with advanced Persistent Threats (APT), 

Ransomware campaigns, AI-based attacks. Honeypots—deceptive systems designed to lure, 

track, and analyse attackers—have proven to be useful for the purpose of understanding attack 

strategies. Yet, static honeypots that are predictable are not the most effective. Resolve this, 

researchers have recently started to combine machine learning (ML), and more specifically 

reinforcement learning, to write adaptive honeypot systems that adapt themselves according to 

the attacks they face. This section examines recent lines of works in this direction, critiques 

their approaches, and highlights some of existing questions in the related literature. 
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2.1  Reinforcement Learning in Cybersecurity 

In recent years many works have focused RL to cyber security, specifically in dynamic defence. 

Zhao et al. (2022) proposed a DQN-based defence scheme which adapts the network to an 

ever-changing adversarial environment. The authors showed a 32% rise in the success of threat 

mitigation over static rule-based systems, thereby validating the inclusion of RL-based active 

defences. Kim and Park (2023) also developed an intrusion detection response model in which 

Q-learning is used in Software Defined Networks (SDNs). Their approach dynamically looked 

for actions (e.g., blocking IPs or isolating nodes) led to up to 21% better accuracy and 18% 

lower false positive rates than normal threshold-based Intrusion Detection Systems (IDS) 

systems. And although not honeypot exclusive this logic is a base of adaptive interaction 

management necessary for tuning of honeypot behaviour. 

2.2 Static vs Adaptive Honeypots 

An increasing literature has compared static honeypots with the ACK using miscellaneous 

honeypots architectures. Ahmed et al. (2023) proposed a RL-based honeypot that up- and 

downgrades its deception level in response to attacker behaviour. vs the classic Cowrie static 

honeypot, the adaptive version lured more (44%) advanced attack patterns during sandboxed 

trials implying better believability and engagement. In another research, Li and Roy (2022) 

have simulated a honeynet being static, hybrid and adaptive honeypots. Their adaptive 

honeypots, trained with SARSA(λ), not only captured 58% more unique payloads, but also 

lowered the attacker detection time by 36%. There is a strong potential in Multi-Agent 

Reinforcement Learning (MARL) frameworks to disrupt coordinated attacks by allowing 

defenders to dynamically collaborate and change policies. Decentralisation and automation in 

cyber defence is encouraged by MARL (Kunz et.al., 2024), enabling countermeasures against 

more sophisticated and distributed attacks, and real-time management of moving target defence 

and lateral movement containment. Alavizadeh et.al. (2021) showed that Q-learning-based RL, 

particularly when combined with deep neural networks, maintains self-learning capabilities for 

threat detection and beating classical machine learning baselines in terms of speed as well as 

accuracy. In adaptive honeypots, comparative analyses reinforce the ability of the DQN and 

Double DQN (DDQN) algorithms to enhance learning and to minimize resource usage 

(Limmen,2024). In the case of real and the simulated (synthetic) network datasets, the accuracy 

of the training IDS models based on the RV has been demonstrated experimentally, and is up 

to 97% (Ejbali et.al., 2025). 

 

By using RL, honeypots can dynamically change their levels of deception and different ways 

of responding, thus obtaining more sophisticated and diverse traces of attacks. For instance, 

Honey-IoT, a type of honeypot that adapts to IoT environments, utilises RL to reorganise its 

decoy services based on the behaviour of the attackers, thereby doubling the unique threat 

capture rate (Singh et.al.,2024). Honeypots driven by RL also increase expulsion times for 

attackers and the quality of intelligence reports from honeypots, yet manipulations of 

deception-creating parameters tend not to appear to show significant effect sizes in practice, 

though (Javadpour et. al.,2024). 

2.3 Behavioural Modelling and Attacker Profiling 

The study of attacker behaviour such as commands and interactions forms the base of a smart 

honeypot design. Sharma and Kale (2024) applied RL for modelling the attacker as part of 

SSH-based honeypots. With Cowrie logs from a period of 3 months, collected from a publicly 

exposed research deployment hosted on the Stratosphere Laboratory Honeypot Project servers 

over a continuous 3-month, their RL agent separated behavioural profiles into ‘Script Kiddies’, 

‘Credential Stuffers ‘and ‘Exploiters’. Their approach was able to reach 91.3% clustering 

accuracy with the first results suggesting signs that attacker intent could be forecast in real-
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time, a crucial characteristic in present-day cyber deception. Meanwhile, Nguyen et al. (2023) 

applied RL with Graph Neutral Network (GNNs) to trace attacker paths in a virtual honeynet. 

As they found, GNN-RL integration decreased the attacker dwell time ratio before detection 

from 8.1 minutes to 3.7 minutes, demonstrating that the combined GNN-RL solution could 

achieve both detection improvement and forensic value. 

2.4 Positioning and resource allocation of the honeypots  

RL has been also applied to solve honeypot placement resource allocation problems. Gupta et 

al. (2022) formulated the honeypot placement problem as a Markov Decision Process (MDP), 

maximizing placements among network regions according to historical intrusion probability. 

Their RL-trained model achieved 26% enhancement in detection coverage over random or 

fixed placement strategies. Tian and Lee (2024) expanded the use of attacker cost modelling 

in their proposed reward function. Their adaptable honeypot mechanism not only to diverted 

attackers, but also consumption of resources (CPU/memory usage) were inflated, being what 

the group termed as “resource exhaustion deception.” The mechanism inflated both attacker-

side cost metrics by an average of 48%, resulting in the early termination of attacks. 

2.5 Quantitative Profiling of SSH-driven Attacks Using Cowrie 

SSH brute-forcing attacks remain one of the most frequently observed threats on low 

interaction honeypots. Osman et al. (2024) deployed Cowrie in a distributed fashion on ten 

virtual machines and captured 470,000 SSH login attempts and 40,000 Telnet interactions from 

around 8,800 different IP. Similarly, Dacier et al. (2023) conducted a global SSH honeypot 

study using Cowrie instances across five continents, finding that adaptive deception 

mechanisms increased command diversity by 37% and reduced repeated brute-force patterns. 

In another study, Bhandari and Ranjan (2024) integrated Cowrie with reinforcement learning 

agents that dynamically altered prompts and simulated fake vulnerabilities, leading to a 42% 

rise in unique command sequences. Ramesh et al. (2023) used Cowrie logs from the Singapore 

Cybersecurity Consortium’s public honeynet, where time-based deception was shown to 

prolong attacker dwell time by an average of 5.4 minutes. Malik et al. (2022) demonstrated that 

combining Cowrie with network-level decoys in a hybrid honeypot system captured more 

advanced post-exploitation behaviour, with 29% more file exfiltration attempts than static 

setups. These results provide important reference for the Q-learning–based intrusion detection 

system from the reward function to the session duration, the command depth, and the deception 

response. 

2.6 Cowrie Honeypot Logs Machine Learning Classification 

In contrast to behavioural profiling research (Sharma & Kale, 2024; Nguyen et al., 2023) that 

emphasizes the attacker intent and analysis path. Rizal et al. (2025) used Cowrie logs from a 

virtualized deployment to perform direct classification of SSH brute force sessions. Using 

metrics such as counts of failed logins, the diversity of usernames used, and the movement of 

geolocated IP addresses, we generated features and then classified them with a Naive Bayes 

model with 91.8% accuracy. Such an approach focuses on fast session-level detection instead 

of long-term behavioural knowledge, providing practical feature inputs for Q-learning–based 

intrusion response systems. 

2.7 Limitations and Gaps 

Despite these advancements, gaps remain: 

• Model generalizability: Models trained on certain datasets do not transfer well to other 

environments. Some few studies (e.g., Li and Roy, 2022) also worked on cross-domain 

datasets. 



5 
 

 

• Real-Time Integration: A lot of RL honeypot work is offline. Nguyen et al. (2023) and 

Fernandez et al. (2023) are exceptions, although few of the systems tail live Cowrie 

logs. 

• Ethics & Privacy: None of the surveyed papers did research for attacker data 

anonymization, logging consent, Global Data and Privacy regulation (GDPR) impact 

— a trending issue in honeynet research. 

2.8 Summary 

Aspect Details 

Core Finding 
RL-based adaptive honeypots outperform static honeypots in detection 

accuracy, attacker interaction, and contextual feedback. 

Identified Gaps 
Real-time deployment, model interpretability, and cross-domain 

generalization require further research. 

Novelty of This 

Work 

Combines actual Cowrie logs, synthetic attacker traffic, and RL agents 

in a tri-VM environment to model and analyse defence behavior. 

Practical 

Contribution 

Provides a repeatable framework for deployment and evaluation of 

adaptive honeypots in cybersecurity contexts. 

Comparison to 

Literature 

Extends existing work by integrating real-world data, artificial attack 

scenarios, and RL-driven defence logic in one cohesive setup. 

 

3 Research Methodology 

3.1 Design of Experiments and Environment Configuration 

We design, implement, and evaluate a dynamic honeypot system using RL to give dynamic 

honeypots the ability to make real-time decisions and adapt their behaviour according to 

observed threat activity as shown in Figure 1. Regular honeypots run with a static nature, 

passively storing attack data. On the contrary, our approach focuses on a smarter deception 

schema, which learns from continuous pattern of attacks and take actions to respond. To do so, 

we set up a controlled virtual lab environment using VirtualBox, installing three different 

virtual machines configured to become a live cybersecurity system. 

 
Figure 1: Research Flow Diagram3 

 

 
3 Self-Generated using Python matplotlib  
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3.2 Datasets 

The TON-IoT dataset because it covers a broad area of IoT and industrial network telemetry, 

which may hold significant value when evaluating intrusion detection mechanisms in 

heterogeneous environments. It involves real-world profiles with corresponding attack traces 

from the DDoS, ransomware and data exfiltration attacks in the form of system logs, network 

flows and telemetry from realistic testbed instantiations. The use of the system log subset 

(400,000 log events approx.) for this research. This included removal of duplicate ids, 

timestamps in irrelevant formats, and low variance attributes that added little classification 

power Sydney, U. (2021). The way the dataset is labelled lent itself to supervised learning, 

while its sequences of events in time allowed the training of reinforcement learning models. 

Potentially from the diversity of attack vectors which corresponds with the project goal to build 

a threat-agnostic, dynamic, Zero Trust honeypot. This makes the evaluation realistic along with 

generalizable to the enterprise in addition to the IoT-based environment. 

3.3 Pseudocode Version of Research Design and Flow 

 

BEGIN DYNAMIC_HONEYPOT_SETUP 
 ========================= 
1: Initialize Environment 
 ========================= 
CREATE VM_HONEYPOT using Cowrie 
CREATE VM_ATTACKER with attack simulation scripts 
CREATE VM_RL_AGENT for Q-learning engine 
 Set Honeypot configuration 
CONFIGURE Cowrie_VM: 
    ENABLE SSH, Telnet emulation 
    LOG all sessions in JSON format 
    STORE login attempts, cmd sequences, file uploads, scans 
Attacker simulation 
ON VM_ATTACKER: 
    DEPLOY simulate_attacks.sh to perform: 
        - Brute-force SSH login attempts 
        - nmap port scanning 
        - wget remote file download 
        - Command injections (malware/ransomware simulation) 
========================= 
2: Data Capture 
========================= 
WHILE experiment_running: 
    HONEYPOT logs → JSON_LOGS 
    FOR each new JSON_LOG: 
        PARSE into Session_Record 
        STORE Session_Record in Raw_Dataset 
 ========================= 
 3: Dataset Preparation 
 ========================= 
LOAD TON_IoT_System_Log_Subset 
CLEAN data: 
    REMOVE duplicate IDs 
    FORMAT time fields 
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    DROP low-variance attributes 
APPEND Cowrie Raw_Dataset 
OPTIONALLY add Synthetic_Attack_Logs with varied patterns 
FOR each Session_Record: 
    EXTRACT features: 
        failed_logins_count 
        session_duration 
        command_sequence_entropy 
        ports_scanned 
        files_transferred 
    CREATE Feature_Vector 
ADD Feature_Vector to Training_Set 

 
 ========================= 
 4: Q-Learning RL Model 
 ========================= 
INITIALIZE Q_table[state_count][action_count] = 0 
DEFINE Action_Space = {BLOCK, ALERT, IGNORE, DECEIVE} 
SET Learning_Rate α 
SET Discount_Factor γ 
SET Exploration_Rate ε 
FOR episode in Training_Episodes: 
    state = INITIAL_SESSION_FEATURES 
    WHILE session not finished: 
        DECIDE action: 
            IF random() < ε: 
                action = RANDOM(Action_Space) 
            ELSE: 
                action = argmax(Q_table[state]) 
                EXECUTE action in simulated environment 
        OBSERVE reward r 
        OBSERVE new_state 
                UPDATE Q_table: 
            Q[state, action] = Q[state, action] + α *  
            (r + γ * max(Q[new_state]) - Q[state, action]) 
        state = new_state 
REDUCE ε over time (exploration decay) 

 
========================= 
5: Live Decision Engine 
 ========================= 
ON RL_AGENT_VM: 
    START continuous_monitoring process: 
        WHILE True: 
            IF new Cowrie session detected: 
                PARSE → Feature_Vector 
                state = map_to_state(Feature_Vector) 
                action = argmax(Q_table[state]) 
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                EXECUTE action: 
                    CASE BLOCK: 
                        RUN "iptables -A INPUT -s <IP> -j DROP" 
                    CASE ALERT: 
                        WRITE alert to admin console 
                    CASE IGNORE: 
                        DO nothing 
                    CASE DECEIVE: 
                        SEND fake system response to attacker 
                 
                LOG action and status 

3.4 Evaluation, Metrics and Cloud Migration of the System 

We have evaluated the proposed solution on the basis of multiple criteria such as detection 

accuracy, false-positive rate, duration of engagement with the attacker, response time and the 

stability of the Q-table throughout the training. When we checked the data collected by the 

static honeypot and static honeypot in comparison to the honeypot beyond the static honeypot 

static honeypot did stop the further stage of attack escalation, so it lacked static honeypot. In 

contrast, the honeypot with RL was better at catching high risk sessions earlier and adapting to 

changes in new behaviours over time. It is worth noting that the system also realized an 

improvement in the blocking performance and an overall reliability of the automation. 

 

Even though the prototype was first deployed in VirtualBox, the architecture was built to be 

cloud scalable. In production, we migrated to Amazon Web Services (AWS) with 3 EC2 

instances, effectively replicating the 3 original VMs: Cowrie honeypot, Attacker node, and RL 

Agent. SSH access over instances using key-pair (via. Through AWS Security Groups, cowrie-

keypair. pem) authentication, and traffic rules were managed. CloudWatch was suggested for 

centralised logging, and the data may route to S3 for long-term analysis. This provided the 

means to introduce a cloud-ready transition of infrastructure so that the solution could be 

deployed in enterprise networks with little need for extensive hands-on tailoring. 

 

To comply with ethical cybersecurity research, all experiments were performed in an isolated 

environment that was not connected to the Internet. During the simulation/testing, there have 

been no exposure to any of the real users or production systems. While the logs themselves are 

anonymized, only simulated attack traffic was incorporated continually. Finally, moving to the 

cloud was also done the right way, Virtual Private Cloud (VPCs), limited intranet access for 

safe sandboxing. 

 

Taking everything into consideration, the research methodology uniquely integrated systematic 

environment setup, generative data generation, reinforcement learning modelling, real-time 

inference, and production level scalability to implement an adaptive honeypot solution. The 

extensive assessment proved the practicality of the system and served as a basis for future 

improvements including deep reinforcement learning, federated threat intelligence, and 

industrial scale cloud deployment. 

 

4 Design Specification 

4.1 Architecture and System Overview 

This project is designed with an aim to facilitate the development of an adaptive honeypot 

framework for real-time interaction, dynamic behavioural analysis, and threat response. Instead 
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of using static deception methods or rigid responses, the proposed design incorporates a 

modular, learning-based pipeline. 

 

The system that is designed to simulate real-life network environments through deploying 

Cowrie honeypot, log synthesis for behavioural enrichment, and reinforcement learning for 

security decision making. Under the covers, the framework runs on distributed virtual machines 

and over cloud of choice, providing flexibility, reproducibility, and scaler.  

4.2  Adaptive Honeypot Framework Design 

This can be seen as a feedback loop in the Adaptive Honeypot Framework diagram above. In 

this illustration, the attacker VM is communicating with the Cowrie honeypot and all logs of 

SSH attempts (SSH brute force attack) and suspicious activities is captured by the Cowrie 

component. The behavioural features generated (session length, how often certain commands 

were used, attempts to access blocked paths, time intervals between inputs, etc.) are then 

extracted from these logs, which are then input into a feature engineering module. This feature 

pipeline takes its input from the RL agent, which performs model-based decision policy using 

either Q-learning or DQN to extract an appropriate action. Those actions could be log only, 

flag the session, log the session as deep engagement, or start an alerting mechanism.  

 

To ensure that we can uniformly treat attacker behaviour no matter the source, we generate 

synthetic logs in JSON format that match the output schema Cowrie uses. For initial tuning 

and benchmarking, the same pipeline is performed on the TON_IoT dataset to guarantee 

consistency from input to decision. 

4.3  Integration in real time, modularity and cloud replication 

One of the most important features of the design is the real-time capability, being able to 

respond in time without compromising on decisions. To implement real-time log tailing using 

tail -f style tools, we built Python listeners to process incoming log lines, pass through the 

decision engine, produce output actions, all within a matter of milliseconds. This event driven 

pipeline accounts for the dynamic nature of RL learning cycles and allows for the live update 

of threat status on visual dashboards. The entire architecture was replicated to the cloud using 

AWS EC2 instances to validate the scalability of the design. There were three cloud VMs 

running the same architecture as the attacker, honeypot & RL agent, each in its own VPC. 

Configured security groups to allow only relevant inbound and outbound access by roles. They 

only allowed the honeypot inbound traffic from attacker nodes, not from the open internet Even 

in a cloud, since these two components run separate from one another, the honeypot itself plays 

more of a buffer zone and less of a vulnerability.  

5  Implementation / Solution Development 
 

This stage of the deployment is also the movement from prototype pieces to an integrated and 

operational system that can recognize, understand, and decide how to respond to suspect 

activities all on its own. This applied on the complete realisation of the adaptive honeypot 

system together, with focus upon the practical setup, integration of the different parts and real-

time operation. The goals were to test the system's ability end-to-end within a live network 

emulation, and to prove its efficacy against diverse threats. 

5.1 Implementation 

The resulting system consisted of three working virtual machines that performed as logically 

separated environments, which was composed by the Cowrie honeypot server, the attacker 

simulator, and the reinforcement-driven decision agent. Every machine had been setup with 
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the software dependencies, security mechanisms and routing setup required to allow for 

uninterrupted communication across a closed test network. Also, to show the scale, all of this 

infrastructure was mirrored on AWS EC2 and the same VM roles and data flows have been 

redeployed on a cloud-native infrastructure.  

 

While developing Cowrie VM, logging was last part to develop in order to track SSH 

transactions around the clock. The logging configuration guaranteed JSON structured output 

that was saved into a monitored folder as shown in figure 3. The logs which are deployed in 

attacker VM got monitored in cowrie VM. 

 

Figure 3: Cowrie.log Json file output 

The scripts developed in advance for the Attacker VM were scheduled as corn jobs in order to 

automated various attack activities (port scans, brute-force login attempts, file transfers) at 

random times. This automation led to uninterrupted, and random, potential interacting content 

for the honeypot to harvest. The decision engine (i.e., the RL Agent VM) had the duty to 

regularly request for logs in a poll fashion, transform the logs into prefabricated feature 

representations, and make decisions in an online manner. The model was trained and validated 

based on synthetic and TON-IoT data and did not need to undergo any further learning at this 

point, as it was only to be used in inference. 

5.2 Execution Flow 

The completed workflow is triggered when the attack VM starts performing a series of 

malicious activities, e.g., scanning ports, and trying to access a forbidden area. These 

transactions are then recorded by the Cowrie honeypot and are at that point (in time) parsed 

and written into the JSON log file, Figure 4. The decision engine (a running process) on the 

RL Agent VM watches this file via a live tail mechanism and when new log entries are seen, it 

reads them and processes them as structured data inputs. 
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Figure 4: Running live_honeypot.py to check the result on synthetic logs generation from 

Attacker VMs 

These inputs are compared with the state-action correspondence learnt during the training. The 

events are classified, and the engine decides whether to disregard the activity, alert or blacklist 

the source IP (in simulation). The action is written to a different log file for trace and 

performance testing. Every decision made is also timestamped, labelled with the originating IP 

and session information, enable forensic validation once deployed. 

5.3 Evaluation Setup 

In the last stage, for the implementation, 3 experiments were weighted to be judged with 300 

test line: 

• Non-Honeypot Baseline: Emulated no monitoring and no information about a 

Honeypot. Attack attempts went undetected. 

• Static Honeypot only: Cowrie ran without decision support. Logs were produced; logs 

were ignored. 

• Adaptive Honeypot (Final Implementation): The full adaptive system which consists 

of the Cowrie+RL Agent and was analysing for and reacting to adversaries. 

Table 1: System Configuration and Evaluation Setup 

Component Details 

Lab Host 16 GB RAM, 8 vCPU, Ubuntu 22.04 LTS 

VM-1 (Cowrie 

Honeypot) 

Ubuntu 20.04 LTS, 2 vCPU, 2 GB RAM, Cowrie v2.5+, SSH/Telnet 

emulation, logs stored in 
/home/cowrie/cowrie/var/log/cowrie/ 

VM-2 (Attacker 

Simulator) 

Ubuntu 22.04, 2 vCPU, attack scripts using nmap, hydra, 

curl/wget, scheduled via cron 

VM-3 (RL 

Agent / 

Analytics) 

Ubuntu 22.04, 4 vCPU, Python 3.10, libs: pandas, numpy, scikit-

learn, gym, RL training & live decision engine 

AWS 

Replication 

t3. micro EC2 instances for each VM role, private subnet, inbound 

restrictions, CloudWatch monitoring 

Datasets 
Cowrie live logs, Synthetic logs (300–10,000 events), TON_IoT subset 

(~400k events) 

RL 

Configuration 

State features: failed logins, session duration, cmd entropy, etc.; Actions: 

{block_ip, alert_admin, ignore, deceive}; α=0.1, γ=0.9, ε decay=0.999, 

episodes=10,000 
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Component Details 

Evaluation 

Scenarios 

No Honeypot (baseline), Static Honeypot (Cowrie only), Adaptive 

Honeypot (Cowrie + RL) 

Metrics 
Accuracy, Precision, Recall, F1-score, decision latency, dwell time, 

false-positive rate, CPU/RAM usage 

Key Results 
Synthetic: Acc 0.83, F1 0.85; TON_IoT: Acc 0.691, macro-F1 0.681; 

Live: Avg latency 0.62s, CPU <20%, RAM <300 MB 

5.4 Cloud Migration (AWS EC2) 

For practical feasibility, the entire architecture was hosted on AWS utilizing three EC2 

instances to replicate the roles and settings of the local computers. Security groups and VPC 

configuration were configured to open traffic internally and not expose externally as shown in 

figure 5. The Cowrie honeypot would still receive logs in its organized format and the RL 

Agent kept on performing the decision-making role. 

 

 

Figure 5: Initiated 3 instances in AWS to replicate the VMs process of generation of Adaptive 

Honeypot 

5.5 Final System Capabilities 

The last system implementation had the following features: 

• Real-Time Prevention: It was crucial that the system detected any potentially malicious 

behavior in real-time, protecting the service the instant the attack began. 

• Adaptable on The Fly: As the model has been pre-trained on IoT as well as synthetic 

datasets, it was able to generalize the unseen threats efficiently. 

• Seamless Integration: Everything worked seamlessly in both local and cloud, validating 

the soundness of the design. 

• Low Overhead: VMs consumed very little resources overall, allowing them to be 

deployed on inexpensive hardware or in an edge environment. 

• Operational Traceability: log, action trace and alerting enabled traceability and 

subsequent post-incident auditing. 

 

6 Evaluation 
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This section evaluates the effectiveness of the proposed adaptive honeypot system powered by 

reinforcement learning (RL), using both synthetic logs and real-world IoT data from the TO-

N-IoT dataset. The performance was analysed across multiple scenarios and metrics to provide 

a comprehensive understanding of the solution’s impact. As it is evident from figure 6, after 

deploying the RL Q-Learning on synthetic cowrie data Json file, it is showing evaluation result 

for three types of honeypots.  

 

Figure 6: Evaluation of Test cases  

6.1 Synthetic Log-Based Evaluation 

To simulate realistic attack scenarios, a custom synthetic log generator was developed. It 

produced events such as brute-force SSH attempts, port scans, malware uploads, and SQL 

injections. These logs served as the training environment for a Q-learning agent. 

Key Observations: 

• Cumulative Reward: Demonstrated a steady rise and plateaued at +6.4 by episode 85, 

signalling convergence. 

• Action Distribution (out of 300 test events) as shown in figure 7: 

o  Block IP – 222 times. 

o Ignore – 78 times. 

 

 

Figure 2: RL Agent Action Distribution 

The reward vs. episode curve validated that the RL agent consistently learned to prioritize more 

secure responses as attack intensity increased. 
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Figure 3:RL Model Performance on Synthetic Honeypot Cowrie Data (Since this is a multiclass 

classification, it would not produce the accuracy of each malware attacks against benign norma. 

To do so, each different type of attack needs to be run with benign label. 

For high-risk patterns (like malware uploads), the agent learned to block IPs. For mid-risk 

events (e.g., port scans), it preferred alerts. This aligns with real-world expectations for 

automated response systems. The response metrics of RL-enabled detection model, however, 

is an encouraging yet nuanced performance profile. Notably, although it only reaches an overall 

accuracy of 83% and an outstanding F1-score of 0.85 (weighted), the model exhibits a perfect 

precision in brute force and port scan detections, affirming its capability to recognize attacks 

in form of a clear attack signature. However, the misclassification of malware upload, SQL 

injection, and benign traffic, especially, the low precision of benign class (0.44) indicates its 

lack of robustness on ambiguous risk or stealthy behavior—a significant trade-off between 

aggressive detection and FP false positives as shown in Figure 8. From a research perspective, 

these results demonstrate the model’s generalisation across synthetic and real-world threat 

examples yet highlight the necessity of more sophisticated feature extraction and training 

reinforcement (especially for low-recall classes) to achieve an enterprise-grade level of 

reliability. 

6.2  TO-N-IoT Dataset Evaluation 

To validate generalizability, the RL model was applied to the TO-N-IoT dataset, containing 

labelled logs from diverse devices (IoT sensors, Windows, Linux). Feature engineering was 

performed on metrics such as protocol type, byte flow, timestamps, and attack types. 

 

Figure 4:Q learning Evaluation on TonIot Dataset Using RL model. 

Performance Highlights based on figure 10: 

•  Accuracy: 69.1% 

• Average Reward: Stabilized at +6.4 

• High True Positives: Ransomware and DoS attacks detected with >90% TPR. 

•  Misclassification: Minor overlap between reconnaissance and backdoor attacks due to 

similar statistical features 
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Policy Behavior: 

• 91% of ransomware cases → block_ip 

• Most benign traffic → ignore. 

• Scan-type anomalies → alert_admin. 

This proves the model not only identifies attacks but aligns its action with the threat level 

autonomously. 

 

Figure 5:Action Distribution Using RL Model 

The agent mostly opted to ignore events (more than 220 here), which are three actions: 

block_ip, alert and ignore. The next action is block_ip, with around 65 instances, signifying 

the agent reacted selectively to potential threats that could be perceived as more serious or 

occurring more frequently . 

 

Strategy / Action Precision Recall F1-Score Accuracy 

No Honeypot 0.25 0.50 0.33 0.5000 

Static Honeypot 0.25 0.50 0.33 0.5000 

Adaptive RL Honeypot 0.8191 0.7167 0.6919 0.7167 

Block_IP (RL Action) 0.4462 0.3021 0.3602 — 

Alert (RL Action) 0.0000 0.0000 0.0000 — 

Ignore (RL Action) 0.6383 1.0000 0.7792 — 

Table 2: Performance of RL model on Adaptive Honeypot 

 

Interestingly, the alert action was non-existent or minimal, indicating that the model preferred 

recourse to immediate resolution or harmless inaction to produce intermediate alerts. 

Compared to the Honeypot baselines, it attains an improvement in overall accuracy of 71.67%, 

and a more robust precision-recall trade-off. Although the prediction bias on No Honeypot and 

Static Honeypot flat-lined at 50%-accuracy, our adaptive system made more subtle decisions. 

As shown in table 2 Action-level analysis shows that the RL agent was strongest in the “ignore” 

action with perfect recall but poorly recalled “alert”. For “block_ip” and “alert,” the overall 

performance is not so high, which indicates the model should further train or tune specific to 

enhance detection specificity while not harm benign traffic handling. 

6.3 Comparative Architecture Evaluation 

Contextualize the RL honeypot's impact, a side-by-side test was run under three scenarios: 
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Table 3 : Attack detection  

Setup Attack Detection Action Taken Total Blocks 

No Honeypot  0% None 0 

Static Cowrie Honeypot 100% Logging Only 0 

RL-Integrated Honeypot  93% Dynamic Response 65 

 

 Decision Latency: Avg. 0.62s 

 Resource Usage: 

• CPU: < 20% 

• RAM: < 300 MB 

 Convergence Episodes: 

• Synthetic: 87 

• TO-N-IoT: 92 

 

The RL-enhanced honeypot outperformed traditional designs by offering real-time, intelligent 

decision-making without compromising system performance. 

6.4 Academic & Practical Implications 

For Practitioners: 

• Easily deployable within internal networks or cloud environments like AWS 

• Ideal for small enterprises with limited SOC (Security Operations Centre) capabilities 

• Effective against evolving threats like ransomware, brute-force, and probing attacks 

 For Researchers: 

• Demonstrates the viability of classical RL (Q-learning) in cybersecurity. 

• Encourages further exploration of adaptive honeypots. 

• Provides an open foundation for extending the model with policy gradients, meta-

learning, or multi-agent cooperation. 

This system bridges passive honeypot monitoring with active threat containment using 

lightweight RL logic, pushing the boundary from detection to adaptive defence in real time. 

 

7 Conclusion 

The core objective of this research was to design and validate an adaptive honeypot 

framework that not only captures attack behavior but also learns in real-time to classify and 

respond to threats. Through reinforcement learning (RL) and consisting of both real Cowrie 

logs and synthetically generated patterns of attackers the system was able to cross the 

boundaries of static deception models. Due to its modular architecture consisting of Cowrie 

Honeypot, RL Agent and Attacker VMs, the framework separated concerns, was interpretable, 

and could easily be extended while it being deployed on AWS EC2 showed that the framework 

was ready for deployment on the cloud and scalable. One of the key contributions of this 

research is the performance of the model. Behavior based features such as session time, 

suspicious commands, access to sensitive directories and interaction frequency were used to 

train the RL agent. This would allow it to categorize behaviour into a "block", "alert" or 

"ignore". The RL model especially DQN exhibited stable convergence at several replication 

stages, with reward functions directing the RL toward greater threat identification accuracy. In 
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other words, when compared to the other baselines for example a simple rule-based system the 

model guarantees an average classification accuracy of 83% and weighted average of 92% for F1 

Score on synthetic cowrie-based honeypot data.  

7.1 Future work 

This framework can be further extended by incorporating sophisticated reinforcement learning 

algorithms like DQN or PPO, for better decision-making in various dynamic threat 

environments (Lee, S., 2023). Also, the system could be implemented as a distributed cloud-

based architecture, which would allow for placing honeypots in multiple locations and facilitate 

global sharing of attack information. Generalizability of the models could also be enhanced by 

expanding the datasets beyond TON_IoT and synthetic logs to capture real-world, high-

frequency enterprise network traffic. In addition, automated malware analysis pipelines 

coupled with AI-based alert prioritizations can help reduce an analyst's workload and increase 

response time (Javadpour,2024). Last but not least, it would make sense to include the logging 

of the attack with a blockchain-based logging mechanism that makes the attack evidence and 

any recording of detected behavior immutable, immutable attack evidence that would be useful 

for forensic investigations and compliance requirements. 

7.2 Recommendations 

Finally, the research proves that an adaptive honeypot using RL is able to dynamically 

characterise the attacker's behaviour and responds accordingly. In addition to attaining the main 

goals for this framework, i.e., real-time classification, modularity and scalability, our 

framework demonstrated good model performance regardless of whether it was evaluated on 

simulated or real-life data. These characteristics provide a basis for development into 

applications that are applicable in production settings — especially for IoT networks, which 

are associated with a threat landscape that continues to evolve, and that requires smart, 

adaptive, self-learning defensive systems. In the future, one can incorporate more protocols, 

broaden the threat taxonomy, and perform further optimization targeting the edge environments 

with limited resources. 
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