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1 Prerequisites
1.1 Hardware and OS

+ Host machine with at least: o 2 CPUs
o 4 GBRAM
o 10 GB free disk space

« OS: Windows 10/11, macOS, or Linux

1.2 Software Requirements

«  Minikube (latest stable version)

« kubectl (CLI for Kubernetes)

« Container runtime: Docker or built-in Minikube runtime

« CNI Plugin: Calico (required for NetworkPolicy enforcement)

2 Environment Setup

1. Install Minikube and kubect1 as per your OS instructions.
2. Start Minikube with Calico CNI:

minikube delete minikube start --
cni=calico This ensures NetworkPolicies

will be enforced.

3. Verify cluster status:

kubectl get nodes
kubectl get pods -A

3 Application Deployment

3.1 Deploy NGINX Web Server

1. Apply the deployment:

kubectl apply -f nginx-deployment.yaml
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This launches an NGINX container listening on port 80.

2. Aqnﬂythe(ﬂuﬁeﬂPsendce:kubectl apply -f nginx-service.yaml

This exposes the NGINX deployment internally within the cluster.

3. Verify:

kubectl get svc,pods
kubectl rollout status deploy/nginx-deployment

4 Zero Trust Policy Enforcement

4.1 Apply NetworkPolicy

The nginx-network-policy.yaml file enforces Zero Trust ingress control:

kubectl apply -f nginx-network-policy.yaml

Selector: Targets pod with app=nginx
Rule: Allows ingress only from pods labelled role=trusted
All other pods are implicitly denied.

S Test Pod Deployment

1. Trusted Pod (allowed by policy): kubectl

apply -f trusted-busybox.yaml

2. Untrusted Pod (denied by policy): kubect1
apply -f untrusted-busybox.yaml

3. Unlabeled Pod (denied by policy): kubectl
apply -f busybox-pod.yaml

4. Verify all pods: kubectl get pods --

show-labels



6 Functional Testing

6.1 From Trusted Pod (Expected: Success)

kubectl exec -it trusted-busybox -- sh -c 'wget --spider --timeout=2

http://nginx-service && echo TRUSTED OK'

6.2 From Untrusted and Unlabeled Pods (Expected: Denied)

kubectl exec -it untrusted-busybox -- sh -c 'wget --spider --timeout=2
http://nginx-service || echo UNTRUSTED BLOCKED'

kubectl exec -it busybox -- sh -c "wget --spider --timeout=2
http://nginxservice || echo UNLABELED BLOCKED"

6.3 Server-Side Log Validation

Check NGINX logs: kubectl logs deploy/nginx-

deployment | tail -n 50

Expected: Only trusted-busybox connections appear (HTTP 200 responses). Blocked
traffic leaves no logs, proving enforcement at the network layer.

7 Optional Attacker Simulation

Deploy the attacker pod to simulate malicious probing:

kubectl apply -f attacker-pod.yaml kubectl
logs -f attacker-pod

Expected: Continuous timeouts and connection refusals. No entries in NGINX logs.

8 Troubleshooting

Issue

Possible Cause

Solution

Trusted pod cannot
connect

Wrong label or service
name

Ensure pod has role=trusted and service

iS nginx-service

No blocking occurs

NetworkPolicy not
enforced

Ensure Minikube started with -
cni=calico

DNS errors in pods

Cluster-wide deny-all
blocking DNS

Apply allow-dns-egress.yaml

9 Clean-Up

kubectl delete -f attacker-pod.yaml --ignore-not-found
kubectl delete -f busybox-pod.yaml -f untrusted-busybox.yaml -f
trustedbusybox.yaml




kubectl delete -f nginx-network-policy.yaml -f nginx-service.yaml -f
nginxdeployment.yaml

minikube

delete

10 Observations

The Zero Trust policy worked as expected: only labelled trusted pods accessed the protected
service.

Untrusted and unlabeled pods were denied at the CNI layer, leaving no trace in application
logs.

This limitation can be addressed in production by enabling CNI flow logging or Kubernetes
audit logs.



