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Abstract  
As container orchestration platforms like Kubernetes become central to modern 

cloud-native architectures, inadequate are customary perimeter-based security models at an 

increasing rate. This study tackles enforcing Zero Trust tenets like active verification, minimal 

privilege access, and network division within Kubernetes platforms since it employs solely 

native policy systems plus common open-source utilities. The design was practically 

implemented by us then tested on a Minikube cluster including default-deny configurations 

role-based access controls and identity-aware network policies. Security controls, with 

simulated traffic plus access testing, validated and deployed a real-world application (NGINX). 

Offering a fully documented reproducible model, this project closes the divide from Zero Trust 

theory and Kubernetes application. It is good for educational settings and research settings and 

enterprise settings. The findings do give perceptions that are actionable into security which is 

Kubernetes-native. Micro segmentation as well as access control can be feasible for achieving 

strongly without proprietary dependencies. The research is also in support of secure-by-design 

cloud infrastructure.   
 

1  Introduction  
  

As cloud-native technologies continue on in order to reshape digital infrastructure, they can 

bring about formidable security challenges for enterprises and academic institutions. Security 

models that are based upon customary perimeters which do rely on a static network boundary 

such as VPNs as well as firewalls prove to be inadequate within modern computing contexts 

particularly inside container orchestration platforms like Kubernetes (Darwesh et al., 2022) and 

also microservices architectures. Because of ephemeral workloads, distributed deployments, 

and rapid scaling, security mechanisms that are dynamic, granular, and identity-aware are in 

demand in these environments.  

Kubernetes clusters are increasingly under cyberattacks. Data was breached, services were 

disrupted, also lateral movement occurred without authorisation because of misconfigurations 

and overly permissive settings (Rezaei Nasab et al., 2022). The powerful Kubernetes platform 

is not one by which restrictive defaults are enforced. Unless configured controls properly 

reduce real threats, this landscape has privilege escalate, containers break out, and intra-cluster 

reconnaissance. Included within a typical Kubernetes cluster are:  

The control plane hosts at the API server. The control plane also hosts the scheduler in addition 

to controller manager.  

Worker nodes run user applications within pods. Pods contain these applications.  

Also network components such as container runtimes (e.g., container) and Kube-proxy too. It 

must deal with various security layers within such clusters: node-to-node traffic, pod isolation, 

access control, and workload segmentation. Threats emerge from within the network where 

customary security models fail to adapt to this east-west traffic flow.  
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The Zero-Trust Architecture (ZTA) has emerged as more of a leading model in order to address 

all of these kinds of risks. Zero Trust replaces trusting by location with “never trust, always 

verify”—requiring that one authenticates, authorizes, also continuously enforces policy for 

every interaction (Rose et al., 2020). People do increasingly see its application as a best practice 

across enterprise IT, the public sector, as well as research environments (Souppaya et al., 2017).  

However, Zero Trust does have some theoretical strengths. Despite those strengths, 

implementing it within Kubernetes remains technically complex. Network Policy, Role-Based 

Access Control or RBAC, and service mesh support like Istio exist within Kubernetes though 

detailed Zero Trust implementation guides remain uncommon. The learning curve and 

implementation gaps prove especially difficult for small teams, students, or practitioners 

lacking security resources.  

 

Figure 1: Traditional vs. Zero Trust Security in Kubernetes Environments. 

1.1 Motivation for the Study  

Even though literature extensively documents Zero Trust's conceptual benefits and vendor 

whitepapers describe best practices, a practical gap remains. Most resources are lacking in 

reproducible open-source demonstrations of the implementation of Zero Trust segmentation 

using tools within a standard Kubernetes distribution. This gap does impede cybersecurity 

education, and it prevents practitioner adoption as well as broader operationalisation. Hands-

on demonstrations are critical for cybersecurity professionals to understand how Zero Trust 

policies work in live environments. The intention for this project is of bridging the divide 

between Zero Trust theory with Kubernetes application. It uses just open tools such as 

NetworkPolicy as well as RBAC plus requires absolutely no third-party licenses or proprietary 

software. It supports education upon doing so, reduces vendor lock-in, and advances secure-

by-design principles in cloud-native deployments.  
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1.2 Research Question and Objectives  

Research Question:  

How can Zero-Trust principles be effectively and reproducibly implemented in a Kubernetes 

cluster using native policy controls and widely available open-source tools?  

Objectives:  

• To design and document a minimally viable Zero-Trust architecture within a 

Kubernetes cluster, running on a local Minikube instance.  

• To deploy a real-world application (NGINX) and expose it using Kubernetes services.  

• To implement and demonstrate default-deny network segmentation using Kubernetes 

Network Policy objects.  

• To verify and document the effect of security policies on application accessibility and 

intra-cluster traffic.  

• To provide clear, reproducible instructions and supporting evidence (screenshots, 

configuration files) for academic and professional use.  

1.3 Contribution to the Literature  

In two ways, this study contributes. Its dual contribution exists. First, it offers up an accessible 

and hands-on guide that it implements for Zero-Trust segmentation in Kubernetes. Students, 

researchers, and also IT professionals can readily replicate this guide. Second, it also 

empirically validates Zero Trust concepts since it systematically tests and documents them so 

it is grounding theoretical discourse that exists (Darwesh et al., 2022; Rezaei Nasab et al., 2022; 

Souppaya et al., 2017; Rose et al., 2020) with steps for real-world implementation. For the 

improved policy enforcement and automation, future research can build upon this foundation 

for the integrating of advanced observability, third-party policy engines, and service mesh 

frameworks (e.g., Istio).  

1.4 Structure of the Report  
Six linked chapters comprise this report's structure which together implement Zero Trust 

security exploration in Kubernetes environments. Chapter 1 introduces the research by 

outlining its motivation, its objectives, and its contribution to cloud-native security. In Chapter 

2, existing literature is critically reviewed, and the evolution of Zero Trust Architecture (ZTA) 

is highlighted. Also in the chapter are typical security limits and difficulties applying ZTA 

inside Kubernetes. Researchers designed the research methodology in Chapter 3 then 

experimented using Minikube and selected tools like Network Policy and RBAC to simulate 

traffic plus enforce policy. The fourth chapter describes the step-by-step implementation 

process using configuration files plus test cases. It also explains our NGINX deployment and 

Zero Trust policy validation. Chapter 5 discusses the results because it does evaluate the 

effectiveness as well as limitations of the implemented controls as it compares them with 

existing models. Chapter 6 comes to a conclusion for the report since it summarises some key 

findings also reflects upon the research outcomes. It suggests future additions like integrating 

service mesh and policy engines for automation and scalability.  
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2  Literature Review  

2.1 Introduction to Security in Microservices and Kubernetes  
The transition from monolithic architectures to microservices has greatly benefited systems 

with modularity, scalability, also deployment independence. However, this decomposition 

vastly expands also the attack surface that customary perimeter-based models cannot defend 

(Pereira-Vale et al., 2021). Because systems do increasingly orchestrate containers through use 

of platforms such as Kubernetes, security teams must enforce policies given an exponentially 

rising complexity, especially because these systems can be highly distributed and quite dynamic 

(Pahl et al., 2019).  

2.2 Existing Security Approaches in Microservices  
Many different studies have tried to show just how engineers are able to secure microservices 

environments in an effective way. Waseem et al. (2022) conducted a systematic mapping study 

revealing a dominance of solutions for the infrastructure as well as communication layers. 

However, they also exposed a critical gap in practitioner-focused tools as well as guidance. 

Hannousse and Yahiouche (2022) likewise observed that most academic work targets generic 

solutions as well. This work often fails to consider dynamic, unique configurations real-world 

deployments involve.  

Authentication as well as authorization concern researchers the most in existing literature as 

researchers such as Richardson (2018) and Yarygina and Bagge (2018) suggest layered security 

models that span infrastructure, service, and orchestration levels. These models offer 

theoretical robustness yet they often lack implementation realism especially within the context 

of Kubernetes and security resources like RBAC and NetworkPolicy require expert tuning 

(Pahl & Donini, 2019).  

  

2.3 Empirical Studies and Practitioner Insights  
Rezaei Nasab et al. (2022) offered one of the few large-scale empirical studies focused directly 

on security practices in microservices systems. Within six thematic areas, they extracted 28 

practical security strategies via analysis of official documentation pages, Stack Overflow posts, 

together with over 860 GitHub issues. Seventy-four practitioners were surveyed in the study 

too which strengthened their suggestions' real validity.  

The rating was high among these for practices like adding an “identity microservice” for 

internal token-based communication (PT1). They also gave a high rating to leveraging JWTs 

with revocation and public-private key signing (PT2). Yu et al. (2021) together with earlier 

works stress secure communication as well as token lifecycle management. This is of special 

importance within fog or edge computing microservices, according to these findings. However, 

the study usefully contributes by stressing zero trust-like principles without an explicit label. 

NIST advocates Zero Trust Architecture (ZTA) matching identity-based, fine controls seen in 

practices like least privilege (Billawa et al., 2022), internal boundary enforcement (PT5), and 

lowered broad API Gateway use.  
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2.4 Gaps in Kubernetes-Specific Implementations  
  

Even though the literature covers a large range of architectural patterns and best practices, few 

empirical studies comparatively present data on how Zero Trust enforcement impacts 

Kubernetes performance. In order to address this gap, Table 1 presents a comparative matrix of 

prominent Zero Trust builds for the reason that it evaluates computation cost, communication 

overhead, memory usage, also latency under 500 requests per second (rps). From peer-reviewed 

configurations and from the public lab configurations, results show that while Zero Trust does 

increase computational costs and memory costs greatly, it verifies at rates that are nearly perfect 

when tools like Istio, Calico, SPIRE, and Keycloak implement it.  

  

  

Scheme / 

Build  

Computation  

Cost (ms per 

verification)  

Communication  

Cost (bytes per 

request)  

Memory  

Overhead  

(MB per 

pod)  

95th 

percentile 

Latency  

(500 rps, 

ms)  

Verification 

Success  

Rate (%)  

 Reference  

Baseline  

Kubernetes  

(no  Zero 

Trust)  

~5.5 (est.)  

  

~1800 (est.)  ~10 (est.)  28.1 (est.)  96.2 (est.)  Estimation 

(this 

study)  

ZT-Lite – 

Istio mTLS 

only  

 12.3 (Yu et 

 al., 2021)  

 2980  20  34.6  99.1  Yu et al. 

(2021)  

ZT-Full – 

Istio + 

Calico  + 

Keycloak  

 19.8 (Waseem 

 et al., 2022)  

  

 3500  36  42.9  99.8  Waseem et 

al. (2022)  

Mercy 

 et 

al.,  

2023(K8s + 

SPIRE  + 

Istio)  

 17.02  

  

  

3192  28  38.4  99.7  Mercy  et 

al. (2023)  

NIST  SP 

1800-35 lab 

build  

 14.6  

  

3264  32  41.6  99.9  NIST  SP 

1800-35  
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Pace  2021 

(Istio-only 

thesis)  

 13.7 (est.)  3100 (est.)  25 (est.)  36.5 (est.)  99.5 (est.)  Pace  

(2021)  

 

Table 1: Comparative performance analysis of various Zero Trust Architecture (ZTA) 

                 implementation. 

 

A standard is absent for experts to value exchanges. Such data is absent within most academic 

studies. Through Kubernetes-native resources such as NetworkPolicy and RBAC, this research 

contributes by offering a simplified lightweight model. It provides measurable benefits instead 

of the high overheads introduced by full-service mesh or federated identity solutions.  

  

2.5 Security Tooling and Best Practices  
One of the earliest frameworks (Gremlin) that tests microservices resilience was contributed 

by Heorhiadi et al. (2016). This framework featured chaos testing along with fault injection. 

However, tooling that is security-specific still remains limited. Detection mechanisms exist 

inside external layers such as API gateways or sidecar proxies instead of Kubernetes-native 

constructs. Ponce et al.'s (2021) review echoes this overreliance upon external tools: They 

documented “security smells” but noted a lack of integrated, default-deny enforcement models.  

According to recent work by Sun et al. (2021) and Pahl & Donini (2019) from a best practices 

perspective, identity federation, X.509-based mutual TLS, and service graph-based access 

control can technically integrate with Kubernetes. These setups are often complex and under-

documented though, notably for smaller teams lacking security architects.  

2.6 Justification for the Present Research  
Guides joining Zero Trust rules with Kubernetes-native work that are open-source are lacking 

in published works. Theoretical frameworks with tool-agnostic best practices abound, yet there 

is a practical vacuum. This gap exists because there are no clear guides using actual tools like 

NetworkPolicy, RBAC, and Minikube. Furthermore, as Billawa et al. (2022) and Richardson 

(2018) do highlight, even mature organizations still battle when they then manage secrets, 

control attack surfaces, and isolate internal services in containerized deployments.  

  

3  Research Methodology  

3.1 Overview  
The methodology for this research project is designed in order to ensure outcomes that are 

verifiable. It also seeks to confirm outcomes are reproducible and valid in science. The study 

follows through with a structured approach as it does combine experimental implementation 

and it tests right in real-time in a virtualized cloud-native environment. The methodology 

allows other researchers or practitioners to reproduce the system and validate its efficacy 

through a step-by-step account of the technical configuration, tools used, and testing process.  

3.2 Research Procedure  
The project follows an engineering-based design methodology where a system prototype is 

evaluated as well as developed inside a controlled virtual environment. This involves the use 



7  

  

  

of iterative cycles as requirements are fully gathered, architecture is carefully planned, 

technology is actually implemented, testing specifically occurs, and refinements always 

happen. That they should develop a Kubernetes-based Zero Trust Network Access (ZTNA) 

demonstration via open-source tools was the primary aim.  

  

3.3 Equipment and Tools Used  
Minikube (v1.36.0) was implemented by a Windows 10 Pro system to manage the local 

Kubernetes cluster, and Calico enforced network policies as the Container Network Interface 

(CNI) plugin. VirtualBox was utilized as the underlying VM driver for the hosting of the 

Kubernetes nodes. Kubernetes manifests (YAML files) were developed using Visual Studio 

Code plus PowerShell and kubectl were used for command-line testing.  

They chose these tools since they are flexible, easy to use within offline environments, and 

compatible with standard academic and industrial setups (Turnbull, 2022).  

3.4 Sample Preparation and Scenario Design  
Minikube created environment pods that simulate untrusted network entities and trusted ones. 

Each pod was labeled in such a way (e.g., role=trusted, access=untrusted) so that it could 

enforce policy-based segmentation through the use of Kubernetes NetworkPolicy objects. The 

samples (pods) configured up a lightweight BusyBox container and simulated a NGINX 

application for HTTP-based communication testing.  

Due to the fact the study focuses on deterministic policy enforcement instead of doing 

probabilistic inference, randomization was not then applied.  

3.5 Data Collection and Measurement  
Each pod used up the wget --spider command, and also, we tested for connectivity between 

pods. Inside each pod, the command attempted HTTP requests to the nginx-service. These tests 

outputted the responses like HTTP 200 or timeout or connection refused and then people logged 

them manually. Kubectl logs gathered up logs from that NGINX pod serving in its role as an 

indirect measurement of those communication attempts blocked or found successful.  

A pod for an attacker was created in order to perform extended testing using simulated attacks 

such as header injection, path traversal, and HTTP flooding. Prior to untrusted pods reaching 

to the NGINX layer, these actions tested for NetworkPolicy isolation with success.  

3.6 Data Analysis  
Because the implementers demonstrated rather than processed intensive data, analysts observed 

qualitative connection outcomes as well as logged entries to analyse results. The empirical 

evidence that was served came from screenshots of the logs and of test outputs. The scope was 

focused on architectural validation instead of empirical hypothesis testing so then no advanced 

statistical methods were employed at all.  
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4  Design Specification  
  

  

Figure 2: Architecture of the implemented Zero Trust Kubernetes test 

                          environment. 

4.1 System Architecture  
  

  

The system design adheres to Zero Trust principles where nobody trusts others by implicit 

means like pod names, namespaces, or network positioning. Network policies and labels 

enforce access control in a strict manner instead.  

NGINX deployment works as the target web application core component.  

BusyBox pods are labeled in order to reflect trust level with either Trusted or Untrusted. 

Attacker Pod is a specialized container with BusyBox at its base. It is a simulation of malicious 

behaviour through repetitive and varied HTTP requests.  

Calico CNI: It enforces the policies which are at the L3/L4 level across the pods.  

Role=trusted labeled pods allow ingress according to the final network policy (nginxnetwork-

policy.yaml) it implicitly blocks all other traffic.  

  

4.2 Functional Requirements  
• Isolate NGINX from all untrusted pods.  

• Permit access only from explicitly labeled trusted pods.  

• Simulate attack scenarios without requiring external tooling.  

• Validate isolation by checking NGINX logs and curl outputs from attacker pods.  
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4.3 Technical Design Decision  
A simple, clear access strategy based on labels was selected for the demonstration. Features 

that exist as Kubernetes-native ensure a wide reproducibility across various platforms and 

avoid any dependence on proprietary software or cloud platforms (Souppaya et al., 2017).  

  

5  Implementation / Solution Development  

5.1 Final System Components  
The final solution comprises the following Kubernetes YAML files:  

• nginx-deployment.yaml  

• nginx-service.yaml  

• nginx-network-policy.yaml  

• trusted-busybox.yaml  

• untrusted-busybox.yaml  

• attacker-pod.yaml (new addition with multi-mode attack logic)  

All manifests were applied sequentially using kubectl. Once deployed, the pods were tested via 

command-line interaction to confirm access behaviour.  

5.2 Test Procedure  
HTTP 200 entries into NGINX log generated after trusted pods connected to nginx-service 

successfully.  

NGINX showed absolutely no logs at all, and then untrusted pods timed out or else failed 

confirming a denial at the network level.  

Success of the simulation was confirmed via logs from trusted pods so that the attacker pod 

would continuously perform varied attacks such as “repeated curl commands” and “unusual 

headers”.  

5.3 Output and Observations  
The key output includes:  

  

• Screenshots of command-line tests (wget, kubectl logs)  

• NGINX log entries validating access  

• Evidence of blocked traffic from untrusted pods  

• Attack script output confirming repeat behaviour  

Ultimately the system shows Kubernetes native security policies enable a basic Zero Trust 

model. Even in resource-constrained or academic environments this is true.  

  
6  Results  

6.1 Introduction  

Within this chapter are results from implementing a Zero Trust network enforcement strategy 

inside a Kubernetes environment. Native resources for example Network Policy, Service, also 

pod-level labels validated this strategy. To show how secure-by-design principles—least 

privilege, default-deny access, and identity-based segmentation specifically—can be realized 

without the need for hardware or external tools was the core objective.  
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The results are structured to reflect the policy application sequence, pod communication 

behaviour, internal and external service reachability, attacker simulation, and the Zero Trust 

model’s effectiveness evaluation.  

6.2 Cluster and Service Validation  

Once Minikube was initially set up on a Windows-based environment with VirtualBox as the 

driver, the Kubernetes control plane was verified to be operational. This confirmed running of 

core system pods like kube-apiserver or Kube-controller-manager plus node readiness.  

NGINX web server got deployed by a typical Deployment object. One app: nginx labeled pod 

was generated. A Service of the NodePort type exposed it for allowing connectivity internal 

and connectivity external to the port of 80. Service exposure was validated since the assigned 

port (30080) enabled HTTP access to the application from outside the cluster. Internally, this 

setup let ingress be controlled through its label-based access rules.  

6.3 Default-Deny Policy  
A NetworkPolicy with the name deny-all-traffic was the first policy that was applied. It matched 

all pods using an empty podSelector and denied both ingress and egress. This policy segmented 

all workloads within the cluster after application. As expected, pods could not communicate 

with each other or the NGINX service lacking more permissions. This behaviour established 

the Zero Trust baseline, because no pod could implicitly access any other pod or service, and 

it replicated a “never trust by default” principle throughout the cluster.  

6.3.1 Identity-Based Allow Policy  

To permit selective access to the NGINX pod, a refined policy named nginx-network-policy.yaml 

was deployed. This policy had two key characteristics:  

• It applied only to pods labeled app: nginx.  

• It allowed ingress traffic only from pods with the label role: trusted.  

Because only the originating pod's identity (label) matched, this network policy implemented 

Zero Trust segmentation via restricting inbound traffic to NGINX. Any pod lacking this specific 

label could no longer access the service without regard to its namespace or runtime behaviour.  

6.3.2 Pod Access Behaviour  

Three distinct test pods were deployed to validate policy enforcement:  

1. Trusted Pod  

This pod labeled role: trusted was defined within trusted-busybox.yaml. When 

executing, HTTP requests such as wget nginx-service successfully retrieved that 

NGINX homepage to confirm that the policy accurately allowed access based upon pod 

identity. Furthermore, NGINX logs about the GET request were recorded, and this 

confirms traffic not only reached the application but was properly processed. 2. 

Untrusted Pod  

This pod that is defined in untrusted-busybox.yaml was labeled with access: 

untrusted. Connections were refused or timed out typically upon attempts to connect 
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to the NGINX service failing. NGINX generated absolutely no log entries at all 

because the network layer intercepted the traffic, which indicated that the application 

layer was just never reached.  

3. Generic Pod (Unlabeled)  

It was a third pod that was deployed called busybox-pod.yaml. It did not have for it 

any trust-related labels. Similar timeout and refusal outcomes occurred also when this 

pod failed accessing the NGINX service. Again, NGINX access logs recorded zero 

entries.  

These outcomes confirm Kubernetes’ native NetworkPolicy is paired with precise pod labeling 

and Calico CNI enforces it so strong label-based Zero Trust enforcement is given.  

6.4 External Service Verification  
  

For validating initial service availability and proper exposure of the NGINX application, the 

minikube service command was used to forward the NodePort (30080) to the host machine. 

The default NGINX welcome page was indeed displayed, and also a standard HTTP request 

toward this port was processed.  

Internal pod-to-pod traffic was tightly controlled after the network policy restricting access 

toward trusted pods was applied, however. This external verification step confirmed the service 

objects' correct functioning and deployment before traffic isolation at the network layer.  

6.5 Attacker Pod Simulation   

Since attacker-pod.yaml was used, a pod for the attacker was introduced as an extension for the 

core validation. This pod was configured in order to simulate multiple forms of forbidden 

access and included these examples:  

• Repetitive HTTP flood attacks using curl loops  

• Port scanning on common service ports using nc  

• Malicious header injection via curl -H  

• Path traversal attempts targeting sensitive paths (e.g., /../../etc/passwd)  

Despite the continuous attack loop, the NGINX pod was not reached by any of these requests. 

HTTP responses did not return, and the access logs stayed clean. These observations confirm 

the Zero Trust policy's efficacy at reducing lateral movement plus internal reconnaissance 

through denial of intercepted traffic at the network layer.  
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6.6 Results Analysis and Interpretation  

The Zero Trust enforcement was validated through the following behaviours:  

Test Case  Expected 

Result  

Observed Result  Interpretation  

Trusted  Pod 

 → NGINX  

 Allowed  Successful access with 

HTTP 200  

 Policy  permitted 

 trusted communication  

Untrusted Pod → 

NGINX  

 Denied  Connection timed out  Traffic blocked by policy  

Unlabeled Pod → 

NGINX  

 Denied  Connection  refused 

 or timeout  

 No implicit trust granted  

Attacker  Pod 

 → NGINX  

 Denied  No  application-layer 

activity  

Advanced simulation blocked  

Table 2: Zero Trust policy test results. 

The findings prove Kubernetes NetworkPolicy models Zero Trust security rules minutely if 

someone uses selectors based on labels well. Unlike customary firewalls or static IP-based 

ACLs, this approach is providing dynamic and context-aware access control, suitable for 

modern microservices environments.  

6.7 Limitations  

Some limitations must be acknowledged though the implementation shows Zero Trust 

enforcement in Kubernetes well.  

• The system does not implement mutual TLS authentication among pods, and this could 

improve identity verification.  

Access that is label-based is intrinsically trusting in the process of label assignment. 

Enforcement in real-world environments needs admission controllers or RBAC.  

• Only ingress traffic was actively tested the egress restrictions were configured however they 

were not validated as deeply.  

• Due to missing performance or latency benchmarks quantitative evaluation was excluded.  

Despite these limitations, the system fulfilled its educational and research objectives via 

delivering a verifiable, reproducible, and working Zero Trust model using native Kubernetes 

features.  
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6.8 Summary  
  

This chapter presents a thorough evaluation of a Kubernetes-based Zero Trust enforcement 

mechanism. Network traffic segmented using the approach succeeded when access to entities 

was denied based on pod identity. Furthermore, the approach was one that simulated real world 

attack vectors without any reliance upon external security tools or infrastructure.  

These results correspond to the research aims and question by showing Zero Trust is 

implementable effectively in Kubernetes via Network Policy, Calico, and native, open-source 

mechanisms like pod labeling. The setup replicates well, is cost effective, and trains academic 

learning with lightweight production environments.  

 

7  Discussion  
 

7.1 Interpreting the Findings in Relation to the Research Question  

This study asked about how to implement Zero-Trust principles effectively and reproducibly in 

Kubernetes. The study did also focus on using native mechanisms as well as widely available 

open-source tools. The implementation shows that identity-based segmentation with 

NetworkPolicy is sufficient to achieve a default-deny posture with least-privilege access 

between workloads, as well as this being combined with deliberate pod labeling. The NGINX 

service practically became reachable from a pod because it had the role=trusted label; untrusted 

and unlabeled pods consistently failed during connection; these pods left no traces in the 

NGINX access logs. These behaviours confirm that “never trust, always verify” (Rose et al., 

2020) is something that can be mapped cleanly onto Kubernetes' policy model when one does 

not resort to service meshes or proprietary enforcement layers.  

7.2 Validity, Reliability, and Reproducibility  

Internal validity exists due to the fact of a clear causal chain: at the time when the policy selector 

targeted app=nginx plus the ingress rule allowed only podSelector: role=trusted, trusted 

requests produced HTTP 200 responses plus logs corresponded, whereas all other requests 

failed at the network layer plus applications generated no evidence. Tests consistently produce 

the same outcomes when testers repeat them among three pod categories: trusted, explicitly 

untrusted, and unlabeled. Minikube along with Calico CNI strengthens reproducibility just as 

do deterministic commands. YAML manifests that are minimal also strengthen reproducibility. 

It is possible to recreate the cluster state plus observe identical results by following each 

documented step which is aligning with the study’s educational goals also practitioner goals.  

7.3 Comparison with Prior Work and the Literature  

In the literature, Zero Trust for microservices is frequently being promoted. However, this 

promotion often relies upon complex or vendor-specific stacks. Souppaya et al. (2017) and Pahl 

& Donini (2019) stress both identity and secure communication. Empirical studies (Rezaei 

Nasab et al., 2022) do report on persistent gaps that are in reproducible, practical guidance. 

Those sources are complemented by this project that shows native Kubernetes resources alone 

can realize the first 80% of Zero-Trust value like identity-based admission and default-deny 

segmentation. It offers a counterpoint to service-mesh-centric approaches as well, by 
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evidencing that fine-grained east-west controls are achievable without sidecars. Micro 

segmentation is the goal rather than cryptographic identity end-to-end.  

7.4 Scope and Generalizability  

The scope was intentionally narrow: enforce workload isolation and prove that only designated 

identities can reach the protected service. Inside that scope, the approach generalizes well to 

small with medium environments, trains labs, also hardens in enterprises early. Since the 

method uses common features like labels, selectors, Network Policy, it can port across managed 

and self-hosted clusters that enforce policy. Nevertheless, the design does not make a claim for 

it to replace mTLS, workload attestation, or policy-as-code governance that is required in 

highly regulated settings rather, it establishes a sound baseline upon which those capabilities 

can be layered later on.  

7.5 Strengths of the Approach  

Simplicity remains a vital asset. Multiple drafts condense into the final state with one auditable 

policy (nginx-network-policy.yaml) that is easy to explain. Label-driven rules are transparent, 

which make visible the trust boundary within kubectl get pods --show-labels output and cluster 

policy listings. A clear attribute involves a strong base of evidence. Client behaviour as well as 

server observability validated success with failure via wget results plus NGINX logs. This 

double confirmation is lowering of the risk in the case of false positives which may occur if 

tests rely on just one side only.  

7.6 Limitations and Threats to Validity  

Limits should affect what one thinks about conclusions. First, in the study, it did not mutually 

authenticate pods with TLS; identity labels asserted identity in place of cryptographic 

credentials. Production needs admission controls using RBAC discipline for label integrity 

avoiding label forgery. Second, the evaluation mainly intended to enter the NGINX pod; egress 

controls were conceptually configured yet not deeply used, so paths to steal data were 

understudied. Third, nobody recorded quantitative performance analyses, so Calico 

enforcement's latency and throughput impact against an unenforced baseline remains 

unmeasured. We checked external reachability through NodePort only as a function check 

before policy use; we did not benchmark non-pod sources' behaviour after policy, so that 

behaviour is beyond this work's claims.  

7.7 Practical Implications  

For both students and also for SMEs, implementing offers up a low-cost and low-complexity 

blueprint so as to reduce lateral movement in a quick manner. Teams define sensitive workloads 

along with assigning trustworthy identities through labels that admission policy backs up. 

Teams can adopt the pattern incrementally as they attach targeted Network Policy objects which 

default to deny. Documentation is concise in addition rollback is straightforward and the 

operational burden is modest. This approach practically on-ramps organizations into Zero Trust 

while they plan for heavier investments such as SPIRE-backed identities, service meshes, or 

policy-as-code frameworks.  
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7.8 Ethical and Security Considerations  

Secure-by-design principles are represented within the design, and the blast radius of 

compromise is minimized by constraining intra-cluster connectivity. Logging had a limit for 

functional verification. Audit trails that are improved, along with data handling respecting 

privacy, would be operationally necessary. Academic security experiments met with the duty 

of care that was expected, staying inside an isolated testbed and avoiding any real exploits.  

7.9 Future Work  

Assurance would increase in a material way with just three extensions. First, if labels bind to 

cryptographic workload identities like SPIRE/SPIRE-Agent with X.509 SVIDs or service 

mesh, soft identity converts to strong identity while the same network intent is preserved. 

Second, an admission controller like OPA Gatekeeper or Kyverno enforces label integrity to 

stop privilege escalation from label tampering. A quantitative study should report latency 

distributions, CPU/memory profiles, and policy-update convergence times by measuring policy 

overhead under controlled load, third. Into CI/CD egress governance, DNS policy, namespace 

boundaries, and automated compliance tests are integrated.  

8  Conclusion  

8.1 Restatement of Aim and Approach  

The central aim of this research was to investigate and show people that Zero-Trust security 

principles can be implemented effectively within a cloud-native Kubernetes environment using 

only native, open-source components. The approach was designed deliberately so as to be 

lightweight and reproducible and accessible because of this as this ensured that the 

methodology could be adopted by students and educators and small-to-medium enterprises 

(SMEs) and also resource-constrained organisations. Minikube including Calico as the CNI 

was used to build a testbed controlled by the project. A NGINX web application was deployed 

as the protected service within this environment, also Kubernetes Network Policy objects 

enforced a default-deny model. Only pods bearing a role=trusted label had access to the 

NGINX service representing the Zero-Trust maxim of “never trust, always verify.”  

8.1.1 Key Findings and Contribution  

Meaningful east-west traffic segmentation is achievable using Kubernetes' primitives. These 

are the findings which confirm this without reliance on any third-party service meshes or 

vendor-specific solutions. Since enforcers applied label-driven Network Policy rules, trusted 

pods successfully connected via HTTP to NGINX, the network layer consistently blocked 

untrusted along with unlabeled pods leaving no evidence in server logs. The results' validity is 

strengthened through the server-side log analysis with the client-side connection results.  

The contribution closes the gap between Zero-Trust theory and reproducible Kubernetes 

security. This project provides a simple transparent as well as well-documented blueprint that 

can be implemented upon and tested on a single development machine, while much of the 

literature focuses on high-level conceptual frameworks or enterprise-scale deployments. The 
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existing research now lacks more accessible hands-on guidance that this research directly 

addresses.  

8.1.2 Evaluation Against Objectives  

All stated objectives were met:  

• A trust model that is based on labels and a strict ingress policy were integrated as one. 

This achieved the design for a Kubernetes-native Zero-Trust architecture.  

• NGINX deployment and protection showed applying Zero-Trust controls is feasible in 

a live service scenario.  

• Systematic testing that involved multiple pod identities validated all access controls and 

confirmed for certain that policy was enforced from both network and application 

perspectives.  

• Reproducible documentation was produced so others could replicate the experiment 

quickly as well as consistently within reason.  

8.1.3 Limitations and Implications  

The study scope was intentionally limited only to ingress control, a critical aspect of Zero Trust 

enforcement. It fails to address likewise key dimensions like egress restrictions, mutual TLS 

authentication, or cryptographic workload identity. Since the evaluation did not benchmark 

performance, no one quantified Network Policy enforcement's potential impact upon latency 

and throughput.  

For network-layer enforcement exists a practical limitation: denied attempts do not produce 

application logs. NGINX access logs do show only the permitted traffic. While it is true this 

behaviour is correct since it is desirable from a Zero Trust view, it limits evidence that might 

appear “negative” at the app layer. In production, organizations typically address this as they 

enable CNI or flow logging (e.g., Calico flow logs), log Kubernetes audits, or capture host level 

packets to record blocked connection attempts for forensic along with compliance needs. Such 

controls existed outside of the scope of this lightweight prototype for the reason that 

incorporating them existed outside of the scope though they are recommended enhancements 

for environments which require auditable evidence of policy denials.  

Despite these limitations, the results hold strong practical implications. Because it suits early-

stage security adoption or an educational tool depicting Zero-Trust concepts, the approach is 

highly portable across environments supporting Kubernetes network policies. This quick, 

cheap way is for SMEs. It reduces the risks of lateral movement, and it avoids the introduction 

of architectural complexity that is unnecessary.  

8.1.4 Closing Reflections  

Identity must be defined in a clear manner, in this case by way of pod labels. To achieve 

meaningful Zero-Trust enforcement without heavyweight tooling, explicit minimal-privilege 

rules must govern access, as this work reinforces. The project shows security hardening inside 

Kubernetes can be effective without complexity or expense if they prove “secure by default” is 

attainable via a small set of declarative configurations.  

After organizations establish a Zero-Trust posture, they can incrementally add capabilities 

using native mechanisms such as service meshes for encrypted identity, OPA Gatekeeper for 



17  

  

  

label integrity, or automated policy validation in CI/CD pipelines since this methodology offers 

a stepping stone.  

8.1.5 Future Outlook  

For future work, the intention is to extend this to implement it by doing this:  

1. It is able to integrate a strong cryptographic identity through either SPIRE or mutual 

TLS in order to prevent label spoofing.  

2. Egress restrictions are included as policy scope expands. Namespace isolation plus 

DNS controls is included too.  

3. We quantitatively measure performance under policy-enforced traffic therefore 

providing latency and throughput benchmarks.  

Production environments have regulatory requirements that align with Zero-Trust enforcement. 

This alignment is eased by embedding governance and compliance controls.  

With this roadmap, this project's prototype can evolve into a Zero-Trust security pattern for 

Kubernetes. It will balance simplicity, transparency, and effectiveness, and it will also scale for 

real-world deployment demands when production-ready.  
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