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Abstract: Secure, compliant cloud provisioning is difficult with manual configuration, where misconfigurations, incon-
sistent security, and limited auditability often arise. Infrastructure-as-Code (IaC) solves this by defining infras-
tructure declaratively and enabling repeatable, version-controlled deployments. This paper presents an AWS-
focused Terraform approach embedding security-by-design controls into automated provisioning, including
least-privilege IAM, network segmentation with public and private VPC subnets, bastion-based administrative
access, controlled outbound connectivity via a NAT gateway, and centralized logging and encryption base-
lines. The implementation is evaluated through a comparative study against manual provisioning using the
AWS Management Console. Results show Terraform reduces provisioning time by over 75% across com-
plex networking and access-control scenarios, while improving reliability by increasing success rates from
74% to 96%. Connectivity validation confirms that public resources route traffic through the Internet Gate-
way, private instances access outbound connectivity only via the NAT gateway, and administrative access to
private resources is restricted to the bastion host. Security validation confirms consistent enforcement of base-
line controls such as IAM least privilege, subnet isolation, restricted Secure Shell (SSH) ingress, centralized
logging, and encryption at rest. These findings demonstrate that Terraform-based Infrastructure-as-Code can
simultaneously improve operational efficiency and strengthen security and compliance consistency, offering a
practical foundation for repeatable and audit-ready cloud infrastructure deployments, particularly for environ-
ments with limited operational overhead.

1 INTRODUCTION

Cloud infrastructure has become the dominant foun-
dation for delivering modern digital services due to
its scalability, elasticity, and cost efficiency. How-
ever, secure and consistent configuration of cloud en-
vironments remains a significant challenge, particu-
larly for organizations with limited dedicated cloud
security and operations expertise. Manual provision-
ing through cloud management consoles is inher-
ently error-prone, difficult to audit, and hard to re-
produce, often resulting in misconfigurations, secu-
rity gaps, and configuration drift over time (Odukoya,
2024). Infrastructure-as-Code (IaC) addresses these
challenges by representing infrastructure configura-
tions as declarative, version-controlled code. This
approach enables repeatable deployments, system-
atic change management, and improved collabora-
tion across development and operations teams (Patni
et al., 2020; Teppan et al., 2022; Singh et al., 2024;

Bhaskaran et al., 2025). Terraform has emerged as
a widely adopted IaC tool due to its modular de-
sign, provider abstraction, and state management ca-
pabilities, allowing infrastructure resources to be pro-
visioned and updated in a predictable and auditable
manner (Howard, 2022; Kavas, 2023).

Despite the operational advantages of IaC, au-
tomation alone is insufficient to guarantee secure
cloud deployments. Security controls, access gov-
ernance, and compliance mechanisms must be em-
bedded directly into provisioning workflows to en-
sure that infrastructure is secure by default and re-
mains compliant throughout its lifecycle. This need
has been emphasized in DevSecOps research, which
advocates integrating security validation and policy
enforcement early in the infrastructure deployment
pipeline rather than relying on post-deployment hard-
ening (Ibrahim et al., 2022; Bajpai and Lewis, 2022).
This challenge is particularly relevant for small and
medium enterprises (SMEs), where limited security
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expertise and operational resources make manual en-
forcement of cloud best practices impractical (Alka-
wsi et al., 2015). In response to these challenges,
this paper proposes an AWS-focused Terraform-based
approach that codifies security-by-design principles
into reusable infrastructure definitions. The proposed
solution integrates least-privilege Identity and Ac-
cess Management (IAM), network segmentation, con-
trolled administrative access via bastion hosts, and
audit logging into a standardized and reproducible
infrastructure baseline. The approach is evaluated
through a quantitative comparison between manual
console-based provisioning and Terraform-based au-
tomation, focusing on provisioning time, accuracy,
and enforcement of security controls.

The paper is structured as follows. Section II
reviews related work in Infrastructure-as-Code, De-
vSecOps, and secure cloud automation. Section III
presents the Terraform-based architecture and design
objectives. Section IV describes implementation de-
tails and modular infrastructure components. Sec-
tion V evaluates the approach through experimental
results and discussion. Section VI concludes and out-
lines directions for future work.

2 RELATED WORK

Infrastructure-as-Code has become a central practice
in modern cloud operations, enabling consistent pro-
visioning and reducing operational overhead. Prior
studies highlight the advantages of declarative infras-
tructure definitions, while identifying common pit-
falls such as configuration complexity, insufficient
validation, and security misconfigurations. Kumara
et al. (Kumara et al., 2021) provide a comprehensive
review of IaC practices and emphasize the importance
of structured design, modularization, and code quality
to prevent infrastructure defects. The integration of
security into DevOps workflows has led to the emer-
gence of DevSecOps, which promotes embedding se-
curity controls early in the development and deploy-
ment lifecycle. Ibrahim et al. (Ibrahim et al., 2022)
propose security models that incorporate automated
validation and policy enforcement for infrastructure
code, demonstrating the need for security-aware pro-
visioning pipelines rather than post-deployment hard-
ening. Terraform has been widely discussed as
a practical automation tool for Infrastructure-as-a-
Service environments. Howard (Howard, 2022) out-
lines Terraform’s core concepts, including resource
graphs, state management, and modular configura-
tions, which support scalable and repeatable infras-
tructure provisioning. Surveys by Teppan et al. (Tep-

pan et al., 2022) further examine IaC solutions in
cloud development, identifying challenges related to
governance, maintainability, and compliance across
complex cloud environments. While existing work
establishes the theoretical foundations of IaC and se-
cure cloud automation, there is a limited body of
implementation-oriented research that quantitatively
evaluates security-focused Terraform deployments in
real-world cloud settings. In particular, few studies
provide empirical comparisons between manual cloud
provisioning and security-by-design IaC approaches.

Current state-of-the-art research primarily focuses
on conceptual models, best practices, and high-level
frameworks for Infrastructure-as-Code and DevSec-
Ops adoption, with limited emphasis on end-to-end,
security-centric implementations validated through
quantitative experimentation. Existing studies of-
ten evaluate IaC tools in isolation or discuss secu-
rity controls at an architectural level, without mea-
suring their operational impact relative to traditional
manual provisioning workflows. Moreover, empir-
ical evaluations frequently overlook practical secu-
rity mechanisms such as bastion-mediated adminis-
trative access, enforced network segmentation, con-
trolled outbound connectivity, and centralized audit
logging as integrated components of an automated
provisioning baseline. As a result, there remains a
gap between theoretical security-by-design principles
and their measurable effectiveness in real-world cloud
deployments. This work advances the state of the art
by presenting a reproducible, Terraform-based AWS
infrastructure that embeds security and compliance
controls into the provisioning process and by quan-
titatively evaluating its performance against manual
console-based deployments in terms of efficiency, ac-
curacy, and enforcement of security controls.

3 PROPOSED ARCHITECTURE

3.1 Design Objectives and Threat
Profile

The proposed approach establishes a secure, com-
pliant, and reproducible Amazon Web Services
(AWS) infrastructure using Terraform as the primary
Infrastructure-as-Code (IaC) tool. The design objec-
tives focus on translating established cloud security
best practices into codified and reusable infrastruc-
ture definitions suitable for governance-driven cloud
adoption (Patni et al., 2020). To satisfy a ”security-
by-design” methodology, this architecture assumes an
external adversary with network-probing capabili-
ties attempting unauthorized access, data exfiltration,
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or resource compromise. It also considers insider
threats (unintended misconfigurations by developers
or privilege creep). Thus, the design objectives are:

• Repeatability: Consistent, deterministic infras-
tructure across environments using declarative
definitions.

• Security-by-Design: Default least-privilege ac-
cess, network isolation, and encryption to reduce
attack surface.

• Auditability: Centralized logging and config-
uration history for full traceability and non-
repudiation.

• Operational Simplicity: Modular Terraform and
automation to minimize effort and human error.

These objectives are particularly relevant for small
and medium-sized enterprises (SMEs), which often
require secure cloud baselines while operating un-
der limited operational and administrative overhead
(Alkawsi et al., 2015).

3.2 AWS Infrastructure Baseline

To avoid redundant security features and ensure the
architecture is both necessary and sufficient, the
components are layered following the Defense-in-
Depth (DiD) strategy. Each component is selected
to close a specific vulnerability without overlapping
uncontrollably (Kovacevic and Dicola, 2023; Subhan
et al., 2025).

• Virtual Private Cloud (VPC): Acts as the pri-
mary network isolation boundary for all deployed
resources, defining the trust perimeter (Kavas,
2023).

• Public Subnets: Host externally accessible com-
ponents, including bastion hosts. Direct ingress
to internal app tiers is strictly prohibited (Kavas,
2023).

• Private Subnets: Isolate internal resources such
as application servers and databases from di-
rect internet access, neutralizing external scan-
ning (Kavas, 2023).

• Route Tables: Regulate traffic flow within
the VPC and control internet connectivity paths
(Kavas, 2023).

• Identity and Access Management (IAM): Fine-
grained, role-based access policies (Admin, De-
vOps, Developer, ReadOnly) enforcing the prin-
ciple of least privilege, preventing privilege esca-
lation (Ibrahim et al., 2022).

• Bastion Host: Provides a single, hardened ad-
ministrative access point to private subnet re-
sources, eliminating exposed SSH ports on inter-
nal databases (Kavas, 2023).

• Network Address Translation (NAT) Gateway:
Enables controlled outbound internet access for
private subnet resources without exposing in-
bound connectivity, preventing direct external tar-
geting of backend nodes (Kavas, 2023).

• Security Groups and Network ACLs: Deployed
in tandem to provide stateful (instance-level) and
stateless (subnet-level) traffic filtering. This dual-
layer prevents internal pivot attacks if one in-
stance is breached (Oulaaffart et al., 2021).

• VPC Flow Logs: Capture network traffic meta-
data for auditing, troubleshooting, and security
monitoring (Giamattei et al., 2024).

• TLS Termination: Ensures encrypted commu-
nication between clients and hosted services,
neutralizing Man-in-the-Middle (MitM) attacks
(Vakhula et al., 2023).

3.3 Threat Model Mapping and
Sufficiency

To evaluate whether this architecture is sufficient to
close standard cloud attack vectors, Table 1 maps
the components of the proposed baseline to specific
threats and adversary capabilities.

Table 1: Threat Model and Component Mapping.

Threat Scenario Mitigation Mechanism
Brute-force SSH at-
tack

Public Bastion + Private Sub-
nets + SG Rules

Data exfiltration via
internet

NAT Gateway egress routing
rules only

Lateral movement /
Pivot

Stateful Security Groups
(Micro-segmentation)

Privilege Escalation Principle of Least Privilege
(IAM custom roles)

Man-in-the-Middle
(MitM)

Enforced TLS Termination at
the edge

Unchecked backdoor
changes

Terraform State files + VPC
Flow Logging

3.4 Architecture Overview

Figure 1 presents the Terraform-driven provisioning
workflow and the resulting AWS infrastructure lay-
out. The architecture emphasizes network segmenta-
tion, controlled administrative access, and integrated
monitoring, while Terraform ensures consistent and
repeatable deployment through its dependency-aware
execution model.
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Figure 1: Terraform-driven secure AWS infrastructure ar-
chitecture.

3.5 Terraform Resource Dependency
Model

Terraform manages infrastructure provisioning
through a Directed Acyclic Graph (DAG), which
automatically determines resource dependencies
based on declared configuration relationships. This
execution model ensures that infrastructure compo-
nents are created, modified, and destroyed in the
correct sequence.

3.5.1 Resource Provisioning Workflow

The infrastructure provisioning process follows a
structured sequence:

• Resource Definition: Infrastructure components
are declared using HashiCorp Configuration Lan-
guage (HCL).

• Dependency Resolution: Terraform identifies
implicit and explicit dependencies among re-
sources.

• Execution Planning: A detailed execution plan
is generated, outlining all proposed infrastructure
changes.

• Provisioning: Resources are created according to
the DAG, ensuring dependency correctness.

• State Management: Terraform maintains a state
file to track deployed resources and support up-
dates and drift detection.

3.5.2 Dependency Enforcement Examples

The DAG-based execution model ensures that infras-
tructure components are created in the correct order.
For example, IAM roles and policies are provisioned

before being associated with users or services, sub-
nets and route tables are created only after the VPC is
successfully established, and security groups must ex-
ist before they can be attached to compute resources.

3.6 Modularity and Reusability

The architecture adopts a modular Terraform design
in which core components such as networking, IAM,
and security controls are encapsulated into reusable
modules. This modular approach enables consis-
tent enforcement of security and compliance poli-
cies across deployments, simplifies scaling, and mini-
mizes configuration drift. Combined with Terraform’s
DAG-based execution model, the architecture pro-
vides a secure, reproducible, and extensible founda-
tion for automated cloud infrastructure provisioning.

4 IMPLEMENTATION

The proposed system is implemented using
Terraform-based Infrastructure-as-Code (IaC) to
provision a secure and compliant cloud baseline on
Amazon Web Services (AWS). The implementation
follows the architectural workflow illustrated in
Figure 2, where user Terraform configurations are
translated into modular infrastructure components,
validated against security and compliance require-
ments, and deployed as reproducible cloud resources.

4.1 Implementation Workflow and
Experimental Setup

The implementation follows a structured IaC lifecycle
designed to ensure security-by-design before any re-
sources are instantiated in the AWS cloud. As shown
in Figure 2, the workflow is categorized into four dis-
tinct phases:

1. Configuration and Modularization: Infrastruc-
ture intent is expressed through HashiCorp Con-
figuration Language (HCL). Resources are mod-
ularized to separate networking, IAM, and com-
pute logic, ensuring security baselines (e.g.,
encryption-at-rest) are inherited across modules.

2. Initialization and Dependency Mapping: Ter-
raform initializes the backend and providers, con-
structing a Directed Acyclic Graph (DAG) to
resolve resource dependencies (e.g., ensuring a
VPC exists before a Subnet is provisioned).

3. Execution Planning (Validation): The
terraform plan phase acts as a pre-deployment
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Figure 2: Architectural flow of the proposed Terraform-
based infrastructure provisioning.

audit. This allows for the detection of miscon-
figurations such as overly permissive Security
Group rules prior to actual resource creation.

4. Automated Provisioning: The terraform
apply phase executes the API calls to AWS.
This process was integrated with a local version-
controlled repository to simulate a CI/CD pipeline
environment, ensuring that every change is
tracked via the Terraform State file.

The experimental execution was conducted on a
workstation with the AWS CLI and Terraform v1.5+
installed, targeting the us-east-1 region. To en-
sure a fair comparison with manual provisioning, the
”Terraform time” recorded in Section 5 includes the
time required for HCL authoring, debugging, and ex-
ecution. By utilizing this automated workflow, the
system minimizes manual intervention, reduces con-
figuration drift, and enables repeatable deployments
across multiple environments.

4.2 Terraform Modular Infrastructure
Design

To improve maintainability and reusability, the infras-
tructure is decomposed into logical Terraform mod-
ules and configuration files, each responsible for a
specific layer of the cloud stack.

• Networking Layer: Provisions the Virtual Pri-
vate Cloud (VPC), public and private subnets,
route tables, and the Internet Gateway. Pub-
lic subnets host externally reachable components,
while private subnets isolate internal workloads
and backend services.

• Access Control Layer: Identity and Access Man-
agement (IAM) groups, roles, and policies are de-
fined to represent organizational roles such as Ad-
ministrator, DevOps, Developer, and Read-Only
access. Custom policies enforce least-privilege
permissions and simplify audit verification.

• Secure Administrative Access: A hardened bas-
tion host is deployed within a public subnet to
serve as the single administrative entry point. Se-
curity group rules restrict Secure Shell (SSH) ac-
cess to approved network ranges, ensuring con-
trolled access to private resources.

• Private Egress Control: A Network Address
Translation (NAT) gateway enables outbound in-
ternet connectivity for private subnet resources
without exposing them to inbound traffic. Rout-
ing rules ensure that all private egress traffic flows
exclusively through this component.

• Logging and Auditing: VPC Flow Logs are en-
abled and delivered to encrypted object storage.
Supporting IAM roles and policies allow secure
log ingestion while preserving the integrity and
auditability of network activity.

• Network Security Enforcement: Multiple se-
curity groups regulate communication between
infrastructure tiers, including public-facing ser-
vices, private application layers, and backend
databases. Ingress and egress rules are narrowly
scoped to required ports and trusted sources.

4.3 Configuration Management and
Parameterization

Infrastructure definitions are authored using
HashiCorp Configuration Language (HCL) and
parameterized through input variables to support de-
ployment across environments such as development
and production. Local values are used to centralize
tagging conventions, environment identifiers, and
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reusable configuration attributes, enabling consistent
governance and cost attribution. Sensitive credentials
and access keys are managed programmatically, and
outputs are explicitly marked to prevent accidental
disclosure during plan and apply operations.

4.4 Terraform Execution and State
Handling

Terraform provisions resources using a dependency-
resolved Directed Acyclic Graph (DAG) execution
model. Prior to deployment, an execution plan is gen-
erated to present all proposed infrastructure changes
for review. Terraform state files maintain a record
of deployed resources, enabling incremental updates,
drift detection, and controlled reconciliation toward
the declared configuration. This state-driven ap-
proach ensures long-term consistency between de-
clared infrastructure and deployed environments.

4.5 Operational Outcome

The deployed infrastructure reflects the architectural
flow shown in Figure 2, delivering a secure, seg-
mented, and auditable cloud environment. By em-
bedding access control, network isolation, logging,
and encryption directly into the provisioning work-
flow, the implementation minimizes manual config-
uration effort and supports repeatable, compliance-
ready cloud deployments.

5 EVALUATION AND RESULTS

This section presents quantitative results comparing
manual Amazon Web Services (AWS) console provi-
sioning with Terraform-based Infrastructure-as-Code
automation. The evaluation considers provisioning
time for networking and IAM/security resources, pro-
visioning accuracy, and validation of connectivity and
security controls in the deployed infrastructure.

5.1 Experiment 1: Provisioning Time
for Networking Resources

Table 2 summarizes the time (measured in minutes)
required to provision networking infrastructure across
increasingly complex deployment scenarios. In this
study, provisioning time is defined as the total du-
ration encompassing the authoring of configuration
files (or manual console navigation), the execution
of the deployment (‘terraform apply‘), and the ver-
ification of resource availability. Terraform consis-

tently reduces provisioning time across all configu-
rations, achieving reductions of approximately 78–
83%. As shown in Figure 3, the improvement be-
comes more pronounced as infrastructure complexity
increases, indicating better scalability of declarative
provisioning compared to manual configuration.

Figure 3: Networking provisioning time comparison be-
tween manual configuration and Terraform automation.

Table 2: Provisioning time comparison for networking in-
frastructure.

Configuration Manual
(min)

Terraform
(min)

Reduction
(%)

1 VPC (3 subnets) 45 10 77.78
1 VPC + Bastion
and NAT

80 17 78.75

2 VPCs (6 Subnets) 85 18 78.82
2 VPCs + Bastion
and NAT

120 23 80.83

3 VPCs (9 Subnets) 120 20 83.33
3 VPCs + Bastion
and NAT

140 25 82.14

5.2 Experiment 2: Provisioning Time
for IAM and Security Resources

Table 3 reports the time required to provision IAM
groups, policies, and security-related roles. Terraform
significantly reduces repetitive console-based opera-
tions such as policy creation and attachment. The
observed time includes the logic-design phase where
IAM JSON policies are defined within Terraform
HCL. Despite the complexity of writing secure poli-
cies, automation resulted in time reductions of ap-
proximately 66–75%. Figure 4 provides a visual com-
parison of these durations in minutes.

5.3 Experiment 3: Provisioning
Accuracy and Failure Analysis

Provisioning accuracy was evaluated by counting
misconfigurations (e.g., incorrect CIDR blocks or
missing tags) and failed resource creations observed
during 50 resource deployments. As shown in Ta-
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Figure 4: IAM and security resource provisioning time
comparison.

Table 3: Provisioning time comparison for IAM and secu-
rity resources.

Resource Type Manual
(min)

Terraform
(min)

Saved
(min)

IAM groups and
policies

60 15 45

Security-focused
roles

90 25 65

Password policy 15 5 10

ble 4, Terraform improves the success rate from 74%
to 96%. While Terraform significantly minimizes
human error, a 4% failure rate was still observed.
Analysis revealed that these failures were not due to
syntax errors, but rather provider-side constraints,
specifically AWS API rate-limiting (throttling) during
concurrent resource creation and occasional eventual-
consistency delays in IAM role propagation. These
findings highlight that while IaC provides superior
consistency, infrastructure architects must still ac-
count for cloud provider-specific execution limits.

Table 4: Accuracy comparison (50 resource sample).

Metric Manual Terraform
Total resources attempted 50 50
Misconfigurations 8 1
Failed resource creations 5 1
Success rate (%) 74% 96%

5.4 Experiment 4: Connectivity
Validation

Connectivity validation was performed to ensure that
the deployed infrastructure behaves as intended. The
results in Table 5 confirm that public instances access
the internet via the Internet Gateway, private instances
use the NAT gateway for outbound connectivity, and
administrative access to private resources is restricted
to the bastion host.

Table 5: Network connectivity validation results.

Component Expected Behaviour Result
Private instance Internet via NAT only Success
Public instance Direct internet access Success
NAT gateway Correct outbound rout-

ing
Success

Bastion host SSH access to private
instances

Success

5.5 Experiment 5: Security Feature
Validation

Security controls were validated to confirm enforce-
ment of security-by-design defaults. Table 6 summa-
rizes the controls, including least-privilege IAM, net-
work isolation, bastion-mediated access, centralized
logging, and encryption. These results demonstrate
that Terraform-based automation supports consistent
and audit-ready security baseline enforcement.

Table 6: Security feature validation summary.

Security Feature Status Remarks
IAM least privi-
lege

Implemented Group-specific cus-
tom policies verified

Network access
control

Implemented Security group and
NACL rules enforced

Subnet isolation Implemented Private resources ac-
cessed via NAT and
bastion only

Bastion host ac-
cess

Implemented Restricted SSH
ingress verified

Monitoring and
logging

Implemented Network activity and
change logs validated

Encryption at
rest

Implemented Encryption applied
to storage services
where applicable

Password policy Implemented Strong password re-
quirements enforced

5.6 Limitations and Scalability Analysis

While the proposed Terraform-based framework sig-
nificantly improves repeatability, certain architectural
limitations must be acknowledged for enterprise-scale
adoption. First, the current study focuses on a single-
region deployment; however, expanding to multi-
region infrastructure would require advanced Ter-
raform features such as aliased providers and global
variable mapping to maintain consistency across ge-
ographic boundaries. Second, as noted during the
4% failure rate analysis in Experiment 3, Terraform
State management becomes a critical pivot point
in collaborative environments. Without a central-
ized, locked backend (such as Amazon S3 with Dy-
namoDB locking), concurrent executions can lead to
state corruption. Furthermore, while the current ar-
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chitecture effectively eliminates common vulnerabil-
ities through layered defense, the ”security-as-code”
transition requires ongoing maintenance to ensure
that as AWS introduces new services, the Terraform
modules are updated to prevent ”shadow IT” or un-
managed resource sprawl.

6 CONCLUSION AND FUTURE
WORK

This paper presents a rigorous evaluation of automat-
ing secure and compliant AWS infrastructure provi-
sioning using Terraform. By shifting from manual
console-based configuration to an Infrastructure-as-
Code (IaC) paradigm, security-by-design is embed-
ded directly into the infrastructure’s DNA. Our ex-
perimental results provide evidence of the benefits: a
75% reduction in provisioning time and an increase
in deployment success rates from 74% to 96%. More
importantly, the use of a Directed Acyclic Graph
(DAG) for resource ordering ensures that security de-
pendencies such as IAM policies and VPC flow logs
are active before compute resources are accessible,
closing critical windows of vulnerability.

Future work will expand this framework in three
main areas. First, it will enable continuous compli-
ance by integrating Terraform into CI/CD pipelines
(e.g., GitHub Actions or GitLab CI) with automated
security scanning tools like Checkov or tfsec for real-
time policy enforcement. Second, it will add multi-
region resilience with automated disaster recovery
and high-availability setups across AWS regions. Fi-
nally, a formal risk analysis will be conducted to mea-
sure improvements, particularly in reducing Mean
Time to Detect (MTTD) through automated state-
consistency checks.
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