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Configuration Manual

Amruta Pandhare
Student ID: x23269227

This configuration manual provides a step-by-step guide for implementing the THRIVE threat
hunting methodology in a Security Operations Centre (SOC) or lab environment. Due to
confidentiality restrictions, specific organisational data cannot be disclosed. To ensure
reproducibility, a functionally equivalent environment was replicated using an Azure student
subscription. This configuration manual includes setup instructions, tool configurations, and
workflow steps with screenshots so that the process can be replicated for training, evaluation, or
operational deployment.

Section 1: Environment Setup

1.1. Azure Environment

<« G &) https://portal.azure.com/?Microsoft_Azure_Education_correlationld=546540f0-1706-4e67-a48c-3b917abealdb6&Microsoft_Azure_Education_newA:

Microsoft Azure 2 Search resources, services, and docs (G+/)

Home > Resource groups >

Create a resource group

Basics Tags Review + create

Resource group - A container that holds related resources for an Azure solution. The resource group can include all the
resources for the solution, or only those resources that you want to manage as a group. You decide how you want to
allocate resources to resource groups based on what makes the most sense for your organization. Learn more

Subscription * @ Azure for Students v
Resource group name * (0 threathuning
Region * (O (Europe) North Europe ~

Figure 1. Create Azure resource group in an appropriate region.




Basics  Tags

is collected and stored.
Project details

manage all your resources.

e

Subscription * (1}

Resource group *

Instance details
Name * O

Region * (O

Dashboard > Log Analytics workspaces >

Create Log Analytics workspace

Review + Create

o A Log Analytics workspace is the basic management unit of Azure Monitor Logs. There are specific considerations
you should take when creating a new Log Analytics workspace. Learn more

With Azure Monitor Logs you can easily store, retain, and query data collected from your monitored resources in Azure
and other environments for valuable insights. A Log Analytics workspace is the logical storage unit where your log data

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and

Azure for Students

threathunting

Create new

threathunting\oganalytics{

MNorth Europe

Nex

Tags >

Figure 2: Create log analytics workspace in the resource group and region.

Dashboard >

0 threathuntingloganalytics =

"% Log Analytics warkspace

A Search I
[ Overview

H Activity log

Ao, Access control (IAM)

¢ Tags

K Diagnose and solve problems

T Delete

# Essentials

Resource group (move) : threathunting

Status : Active
Location : Narth Europe
Subscription (move! + Azure for Students

Subscription 1D

: bb1d4426-f5e1-4a59-85fc-b0f723160b49

Log Analytics callects data from a variety of sources and uses a powerful query language to
give you insights into the operation of your applications and resources. Use Azure Manitor to

@ Logs
. o Tags (edit) : Add tags
7. Resource visualizer
> Settings Get Started  Recommendations
> Classic
- Get started with Log Analytics
7 Manitoring
> Automation
> Help

access the complete set of tools for manitering all of your Azure resources.

o Connect a data source

Select one or more data sources
to connect to the workspace

Agzure virtual machines (VMs)
Windows and Linux Agents management
Storage account log

System Center Operations Manager

o Configure monitoring solutions

Add manitoring solutions that
provide insights for applications
and services in your enviranment

View solutiens

Workspace Name  : threathuntingloganalytics

Workspace ID + 6a73c04-85(7-4ea-82ef-b16ce 1925840
Pricing tier - Pay-as-you-go

Access control mede @ Use resource or workspace permissions

:@ox

OQperational issues

e Monitor workspace health

Create alerts to proactively detect
any issue that arise in your
warkspace

Learn more about monitor workspace health

JSON View

Useful links

Documentation site

Community

Figure 3. Workspace overview showing workspace name and ID.




Dashboard > Compute infrastructure

K2 Compute infrastructure | Virtual machines - X
Microsaft

¢« Virtual machines  Get started

@ Overview

-} Create v 2 switchtoclassic (O Reservations v %58 Manageview ~ () Refresh 4 Exportto CSV  §° Open query = Group by none

All resources

v Infrastructure K3 virtual machine features may be missing, Click here to access the old experience,
Best for lower-traffic warkloads, testing, or to
I8 virtual machines control or highly customize apps, QS, or fike system. Type equals all Resource Group equals all X Location equalsall > -+ Add filter
If your workload or traffic starts to grow, a VM can
LY Virtual Machine Scale Set later be attached to a Virtual Machine Scale Set a
(VMSS) (VMSS},
Resource Group  Location status Operating syst..  Size Public IP addr...
B Compute Fleet
e P % Virtual machine scale set (VMSS) . )
5 Disks = images Suiltin scaling, performance optinization, oad rg-avd-stuwinl..  North Europe Stopped (deall..  Windows Standard_D2ad... -
balancing, and batch managament for 1 to 2,000 P . s el o ard D2
> Capacity + placement YMs (ne added cost). Include multiple VM sizes, rg-avd-stiwdnl..  Marth Europe Stopped (dea Windows Standard Dads.. -
zones, ragions, and domains, along with discounted . i
% Related services Spet VM. rg-avd-stuwinl..  Narth Eurcpe Stopped (deall Windows Standard DZad.. -
Hel rg-avd-stuwinl..  North Europe Stopped (deall..  Windows Standard_D2ds... -
> Help n Presets.
Create a pre-configured VM designed to optimize rg-avd-stuwinl_.  Narth Europe Stoppad (deall Windows Standard D2ad.. -
memory, capacity, or for general use, Deploy as-is,
or customize as needed rg-avi-stuwint . North Europe Stopped (deall Windows Standard D2ds. -
N Hybrid, preconfigured, and high volume rg-avd-stuwinl_.  Narth Eurcpe Stopped {deall..  Windows Standard_D2ad... -
“ solutions
Explare pre-canfigured Starter kits for Linux and rg-avd-stuwint . Narth Europe Stopped (deall Windows Standard Dads. -
Windows, Azure Arc hybrid infrastructure solutions,
and mare rg-avd-stuwinl..  North Europe Stopped (deall..  Windows Standard D2ad.. -
[ B stuavd24-17 - IT rg-avd-stuwinl..  North Europe Stopped (deall..  Windows Standard_D2ds.. - L
4 [ 4
Showing 1 - 10 of 30. Display count: | 10 12 03 D 5 Give feedback

Figure 4. Create virtual machine for log ingestion.

Dashboard > Compute infrastructure | Virtual machines >

Create a virtual machine
& Help me create a low cost VM Help me create a VM optimized for high availability Help me choose the right VM size for my workload

Basics  Disks Networking Management Monitoring Advanced Tags Review + create

Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace or use your own customized
image. Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review each tab
for full customization. Learn more

o This subscription may not be eligible to deploy VMs of certain sizes in certain regions.

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to arganize and manage all
your resources.

Subscription * © | Azure for Students v |
Resource group * @ | threathunting v I
Create new

Instance details

Virtual machine name * @ | threathuntingvm ¢ I
Region * (i) | (Europe) North Europe v |
Availability options | Availability zone v |

[ <previous | [ Next:Disks»

Figure 5. Create Windows 10 virtual machine in the same region and virtual network.




Dashboard >

s CreateVm-MicrosoftWindowsDesktop.Windows-10-win10-20250625164533 | Overview #

Deployment

2 Search X

& Overview

=2

Inputs

Outputs

= Template

Add or remove favorites by pressing Ctrl  Shift | F

W Delete (3 Cancel (T} Redeploy + Download () Refresh

@ Your deployment is complete

Dey name: CreateVm-MicrosoftWindowsDesktop.Windows..,
Subscription: Azure for Students

Resource group: threathunting

~ Deployment details
-~ Next steps

Setup auto-shutdown Recommended
Monitor VM health, performance and network dependencies

Run a script inside the virtual machine Recommended

@ Deployment succeeded

Micro
202501

Deployment ‘CreateVm-

softWindowsDesktop Windows-1

625164533 to resource group 'threathunting’ was

successful

Go to resource Go to resource group

Start time: 25/06/2025, 16:49:24
Correlation ID: 7f95a742-4¢15-4747-b6f3-36ed15dc0545 E

Recommended

C

Cost Management
Get notified to stay within your budget and
prevent unexpected charges on your bill.

Setup cost alerts >

0

Microsoft Defender for Cloud
Secure your apps and infrastructure

Go to Microsoft Defender for Cloud >

Free Microsoft tutorials

Start learning taday >

Work with an expert

Azure experts are service provider partners
who can help manage your assets on Azure
and be your first line of support.

Find an Azure expert >

Figure 6. Successfully deploy virtual machine

Data collsction rule management

Basics  Resources

enabled

Name

No resources found.

Home > Monitar | Data Collection Rules >

@ To crsate a Data Collection Rule that collects platiorm metrics, click here,

Collect and deliver

For Windows 10 and 11 devices, download the client installer and follow the guidance

Create Data Collection Rule

Select a scope X
Browse  Recent
Subscription Resource group Resource types Locations
| All subseriptions Y ‘ | All resource groups v All resource types R ‘ | Al locations v

Tags  Review + create

[ & searchto flter tems..

Scope

O

Pick a set of resources to collect data from. The Azure Monitor Agent will be automaticall

This will alse enable System Assigned Managed Identity on these resources, in addition to existir

Enable Data Collection Endpoints ()

]

+ Add resources  + Create endpoint

(]

@ Only resources in the same region can be assigned to the same endpoint. Learn more

Type

[ <Previous | | Next: Collectand deliver > |

Azure for Students
v (4] threathunting

K3 threathuntingvm

Resource type
Subscription
Resource group
Virtual machine

Subscription

Location

North Europe

Clear all selections

Figure 7. Create data collection rule for log onboarding.




Add data source X
" Data source | Destination

Select which data source type and the data to collect for your resource(s).

Data source type *

| Windows Event Logs N

o If using Sentinel, use the connector configuration for collecting Windows Security events to avoid unexpected increase in storage cost.
Learn More

Choose Basic to enable collection of event logs. Choose Custom if you want more control over which event logs are collected.

( Naone Basic

Use XPath queries to filter event logs and limit data collection. Learn more about event logs and XPath syntax

Event logs

Application!*[System[(Level=1 or Level=2)]]
Security!*[System[(band(Keywords, 1351079888211 1488))]]

System!*[System][(Level=1 or Level=2)]]

| Next : Destination > ” Cancel |

= =

Figure 8. Add data sources (Windows Events Logs).

Add data source

*Data source Destination

Select the destination(s) for where the data will be delivered. Normal usage charges for the destination will occur. Learn more about

pricing,

l + Add destination

* Destination type Subscription Destination Details

I Azure Monitor Logs 4 l ‘ Azure for Students 4 ’ l threathuntingloganalytics (threat... ] ]ﬁ[

Figure 9. Add log analytics workspace as destination.




£ Search resources, services, and dacs (G+/)

Col  Downloads

Home > threathuntingvm & threathuntingvm.rdp
. Open file
& threathuntingvm | Connect * - %
Virtusl machine See more
} Search s«
IE () Refresh B Troubleshoot 2% More Options A Feedback
-
B overview
- Connecting using
E Activity log B K
E Public IP address | 40.67.243.32 e
Fa Access control (JAM)
@ Tags Admin username : threathuntingvm
Port (change) : 3389 Check access (D)
# Diagnose and solve prablems & Remote Desktop Connection security warning s
Just-in-time policy : Unsupported by plan (D)
,T\ Resource visualizer “The publisher of this remote connection can't be identified_ Do you want to connect
anyway?
~ Connect Maost commen
This remote connection could harm your local or remate computer, Da not connect unless yous know
g Connect where this cannection came fram or have used it before.
< Basti = Local machine L Publisher Unknown publisher
< Bastion i
Native RDP ¥ Type: Remote Dasktop Cannestion

B Windows Admin Center Remote computer:  40.67.243 32

Connect via native RDP without any additional software

v Networking needed. Recommended for testing only.

("] Don't esk me egain for cannections to this computer

(x| Show Details Cannest Cancsl

B Network settings Public IP address (40.67.243.32)

< Load balancing

G Application security
groups

Download RDP file O

® Network manager
v Settings

= Disks ~ More ways to connect (4)

Extensions + x4

Figure 10. Download RDP file to connect to the virtual machine.

Home > threathuntingvm
threathuntingvm | Connect * - s
&‘ Virtusimaci g | &, threathuntingvm - 40,67.243.32:3389 - Remote Desktop Connection = O X
Irtual machine
£ Search ¢«
’E O Refresh @ Troubleshoot E More Options ,ﬁ‘j Feedback
K3 Overview 2
s Connecting using
B Activity log S
E Public IP address | 40.67.243.32 M
A Access cantrol (1AM)
@ s Admin username threathuntingvm
. Port (change) 1 3389 Check access ()
. Diagnose and solve problems
Just-in-time palicy : Unsupparted by plan (D)
oI+ Resource visualizer
v Connect Mast commeon
& Connect
K Basti 5.} Local machine
. Dastion
. Windows Admin Center banve:RDE
. Connect via native RDP without any additional software
' Networking needed. Recommended for testing only.
& Network settings Public IP address (40.67.243.32)
€ Load balancing
G Application security
groups
Downlcad RDP file (o
& Network manager
~ Settings
& Disks ~ More ways to connect (4)
~ Extensions + b

Figure 11. Connect to the virtual machine & perform some activities to generate logs.




Dashboard > threathuntingloganalytics

. threathuntingloganalytics | Agents *

o= Log Analytics workspace
| R Search ‘ ¢«
B Windows servers & Linux servers
E5 Overview - _—
B Activity log © 1Windows computers connected ©® 0 Windows computers connected
via Azure Monitor Windows agent via Log Analytics Windows agent (legacy)
Pp\ Access control (IAM)
See them in Logs
‘ Tags
K Diagnose and solve problems Want to setup the new Azure Monitor agent? Go to ‘Data Collection Rules’

@ Logs Data Collection Rules

«i= Resource visualizer

v Settings ~ Log Analytics agent instructions

Tables
&# Agents

© Usage and estimated
costs

==+ Data export
4> Network isolation

Identity

= Linked storage accounts
Properties

£ Locks

Figure 12. Workspace Agents view confirming the VM is connected.

Home > Log Analytics workspaces > threathuntingloganalytics

s oD threathuntingloganalytics | Logs #» % - & threathuntingvm - 40.67.243,32:3389 - Remote Desktop Connection = O
BE | og Analytics workspace
» £ NewQuery 1+ - % + ib
3 Time range : Set in query Show : 1000 results ]
= |
= 1 Heartbeat
If\'] 2 | where TimeGenerated > ago{3&m)

3 | where Computer contains “threathuntingvm”

Results  Chart

TimeGenerated (UTC] T4 SourceComputerld ComputerlP Computer Category OSType OSName 1 1m
¥ 25/06/2025, 16:37:112.026 d2c4d63b-15f2-4704-a0a8-04b... 40.67.243.32 threathuntingvm Azure Monitor Agent Wincows Windon g
> 25/06/2025, 16:36:12.015 d2c4d63b-15(2-4704-20a8-0db..  4067.24332 threathuntingvm Azure Manitor Agent Windows Window | @
> 25/06/2025, 16:35:12.005 d2c4d63h-152-4704-a0a8-0db 406724332 threathuntingvm Azure Manitor Agent Windows Winder
> 25/06/2025, 16:34:11.561 d2c4d63b-15f2-4704-a0a8-04b...  40.67.243.32 threathuntingvm Azure Manitor Agent Windaws Winde
¥ 25/06/2025, 16:33:11.217 d2c4d63b-15f2-4704-20a8-04b... 40.67.243.32 threathuntingvm Azure Monitor Agent Windows Windon
> 25/06/2025, 16:32:10.755 d2c4d63b-15f2-4704-20a8-0dbs A067.24332 threathuntingm Azure Manitor Agent Windows Winder
> 25/06/2025, 16:31:10.552 d2c4d63b-152-4704-a0a8 04k AD67 24332 threathuntingvm Azure Manitor Agent Windows Window
> 25/06/2025, 16:30:10.136 d2c4d63b-15f2-4704-a0a8-C4b...  4D.67.243.32 threathuntingvm Azure Manitor Agent Windaws Window
1s56ms = Display time (UTC+00:00) ~ Query details 1-80f 11

Figure 13. Workspace logs query confirming heartbeat from the VM.
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icrosoft Azure P Search resources, services, and docs (G+/) I 0 Copilot 23269227 @studes

Dashboard > Microsoft Sentinel
Microsoft Senti... « @ @ Microsoft Sentinel | Logs X
National College of Ireland BE Selected workspace: ‘threathuntingloganalytics
P Search ¢ o x|+ = u oo |22 Queri
+ Create 5 Manageview v - P Searc « o New Query 1 Save v [1] Share v a= Queries hub
~ General a
©  You are viewing a new version of Browse . =] @ User Query ' Timerange: Custom  Show : 1000 results Simple mode v
experience, Click here to access the old @ Overview @
experience .
ameree | £ Logs 7 Add
) .
& Guides Results  Chart P
E Name 7 O .
£ search O wre] Ty p AzureTenantld mw
o
] @ threathuntingloganalytics ' Threat management [ > 18/08/2025, 211440479 6a73dc04-95FT-deal-B2ef-b16ce102500  Becbadct-bT2-deea-Bb3H-a7fd0a25b §
& Incidents [ > 18/08/2025, 21143938  6a73dc04-057-4ea0-B2ef-b16ce1025M0  6edbddc1-bi72-deea-8b3f-a7id0a25bol|
[0 > 18/08/2025,21:143605  6a73dc04-957-deal-B2ef-b16ce 192510  Bedb4%c]-bf72-deea-Bb3f-a7fd0a25bi
a Workbooks
o [0 > 18/08/2025,21:1430.308  6a73dc04-957 dead-B2ef-b16ce1025H0  Gedbddel-biT2deea-8b3f-a7id0a25b
Hunting
[0 > 18/08/2025,21:1430280  6a73dc04-957-deal-B2ef-b16ce 192510  Bedb4%c]-bi72-deea-Bb3i-aTfd0a25bi
& Notebooks
O > 11/08/2025, 210651934 6a73dc04-957 dead-B2ef-b16eel025H0  Gedbddcl-biT2deea-8b3f-a7id0a25b
#* Entity behavior [0 > 117082025, 210648296  Ba73dc04-95(7-deal-B2ef-b16ce1925M0  Bedbddc]-biT2-deea-Bh3t-a7 d0a25
) Threat intelligence (0 » 11/08/2025, 21:06:48.094  6aT3dc04-957-deaD-B2ef-b16ca 192500  Bedbddc1-bf72-deea-8b3f-aTld0a25he
sy MITRE ATTRCK O > 11/08/2025, 210646841 6a73dc04-957 dead-B2ef-b1bcel025H0  Gedbadcl-biT2deea-Bb3H -a7id0a25b
- Creview [0 > 11/08/2025, 210646840 Ba73dc04-95(7-deal-B2ef-b16ce192510 GedbddcT-bi72-deea-8b3f-a7ld0a25b6
/ SOC optimization D > 04/08/2025, 21.01:16732 6a73dc04-95f7-deaD-B2ef-b16ce1925140 Bedbddc1-bf72-deea-Bb3f-a7id0a25b6.
* Cantent management D > 04/08/2025, 21:01:16475 Ba73dc04-95(7-4eal-B2ef-b16ce1925/40 Bedb49c1-bf72-d4eea-Bb3f-aTid0a25b6
4 D » N
Showing 1 - 1 of 1. Display [ auto v 9 Content hub [0 > 04/08/2025, 210116400  6a73dc04-957-deal-B2ef-b16ce1925140  Gedbadcl-biT2-deea-Bb3i-a7id0a25bb.
count: ' |
@ Repositories
& Community v 1s784ms  Display time (UTC+00:00) Query details 1-140f20
Add or remuove favorites by pressing CerL s Shift+F
Figure 14. Enable Microsoft Sentinel on the Log Analytics workspace.
Home > Microseft Sentinel > Add Microsoft Sentinel to a workspace » Microsoft Sentinel
0 Microsoft Sentinel | Logs » - X

B¥ Selected workspace: ‘threathuntingloganalytics'

2 Search X« i NewQuery 1+ -+ %+ B Save v [7] Share v .-+ | 8 Queries hub

~ General -
E Time range : Set in query Shaw @ 1000 results KOL mode
@ Overview i
oL L 1 Heartheat =
i Logs {f\l 2 | where TimeGenerated > ago(3ad)
N 3 | where Computer contains "threathuntingwm"
& News & guides O 2
)
12 search
~ Threat management
& Incidents
@ workbooks
‘ Results  Chart
© Hunting [ s
ﬁ Notebooks D TimeGenerated [UTC) "4 SourceComputerld ComputerlP Computer Category 0OSType OSName L[
" Entity behavior D > 25/06/2025, 16:45:16.552 d2c4d63b-15f2-4704-2028-04bf33 10745 40.67.243.32 threathuntingvm Azure Menitor Agent Windows Windews 10 Enterpri g
D > 25/06/2025, 16:44116.331 d2c4d63b-15f2-4704-2028-04bf33 10745 40.67.243.32 threathuntingym Azure Menitor Agent Windows Windows 10 Enterpri a
&) Threat intelligence
D > 25/06/2025, 16:43:14.853 d2c4d63b-15f2-4704-20a8-04bf33 10745 40.67.243.32 threathuntingvm Azure Menitor Agent Windows Windows 10 Enterpri
+ MITRE ATT&CK
* (Preview) D > 25/06/2025, 16:42:14.343 d2cdd63b-15f2-4704-a0a8-04bf3310b745 406724332 threathuntingvm Azure Menitor Agent Windows Windows 10 Enterprise
. - D > 25/06/2025 16:41:14.348 d2cdd63b-15f2-4704-a0a8-04bf3310b745 40.67.24332 threathuntingvm Azure Monitor Agent Windows Windows 10 Enterprise
/- SOC optimization
D > 25/06/2025 16:40:14.326 d2cdd63b-15f2-4704-a0a8-04bf3310b 745 40.67.243.32 threathuntingvm Azure Monitor Agent Windows Windows 10 Enterprise
~ Content management
D > 25/06/202516:39:14.234  d2cdd63b-15f2-4704-a0a8-04bf33 100745 40.67.243.32 threathuntingvm Azure Monitor Agent Windows Windows 10 Enterprise
A Content hub
o D 2 25/06/2025, 16:38:12.026 d2c4d63h-15f2-4704-a0a8-04bf331bbT45 40.67.243.32 threathuntingvm Azure Menitor Agent Windows Windows 10 Enterprise
& Repositories
# Community b/ 05 600ms | Display time (UTC+00:00) Query details | 1-80f 19

Adel o rermove fuvorites by pressing CerL 1 Shift £

Figure 15. Sentinel logs query confirming logs from the VM.
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1.2. AWS WorkSpaces Setup (for Red/Blue team testing)

‘& Amazon WorkSpaces

Amazon WorkSpaces ~ Settings  Support

amazon

‘& WorkSpaces

Please log in with your euw 1|l
credentials

Access your desktop anywhere, anytime,

amruta.pandhare from any device

[ Password

Keep me logged in

Change Registration Code

Figure 16. Amazon workspaces test machine for red/blue team testing.

Device inventary > XXX

XAMOQESTKKRHNX B vtowinoap: 1 Device vt

umm No known risks Criticality: Nefhe ® Active  New  DXOXXXXXMOOOONNNNX

Overview  Incidents and alerts  Timeline  Configuration management  Security recommendations  Inventories  Discovered vulnerabilities ~ Missing KBs

a
VM details A ¢ Activealerts (Last 180 days) Securty assessments
.

Category Type Exposure level: High
Comipitses and Leknown 49 active security recommendations
Mobile ~

\ |i-s< overad vulnerabilities (1067) a

I
Subtype Discovery \ } i :
{Norkiaation R M Critical (14) [l High(709) [l Medium (332) Il Low (12)
=)
No active alerts or incidents

Primary user Domain
Amnita View all recommendations
Pandhare -
os SAM name Logged on users (Last 30 days)

Wind 11 64-
b ] 3 logged on users

(Release 22H2

Build Maost logons
22621.2070)
X000000000X [0
Health state Created on Least logons
Active 1Jul 2025 Y0000BO0AOAO0N (11
14:54:59
Local admin

Figure 17. Defender device inventory showing the AWS WorkSpace onboarded.
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Section 2: Hunting Maturity Model (HMM) self-assessment

Maturity Level Assessment

(Sqrrl Hunting Maturity Model)

HMM Level Characteristics Indicators Questions to Ask

No formal threat hunting. Security is reactive, based Do we ever perform hunts

only on alerts and incidents. No dedicated threat No hunting logs, no hypotheses, notools  |proactively, or only after
HMO - Initial hunters. beyond basic SIEM alerts alerts/incidents?

Threat hunting happens occasionally by skilled analysts

using intuition. No consistent process, Isolated hunting examples, no playbooks, Do analysts ever explore threats
HM1 - Minimal documentation, or tool use. no team collaboration manually, even if unstructured?

HM2 - Procedural

Hunting occurs more regularly. Basic procedures exist.
CTImay be used, but hypothesis creation is limited or
informal.

Uses Sentinel or EDRs to query logs, creates
basic hypotheses, semi-regular hunts

Do we document our hunts and use
CTlor TTPs to guide them?

HM3 - Innovative

Well-defined hunting program. CTlinforms structured
hypotheses. Regular documentation, tracking, and
some automation.

Tracks hunts, review queries, documents
outcomes, builds detection rules

Do we have a repeatable process to
move from CTl to detection rules?

HM4 - Leading

Threat hunting is fully integrated with detection
engineering. Hypotheses are hypothesis- and TTP-
driven, backed by strong metrics, automation, and red
teaming.

Uses dashboards, MITRE ATT&CK mapping,
red/blue validation, contributes to CTI
sharing

Do we measure hunt effectiveness
and improve based on lessons
learned?

Figure 18. Hunting Maturity Model self-assessment.

Section 3: Threat Intelligence Ingestion & Prioritisation

3.1. Automating 10C Ingestion with Logic Apps

Authenticate for APl access | If you are experiencing issues with receiving data from abuse.ch platforms via API, please ensure your requests are authenticated.
&2 Read here for more info

THREAT fox

fom ABUSE®" | (B> spmnaviaa

£ Access Data ¥

'D Expiration of 10Cs

Since 2025-05-01, we are expiring |0Cs that are older than & months. We are doing so to avoid false positives, mostly happening on cloud based infrastructure where

assets (e.g. IP addresses) are changing customers quickly. Expired 10Cs are not exposed on the ThreatFox APl and data Export. However, they are still visibile and
searchable through the ThreatFox U, but flagged to be expired.

Obtain an Auth-Key (Required)

In order to interact with the ThreatFox API, you need to obtain an au first. If you don't have one you can get one for free here:
* abuse.ch Authentication Portal
1 command:

Whenever you interact with the ThreatFox API, you must include the HTTP header auth-key with your Auth-Key. Example

curl -H "Auth-Key: YOUR-AUTH-KEY" -X POST https://threatfox-api.abuse.ch/api/vl/ -d '{ "query": "get_iocs", "days": 1 }'

Query recent 10Cs

You can obtain a copv of the current IOC dataset from ThreatFox by sending an HTTP POST reguest to the Threatfox API as documented below:

Figure 19. ThreatFox platform - IOC source.
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Dashboard > Logic apps > Create Logic App >

Create Logic App (Multi-tenant) -

Basics  Tags Review + create

Create a logic app, which lets you group workflows as a logical unit for easier management, deployment and sharing of
resources. Workflows let you connect your business-critical apps and services with Azure Logic Apps, automating your
workflows without writing a single line of code.

Project Details

Select a subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage
all your resources.

Subscription * @ I Azure for Students v I
Resource Group * © I threathunting v I
Create new

Instance Details

Logic App name * | threatintel > |
Region * | North Europe N |
Enable log analytics * () Yes @ No

A\ There are no log analytics workspace resources in the selected subscription. In order to enable log analytics, either
create a new log analytics workspace resource or switch to a subscription which already has one.

< Previous Next : Tags

Figure 20. Create logic app for IOC ingestion in the same resource group.

Home >
. threatintel
Logic app

£ Search | s« [> Rur (D Refresh 7 Edit Ti] Delete () Disable [y Clone [] Openinmobile > Export v &’ Provide feedback

o5 Overview

~ Essentials
@ Activity log Resaurce group (move) : threathunting Definition . 0 triggers, 0 actions
o Access control (IAM) Location (move) North Europe Status Enabled
@ Tags Subscription (move)  : Azure for Students Runs last 24 hours 0 successful, 0 failed
ﬂ Diagnose and solve problems Subscription ID : bb1d4426-f5e1-4a59-85fc-b0f72316bb49 Integration Account D
7= Resource visualizer Workfiow URL -
> Development Tools Tags (edit) Add tags
> Settings Get started  Run history Trigger history Metrics
> Monitoring

Create workflow using the innovative visual designer
> Automation

Build mission critical workflow with connectors for hundreds of services from Azure
Microsoft, and 3rd parties
Learn mare (&

i B &

> Help

Edit in designer Start from template Quickstarts
Start creating the workflow using visual Choose from a template to start your Read the quickstart guide on how to
designer. Choose from one of the workflow. create your first Logic App.

template, or start from scratch.
rm— Open cuickstart uide @

Figure 21. Create workflow using visual designer.
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. threatintel - X
) Run details {3} Resubmit {} Edit ( Refresh @ Info ~
> . Parse Main JSON
@ Submit from this action
=0 Parameters  Settings  Codeview  About
B reeurrence
Body confidence level
=@ 108
[ 7o store the toc type
ip-part
Body first_seen
=9 2025-86-25 21:33:57 UTC 5 0
| @ o e
Body id
B =@ "1549275"
| B oniy por
Body ioc
+
=@ 5.253,247.131:4782 &
— [ st sentinel Threat
Tipe Body ioc_type
(a? + : il
= ip:port L::H
=@ pip 0
Q | - | Body ioc_type_desc
o T %o ip:port combination that is used for botnet Command&control i |h
B rersc mainssan (C&Q)

Figure 22. Parse IOC’s before pushing it to Sentinel.

NATIONAL COLLEGE OF IRELAND.

P Search resources, services, and docs (G+/) l T Copilot x23269227 @student

Home » threathuntingloganalytics

. threathuntingloganalytics | Logs # - X

Log Analytics workspace

£ NewQuery1* -+ + B save v (1) Share v ... 8= Queries hub

m Time range : Custom Show : 1000 results KQLmode v J

£ m

1 ThreatIntelIndicators

® =

Results  Chart bl
Pattern ObservableKey ObservableValue Type Tenantld SourceSystem L]
[urlvalue = "httpsi//11.comastermaths.c... urlvalue httpsi//11.c.mastermaths.comss... Threatintelindicators 6a73dc04-95f7-deald-82¢f-b16... ThreatFox gﬁ
[urlvalue = "http://881035cm.nyashvib.. urlvalue http://881035cm.nyashviberu/)...  Threatintelindicators 6a73dc04-95f7-4eal-82ef-b16... ThreatFox E
[urlvalue = “hitp://cloud-flaer-verif.co... urkvalue p:/fel i if.com/log Threat] i 6a73dc04-95(7-4eaD-82ef-b16... ThreatFox
urkvalue = “http://resolver.qeopylolfto...  urlvalue http://resolver.qeopylol/toUniv...  Threatintelindicators 6a73dc04-95f7-4ea0-826f-b16..  ThreatFox
[url:value = "http://94.156.152 54/index.... urlvalue http://94.156.152 54/index php Threatintellndicators 6a73dc04-95(7-4eaD-82ef-b16.. ThreatFox
[urlvalue = 'hitp://94.156.152 54/index....  urkvalue hittp://94.156.152 54/index.php Threatintelindicators 6a73dc04-95f7-deal-82ef-b16... ThreatFox
Jurlvalue = “http://resolverqeopylolfto..  urlvalue http//resolver.qeopylol/toUniv..  Threatintelindicators 6a73dc04-95f7-4ea0-826f-b16..  ThreatFox
[urlvalue = "http://881035cm.nyashvib... urkvalue http://881035cm.nyashvibe.ru/)...  Threatintelindicators 6a73dc04-95(7-4ea0-82¢f-b16... ThreatFox

1s752ms  Display time (UTC+00:00) Query details 1-8of20

Figure 23. ThreatIntelligencelndicator table showing ingested I0Cs.
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3.2. RSS Feeds Integration

Connectors for "Threat Intel Alerts" channel in "Threat X
Intel Alerts" team

Office 365 Connectors within Teams will be retired soon. The Workflows app
provides similar functionality with more scalability and security. Learn More.
Note: To manage existing connections, please open Connectors page in Teams web

client.
Search yo All Sort by Popularity ~
Connectors for your team
MANAGE

Configured % RSS

Get RSS feeds for your group. Configure

My Accounts

tg Forms o
CATEGORY - Easily create surveys, quizzes, onfigure
All and polls.
Analytics All connectors

CRM Azure DevOps

Collaborate on and manage
software projects online.

o

Customer Support

Developer Tools
Incoming Webhook

0
HR p -
C}-. Send data from a service to

Marketing your Office 365 group in real
time.

&=

News & Social

Project Management * Jira Cloud
Others Gather, organize., and assign
issues detected in your
software.
. Engage Updated

Receive updates from your
Engage network

Figure 24. Create RSS connections to post blogs on team’s channel.
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Connectors for "Threat Intel Alerts" channel in "Threat pee
Intel Alerts" team

R S S Send feedback

The RSS connector sends periodic updates from an RSS feed. To set up a connector,
enter a link that contains the address for a feed that you want to receive updates from.

Fields marked with * are mandatory
Enter a name for your RSS connection. *

The Hacker News

Address for RSS feed *
https://feeds.feedburner.com/TheHackers

Digest frequency

Choose how often you would like to receive your digest.

Every hour hd

Figure 25. RSS connector configuration.

n Threat Intel Alerts Posts Files Notes o~

Q Unknown user 08:51

CISA Orders Urgent Patching After Chinese Hackers Exploit SharePoint Flaws in Live Attacks

The U.S. Cybersecurity and Infrastructure Security Agency (CISA), on July 22, 2025, added two Microsoft SharePoint flaws, CVE-2025-
49704 and CVE-2025-49706, to its Known Exploited Vulnerabilities (KEV) catalog, based on evidence of active exploitation.To that end,
Federal Civilian Executive Branch (FCEB) agencies are required to remediate identified vulnerabilities by July 23, 2025."CISA is

CISA Warns: SysAid Flaws Under Active Attack Enable Remote File Access and SSRF

The US. Cybersecurity and Infrastructure Security Agency (CISA) added two security flaws impacting SysAid IT support software to its
Known Exploited Vulnerabilities (KEV) catalog, based on evidence of active exploitation.The vulnerabilities in question are listed below
-CVE-2025-2775 (CVSS score: 9.3) - An improper restriction of XML external entity (XXE) reference vulnerability in the

@ reply

Last read
Q Unknown user 11:51 [ New ]

Google Launches 0SS Rebuild to Expose Malicious Code in Widely Used Open-Source Packages

Google has announced the launch of a new initiative called OS5 Rebuild to bolster the security of the open-source package
ecosystems and prevent software supply chain attacks.”As supply chain attacks continue to target widely-used dependencies, OSS
Rebuild gives security teams powerful data to avoid compromise without burden on upstream maintainers,” Matthew Suczzo, Google
Open Source Security

@ reply

Figure 26. Channel posts triggered by RSS connector.
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3.3. CTI Prioritisation Matrix

CTI Scoring Matrix: Criteria + Weights

Criterion Description Score Range Weight Scoring Guide
. Does the CTl reference TTPs relevant ) 8 =see.n " pastmmdent,.z
TTP Alighment ) o 0-3 High = plausible TTP, 1 = generic,
to past internal incidents or alerts?
0=none
Industry Targeted Is the threat specific to your org’s 0-2 Medium 2= same sector, 1=same
sector or geo? region, 0 = no match
Is the threat/ t ted in last 30 2=<7d 1=<30d 0
Heey s the threat/event reported in las 0-2 Medium ays, ays,
days? = older
Confidence Score Confidence as per feed (ThreatFox, 0-2 Medium 2=>80%, 1=50-80%, 0=
(I0C/Feed) MISP, etc.) <50% or not given
. . Does the threat involve stealthy, 1=yes (e.g.,, T1027,
Evasion Capabili 0-1 Low
P v dual-use or evasive techniques? T1055), 0=no
Can it be detected with existing 1=yes (log source
Detection Readiness tools/logs (Sentinel, Defender, 0-1 High y_ g
available), 0 =no
Sysmon)?

Scoring Formula

Total Score =TTP + Industry + Recency + Confidence + Evasion + Detection

Priority Thresholds
Total Score (Simple) Priority Recommended Action
8-11 High Build hypothesis, start hunt immediately
5-7 Medium Correlate with logs; schedule for review
0-4 Low Archive or pass to CTl-only channels

Figure 27. CTI Prioritisation Matrix.

Section 4: Hypothesis Creation & Query Formulation

4.1. FileFix-Style Browser-Launched Command Execution

Hunt ID THO001
Title FileFix-Style Browser-Launched Command Execution
.. Detect browsers spawning suspicious binaries with obfuscation/payload

Objective . I

flags, aligned with FileFix-style attacks.

Triggered by recent articles and LinkedIn posts detailing the FileFix
CTI Reference | social-engineering attack chain. CTI from sources like mrd0x.com and

LinkedIn technical writeups.
MITRE
ATT&CK T1059.001 (Command and Scripting Interpreter: PowerShell)
Mapping

. Adversaries may exploit browsers or File Explorer to execute obfuscated

Hypothesis .. . . .

commands by tricking users into pasting them into the address bar.

let MonitoredCommands = dynamic(["powershell", "pwsh", "regsvr32",
KQL Query "bitsadmin", "certutil", "mshta"]);

let ParentProcessList = dynamic(["chrome", "msedge", "firefox", "brave",
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"explorer"]);

DeviceProcessEvents

| where Timestamp > ago(30d)

| where FileName has _any(MonitoredCommands)

| where InitiatingProcessFileName has any(ParentProcessList)
| where ProcessCommandLine has_any ("-EncodedCommand",
nop", "-NoProfile", "-w hidden", "-WindowStyle Hidden", "-
ExecutionPolicy Bypass", "bypass", "Invoke-WebRequest", "iwr",
"DownloadString", "iex", "Invoke-Expression", "Invoke-Obfuscation",
"Add-MpPreference", "Start-Process")

| project Timestamp, DeviceName, FileName, ProcessCommandLine,
InitiatingProcessFileName, InitiatingProcessCommandLine,
AccountName

| order by Timestamp desc

"-GI’IC", "_

Data Sources

DeviceProcessEvents

Figure 28. Hypothesis & query for FileFix-Style Browser-Launched Command Execution.

Advanced hunting

« Phishing URL Clicks* X

> I

A Query

24

« Common Queries* X

@ Selected workspace: null @ Help resources

“ New query* X @ New query* X @ New query* X « Port Scanning App Detected* X @ New query* X | ..

Setin query ™ Save ™ & Share link

i) Manage rules

25 let MonitoredCommands = dynamic(["powershell.exe","pwsh.exe","regsvr32.exe","bitsadmin.exe","certutil.exe”, "mshta.exe"]);
26 let BrowserList = dynamic(["chrome.exe","msedge.exe”, "firefox.exe", "brave.exe"]);
27 DeviceProcessEvents

28 | where Timestamp > ago(3ed)
29 | where FileMame in~ (MonitoredCommands)
30 and InitiatingProcessFileName in~ (BrowserList)
31 and ProcessCommandLine has_any ("-EncodedCommand", "-nop", "-NoProfile", "-w hidden", “-WindowStyle Hidden")
32
33
34
Getting started Results  Query histary
L Bport v Show empty columns 2items ) (© 00:01.588 @ ive) r
H v O search :01. HEE Low L Charttype ~ [§ /" Full screen

| TimeGenerated
ProcessVersioninfoProdu...
ProcessVersioninfolntern...
ProcessVersionInfoOrigi...
ProcessVersionInfoFileD...

Processld

Timestamp

Deviceld

10.0.26100.3323

POWERSHELL

PowerShell EXE

Windows PowerShell

9688

DeviceName ActionType FileName FolderPath

L]

ProcessCommandLine

"powershell.exe" -NoProfile -WindowStyle Hidden -Command "echo FileFix Simulation > $env.TEMP\filefix bt" I

ProcessintegrityLevel

Medium

A

Figure 29. Execution of query for FileFix-Style Browser-Launched Command Execution.
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4.2. Potential Data Exfiltration (Insider Threat)

Hunt ID

THO002

Title

Potential Data Exfiltration (Insider Threat)

Objective

Identify emails with attachments sent to personal domains by users
shortly before their account was disabled.

CTI Reference

Internal incident history related to intellectual property theft by leavers.
Prior CTI reports highlighting insider threats targeting IP via personal
emails.

MITRE
ATT&CK
Mapping

T1537 (Exfiltration Over Alternative Protocol)

Hypothesis

Users who were disabled recently may have sent sensitive data to
personal email accounts shortly before their departure.

KQL Query

// Define personal email domains

let personalDomains = dynamic(["gmail.com", "yahoo.com",
"outlook.com", "hotmail.com", "aol.com", "icloud.com",
"protonmail.com"]);

/I Step 1: Get latest disable event per user

let latestDisables = AuditLogs

| where OperationName =~ "Disable account”

| mv-expand TargetResources

| extend AccountUPN = tostring(TargetResources.userPrincipalName)
| where isnotempty(AccountUPN)

| summarize DisabledTime = max(TimeGenerated) by AccountUPN;
/I Step 2: Get last sign-in time per user

let lastSignlns = SigninLogs

| summarize LastSignln = max(TimeGenerated) by UserPrincipalName;
// Step 3: Join to keep only users who signed in on the same day as being
disabled

let validDisables = latestDisables

| join kind=inner (

lastSignIns

) on $left. AccountUPN == $right.UserPrincipalName

| where startofday(DisabledTime) == startofday(LastSignIn)

| project AccountUPN, DisabledTime, LastSignln;

/I Step 4: Correlate outbound emails to personal domains within 30 days
of disable

EmailEvents

| where EmailDirection == "Outbound"

| extend RecipientDomain = tostring(split(RecipientEmailAddress,
"@"[1])

| where RecipientDomain in~ (personalDomains)

| join kind=inner (

validDisables

) on $left.SenderFromAddress == $right. AccountUPN

| where TimeGenerated between (DisabledTime -30d .. DisabledTime)
| extend DaysBeforeDisable = datetime diff('day’, DisabledTime,
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TimeGenerated)

| summarize

AttachmentsSent = countif(AttachmentCount > 0),

TotalEmailsSent = count(),

FirstSeen = min(TimeGenerated),

LastSeen = max(TimeGenerated),

ActiveDays = dcount(bin(TimeGenerated, 1d)),
PersonalDomainsContacted = make set(RecipientDomain)

by UserPrincipalName = SenderFromAddress, DisabledTime, LastSignIn
| extend

DaysBeforeDisableStart = datetime diff('day', DisabledTime, FirstSeen),
ActivityDurationDays = datetime diff('day’, LastSeen, FirstSeen)

| where AttachmentsSent > 0

| sort by TotalEmailsSent desc

Data Sources

AuditLogs
SigninLogs
EmailEvents

Figure 30. Hypothesis & query for Potential Data Exfiltration (Insider Threat)

:® New Query 1+

- 0"

10000000 0oooo

TotalEmailss
FirstSeen =

Display time (UTC +00:01

@ Microsoft Sentinel | Logs #

ime, FirstSeen),
een)

DisabledTime [UTC]

TotalEmailsSent Attachmentss,

["gmailcom “outioak.com’]

KaL mode

ActiveDays

Figure 31. Execution of query for Potential Data Exfiltration (Insider Threat).

4.3 Potentially Malicious Browser Extensions

Hunt ID THO003
Title Potentially Malicious Browser Extensions
. . Detect installation of browser extensions known to be involved in spyware and user
Objective . . .
tracking campaigns via Chrome/Edge Web Store.
CTI Initiated in response to recent reports of 18 malicious browser extensions with
Reference | millions of downloads, highlighted by Dark Reading, Koi Security, and Forbes.
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MITRE

ATT&CK | T1176 (Software Extensions: Browser Extensions)
Mapping
.| Users may unknowingly install browser extensions from trusted web stores that
Hypothesis . S .\ .
contain spyware capabilities or leak sensitive activity.
// Inline list of known-bad Chrome extensions
let MaliciousExtensions = datatable(
extension_id:string,
extension_name:string
)|
"kgmeffmlnkfnjpgmdndccklfigfthajen”, "Emoji keyboard online — copy & paste
your emoji",
"dpdibkjjgbaadnnjhkmmnenkmbnhpobj", "Free Weather Forecast",
"gaiceihehajjahakcglkhmdbbdclbnlf", "Video Speed Controller — Video manager",
"mlgbkfnjdmaoldgagamcnommbbnhfnhf", "Unlock Discord — VPN Proxy to
Unblock Discord Anywhere",
"eckokfcjbjbgjifpcbdmengnabecdakp", "Dark Theme — Dark Reader for Chrome",
"mgbhdehiapbjamfgekfpebmhmnmememg", "Volume Max — Ultimate Sound
Booster",
"cbajickflblmpjodnjoldpiicfmecmif”, "Unblock TikTok — One-Click Proxy",
"pdbfcnhlobhoahcamoefbfodpmklgmjm", "Unlock YouTube VPN",
"eokjikchkppnkdipbiggnmlkahcdkikp", "Color Picker Eyedropper — Geco
KQL colorpick”, o .
Query thbiedpeaicgipncdnnkikeehnjiddck", "Weather",

";jdajogomggcjifnjgkpghcijgkbejdi”, "Unlock TikTok",
"mmcnmppeeghenglmidpmjkaiamcacmgm”, "Volume Booster — Increase your
sound",

"ojdkklpgpacpicaobnhankbalkkgaafp", "Web Sound Equalizer",
"lodeighbngipjjedfelnboplhgediclp"”, "Header Value",
"hkjagicdaogfgdifaklcgajmgefjllmd", "Flash Player — games emulator",
"gflkbgebojohihfnnplhbdakoipdbpdm", "YouTube Unblocked",
"kpilmncnoafddjpnbhepaiilgkdcieaf", "SearchGPT — ChatGPT for Search
Engine",

"caibdnkmpnjhjdfnomfhijhmebigcelo", "Unlock Discord"

I;

// Detect .crx installs in the last 30 days

DeviceFileEvents

| where Timestamp > ago(30d)

| where ActionType in ("FileCreated", "FileModified")

| where FileName endswith ".crx"

| extend VersionedID = tostring(split(FileName, ".")[0])

| extend ExtensionID = tolower(split(VersionedID, ' ")[0])
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| summarize LastSeen = max(TimeGenerated) by DeviceName, ExtensionID
| join kind=inner MaliciousExtensions on $left.ExtensionID == $right.extension _id

Data

DeviceFileEvents
Sources

Figure 32. Hypothesis & query for Potentially Malicious Browser Extensions.

Advanced huntmg © Selected workspace: null ) Help resources ~ (@ Query resources report (1] Schema reference
 Phishing URLClicks % |« Common Queries X | ¢ Somehunting X | « Dats Exfitition (Insider Threat) - Personal .. X | @ Filefix (Browser launching executsblesto .. % | @ New query’ X |
> ILTUE TR 71 Setin query Save v |2 Share link B Create detection rule
A Query

4 DeviceFileEvents

5 | uhere Timestamp > ago(36d)
6 | uhere ActionType == "FileCreated” or ActionType == "FileModified”

7 | uhere Filellane endswith ".crx"

8 | extend ExtensionIDversion - tostring(split(Filename,".") [0])

9 | extend ExtensionID = tolower(split(ExtensionIDVersion, '_*) [6])

10 | summarize arg_max(TimeGenerated, *) by DeviceName, ExtensionID i
11| join KoiSecurity on $left. ExtensionID == $right.extension id

12 | project Timestamp, Deviceliame, InitiatingProcessAccountUpn, extension id, extension_name, ActionType, FileName

Getting started ~ Results ~ Query history

®
L Bxport v 1item G 0001604 mmm low © Lo Chartype v ME o Full screen

Filters: 2 Add filter

O Timestamp DeviceName InitiatingProcessAccountUpn extension id extension_name ActionType FileName

[ smznzsoe:zazas_ eokjikehkppridipbiggnmikahcdkikp ~ Color Picker Eyedropper — Geco colorpick  FileCreated EOKJIKCHKPPNKDIPRIGGNMLKAHCDKIKP_1_0_12_0.crx

Figure 33. Execution of query Potentially Malicious Browser Extensions.

¢ Microsoft Sentinel | Hunting
Selecte

O Columns A7 Guides & Feedback

fresh. T Newhunt &

. Hunts (Preview) ~ Queries  Livestream Bookmarks
v Threat management
- Search hunts T Add fiiter

il workbooks [[]  Huntname Status Hypothesis Owner Created time Last update time |
© Hunting
J ] New @ validated & Admin Amruta Pandhare 22407/2025, 14:52
& Notebooks
D New @ validated & Admin Amruta Pandhare 22/07/2025, 13:47 22/07/2025, 1427
Entity behavior
0O New @ validated & admin Amruta Pandhare 22/0772025, 1426 22/07/2025, 14:26

&) Threst intelligence

ATTECK

#. S0C opi

v Content management
3 Content hub
& Repositories
& Community

v Configuration

& Workspace manager

Data connectors
Analytics
E summary rules

@ watchlist

Figure 34. All three hunt queries created.
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Section 5: Peer Review Process

Create a new repository & Try the new experience
A repository contains all project files, including the revision history. Already have a project repository elsewhere?

Import a repository.

Required fields are marked with an asterisk (*).

Owner * Repository name *
Q amruta-2025 - / threat-hunting-queries
@ threat-hunting-queries is available.

Great repository names are short and memorable. Need inspiration? How about symmetrical-pancake ?

Description (optional)

threat-hunting-queries

o E_] Public
"= Anyone on the internet can see this repository. You ch ho can commit.

A E] Private

‘You choose who can see and commit to this repository

Initialize this repository with:

Add a README file

This is where you can write a long description for your project. Learn more about READMEs,
Add .gitignore
.gitignore template: None ~

ose which files not to track from a list of templates. Learn more about ignoring files.

Choose a license

License: None -

A license tells others what they can and can't do with your code. Learn more about licenses.

This will set Fmain as the default branch. Change the default name in your settings.

() You are creating a public repository in your personal account.

Figure 35. Create a new GitHub repository.

<«

() =mnta-205 / threat hunting-queries

Code (@ Issues 11 Pullrequests

o gqueres

[ CODEOWNERS
[ Pull_Request_Template

[) READMEmd

o

© Actions [0 Projects 00 Wiki @ Security |~ Insights  # Settings

threat-hunting-queries / CODEOWNERS (2]

This CODEQWNERS file is valid.

& amnita-2025 Upd:

Code | Blame

D) History

AR

Figure 36. Create CODEOWNERS file for queries.
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O amruta-2025 / threat-hunting-queries

<y Code (9 Issues 17 Pullrequests (3) Actions [ Projects [0 Wiki (@) Security |+ Insights &3 Settings

% General Branch protection rule
Access
A Collaborators #  Protect your most important branches

) Vedsraton est Branch protection rules define whether collaborators can delete or force push to the branch and set
logeration options v
: requirements for any pushes 1o the branch, such as passing status checks or a linear commit history.

Code and automation

I ¥ Branches Branch name pattern *
© Tags
£} Rules v main
® Actions v

¥+ Models

Protect matching branches
&b Webhooks

& Copilot v Require a pull request before merging
When enabled, all commits must be madl to a non-protected branch and submitted via a pull request before they can be merged info

Environments
8 a branch that matches this rule.

9 Codespaces

= Require approvals

9 Pages When enabled, pull requests targeting a matching branch require a number of approvals and no changes requested before they
can be merged,

Security Required number of approvals before merging: 1+
@ Advanced Security [ Dismiss stale pull request approvals when new commits are pushed
£ Deploy keys New reviewable commits pushed to a matching branch will dismiss pull request review appro
[#] Secrets and variables v [J Require review from Code Owners

Require an approved review in pull requests including files with a designated code owner.
Integrations [ Require approval of the most recent reviewable push

Whether the most recent reviewable push must be approved by someone other than the person who pushed it

88 GitHub Apps

E3 Email notifications Require status checks to pass before merging

Choo

d ef r: 2 rgec anch atches this rule. Whe o
Cﬁ‘ Autolink references which status checks must pass before branches can be merged into a branch that matches this rule. When enabled, commits

must first be pushed to another branch, then merged or pushed directly to a branch that matches this rule after status checks have

Figure 37. Create new branch protection rule.

= Q amnuta-2025 / threat-hunting-queries Q Type [[] to search 8 - +-||@|N FA- \é—

<> Code @ lsues 11 Pullrequests  © Acions [ Projects [0 Wiki @ Security | Insights 1 Settings

& General Collaborators and teams
Access. a Public repository
| his reposilory is public and visible to anyon Manage wisibility
Y Moderation options v
Direct access A
Codeand 1 entity has ac
¥ Branches sitory
© Tags
B} Rules ~
© Ations “ | Manage access Add people
3+ Models

& s
& Webhook: O Sselectall Lo

£ Copilot v

B Environments

5 Codespaces

03 Pages AmrutaPandhare
Collabo

(=]

Security

@) Advanced Security

£ Deploy keys

ts and varial

Integations
88 GitHub Apps
£ Emsil natifications

5 Autolink references

Figure 38. Invite collaborators for peer review.
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= o amruta-2025 |/ threat-hunting-queries

<> Code (O Issues [ Pullrequests () Actions [ Projects [0 wiki @ Security

You now have push access to the amruta-2025/threat-hunting-queries repository.

|~ Insights

Q Type 7] to search 8 -~

n e

| where ProcessCommandLine has any &

seodedComand "enc. "1

“Ecutiofolio Bypass” “bypess”. mvoke-WebRsquest”

Obfuscation”, "Add-MpPreference”, "Start-Process’)

| order by Timestamp desc

| project Timestamp, Devicshame. FileName, ProcessCommandline, InitiztingProcessFilshams. InitistingProcessCommandLine.
Acsountiame

O Markdown is supported (& Paste, drop, or cick to add files

Helpful resources

GitHu

w threat-hunting-queries Public @Watch 0 v ¥ Fok 0 v T Sar 0~
¥ main ~ ¥ 1Branch © 0Tags Q Gotofile t  Addfile ~ <> Code ~ About
threat-hunting-queries
& amruta-2025 Update CODEQWNERS 48bceda - 3 minutes ago @ 7 Commits
[0 Readme
M queries/endpoint Create PLACEHOLDER kal 17 minutes ago A Activity
€% 0stars
D CODEOWNERS Update CODEOWNERS 3 minutes ago
® 0watching
[3 Pull_Request_Template Create Pull_Request_Template 32 minutes ago % 0forks
[ READMEmd Initial commit 35 minutes ago Report repository
Releases
[0 README 4
No releases published
Create a new release
g q Packages
threat-hunting-queries Mo packages published
Publish your first package
-
= () aruts2025 / threathunting-queries Q Type (7] tosearch 8- +-|o/n 8@
<> Code (O Issues [ Pullreguests (® Actions [ Projects [ wiki @ Seaurity |~ Insights &8 Settings
Open a pull request
The change you just made was written to a new branch named  Peer- ow to propose these changes. Learn more about diff comparisons here
Tl basemain™ € compare: Peer-Review ™
"4 Add atitle
é Reviewers ]
FileFix-Style Browser-Launched Command Execution.al AmrutaPandhare ENoN]
Atleast 1 approving review is required to merge this
Add a description pull request.
Write | Preview HBIEO?R EE N CIR AR @
FileFix-Stye Browser-Launched Command Execution.
**Description™* Labels ]
Detects instances where browsers (Chrome, Edge, Firefox. Brave) or Explorer spawn seripting o system binaries with flags Noneyet
commonly used for abfuscation or direct payload retrieval. These indicators align with the FilgFi social-engineering method of
tricking users into pasting commands into the File Explorer address bar via a malicious file-upload page (aka “FileFix Attack’)
e Projects 8
“Query™ None yet
et MonitoredCommands = dynamic(["powershell” “push’ “regsw32", "bitsadmin”. “certutl. “mehta’ll
et ParentProcesslist = dynamic(l chrome g ", "brave”, "explorer'T): Milestone )
DeviceProcessEvents
Devicehromesslvents No milestonz
| where Timestamp > ago(30d)
| where Ejghame has anyiiontorsdCommands)
| where [nitiatingProcessFileName has any{ParentProcesslist) Development

Figure 40. Create a new pull request with hunting data.
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.
(=]

= O Notifications Q. Type (7] to search 8 - + - |O|IN
£ Inbox 1 All | Unread Q Search notifications Group by: Date ~
[ Saved
v Done [ Selectall
® (] 1Y) amruts-2025/threat-hunting-queries #1 ! ) . "
Filters FileFix-Style Browser-Launched Command Execution.kgl N FEviam rquesis b o
@ Assigned
Q ProTip! Filter by isunread to 110f1 | Prev  Next
Participating 1
Mentioned
% Team mentioned
4 Review requested 1
Repositories
amruta-2025/threat-hunting- 1
queries
Manage notifications =
Figure 41. Collaborator will receive that pull request for review.

L
= O amruta-2025 / threat-hunting-queries Q Type(7] to search 8 - + - | |Q[)|&
<» Code (D Issues [% Pullrequests 1 (® Actions [ Projects [0 Wiki @ Security | Insights
~ Back to notifications + Done B Unsubscribe ® Mark as unread [ save

amruta-2025 requested your review on this pull request.
FileFix-Style Browser-Launched Command Execution.kql #1 e | €2cots -

amruta-2025 wants to merge 1 commit into main from peer-Review [0
€Y Conversation o - Commits 1 El Checks o [® Files changed 1 +9 -0 AEEER
E‘,’ amruta-2025 commented 1 minute ago Owner Reviewers @
AmrutaPandhare © e

FileFix-Style Browser-Launched Command Execution.

Description

Detects instances where browsers (Chrome, Edge, Firefox, Brave) or Explorer spawn scripting or system binaries with flags
commonly used for obfuscation or direct payload retrieval. These indicators align with the FileFix social-engineering method of
tricking users into pasting commands into the File Explorer address bar via a malicious file-upload page (aka “FileFix Attack”)

Query

let MonitoredCommands = dynamic(["powershell”, "pwsh", “regsvr32", “bitsadmin”, "certutil’, "mshta"]};
let ParentProcesslist = dynamici(["chrome”, "msedge”, “firefox", "brave”, "explorer”]);
DeviceProcessEvents

| where Timestamp > ago(30d)

| where FileName has_any(MonitoredCommands)

| where InitiatingProcessFileName has_any(ParentProcessList)

At least 1 approving review is required to merge this
pull request

Still in progress? Convert to draft

Assignees ]
No ane—assign yourself
Labels e}
None yet

o

Figure 42. Requested pull request for review.
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- FileFix-Style Browser-Launched Command Execution.kq|
Open

amruta-2025 wants to merge 1 commitinto main from peer-geview (O

DeviceProcessEvents
| where Timestamp > ago(30d)

Projects o
| where FileName has_any(MonitoredCommands) None yet
| where InitiatingProcessFileName has_any(ParentProcessList)
| where ProcessCommandLine has_any ("-EncodedCommand”, “-enc”, "-nop”, "-NoProfile”, “-w hidden”, "-WindowStyle Hidden", "~
ExecutionPolicy Bypass”, "bypass”, “Invok quest”, “iwr", "D ring”, "iex", “Invoke-Expression”, "Invoke- Milestone ]

Obfuscation”, "Add-MpPreference”, *Start-Process”) No milestone

| project Timestamp, DeviceName, FileName, ProcessCommandLine, InitiatingProcessFileName, InitiatingProcessCommandLine,
AccountName b . &
| order by Timestamp desc evelopment

Successfully merging this pull request may close these

@ issues,

None yet

- i@ Create FileFix-Style Browser-Launched Command Execution.kgl = Verified fds2bac
Notifications Customize

- ] 2 Unsubscribe

(o} d amruta-2025 requested a review from AmrutaPandhare as a code owner now )

You're receiving notifications because you authored the
Review required ~ participant
At least 1 approving review is required by reviewers with write access. .

e

A 1pending review >

8 Lock conversation

Merging is blocked

At least 1 approving review is required by reviewers with write access.

d Merge without waiting for requirements to be met (bypass rules)

Merge pull request = ~ | You can also merge this with the command line. View command line instructions.

Add a comment

Write Preview H B I = & & =

EER AN C A

Add your comment here...

Figure 43. At least 1 approval is required by collaborators.

<» Code (D lssues 19 Pull requests 1 (O Actions [0 Projects 00 Wiki @ Security [ Insights

~ Back to notifications + Done R Unsubscribe @ Markasunread [ Save X

FileFix-Style Browser-Launched Command Execution. kgl #1 Tyt e peince (k] (€3 o -

amruta-2025 wants to merge 1 commitinto main from peer-review (0]

) Conversation 1 © Commits 1 Bl Checks o [® Files changed 1
Changes from all commits ~  File filter Conversations> Jumpto~ &3~ Finish your review
El '] FileFix- - h Lk u) N _ = Viewec
v queries/endpoint/FileFix-Style Browser-Launched Command Execution.kql (L Wirite = HB I =& o= & @ @2 & ewed [J
60 -2,0 +1,9 @@
1+ let MonitoredCommands = dynamic([“powershell®, "push”, "regsvr3z", “"bit This is working fine and can be tested for deployment|
2+ let ParentProcessList = dynamic(["chrome", "msedge”, "firefox", "brave"
3+ DeviceProcessEvents
4+ | where Timestamp > ago(3ed)
+ | where FileName has_any(MonitoredCommands) s

6 + | where InitiatingProcessFileName has_any(ParentProcessiList) LD Markdown is supported EPaste.drnp.ur:hck to add files
7 + | where ProcessCommandLine has_any ("-EncodedCommand”, "-enc”, *-nop",

sRequest”, "iwr”,

"DawnloadString”, "iex", “Invoke-Expression”, "Invoke-Obfuscation”, "Ad

Comment
& + | project Timestamp, DeviceName, FileMame, ProcessCommandLine, Initiati
B P e Submit general feedback without explicit approval
(o] Approve

Submit feedback and approve merging these changes.
() Request changes

Submit feedback that must be addressed before merging.

O © 2025 GitHub, Inc.  Terms  Privacy  Security

Figure 44. Add review comments.
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~ Back to notifications

FileFix-Style Browser-Launched Command Execution kgl =7
1o ; g

amruta-2

AmrutaPandhare

This is working fine and can be tested for deployment.

o
®

mit bas3ac

@ & smaz02s

Pull request successfully merged and closed

Yo Peer-Review branch can

Add a comment
@

Writ HB I =@

D Markdown is supported 3 Paste, drop, or click to add files

+Done B Unsubscribe ® Mark as unread Rsme X

Collaborator

Delete branch

<> Code (© Issues Il Pull requests
[ Files
¥ main - + Q

v [ queries/endpoint
[ FileFix-Style Browser-Launched ..
[ PLACEHOLDER kg
[) CODEOWNERS
[) Pull Request Template

[} READMEmd

= O amuta-2025 | threat-hunting-queries

® Actions [ Projecs [ Wik @ Security | Insights @8 Settings

threat-hunting-queries / queries

Code | Blame ¢

"-neg”, "-NePrafile",

omandline, InitiatingProcessFileName, InitistingPre

ndpoint / FileFix-Style Browser-Launched Command Execution.kgl (2

) History

17, "mhta"l);

en”,

quast™, "iwr*, "Downloadstri , "Imvoke-Ex

sCommandine, Accountiane

Figure 46. GitHub repository with approved threat hunting queries.
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Section 6: Hypothesis Validation (Red/Blue Testing)

6.1. FileFix-Style Browser-Launched Command Execution

[ Amazon WorkSpaces
Amazon WarkSpaces View Seftings Support

 File Sharea With You

¢ 5> @ @ OMe b ndhare/O

Task Manager S Type a name, publisher, ar PID.

@ Google chrome isn't your default browser (SRR = Processes Ewu”lému

s £ 70%
mr.d0x shared a file with you status wu

G Click the button to opea the file in Exploser. Apps (2)

| Open File Explorer 5 @ Google Chrome (13) 117.4M8

> P Task Manages 1me

Background processes (65)

> [E amazon-ssm-agent oM

> [E] aman-nsp-dev-host-adapter 041 Mess

> [&) Antimabware Core Service (0

7 W] Antimehuers Senvice Exccutable 1210875
[ COM Surrogate omars
3] COM Surogte oM
[®] CTF Loader oM
30 0CV Agent 0.1 Mers
[ DOV Agent o mas
3] DCV Agent (0

Figure 47. Phishing payload creation.

% Amazon WorkSpaces

Amazon WorkSpaces View Settings Support

R v @ File Shared With You x [ B B ”

€ > C M@ @ File  D:/Users/amruta.pandhare/OneDrive%20-%2R%npmtiXBideatiofesktop/ignoretest.html b 3} ®

Ge @ Google Chrome isn't your default browser Set as default X

mr.d0x shared a file with you

Gy Click the buttor & Open »”
Gl
OpenFilsFpll ¢« 5 - 2 miL Powershell.exe -c "echo FileFix Test > %TEMP%\filefixtt” # C:ACompany\HRPolicy.docx ]| I | = | SearchAmruta Pandhare P
-
A Organize v New folder 2~ 0O o
Team
4l T @B B8 TT a0 EBEnT
Ej Gallery 3 e = g 8 5
Contacts Desktop Docume Docume Downloa Favorites Links Music OneDrive OneDrive
al] 5 @ Amruta - RGOS nts nts ek m
o ISR >
| &M Desktop » = §
QOpenVP Pictures Saved Searches Videos
ol & Downloads # N Games
Wark$ = Documents #
P9 Pictures »
[
- @ Music »
Am: File name: | AllFiles v
WorkS) -
L)

Figure 48. FileFix Style malicious command execution.
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Amazon WorSpaces View Settinge Support
] XXXXXXX e
File Edit Search oding Languige Settings Run s R
JHHERGR FDD/dec/aitx GHEI% T FRIECAue|@F
| = gnoretestntmi E!l 5
1 DOCTYPE hemil Mansger ame, publisher, or PID
3 JPile Shared With Youc/Tities
* Processes B Run new task
iT.d0x shared a file with you</h:
<p>Click the button to open the fila in Explorer.< Prncestas T
¥ open->Open File Explorer</outtons 2
scaipt
canst cmd = . FileFix Tes filef ¥ ox' 7 lers > AMRUTA~1PAN > AppData > Local > Temp > p
11 [ documenc.gecElemencByld( ) .addEventListensr( e, () = {
tor.ClipboaTd. writeText (cnd) ;
document , querySelector (' trput (typest ) click() ; 0] H Sont = View
e
O P—— - s
| etnpuc cype=rrilas e="display:none® /| - O X
F</pody B igroretesthemi flefoxtet X +
File  Edit _ View H ~ ~ B I o- @
Test
L LfBCe™yE ~ 0
E——
6.2. P jal Data Exfiltration (Insider Th
.2. Potential Data Exfiltration (Insider Threat)
Home > Microsoft Sentinel
. Microsoft Sentinel | Logs X
- orks a
£ New Query1* -+ Save v [ Share v
= IEIER e ronoe: setinguery  Show: 1000 resuits KQLmode v
& 110 | extend DaysBeforeDisable - datetine diff( day’, Disabledlime, TimeGenerated)
g1 | 122 | summarize
s 121 AttachmentsSent = countif(AttachmentCount > 8), |
o 122 TotalEmailsSent = count(),
< i FirstSeen - min(TimeGenerated),
124 LastSeen - max(TimeGenerated),
125 ActiveDays - dcount(bin(TimeGenarated, 1d)),
126 PersonalDomainsContacted = make set(RecipientDomain]
127 by UserPrincipalName = SenderFromAddress, DisabledTime, LastSignIn
128 | extend
120 DaysBeforeDisableStart - datetime diff(day’, Disabledlime, FirstSeen),

3 ActivityDurationDays = datetime diff('day’, LastSeen, FirstSeen) -
| where AttachmentsSent > @ |
| sort by TotalEmailsSent desc

Results  Chart R

D UserPrincipalName DisabledTime [UTC] LastSignin [UTC] PersonalDomainsContacted TotalEmailsSent AttachmentsS.. FirstSeen [UTC] LastSeen [UTC]

(m] 5, 15:4327.835 27/D6/2025, 154717513 [hotmail.com™,"gmail.com” yahoo.com™, outlookeom™ 50 u '25/06/2025, 08:40:43.000 27/06/2025, 1437:19.000

(m] 5, 173737.200 28/03/2025, 22:4555.540 [gmail.com”,"hotmail.com”,idoud.com™] a“ 10 28/04/2025, 181242000 27/052025, 170819000

(m] 131331160 26/5/2025, 134746553 [gmail.com] 36 36 29/04/2025, 134921000 15/05/2025, 09:41:27.000 6
D 5, 173321396 28/05/2025, 13:11:46.T18 [yahoo.com”,"gmail.com”] 25 5 28/04/2025, 17:41:13.000 21/05/2025, 1822:17.000 12
D 5, 173321385 28/05/2025, 18:28:59.153 [Fgmail.com® *hotmail.com”] 24 20 01/05/2025, 155 .000 28/05/2025, 15:44:05.000 9
D 173321313 28/05/2025, 182549051 [gmailcom®] 7 1 01/05/2025, 2101:21.000 21/05/2025, 05:51:49.000 5
D 124708576 18/06/2025, 10:08:14.237 [Fgmail.com® *outiook.com] 6 4 29/05/2025, 11:05:40.000 16/06/2025, 09:12:33.000 5
D 194859212 08/05/2025, 17:55% [outiookcom®, gmail.com] 3 1 109/04/2025, 1708:56.000 08/05/2025, 1322:01.000 3
(m] 121307.699 30/04/2025, 090004 678 [gmailcom™] 5 1 05/04/2025, 170155000 26/04/2025, 13:54:43.000 3
(m] 121026543 09/06/2025, 0901:45.791 [gmail.com” “outiookcom’] 5 2 15/05/2025, 09:11:34.000 09/06/2025, 08:10:26.000 3

25T0ms  Display time (UTC+00:00) 1-1of13

Figure 50. Email events SOC telemetry.
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Microsoft Sentinel | Logs #

O New Query 1* =)
- TimeGenerated)
wher =
sort by T —a
Results  Chart
[© userPrincipaiName PersonalDomainsContacted TotalEmailsSent AttachmentsS... ActiveDays
['gm Aﬁ , f
[gmail.com’] 3% % 6
6 4
“outiookcom’] 5 2 3
Figure 51. Suspicious data exfiltration by departing employee.
¢ A /e » Archive Sear ast refreshed

Go Back Forward Selected Items  ExportData View ~

Q

B O From To Subject Size Date

B B @ 457k 202505151041 O
B B i 292k 2025-051510:111 O
B B @ 186MB 202505071514 O
B O B 0 30MB 202505071448 O
A B @ 1518kB 202505050833 O
B B i 32mB  2025-050508:30 O
B B i 9emB 2025-05-0508:20 O
B O B @ 361k 202505050828 O
B O B 0 28m8 202505050827 O
B B 0 28mB  2025-05-0508:26 O
B B @ 43708 2025-05-0508:26 O
B O B 0 s3mB 202505050825 O
B O B 0 s2mB 202505050825 O
B B @ 12m8 202505050822 O
B B0 semB  2025-050508:17 O
B O B @ 23me 202505031513 O
B O B 0 161MB 202505031512 O

Figure 52. Validated Mimecast logs for data exfiltration for the same departing user.
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6.3.

Potentially Malicious Browser Extensions

¢ % chromewsbstore.google.com/detail/colorpick-ayedropper/ahcpnigalekghcmgedcenkpelffp

[3 Heaven [ Imported (1

[3 STUDY [ Blogs
Q, Search extensions and themes

£& chrome webstore

Discover Extensions Themes

?’- ColorPick Eyedropper

@ httpu/ividsbee.com/ 4.2 % (1.2K ratings) < Share

Extension  Developer Tools 1,000,000 users

@ This extension is no longer available because it doesn't follow best practices for Chrome extensions. Learn more
Try one of these alternatives:
/%
.
. 2 \4
&
el 211 | 0 VIBRANT
C@®LORZILLA Color Dropper Evedropper
; yedropp
Vatar
ColorZilla Color Picker and Eye... Color Eyedropper Color Picker - Web...
4.6% (3.9K) © 46% (O 5ok (M@ 5.0% (3) ©
Advanced Eyedropper, Color Color Picker tool extracts colours Pick colors from wab pages, color Free eyedropper tool for capturing
Picker, Gradient Generator and... from a webpage and stores the. picker and your personal color... website colors. Features live colo

Figure 53. Malicious browser extension removed by chrome web store.

>

Advanced hunting

& Phishing URL Clicks X |« Common Queries X | ¢ Somehunting X

Schema reference

[0 Selected workspace: null @ Help resources ~ (& Query resources report

& Data Exfiltration (Insider Threat) - Personal .. X | @ Filefix (Browser launching executablesto .. X | « Newquery* X |

B Create detection rule v

DLTLETCA (56 Set in query v Save v & Sharelink

A\ Query

4 DeviceFileEvents

5 | where Timestamp > ago(30d)

6 | where ActionType == "FileCreated” or ActionType == "FileModified"
7 | where FileName endswith ".crx"

8 | extend ExtensionIDVersion = tostring(split(FileName,".") [0])

9 | extend ExtensionID = tolower(split(ExtensionIDversion, '_') [])

10 | summarize arg_max(TimeGenerated, *) by DeviceName, ExtensionID
11 | join KeiSecurity on $left. ExtensionID == $right.extension_id
12 | project Timestamp, DeviceName, InitiatingProcessAccountUpn, extension_id, extension_name, ActionType, FileName

Gettingstarted ~ Results  Query history

o)
L Bport v Titem ©0001604 mmm low © |7 Charttype v P /' Fullscreen

Filters: 7 Add filter

[ Timestamp DeviceName InitiatingProcessAccountUpn extension id extension_name ActionType FileName

o > BJu\ZDZSOB:SS:AG_ eckjikchkppnkdipbiggnmlkahcdkikp  Color Picker Eyedropper — Geco colorpick  FileCreated EOKJIKCHKPPNKDIPBIGGNMLKAHCDKIKP_1.0_12_0.crx.

Figure 54. Malicious browser extension installed on user’s device.
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Section 7: Detection Rule & Playbook Creation

Microsoft Azure A Search resources, services, and docs (G+/) I T Copilot
Home > Microsoft Sentinel
Microsoft Sentinel <« 7= Microsoft Sentinel | Automation - X
National College of Ireland (studentncirl.onmicros Selected workspace: ‘threathuntingloganalytics'
O Search « Create v () Refresh S5 Automation health workbook e =T e =l e
+ Create 3 Manage view ~ )— + ~
a
§ Notebooks Automation rule
(D) You are viewing a new version of Browse ) 0 | l More content at
ience. Click here t the old * Entity beh Playbook with Content Hub
experience. Click here to access the old & Entity behavior aybook wit lent trigger [piad rules Enabled playboaks
experience,
© Threat intelligence Playbook with alert trigger
+, MITRE ATTR(CK § L slaybooks Playbook templates
(] Namet P ereview) Playbook with entity trigger
7 i i Blank playbook Add filter
D @ threathuntingloganalytics /- 50C optimization Py it
* Content management Order Display name Trigger Analytic rule names Actions Expiratic
B Content hub
& Repositories "6 No automation rules were found
Community P
- v What is it?
~ Configuration Automation rules allow you to centrally manage all the automation of incident handling. Automation rules streamline automation use in
Microsoft Sentinel and enable you to simplify complex workflows for your incident orchestration processes.
& Workspace manager
(Preview) How does it work?
B Data connectors Automation rules are triggered by the creation of incidents. You can set conditions to govern when actions will run, based on the incident
L and entity details and on analytics rules. You can also set the order of actions and the rule’s expiration time.
& Analytics
What does it do for you?
B Summary rules
4 e - 4 & Watchlist Sl Automate incident configuration {‘5'_‘] Trigger playbooks for Microsoft
Showing 1- 1 of 1. Display | auto v - - B Cicectly set incident status or severity,assign an Providers
count: & Automation owner, or add a tag when an incident is created, N N N
h 4 for running 2 playbook Automate the handling of Microsoft security alerts
A o without the nes g3 play! b annhiin rilac #n incidante rrasbad frm the

Figure 55. Example of playbook creation for detection rule.

R Search resources, services, and docs (G+/) l o Copilot

Home > Microsoft Sentinel | Automation >

Create playbook

Basics Connections Review and create

Select the subscription to manage deployed resources and costs. Use resource groups like folders to
organize and manage all your resources.

Subscription

‘ Azure for Students ™

‘ Resource group

threathunting v |

Create new

Playbook name *

Notify_HR_Data_Exfiltration

D Enable diagnostics logs in Log Analytics (D

Figure 56. Create a playbook to notify HR about data exfiltration.
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Home > Microsoft Sentinel | Automation > Notify HR_Data_Exfiltration os al " » 5%
uccessfully saved workflow
o Notify_HR_Data_Exfiltration | Logic app designer * sstully saved workflow
¥ Logica "Notify_HR_Data_Exfiltration’
gic app
P search [> Run ~ (@) parameters (] Codeview - G2 Connections @ Info ~
% Overview
» Send an email (V2) H
H Activity log
e Microsoft Sentinel
QP‘ Access cantrol (1AM) ident Parameters  Settings  Codeview  Testing  About
@ Tags
@
f-" Diagnose and solve problems To*
<t Resource visualizer + x23269227 @student.ncirl.ie
~ Development Tools 0 Subject *
Get incident . _ .
2. Logic app designer Potential Data Exfiltration (Insider Threat) Detected
@
<[> Logic app code view l Body *
1] Logic app templates + O Normal v Arial ~ 15px~ B [ U A & o
D) Run history } l <h3>Alert: Potential Data Exfiltration (Insider Threat) Detected</h3> a
Send an email (V2) <p><strong>Title:</strong> [ wiggerBody) x </p>
2 Versions + <p> <strong>Description: </strong> B viggerBody() x </p>
) )
@ APl connections - <p><strong>Time:</strong> [ triggerBody x </p>
+ <p> <strong>Entities:</strong> [ triggerBody) » </p>
& Quick start guides <p><a href="https://portal.azure.com/#/resource [l triggerBody() x ">View in
v Settings & Sentinel</a></p>
@ Settings
) Q v
Authorization
@ Access keys - )

Figure 57. Create a logic flow to send email on incident trigger.

£ Search resources, services, and docs (G+/)

Microsoft Azure

I T Copilot

Create new automation rule X

Home > Microsoft Sentinel | Analytics >

Analytics rule wizard - Create a new Scheduled rule

Automation rule name *

General Set rule logic Incident settings Automated response Review +

[ Potential Data Exfiltration (Insider Threat)

Automation rules Trigger
View all automation rules that may be triggered by this analytics rule and create new autor | When incident is crested > ‘
+ Add new
Conditions
Order Automation rule name R
Incident provider Operation: E
No automation rules
o
Analytic rule name Operation: Contair Value: Current rule
+ Add v
Actions (O
[ Run playbook v i
{ } Notify_HR_Data_Exfiltration v ]
Azure for Students / threathunting
Alert automation (classic)
A As of June 2023, you can no longer select playbooks to run directly from an analytics ru -+ Add action
method will be deprecated.
. . Rule expiration @
T——— _
| Indefinite B | Time
Order (0 |

Figure 58. Add created playbook to detection rule for automated response.
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Section 8: Documentation & Knowledge Formalisation

A B
1 Threat Hunting Template
2 Hunt ID THO001
3 Title FileFix-Style Browser-Launched Command Execution
+ Objective D.elec.l browsers spawning suspicious binaries with obfuscation/payload flags, aligned with
FileFix-style attacks.
- CTI Refe Triggered by recent articles and LinkedIn posts detailing the FileFix social-engineering attack

chain. CTI from sources like mrdOx.com and LinkedIn technical writeups.

& MITRE ATT&CK Mapping T1059.001 (Command and Scripting Interpreter: PowerShell)

Adversaries may exploit browsers or File Explorer to execute obfuscated commands by tricking

7 Hypothesis users into pasting them into the address bar.
let MonitoredCommands = dynamic(["powershell", "pwsh", "regsvr32", "bitsadmin", "certutil",
"mshta"]);
let ParentProcessList = dynamic(["chrome", "msedge", "firefox", "brave", "explorer"]);
DeviceProcessEvents
| where Timestamp > ago(30d)
| where FileName has_any(MonitoredCommands)

2 [KQL Query | where InitiatingProcessFileName has_any(ParentProcessList)

| where ProcessCommandLine has any ("-EncodedCommand", "-enc", "-nop", "-NoProfile", "-w
hidden", "-WindowStyle Hidden", "-ExecutionPolicy Bypass", "bypass", "Invoke-WebRequest",
"twr", "DownloadString", "iex", "Invoke-Expression", "Invoke-Obfuscation",
"Add-MpPreterence", "Start-Process")

| project Timestamp, DeviceName, FileName, ProcessCommandLine,
InitiatingProcessFileName, InitiatingProcessCommandLine, AccountName

| order by Timestamp desc

= Maturity Level Assessment  CTI Priortization =~ SOP Template 1 SOP Template 2 SOP Template 3+

Figure 59. Detailed documentation of threat hunting SOPs

Section 9: Retrospective & Metrics Dashboard

[ad QuickSight

‘ Q ‘ Datasets NEW DATASET  ~

W Favorites Name Owner Last Modified

@© Recent

[ My folders

Shared folders —
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Figure 60. Create a dashboard using Amazon QuickSight.
35



& = G [ httpsy//eu-west-1.quicksight aws amazon.com/sn/data

Datasets

Data source details *
Table: Sheet1

Estimated tablesi... 21.8 KB

Data source: Hunt Summary Test.xlsx

Create a Dataset
FROM NEW DATA SOURCES Import to SPICE

Edit/Previewdata || Augment with SageMaker m

Amazon S3

Upload a file w
{.esv, .sy, cIf, .elf, xlsx, json)

Amazon Athena Amazon RDS

KA
[m]
v

Auto-discovered Manual connect

SQL Server

Amazon Redshift . Amazon Redshift

MySQL W PostgreSQL @ ORACLE

Amazon Aurora ,;ﬂ MariaDB - Presto spa-? Spark

Teradata

Provided by Teradata

Snowflake

aVe
k/\3

Google BigQuery AWS loT Analytics

Figure 61. Upload threat hunting data including all the details.
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Figure 63. Threat hunting dashboard.
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