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Configuration Manual 

Amruta Pandhare 

Student ID: x23269227 
 
 

This configuration manual provides a step-by-step guide for implementing the THRIVE threat 

hunting methodology in a Security Operations Centre (SOC) or lab environment. Due to 

confidentiality restrictions, specific organisational data cannot be disclosed. To ensure 

reproducibility, a functionally equivalent environment was replicated using an Azure student 

subscription. This configuration manual includes setup instructions, tool configurations, and 

workflow steps with screenshots so that the process can be replicated for training, evaluation, or 

operational deployment. 

 

Section 1: Environment Setup  

1.1.  Azure Environment 

 

 
Figure 1. Create Azure resource group in an appropriate region. 
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Figure 2: Create log analytics workspace in the resource group and region. 

 

 
Figure 3. Workspace overview showing workspace name and ID. 
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Figure 4. Create virtual machine for log ingestion. 

 

 

 
Figure 5. Create Windows 10 virtual machine in the same region and virtual network. 
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Figure 6. Successfully deploy virtual machine 

 

 

 
Figure 7. Create data collection rule for log onboarding. 
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Figure 8. Add data sources (Windows Events Logs). 

 

 

 
Figure 9. Add log analytics workspace as destination. 
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Figure 10. Download RDP file to connect to the virtual machine. 

 

 

 

 
Figure 11. Connect to the virtual machine & perform some activities to generate logs. 
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Figure 12. Workspace Agents view confirming the VM is connected. 

 

 

 

 
Figure 13. Workspace logs query confirming heartbeat from the VM. 
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Figure 14. Enable Microsoft Sentinel on the Log Analytics workspace. 

 

 

 

 
Figure 15. Sentinel logs query confirming logs from the VM. 
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1.2.  AWS WorkSpaces Setup (for Red/Blue team testing) 

 

 
Figure 16. Amazon workspaces test machine for red/blue team testing. 

 

 

 

 
Figure 17. Defender device inventory showing the AWS WorkSpace onboarded. 
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Section 2: Hunting Maturity Model (HMM) self‑assessment 

 

 
Figure 18. Hunting Maturity Model self-assessment. 

 

Section 3: Threat Intelligence Ingestion & Prioritisation 

 

3.1. Automating IOC Ingestion with Logic Apps 

 

 
Figure 19. ThreatFox platform - IOC source. 
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Figure 20. Create logic app for IOC ingestion in the same resource group. 

 

 
Figure 21. Create workflow using visual designer. 
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Figure 22. Parse IOC’s before pushing it to Sentinel. 

 

 

 
Figure 23.  ThreatIntelligenceIndicator table showing ingested IOCs. 
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3.2. RSS Feeds Integration 

 

 
Figure 24. Create RSS connections to post blogs on team’s channel. 
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Figure 25. RSS connector configuration. 

 

 
Figure 26. Channel posts triggered by RSS connector. 
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3.3. CTI Prioritisation Matrix 

 

 
Figure 27. CTI Prioritisation Matrix. 

 

Section 4: Hypothesis Creation & Query Formulation 

 

4.1 . FileFix-Style Browser-Launched Command Execution 

 

Hunt ID TH001 

Title FileFix-Style Browser-Launched Command Execution 

Objective 
Detect browsers spawning suspicious binaries with obfuscation/payload 

flags, aligned with FileFix-style attacks. 

CTI Reference 
Triggered by recent articles and LinkedIn posts detailing the FileFix 

social-engineering attack chain. CTI from sources like mrd0x.com and 

LinkedIn technical writeups. 

MITRE 

ATT&CK 

Mapping 

T1059.001 (Command and Scripting Interpreter: PowerShell) 

Hypothesis 
Adversaries may exploit browsers or File Explorer to execute obfuscated 

commands by tricking users into pasting them into the address bar. 

KQL Query 
let MonitoredCommands = dynamic(["powershell", "pwsh", "regsvr32", 

"bitsadmin", "certutil", "mshta"]); 

let ParentProcessList = dynamic(["chrome", "msedge", "firefox", "brave", 
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"explorer"]); 

DeviceProcessEvents 

| where Timestamp > ago(30d) 

| where FileName has_any(MonitoredCommands) 

| where InitiatingProcessFileName has_any(ParentProcessList) 

| where ProcessCommandLine has_any ("-EncodedCommand", "-enc", "-

nop", "-NoProfile", "-w hidden", "-WindowStyle Hidden", "-

ExecutionPolicy Bypass", "bypass", "Invoke-WebRequest", "iwr", 

"DownloadString", "iex", "Invoke-Expression", "Invoke-Obfuscation", 

"Add-MpPreference", "Start-Process") 

| project Timestamp, DeviceName, FileName, ProcessCommandLine, 

InitiatingProcessFileName, InitiatingProcessCommandLine, 

AccountName 

| order by Timestamp desc 

Data Sources DeviceProcessEvents 

 

Figure 28. Hypothesis & query for FileFix-Style Browser-Launched Command Execution. 

 

 

 
Figure 29. Execution of query for FileFix-Style Browser-Launched Command Execution. 
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4.2. Potential Data Exfiltration (Insider Threat) 

 

Hunt ID TH002 

Title Potential Data Exfiltration (Insider Threat) 

Objective 
Identify emails with attachments sent to personal domains by users 

shortly before their account was disabled. 

CTI Reference 
Internal incident history related to intellectual property theft by leavers. 

Prior CTI reports highlighting insider threats targeting IP via personal 

emails. 

MITRE 

ATT&CK 

Mapping 

T1537 (Exfiltration Over Alternative Protocol) 

Hypothesis 
Users who were disabled recently may have sent sensitive data to 

personal email accounts shortly before their departure. 

KQL Query 

// Define personal email domains 

let personalDomains = dynamic(["gmail.com", "yahoo.com", 

"outlook.com", "hotmail.com", "aol.com", "icloud.com", 

"protonmail.com"]); 

// Step 1: Get latest disable event per user 

let latestDisables = AuditLogs 

| where OperationName =~ "Disable account" 

| mv-expand TargetResources 

| extend AccountUPN = tostring(TargetResources.userPrincipalName) 

| where isnotempty(AccountUPN) 

| summarize DisabledTime = max(TimeGenerated) by AccountUPN; 

// Step 2: Get last sign-in time per user 

let lastSignIns = SigninLogs 

| summarize LastSignIn = max(TimeGenerated) by UserPrincipalName; 

// Step 3: Join to keep only users who signed in on the same day as being 

disabled 

let validDisables = latestDisables 

| join kind=inner ( 

lastSignIns 

) on $left.AccountUPN == $right.UserPrincipalName 

| where startofday(DisabledTime) == startofday(LastSignIn) 

| project AccountUPN, DisabledTime, LastSignIn; 

// Step 4: Correlate outbound emails to personal domains within 30 days 

of disable 

EmailEvents 

| where EmailDirection == "Outbound" 

| extend RecipientDomain = tostring(split(RecipientEmailAddress, 

"@")[1]) 

| where RecipientDomain in~ (personalDomains) 

| join kind=inner ( 

validDisables 

) on $left.SenderFromAddress == $right.AccountUPN 

| where TimeGenerated between (DisabledTime -30d .. DisabledTime) 

| extend DaysBeforeDisable = datetime_diff('day', DisabledTime, 
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TimeGenerated) 

| summarize 

AttachmentsSent = countif(AttachmentCount > 0), 

TotalEmailsSent = count(), 

FirstSeen = min(TimeGenerated), 

LastSeen = max(TimeGenerated), 

ActiveDays = dcount(bin(TimeGenerated, 1d)), 

PersonalDomainsContacted = make_set(RecipientDomain) 

by UserPrincipalName = SenderFromAddress, DisabledTime, LastSignIn 

| extend 

DaysBeforeDisableStart = datetime_diff('day', DisabledTime, FirstSeen), 

ActivityDurationDays = datetime_diff('day', LastSeen, FirstSeen) 

| where AttachmentsSent > 0 

| sort by TotalEmailsSent desc 

Data Sources 
AuditLogs 

SigninLogs 

EmailEvents 

Figure 30. Hypothesis & query for Potential Data Exfiltration (Insider Threat) 

 

 
Figure 31. Execution of query for Potential Data Exfiltration (Insider Threat). 

 

4.3 Potentially Malicious Browser Extensions 

 

Hunt ID TH003 

Title Potentially Malicious Browser Extensions 

Objective 
Detect installation of browser extensions known to be involved in spyware and user 

tracking campaigns via Chrome/Edge Web Store. 

CTI 

Reference 

Initiated in response to recent reports of 18 malicious browser extensions with 

millions of downloads, highlighted by Dark Reading, Koi Security, and Forbes. 
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MITRE 

ATT&CK 

Mapping 

T1176 (Software Extensions: Browser Extensions) 

Hypothesis 
Users may unknowingly install browser extensions from trusted web stores that 

contain spyware capabilities or leak sensitive activity. 

KQL 

Query 

// Inline list of known-bad Chrome extensions 

let MaliciousExtensions = datatable( 

extension_id:string, 

extension_name:string 

)[ 

"kgmeffmlnkfnjpgmdndccklfigfhajen", "Emoji keyboard online — copy & paste 

your emoji", 

"dpdibkjjgbaadnnjhkmmnenkmbnhpobj", "Free Weather Forecast", 

"gaiceihehajjahakcglkhmdbbdclbnlf", "Video Speed Controller — Video manager", 

"mlgbkfnjdmaoldgagamcnommbbnhfnhf", "Unlock Discord — VPN Proxy to 

Unblock Discord Anywhere", 

"eckokfcjbjbgjifpcbdmengnabecdakp", "Dark Theme — Dark Reader for Chrome", 

"mgbhdehiapbjamfgekfpebmhmnmcmemg", "Volume Max — Ultimate Sound 

Booster", 

"cbajickflblmpjodnjoldpiicfmecmif", "Unblock TikTok — One-Click Proxy", 

"pdbfcnhlobhoahcamoefbfodpmklgmjm", "Unlock YouTube VPN", 

"eokjikchkppnkdipbiggnmlkahcdkikp", "Color Picker Eyedropper — Geco 

colorpick", 

"ihbiedpeaicgipncdnnkikeehnjiddck", "Weather", 

"jjdajogomggcjifnjgkpghcijgkbcjdi", "Unlock TikTok", 

"mmcnmppeeghenglmidpmjkaiamcacmgm", "Volume Booster — Increase your 

sound", 

"ojdkklpgpacpicaobnhankbalkkgaafp", "Web Sound Equalizer", 

"lodeighbngipjjedfelnboplhgediclp", "Header Value", 

"hkjagicdaogfgdifaklcgajmgefjllmd", "Flash Player — games emulator", 

"gflkbgebojohihfnnplhbdakoipdbpdm", "YouTube Unblocked", 

"kpilmncnoafddjpnbhepaiilgkdcieaf", "SearchGPT — ChatGPT for Search 

Engine", 

"caibdnkmpnjhjdfnomfhijhmebigcelo", "Unlock Discord" 

]; 

// Detect .crx installs in the last 30 days 

DeviceFileEvents 

| where Timestamp > ago(30d) 

| where ActionType in ("FileCreated", "FileModified") 

| where FileName endswith ".crx" 

| extend VersionedID = tostring(split(FileName, '.')[0]) 

| extend ExtensionID = tolower(split(VersionedID, '_')[0]) 
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| summarize LastSeen = max(TimeGenerated) by DeviceName, ExtensionID 

| join kind=inner MaliciousExtensions on $left.ExtensionID == $right.extension_id 

Data 

Sources 
DeviceFileEvents 

 

Figure 32. Hypothesis & query for Potentially Malicious Browser Extensions. 

 

 

 
Figure 33. Execution of query Potentially Malicious Browser Extensions. 

 

 

 

 
Figure 34. All three hunt queries created. 
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Section 5: Peer Review Process 

 

 
Figure 35. Create a new GitHub repository. 

 

 

 
Figure 36. Create CODEOWNERS file for queries. 
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Figure 37. Create new branch protection rule. 

 

 
Figure 38. Invite collaborators for peer review. 
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Figure 39. Granted push access to the collaborators. 

 

 
Figure 40. Create a new pull request with hunting data. 
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Figure 41. Collaborator will receive that pull request for review. 

 

 

 

 
Figure 42. Requested pull request for review. 
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Figure 43. At least 1 approval is required by collaborators. 

 

 

 

 
Figure 44. Add review comments. 
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Figure 45. Merge it to the main branch if validated. 

 

 

 
Figure 46. GitHub repository with approved threat hunting queries. 
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Section 6: Hypothesis Validation (Red/Blue Testing) 

 

6.1. FileFix-Style Browser-Launched Command Execution 

 
Figure 47. Phishing payload creation. 

 

 
Figure 48. FileFix Style malicious command execution. 

xxxxxxxxxxx

xxxxxxxxxxxxxxxxxx
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Figure 49. Malicious payload code & output. 

 

 

6.2. Potential Data Exfiltration (Insider Threat) 

 

 
Figure 50. Email events SOC telemetry. 

 

xxxxxxx



31 
 

 
Figure 51. Suspicious data exfiltration by departing employee. 

 

 

 
Figure 52. Validated Mimecast logs for data exfiltration for the same departing user. 
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6.3.  Potentially Malicious Browser Extensions 

 
Figure 53. Malicious browser extension removed by chrome web store. 

 

 

 
Figure 54. Malicious browser extension installed on user’s device. 
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Section 7: Detection Rule & Playbook Creation 

 

 
Figure 55. Example of playbook creation for detection rule. 

 

 

 
Figure 56. Create a playbook to notify HR about data exfiltration. 
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Figure 57. Create a logic flow to send email on incident trigger. 

 

 

 

 
Figure 58. Add created playbook to detection rule for automated response. 
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Section 8: Documentation & Knowledge Formalisation 

 

 
Figure 59. Detailed documentation of threat hunting SOPs 

 

 

Section 9: Retrospective & Metrics Dashboard 

 

 
Figure 60. Create a dashboard using Amazon QuickSight. 
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Figure 61. Upload threat hunting data including all the details. 

 

 

 

 
Figure 62. Create dashboard using QuickSight visualization. 

xxxxxxxxxxxxx
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Figure 63. Threat hunting dashboard. 
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