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1 Introduction

This configuration manual will contain steps for implementing and deploying the project titled
“Can an Al-Based Behavioural Scanner Improve the Detection of Protocol-Level
Misconfigurations and Anomalies in Industrial IoT Environments”. It describes the
environment and software tools required to allow others to reproduce all elements of the project
from Conpot setup and deployment to data generation, model training and
OpenVAS/Greenbone comparison.

2 System Requirements
My system included the following components to run this project:

Processor — AMD Ryzen 7 5800X3D (with around 4 cores allocated to the VM)
RAM — 64GB (with around 8GB allocated to the VM)

Storage — 1'TB SSD (Around 30GB was assigned to the VM)

Host Operating System — Windows 11 64-bit

Guest Operating System — Ubuntu 24.04 LTS (running on VirtualBox)

3 Software Components
To implement the project, my project consisted of the following components:

e Virtualisation Platform — Oracle VirtualBox (Version 7.1.10 r169112)

e Container Platform - Docker (Version 27.5.1, build 27.5.1-Oubuntu3~24.04.2)
Honeypot Software — Conpot (Version 0.6.0) - ran in Docker container
Vulnerability Scanner — OpenVAS (Version 9) — ran in Docker container
Programming Language — Python 3.12.3

Development Tools — Jupyter Notebook / VSCODE

Python Libraries - pandas, numpy, scikit-learn, matplotlib, seaborn

4 Project Artefacts
These artefacts were designed and built by me for the purpose of this project:

e modbus_ai_logger.py

o A Python script that generates realistic Modbus/TCP traffic, which can run in 2
modes, Benign or Malicious.

o Benign mode — Simulates normal register reads and coil writes.

o Malicious mode — Simulates abnormal behaviour such as invalid function codes
and repetitive coil writes. Also tries to overlap with Benign mode at random
probability to confuse the models.

o The script logs traffic in a clean, structured CSV format with labels.

1



modbus_ai_logs.csv
o This is the CSV generated by the logger script. It contains labelled records of
all the traffic, both malicious and benign as well as timestamps, function codes,
addresses, values and success flags.
ai_scanner_analysis.ipynb
o A Jupyter Notebook used for training and evaluation of both the Random Forest
and Isolation Forest models. Includes data preprocessing, training, evaluation
metrics, and visualisations of various stats and results.
Setup_instructions.txt
o A short guide on how to get everything running, with basic commands for
running the logger script, launching the notebook and generating traffic. It is
expanded on in this file, but useful as a quick reference.
OpenVAS Scan Results PDF
o To further evaluate the findings and prove the need for behavioural analysis
tools I used OpenVAS, a tool bundled into Greenbone Security Assistant to scan
my [P where Conpot and the logger script were also running at the same time.
This is the PDF scan that the scanner outputted, highlighting the limitations of
CVE-driven scanners.

5 Environment Setup & Execution

5.1 Ubuntu Setup

Install Oracle VirtualBox on your system (Oracle Virtualbox, no date)

Then create a VM matching or exceeding my assigned specs above, which are:
o Use a Ubuntu 24.04.2 LTS Operating System ISO available from (Ubuntu, no

date).

o CPU — Set at 4 cores.

RAM - Set to 8GB or 4GB if system isn’t as powerful.

o Storage — Set to 30GB which allows space for all required files and extra for
OS.

o Configure the network adapter to “Bridged Adapter”.

O

5.2 Docker Install

I ran commands via the Ubuntu terminal to install Docker — The installed version was
Docker 27.5.1.

5.3 The Conpot Container

A custom Docker image called ai-vuln-scanner was built for my Conpot. It was
created using a Dockerfile that cloned and built Conpot from source (MushMush,
2025) and disabled some of the ports (FTP/TFTP) that were giving trouble for a stable
environment. It was built using this command from the ai-vuln-scanner folder:

o docker build -t ai-vuln-scanner .



{ (it Home ai-vuln-scanner

conpot.cfg Dockerfile requirement
5.bxk

5.4 Pulling and running the OpenVAS / Greenbone Container

e OpenVAS/Greenbone was deployed in a separate Docker container to the Conpot. It
was a well-maintained community version available here (Splain, M. , 2025).
e Get it with:
docker run -d -p 443:9392 --name openvas mikesplain/openvas

5.5 Creating a Python Virtual Environment

e A dedicated Python Virtual Environment was used to install all Python related
dependencies for the logger and notebook. This needed to be activated each time but
ensured an independent isolated environment.

o Python — version 3.12.3
o Environment name — ailogger/
e Run it with:

source ~/ailogger/bin/activate

e Within the ailogger virtual environment, the following dependencies were installed:
o Pandas/numpy — data handling and feature representation
o Scikit-learn — machine learning (Random Forest and Isolation)
o Matplotlib — evaluation metrics and visualisations

5.6 Running the Project

¢ Run the Conpot container using:

docker run -it --rm \
-p 5020:5020 \
-p 8800:8800 \
-p 6230:6230 \
-p 10201:10201 \
-p 16100:16100/udp \
ai-vuln-scanner

e Inside the Conpot I launched with an edited config file and default template. Then let
it initialise.

cd /app/conpot/conpot
conpot -c conpot.cfg -t default



conpotuser@ddSlGTaS?SéS:/app/conpot/conpots
conpotuser@dd5167a37385: /app/conpot/conpot$ conpot -c conpot.cfg -t default

Version 0.6.0
MushMush Foundation

-08-2 1:49:20,961 Config file found!

-08-2 i - Starting Conpot using template: /app/conpot/conpot/templates/default

-08- 1:¢ , Starting Conpot using configuration found in: fapp/conpot/conpot/conpot.cfg

-08- . o Serving file://conpot/data as file system. File uploads will be kept at : file://conpot/data

Opening path file://conpot/data for persistent storage of files.
2 Initializing Virtual File System at ConpotTempFS/__conpot_ ut3igk_a. Source specified : file://conpot/data

wailt while the system copies all specified files
-27 01:¢ , Conpot Bacnet initialized using the /app/conpot/conpot/templates/default/bacnet/bacnet.xml template.
-27 Found and enabled bacnet protocol.
-27 4 Class x0016, Instance 1, Attribute
-27 01: ,974 Class x0016, Instance 1, Attribute
-27 : . Class ? x0016, Instance 1, Attribute
-27 01:¢ y Class x0016, Instance 1, Attribute
-27 o . Class 2 x0016, Instance 1, Attribute
-27 14 o Class 22/0x0016, Instance 1, Attribute
-2 1: 5 Found and enabled enip protocol.

-27 :49:20,977 Found and enabled http protocol.

{'instance': 1}, {'attribute': 1}
{'attribute': 2}
{'attribute': 1
{'attribute': 3
{'attribute': 1

, {'instance': 1}, {'attribute': 2}

o
bt}

NN NN N
NN RN RN
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e When initialised open a new terminal in the new_script folder (where the logger and
notebook are located). Here you can run the logger in benign or malicious. The
number of packets sent is manually set to 2500 via the NUM_PACKETS variable.
Also note there are 2 “-* before mode, but formatting won’t show it.

Python3 modbus_ai_logger.py —mode benign
Python3 modbus_ai_logger.py —mode malicious

S pvthon; modbus_ai_logger.py --mode malicilous
Connecting to l“? 0.0.1:5020.
onnected.
Mode=MALICIOUS, Func=6, Addr=405, Val=50138, Label=malicilous write,
Mode=MALICIOUS, Func=4, Addr=302, Val=57457, Label=maliclous write,
Mode=MALICIOUS, Func=16, Addr=333, Val=2274, Label=maliclous write,
Mode=MALICIOUS, Func=3, Addr=6658, Val—64956, Label=malicious_write,
Mode=MALICIOUS, Func=4, Addr=367, Val=62368, Label=malicious write, Su

5
S python3 modbus_ail logger.py --mode benign
[+] Connecting to 127.0.0.1:5020...
[+] Connected.
[1/2500] Mode=BENIGN, Func=3, Addr=185, Val=2471, Label=benign,
[2/2500] Mode=BENIGN, Func=6, Addr=223, Val=790, Label=benign, S
[3/2500] Mode=BENIGN, Func=4, Addr=185, Val=1953, Label=benign,
[4/2500] Mode=BENIGN, Func=4, Addr=249, Val=1629, Label=benign,
[5/2500] Mode=BENIGN, Func=3, Addr=13, Val=2444, Label=benign,
[6/2500] Mode=BENIGN, Func=4, Addr=43, Val=2218, Label=benign,

o — i¥ala —J

e This should save a CSV file to the same new_script folder called modbus_ai_logs.csv.
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ailogger ai_scanner_ modbus ai | medbus ai | setup_instru
analysis.ipyn ogger.py 0gs5.C5V ctions.txt
b

Open ~ [7 modbus_ai_logs.csv

timestamp,functionfcode,address,value,success,label,responsd
2025-08-20T01:42:31.075182,3,500,2539,True,malicious_write,b'\x97\x8e\x00\x00\x00\x03\x0O1\x83\x03"
2025-08-20T01:42:31.299105,6,328,2000,True,maliclous_write,b'\xb0\x03\x00\x00\x00\x03\x01\xB86'\x02"
2025-08-20TP1:42:31.504786,4,6114,453,True,maliclous write,b'\xb6\n\x00\x00\x00\x03\x01\x84\x03"
2025-08-20TP1:42:31.706500,3,356,52489,True,malicious_write,b'M\xb3\x00\x00\x00\x03\x01\x83\x03"
2025-08-20T01:42:31.908118,5,24,4908,True,malicious_write,b'\xc2\xbb\x00\x00\x00\x03\x01\x85\x03
2025-08-20T01:42:32.109398,4,92,1481,True,maliclous_write,b'\xd9\xb3\x00\x00\x00\x03\x01\x84x03"
2025-08-20TP1:42:32.328730,43,341,1308,True,malicious fuzz,"b'*\x97\x00\x00\x00" "\x01+\x0elU\x01\x00\x00\x03

e You can now run the notebook in the same folder. For this, I used VSCODE and the
Jupyter extension, but Jupyter Notebook itself can also be used. To begin you need to
launch the virtual environment called ailogger, which has all the dependencies. In
VSCODE, it looks like below and it doesn’t let you run the notebook without
selecting it as a kernel:

le Edit Selection Wiew Go Run Terminal Help &« Select a Python Environment (9]

@ ai_scanner_analysis.ipynb @

home » conorlacey » new_script > @ ai_scanner_analysis.ipynb > ms Al Vulnerability Scanner - Model Trair + Create Python Environment

4, Generate -+ Code -+ Markdown | O Stop Execution = ClearAllOutputs 3 GoTo | =0 Python 3.12.3 fein/python3
Python 3.12.3 Jusr/bin/python3

ailogger (3.12.3) (Python 3.12.3) ~/new_script/ailogger/bin/python Virtual Env

Al Vulnerability Scanner - Model Training & evatwuation

e After you have ran all the cells, you can visualise the outputs of the notebook made
with scikit-learn (Scikit-learn, no date) by looking at the graphs and tables under each
cell.

e Next to compare against OpenVAS, you need to start to OpenVAS container. Open a
new terminal and use the command:

docker start openvas

S docker start openvas

openvas

S

e This will return “openvas”, which means it has started running and you can proceed to
the browser URL https://localhost:443/.

e This will load the Greenbone Security Assistant dashboard.

e Qo to the scans tab, then select the wizard wand in the top left corner.

e Enter the local host IP (where your Conpot docker is also hosted) and run the scan
which should take a little while to complete.



https://localhost/

Quick start: Immediately scan an IP address

IP address or hostname:

[127.0.0.1) |

The default address is either your computer or your network gateway.
As a short-cut | will do the following for you:

1. Create a new Target

2. Create a new Task

3. Start this scan task right away

4. Switch the view to reload every 30 seconds so you can lean back and watch the scan progress

In fact, you must not lean back. As soon as the scan progress is beyond 1%, you can already jump into
the scan report via the link in the Reports Total column and review the results collected so far.

When creating the Target and Task | will use the defaults as configured in "My Settings".

By clicking the New Task icon k! you can create a new Task yourself.

T

e Once complete the scan is visible in the table below where it can be downloaded in
PDF format or viewed on the dashboard.

1 Dashboard Scans

) BOGE8 BE0 oo

‘/ Task: Immediate scan of IP 127.0.0.1

Name: Immediate scan of IP 127.0.0.1
Comment:
Target: Target for immediate scan of IP 127.0.0.1
Alerts:
Schedule: (Next due: over)
Add to Assets: yes
Apply Overrides: yes
Min QoD: 70%
Alterable Task: ne

Auto Delete Reports: Do not automatically delete reports
Scanner: OpenVAS Default (Type: OpenVAS Scanner)
Scan Config: Full and fast
Order for target hosts: N/A
Network Source Interface:
Maximum concurrently executed NVTs per host: 10
Maximum concurrently scanned hosts: 30
Status:
Duration of last scan: 16 minutes 2 seconds
Average scan duration: 16 minutes 2 seconds
Reports: 1 (Finished: 1, Last: Jul 28 2025)

6 Config Files for Conpot

Initially setting up Conpot for me was a nightmare as it didn’t come with a default config file.
As aresult I needed to heavily edit the testing.cfg file I found on the GitHub repo here
(MushMush, 2025), using the Conpot documentation (MushMush, no date).

Here are those files for shortcut and reference:



#i#H## Dockerfile #######

# Dockerfile
FROM python:3.10-slim

# Install required system packages
RUN apt-get update && apt-get install -y \

nmap \

snmp \

gee \

libffi-dev \

libssl-dev \

libxml2-dev \

libxsltl-dev \

libsnmp-dev \

build-essential \

git\

curl && \

apt-get clean

# Create working directory
WORKDIR /app

# Copy Python requirements and install
COPY requirements.txt .
RUN pip install --upgrade pip && pip install -r requirements.txt

# Clone and install Conpot and disable unstable protocols

RUN git clone https://github.com/mushorg/conpot.git && \
cd conpot && \
sed -1 's/enabled="True"/enabled="False"/' conpot/templates/default/ftp/ftp.xml && \
sed -1 's/enabled="True"/enabled="False"/' conpot/templates/default/tftp/tftp.xml && \
pip install -e .

# Create persistent data directory for Conpot VFS
RUN mkdir -p /app/conpot/conpot/conpot/data

# conpot config then swap user
COPY conpot.cfg /app/conpot/conpot/conpot.cfg

# Create a non-root user
RUN useradd -ms /bin/bash conpotuser

# Set permissions
RUN chown -R conpotuser:conpotuser /app

# Switch to that user
USER conpotuser

# Set default command



CMD ["bash"]
#i##H##H# End Dockerfile ####H#
HHHHH#H#H requirements.txt #HHHH

# requirements.txt
conpot==0.6.0

#i#HH##H# End requirements.txt #H##HHH

HiHH#HH conpot.cfg #iH#HHH

[common]
sensorid = default

[virtual file system]
data_fs url = file://conpot/data
fs_url = file://conpot/data

[session]
timeout = 30

[daemon]
;user = conpot
;group = conpot

[json]
enabled = False
filename = /var/log/conpot.json

[sqlite]
enabled = False

[syslog]

enabled = False
device = /dev/log
host = localhost
port =514
facility = local0
socket = dev

[hpfriends]

enabled = False

host = hpfriends.honeycloud.net
port = 20000

ident = 3Ykf9Znv

secret = 4nFRhpm44QkG9cvD
channels = ["conpot.events", ]



[taxii]

enabled = False

host = taxiitest.mitre.org

port = 80

inbox_path = /services/inbox/default/
use https = False

[fetch_public ip]
enabled = False

#i#H##H#H End Conpot.cfg #iHHHH
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