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Federated Transfer Learning for Cross-Institution
Fraud Detection in Finance

Aryan Nagnath Salge
MSc Data Analytics

National College of Ireland
x23268018@student.ncirl.ie

Abstract—Financial fraud detection is a critical task for
financial institutions, but privacy and regulatory constraints often
prevent cross-institutional data sharing, limiting the effective-
ness of machine learning models trained on isolated datasets.
This study examines the application of Federated Transfer
Learning (FTL) to facilitate collaborative fraud detection while
maintaining data confidentiality. Three heterogeneous real-world
fraud datasets, representing independent financial institutions
with differing sizes, class distributions, and partially overlapping
features, harmonized for joint training, were used to simulate a
cross-institutional learning environment.

The proposed framework coordinates shared features, ap-
plies Principal Component Analysis (PCA) for dimensionality
reduction, and trains a global neural network model using the
Federated Averaging (FedAvg) algorithm [1] under differential
privacy constraints. A fine-tuning step is then performed on
each of the three clients to personalize the model to local data
distributions. Performance is examined using Accuracy, Preci-
sion, Recall, and F1-Score, and compared against a centralized
baseline model trained on aggregated data. Results show that
FTL achieves accuracy levels above 98% across all clients, closely
approaching centralized performance, while enabling privacy-
preserving collaboration. Fine-tuning particularly benefits data-
poor and imbalanced clients, improving accuracy from 57.4% to
99.4%, highlighting the potential use of knowledge transfer in a
federated environment. This dramatic performance gain occurred
despite Dataset 3 initially containing the most missing values and
lowest fraud ratio, illustrating that FTL can successfully uplift
low-quality, under-resourced clients through privacy-preserving
collaboration.

Despite promising outcomes, limitations of the experiment
include convergence instability on non-IID data, privacy guaran-
tees, and a simulated deployment environment. Future research
directions include integrating advanced aggregation methods
such as FedProto [2] and adopting secure multiparty compu-
tation. This study provides an experimental proof-of-concept for
FTL as a viable approach to collaborative fraud detection under
strict privacy constraints.

Index Terms—Federated Transfer Learning, Financial Fraud
Detection, Cross-Institution Learning, Privacy Preservation, Cen-
tralized Baseline

I. INTRODUCTION

The growing digitization has brought major benefits to the
area of financial services, but it has also led to an increase
in cyber and financial fraud. As thousands of transactions
occur every second, criminals exploit the vulnerabilities in the
financial systems. Such crimes result in millions of dollars
yearly in financial losses and erase customer trust, financial
reputation of the institutions, and ultimately risk the non-

compliance of these institutions with privacy laws like the
General Data Protection Regulation (GDPR) and the Cali-
fornia Consumer Privacy Act (CCPA). In this continuously
evolving environment, the traditionally used centralised fraud
detection methods are not as efficient. The latest solutions must
include data privacy and high fraud detection accuracy.

In the past, Financial Institutions were dependent on cen-
tralised machine learning models to detect fraud. These sys-
tems collect all the transaction data in a central repository to
train accurate classifier models. This method was effective if
data was trained on a large scale, but the centralised training
setup brought many data privacy regulatory concerns as the
data was shared. This increases data breach risks; moreover,
it assumes data to be uniformly distributed, which is rarely
true in data from different institutions that vary in distribu-
tion, sample sizes, and available features. This statistical and
schema heterogeneity can damage model generalisation and
reliability [3].

Federated Learning (FL) provides a privacy-preserving so-
lution. This method trains models locally and only shares
model updates instead of transferring raw data to a centralised
system. These updates are aggregated into a global model by
a central server and redistributed again. Federated Averaging
(FedAvg) by McMahan et al. [1] showed success in model
training across non-identically distributed datasets, making this
technique useful for data sharing. However, FL has limitations
in assuming data to be homogeneous. This scenario is rarely
present in financial data. When institutions have different data
labelling and FL struggles with effectiveness [4].

However, the Transfer Learning (TL) technique is excellent
in adapting models from a source domain to a related target
domain, especially when the labelled data is limited. Zhuang
et al. [3] gave a detailed review of how models can reuse
prior knowledge sharing to improve performance on new tasks.
Although Transfer Learning reduces labelling work and in-
creases model generalisation, it’s typically used for centralised
training, leading to problems with the privacy requirements of
financial institutions.

Additionally, Federated Transfer Learning (FTL) combines
both the techniques of FL and TL. This combination takes
advantage of both to solve model training across institutions
with heterogeneous data distributions and partially overlapping
features, while preserving privacy. Institutions can use their
features and apply transformation techniques to share learned



knowledge. Guo et al. [4] identify FTL as a robust solution
for multi-party learning where overlaps in data distribution
or features are minimal, specifically in the case of financial
fraud detection. Research by Chen et al. [5] showed the use
of FTL in healthcare through their FedHealth framework. They
combined global model training using FL with client-specific
personalisation via Transfer Learning.

Despite such progress, FTL is underutilised and has not
been applied in financial fraud detection. No study has yet
examined FTL’s performance under the specific conditions of
imbalanced fraud classes, incompatible schemas, and changing
adversarial behaviours. Closing this gap is a research oppor-
tunity and a necessity. In real-world settings, smaller financial
institutions often suffer from limited data availability, low
fraud occurrence, and noisy records. This study simulates such
a scenario using one particularly sparse and imbalanced dataset
(Client 3), which had a high proportion of missing values
before preprocessing. Interestingly, this client achieved the
most dramatic improvement post fine-tuning , praising the role
of Federated Transfer Learning in bridging the performance
gap between data-rich and data-poor institutions.

This thesis addresses the following question: “How can
Federated Transfer Learning, leveraging pretrained shared rep-
resentations and federated fine-tuning, effectively detect finan-
cial fraud across institutions with heterogeneous datasets while
preserving data privacy and achieving accuracy comparable to
traditional centralised machine learning methods?”

To answer this, we will design and implement an FTL
framework made for financial fraud detection. Using open-
source FL libraries, we will train and examine the model on
publicly available fraud detection datasets, simulating cross-
institutional heterogeneity. Our FTL approach will be com-
pared against centralised local models using metrics such as
precision, recall, and F1-score. This study approximates FTL
under aligned feature spaces due to preprocessing constraints
but retains the key aspects of federated knowledge transfer and
client-specific fine-tuning.

Through this research, we aim to show that Federated Trans-
fer Learning is a practical, scalable, and privacy-compliant
solution for collaborative fraud detection across financial in-
stitutions. The results could help future deployment of secure
systems in the financial industry, helping tackle fraud in the
digital economy.

II. LITERATURE REVIEW

To keep the literature review both well-rounded and focused,
We followed a balanced selection approach based on academic
feedback. We deliberately included a mix of foundational
papers, recent peer-reviewed studies, core technologies like
FL, TL, and FTL, as well as real-world application-focused
research papers related to finance and fraud detection. This
way, the review not only builds on established theory but also
stays relevant to current trends and practical implementations.

A. Theoretical foundations and Surveys
Federated Learning (FL) has progressively changed the

approach of collaborative machine learning, due in part to

its ability to address key critical areas such as privacy and
security. The groundbreaking work by McMahan et al. [1] in-
troduced Federated Averaging (FedAvg), a foundational algo-
rithm designed to train deep neural networks efficiently across
multiple decentralised devices without sharing raw data. This
approach has displayed a significant reduction in communica-
tion costs, making large-scale federated learning possible and
making way for innovation in distributed machine learning.
Developing on this foundation, Kairouz et al. [6] conducted an
extensive review that combined important advancements and
identified persisting open problems in FL. They categorised
federated learning scenarios into cross-device and cross-silo
settings, inspecting algorithmic challenges, communication
inefficiencies, privacy concerns, and personalisation issues
embedded in these settings. This work underlined the need
for novel approaches to manage data heterogeneity and data
privacy, giving different research pathways that many other
studies would follow.

To address practical implementation issues, Li et al. [7]
gave further insights into FL by focusing on unique challenges
to federated optimisation, such as non-IID data distributions
and heterogeneous participant capabilities. Their overview
provided a detailed understanding of powerful aggregation
methods and efficient handling of device heterogeneity, which
highly impacts the efficiency and scalability of federated sys-
tems. Complementing these insights, Liu et al. [8] summarised
recent advances in FL through a rigorous taxonomy covering
pipeline stages, aggregation optimisation, data heterogeneity
management, and machine fairness in federated systems. By
systematically presenting state-of-the-art methods and current
frameworks, their survey showcased the expanding FL re-
search landscape and highlighted important areas for future
innovation.

Before FL, Transfer Learning (TL) emerged as an important
technique for using knowledge across related but distinct
domains, saving time and energy. The influential survey by
Pan and Yang [9] defined TL’s core concepts, categorising it
into inductive, transductive, and unsupervised scenarios. Their
overview showed TL’s ability to reduce labelling costs and
improve model performance in domains with limited labelled
data, such as natural language processing and computer vision.
Expanding on the initial ideas, Zhuang et al. [3] surveyed
TL techniques from both data-based and model-based per-
spectives. Their survey examined methodologies for domain
similarity, transferability, and risks of negative transfer, which
are essential considerations for successfully implementing TL
in various practical applications.

Integrating the strengths of Federated Learning and Transfer
Learning, Liu et al. [10] introduced a pioneering framework
called Federated Transfer Learning (FTL). This approach
addressed the challenge of securely transferring knowledge
between participants who own datasets with limited overlap-
ping features or labels. Using homomorphic encryption and
secure multiparty computation, their framework made privacy-
preserving knowledge transfer possible, establishing a miss-
ing link between federated learning and domain adaptation
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techniques. In practice, FTL implementations often harmonize
feature spaces before training due to data constraints, while
retaining federated knowledge transfer and personalization
benefits. Finally, Guo et al. [4] integrated the rapidly evolving
field of FTL into a detailed and extensive survey. They
identified and characterised distinct FTL scenarios, including
homogeneous, heterogeneous, semi-supervised, and model-
adaptive learning with systematically explored solutions tai-
lored for each setting. Their in-depth review of challenges such
as domain heterogeneity, incremental data handling, privacy
limitations, and system heterogeneity highlighted FTL’s high
potential across sensitive and heterogeneous environments like
finance, healthcare, and smart manufacturing.

These foundational works have made a strong theoretical
and practical basis for understanding and advancing feder-
ated and transfer learning. Each contribution has been crit-
ical in shaping continuous research directions, highlighting
challenges, and proposing unique solutions that continue to
drive the evolution of distributed, privacy-preserving machine
learning.

B. Optimization methods, Frameworks and Benchmarks

Optimisation methods and frameworks are crucial in im-
proving FL performance, specifically in resolving issues such
as convergence instability, data heterogeneity, and scalability.

Initial studies by Li et al. [11] introduced the FedProx
algorithm, addressing statistical and system heterogeneity
challenges in FL. FedProx advances FedAvg by including
a proximal term in the local objective function, stabilising
client updates. Theoretical convergence and extensive evalu-
ations showed FedProx’s effectiveness, notably outperform-
ing FedAvg in highly heterogeneous environments by im-
proving accuracy significantly. Moreover, Karimireddy et al.
[12] introduced the Stochastic Controlled Averaging algorithm
(SCAFFOLD), specifically addressing the issue of client drift
in federated learning. SCAFFOLD uses control variates to
correct for client drift during local updates, resulting in faster
convergence and fewer communication rounds, even with high
data heterogeneity. Experimental results confirmed SCAF-
FOLD’s theoretical benefits, showing major improvements
over FedAvg in heterogeneous conditions.

Zhang et al. [13] designed FedCVG, a robust two-stage
federated learning optimisation method which aimed at mit-
igating poisoning attacks and handling data heterogeneity.
FedCVG includes a reputation-based clustering method to
remove malicious clients and integrates a virtual aggregation
mechanism to optimise communication overhead. Validations
confirmed FedCVG’s better accuracy and efficiency, improving
upon previous FL approaches. Additionally, Reddi et al. [14]
studied adaptive federated optimisation methods, introduc-
ing federated variants of adaptive optimisers like ADAM,
ADAGRAD, and YOGI. These adaptive methods dynamically
adjust learning rates based on gradient history, improving
convergence behaviour in non-convex, heterogeneous FL en-
vironments. Widely used benchmarks highlighted substantial

performance enhancements of these optimisers compared to
FedAvg, emphasising adaptive optimisation’s practical utility.

Further research by Tan et al. [2] developed FedProto, a
prototype-based federated learning method that generalises
well across non-IID client distributions by aligning local
and global prototypes during training. This method showed
better classification performance on real-world image and
text datasets, demonstrating FTL’s adaptability in complex
decentralised environments. Research by Caldas et al. [15]
introduced LEAF, a benchmarking framework for federated
learning scenarios. LEAF provides a suite of realistic, publicly
accessible federated datasets along with rigorous evaluation
metrics and reference implementations, essential for accurately
benchmarking federated algorithms. It effectively addresses
previous limitations of artificial datasets in FL.

C. Applications, Privacy and Real-world use cases

Federated Transfer Learning (FTL) has evolved from a
conceptual framework into a versatile tool deployed across
diverse real-world domains, led by collaborative intelligence
without compromising data privacy. This section explores
applications, privacy-preserving mechanisms, and evaluation
methods in recent studies and experimental frameworks. In
the financial domain, Khan et al. [16] proposed Fed-RD, a
privacy-preserving FTL architecture designed for anti-money
laundering and fraud detection. It showed strong performance
on heterogeneous datasets from financial institutions, using
distributed anomaly detection and data-partition-aware training
to maintain both privacy and detection accuracy.

Wearable healthcare is another promising use case, where
Chen et al. [5] developed FedHealth, which applied FTL
to personalise health condition predictions using wearable
device data without compromising patient confidentiality. The
proposed framework proved effective in cross-device learning
situations where data distributions are non-identical, improv-
ing the classification of patient states like stress or fatigue. For
industrial IoT systems, Wang et al. [17] presented an FTL-
based solution to enable cross-domain predictions in smart
manufacturing environments, showing how isolated produc-
tion lines can collaboratively forecast quality metrics without
sharing raw data. Their approach used domain adaptation
techniques along with FTL, achieving high accuracy improve-
ments in fault detection. In the field of cybersecurity and
privacy, Yang et al. [18] introduced FedSteg, which adapted
FTL to improve steganalysis of hidden messages in images
through secure steganalysis. This work showed FTL’s potential
for forensic and cybersecurity applications when paired with
neural explainability techniques.

To further address privacy challenges in FTL, Gao et al. [19]
proposed a heterogeneous privacy-preserving FTL framework
using additive noise mechanisms and secure multiparty com-
putation. Their work gave theoretical guarantees of privacy
preservation and minimised communication cost and model
degradation, increasing FTL’s suitability in compliance-heavy
sectors. Bonawitz et al. [20] proposed the Practical Secure
Aggregation protocol, which has become foundational in FTL
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by making server-side aggregation without decrypting indi-
vidual updates, making it critical in sensitive domains like
healthcare and finance. Reviews by Sulaiman et al. [21] and
Alarfaj et al. [22] have examined machine learning and deep
learning approaches for credit card fraud detection, laying
the groundwork for integrating federated and transfer learning
techniques into these high-stakes use cases.

In practice, many FTL studies first harmonize input features
to ensure consistent model architectures, focusing on federated
knowledge transfer and personalization benefits rather than
raw schema heterogeneity. By applying FTL in domains such
as fraud detection, smart factories, wearable devices, and
secure communication systems, the field is steadily advancing
from theoretical exploration to high-impact practical deploy-
ment.

III. METHODOLOGY

The research methodology integrates Federated Learning
(FL) [1], Transfer Learning (TL) [3], and Differential
Privacy (DP) [10] within a unified framework. A Multi-
Layer Perceptron (MLP) classifier is used for a shared model
architecture, trained collaboratively across three independent
datasets representing three different financial institutions. The
methodology is designed to balance privacy preservation,
model accuracy, and computational practicality in a multi-
institution scenario where raw data sharing is legally and
ethically restricted [19].

The overall workflow (Fig. 1) consists of seven components:
problem motivation, dataset preparation, preprocessing, model
architecture, federated training with DP, evaluation methodol-
ogy, and reproducibility measures.

A. Problem Context and Research Approach

FL suffers in non-IID data conditions common in fraud
detection [4]. Some institutions record a high fraud ratio (e.g.,
50%), while others have very few fraudulent cases (< 1%),
leading to biased model updates and poor model generaliza-
tion. Also, the classical FL approach assumes homogeneous
feature spaces, which is rarely the case in real-world financial
datasets originating from different systems. In this work,
heterogeneous datasets with differing sizes, class distributions,
and partially overlapping features are harmonized through
preprocessing to enable collaborative model training, while
preserving their non-identical statistical properties. Transfer
Learning (TL) addresses these issues by allowing knowledge
transfer from clients with richer data representations to those
with sparse or low-fraud datasets. Combining FL and TL into
Federated Transfer Learning (FTL) enables collaborative train-
ing across heterogeneous datasets with different distributions,
feature availabilities, and highly imbalanced datasets [4]. An
added concern is privacy leakage through gradient updates.
Even without sharing raw data, adversaries can attempt to
infer sensitive information from model parameters. To counter
this, we use Differential Privacy (DP), injecting controlled
Gaussian noise into client updates before aggregation. This

Fig. 1: Overall workflow of the proposed Federated Transfer
Learning framework integrating Differential Privacy.

ensures individual data contributions are blurred, preventing
reconstruction attacks while maintaining acceptable model use.

B. Datasets and Non-IID Distribution

Three publicly available datasets were used to simulate
separate institutional clients:

TABLE I: Dataset statistics across federated clients.

Client Dataset Total Samples Fraud Cases Ratio
Client1 – CardTransData 1,000,000 87,403 8.74%
Client2 – CreditCard 2023 568,630 284,315 50%
Client3 – Transactions Log 10,000 68 0.68%

This distribution shows statistical heterogeneity, which is
one of the most important challenges in FL. Client 3 had
severe class imbalance and highest number of missing or null
entries before preprocessing, making local models unreliable
if trained in isolation. This setup realistically simulates a low
data institution, allowing us to evaluate whether FTL can
improve low resourced clients through knowledge transfer.
Cross-institution collaboration is thus necessary, but raw data
sharing is not permitted. FTL provides a way to transfer
knowledge from high-fraud datasets (Clients 1 and 2) to low-
fraud datasets (Client 3) via shared representations, which are
learned globally and adapted locally.

C. Data Preprocessing and Feature Engineering

A consistent preprocessing pipeline was created across all
clients to ensure compatibility:
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1) Data Cleaning: Rows with missing or corrupted values
were removed. Duplicate transactions were removed to
avoid skewing class distributions.

2) Feature Alignment: Feature sets differed across
datasets (7, 29, and 12 features). A union of features
was created:

F =

K⋃
k=1

Fk

Missing features in a client dataset were filled with zeros
to maintain dimensional consistency.

3) Categorical Encoding: Non-numeric variable columns,
such as transaction type, were one-hot encoded, creating
binary feature indicators for each category.

4) Normalization: Numerical features were standardized:

x′ =
x− µ

σ

ensuring uniform scale across clients.
5) Dimensionality Reduction: Principal Component Anal-

ysis (PCA) projected features into a 20-dimensional
latent space:

Z = W⊤X

where W consists of the top 20 eigenvectors of the
covariance matrix of X . This reduces noise, improves
computational efficiency, and facilitates alignment of
heterogeneous features across clients.

D. Model Architecture

A Multi-Layer Perceptron (MLP) was chosen as the classi-
fier due to its ability to capture complex, non-linear patterns
in tabular transaction data [21]. Alternative models such as
decision trees or ensemble methods (e.g., XGBoost) were
considered but rejected because they do not naturally support
gradient sharing in FL settings, which can complicate param-
eter aggregation.

The architecture includes:

• Input Layer: 20 neurons (PCA-transformed features).
• Hidden Layers: Two fully connected layers with 64 and

32 neurons, each followed by ReLU activation.
• Output Layer: Single neuron with sigmoid activation for

binary fraud classification.
• Optimizer: Adam with learning rate η = 0.01.
• Loss Function: Binary cross-entropy:

L = − 1

N

N∑
i=1

[
yi log(ŷi) + (1− yi) log(1− ŷi)

]
where yi ∈ {0, 1} and ŷi ∈ [0, 1].

The MLP balances power and computational cost, making
it feasible to train locally on lightweight client hardware while
achieving high predictive accuracy.

E. Federated Training with Differential Privacy

The FedAvg algorithm [1] supports the federated learning
process. Each round of training solves:

min
w

F (w) =

K∑
k=1

nk

n
Lk(w)

where Lk(w) is the empirical loss on client k, nk = |Dk|, and
n =

∑
nk.

The procedure:
1) Global Initialization (Transfer Learning Step): A

source model is pretrained on combined datasets to
learn general fraud detection features, which are then
transferred to clients as the initial global weights.

2) Local Training: Each client updates:

w
(t+1)
k = w

(t)
k − η∇Lk(w

(t)
k )

for 3 epochs on local data.
3) Noise Injection (DP):

w̃k = wk +N (0, σ2)

with σ = 0.01 chosen experimentally to balance privacy
guarantees and minimal degradation in accuracy.

4) Weighted Aggregation:

w(t+1) =

∑
k nkw̃k∑
k nk

5) Fine-Tuning (TL): The aggregated model is fine-tuned
locally for 2 additional epochs to adapt to each client’s
unique data distribution.

This process was repeated for 8 communication rounds,
chosen after pilot runs showed convergence stabilizing after
this point. The Results show client accuracy improvement
across rounds, especially for Client 3, which benefited most
from global knowledge transfer. This uplift is notable given
Client 3’s initial limitations which including high sparsity,
low fraud ratio (0.68%), and substantial missing values prior
to preprocessing. Its transformation from 57.4% to 99.4%
accuracy shows the potential of FTL.

F. Evaluation Methodology

Model performance was assessed using:
• Accuracy: TP+TN

TP+TN+FP+FN

• Precision: TP
TP+FP

• Recall: TP
TP+FN

• F1-score: Harmonic mean of Precision and Recall.
Baselines
• Centralized ML: Model trained on merged data

achieved:
– Accuracy = 99.63%
– Precision = 99.50%
– Recall = 98.92%
– F1 = 99.21%

• Federated Transfer Learning: Post-fine-tuning metrics:
– Client 1: 99.86% (↑ from 97.35%)
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– Client 2: 98.73% (↑ from 76.99%)
– Client 3: 99.40% (↑ from 57.4%)

A paired t-test comparing centralized and federated accura-
cies yielded p = 0.8675, indicating no statistically significant
difference at the 5% level. This showed that FTL achieves
near-centralized accuracy without sharing data, addressing
both privacy and performance goals.

While ROC-AUC and k-fold cross-validation were consid-
ered, they were omitted due to computational constraints and
dataset imbalance. Based on prior fraud detection research
[22], we expect ROC-AUC to mirror accuracy results given
the strong separation between fraudulent and legitimate trans-
actions.

G. Experimental Setup and Reproducibility

All experiments were executed on a MacBook Air (M1,
2020) with 8GB RAM, running macOS 14.4, using Python
3.11 in a virtual environment. CPU-based training was suffi-
cient due to PCA dimensionality reduction and the lightweight
MLP architecture. Each experiment completed in under 5
minutes.

Reproducibility was ensured by:
• Fixed random seeds for train-test splits.
• Deterministic PCA and MLP initialization.
• Consistent hyperparameters across clients.
• Saving metrics and plots (accuracy convergence, central-

ized vs FTL comparisons) in a structured Visualisation
directory.

Summary
This methodology combines FedAvg, Transfer Learning,

and Differential Privacy to train a fraud detection model
collaboratively across highly heterogeneous datasets without
violating data privacy. It demonstrates that FTL can overcome
non-IID challenges, improve low-data client performance,
and achieve near-centralized accuracy while respecting strict
privacy constraints in real-world financial networks. This ex-
periment approximates FTL under a harmonized feature space
due to preprocessing constraints. Future work will extend this
approach to full cross-feature FTL scenarios.

IV. DESIGN SPECIFICATION

This section presents the design architecture, frameworks,
and techniques used to develop the proposed Federated Trans-
fer Learning (FTL) framework for privacy-preserving cross-
institution financial fraud detection. Our objective is to de-
scribe the system-level decisions and design rationale un-
derpinning the implementation, highlighting the components
and requirements of the solution. Unlike the methodology,
which provides procedural details of data handling and model
training, this section emphasizes the conceptual design and
technical blueprint of the proposed approach.

A. System Architecture Overview

The architecture is structured to simulate three independent
financial institutions, each holding sensitive transaction data
with heterogeneous distributions, sample sizes, and partially

overlapping feature sets that are harmonized for joint training.
These institutions act as federated clients that collaborate
through a central coordination server without sharing raw data.
The design combines three pillars:

1) Transfer Learning: A shared base model is pre-
trained on a harmonized feature representation to extract
domain-agnostic transaction features.

2) Federated Learning: Clients train models locally, and
a server aggregates model updates using the Federated
Averaging (FedAvg) algorithm [1].

3) Differential Privacy and Personalization: Gaussian
noise is injected into shared updates to protect client
data [4], and local fine-tuning adjusts the global model
to client-specific patterns.

The workflow follows six steps:
1) Project Initialization: Setting up the directory structure,

virtual environment, and dependencies.
2) Data Harmonization: Aligning feature spaces and re-

ducing dimensionality with PCA.
3) Centralized Baseline Training: Establishing an upper-

bound benchmark on merged data.
4) Federated Learning Phase: Local training and DP-

enabled aggregation over multiple rounds.
5) Client-Specific Transfer Learning: Fine-tuning global

weights for local adaptation.
6) Evaluation and Visualization: Generating metrics,

plots, and significance tests for comparative analysis.
This architecture correctly balances privacy, collabora-

tive intelligence, and computational feasibility, providing a
lightweight but realistic simulation of federated knowledge
transfer for fraud detection.

B. Frameworks and Tools

The system was developed entirely in Python 3.11, with
widely used libraries for machine learning and data analysis:

• pandas, numpy: Efficient data processing and feature
alignment.

• scikit-learn: Implements the Multi-Layer Perceptron
(MLP) classifier, PCA, and evaluation metrics.

• matplotlib: Produced accuracy plots, convergence
curves, and distribution charts for visualization.

• Custom Python scripts: Simulated federated rounds,
weight aggregation, and noise injection for DP protection.

The choice of scikit-learn ensures the experiment is repro-
ducible, suitable for easy experimentation in a non-distributed
simulation environment. Unlike complex frameworks such as
TensorFlow Federated or Flower, this lightweight design fo-
cuses on concept validation, avoiding deployment complexities
while showcasing feasibility.

C. Structure of FTL Design

The algorithm is structured into three conceptual phases,
with each phase having a distinct role in achieving privacy-
preserving, high-accuracy fraud detection:
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Phase 1: Shared Knowledge Extraction (Transfer Pre-
training)

A shared latent feature space is established across all clients
by:

• Harmonizing features into a unified schema.
• Reducing dimensionality via PCA (20 principal compo-

nents).
• Pre-training a base MLP model on the combined trans-

formed data (simulating access to non-sensitive shared
representations).

This step gives a transferable representation that accelerates
convergence during federated learning, particularly for small
or imbalanced clients. Although features differ across datasets,
they are first aligned into a common schema before PCA
projection, by approximating federated transfer learning under
harmonized input spaces.

Phase 2: Federated Model Aggregation with Privacy
Each client initializes its model with the pre-trained weights

and trains locally on its dataset. After several local epochs,
only the model parameters are shared, not the raw data. A
central server aggregates updates using the FedAvg rule [1]:

wglobal =

∑K
k=1 nkwk∑K
k=1 nk

where wk are the weights from client k and nk is its data size.
Before aggregation, Gaussian noise is applied to each

client’s parameters:

w̃k = wk +N (0, σ2)

to enforce differential privacy, reducing the risk of reconstruct-
ing sensitive patterns from shared updates.

This phase enables collaborative fraud detection while main-
taining strict privacy guarantees.

Phase 3: Personalized Fine-Tuning
After several global rounds, each client downloads the

aggregated model and fine-tunes it locally with a smaller
learning rate. This personalization phase:

• Adapts the model to unique transaction patterns at each
institution.

• Mitigates the negative impact of non-IID data distribu-
tions across clients.

• Improves precision and recall on minority fraud classes,
particularly for clients with low fraud ratios.

D. System Requirements

TABLE II: System Requirements for Proposed FTL Frame-
work

Component Specification
Hardware MacBook Air, 8 GB RAM, CPU-only execution
Operating System macOS 14.4
Software Python 3.11, pandas, numpy, scikit-learn, matplotlib
Data Three heterogeneous financial fraud datasets
Privacy Parameter sharing, Gaussian noise for DP protection
Resources Runtime < 5 min/experiment, < 4.5 MB comm cost

The design is intentionally lightweight, showing that FTL
can be prototyped without GPUs or distributed infrastructure,
making it accessible to mid-sized financial institutions with
limited resources.

E. Design Rationale

The design choices are motivated by:
• Privacy constraints: Federated learning with DP ensures

compliance with data protection laws (e.g., GDPR) by
avoiding raw data transfer [18].

• Heterogeneous data: Feature alignment and PCA har-
monize inconsistent schemas across institutions, allowing
collaborative training.

• Model simplicity: MLP provides a baseline neural ar-
chitecture that is interpretable, computationally light, and
suitable for tabular fraud datasets.

• Proof-of-concept feasibility: A simulation environment
avoids the complexity of distributed networking while
preserving the core federated dynamics.

F. Design Limitations

This design abstracts certain real-world complexities:
• True feature-space heterogeneity and domain adaptation

are not fully addressed, as this proof-of-concept assumes
harmonized features and focuses on federated knowledge
transfer and fine-tuning rather than advanced heteroge-
neous FTL algorithms.

• Secure aggregation protocols are simplified to Gaussian
noise addition, lacking cryptographic guarantees.

• Single-machine simulation omits network effects such as
communication latency or client dropouts.

These limitations are acceptable for a concept validation
study, providing a foundational architecture that future work
can extend to more realistic deployments.

G. Summary

The design specification defines a modular FTL framework
that combines:

• Shared knowledge transfer,
• Privacy-preserving federated averaging,
• Local fine-tuning for personalization,
• Lightweight computation with high reproducibility.
This architecture allows multiple financial institutions to

collaboratively train fraud detection models without compro-
mising privacy, achieving near-centralized accuracy despite
data heterogeneity. It establishes the technical blueprint for
subsequent implementation and evaluation phases.

V. IMPLEMENTATION

This section presents the final implementation phase of
the Federated Transfer Learning (FTL) framework for cross-
institutional financial fraud detection. The implementation
combines the data preprocessing, centralized baseline training,
federated training with differential privacy, and client-specific
fine-tuning into a structured experimental pipeline. The outputs
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produced include transformed datasets, trained machine learn-
ing models, evaluation metrics, and visual plots comparing
centralized and federated learning approaches. All code was
written in Python and executed using a virtual environment
with isolated dependencies.

A. Tools and Technologies Used

For implementation compatibility with several machine
learning and data processing libraries, we used:

• Pandas & NumPy – For reading, cleaning, and aligning
heterogeneous datasets from multiple financial institu-
tions.

• Scikit-learn – To implement the Multi-Layer Perceptron
(MLP) classifier, preprocessing steps (scaling, encoding,
PCA), and evaluation metrics.

• Matplotlib – For generating plots and visualizing the
results of different experiments.

• Virtual Environment (venv) – To isolate dependencies,
ensuring reproducibility across systems.

• Command-line Execution – All scripts were
run using terminal commands (e.g., python
experiments/FTL/main.py) to simulate a
controlled experimental setup.

The project structure was organized into distinct folders:
• datasets/ containing the three fraud datasets
• experiments/ hosting the Python scripts for centralized

baseline and federated experiments
• Visualisation/ storing all plots and CSV outputs for

evaluation

B. Data Transformation and Harmonization

The implementation began by loading three heterogeneous
fraud detection datasets. These datasets differ in size, features,
and class distribution, simulating three separate financial insti-
tutions with non-IID data. The transformation steps included:

• Null value removal: Ensuring clean training samples.
• Feature alignment: Non-overlapping features were rein-

dexed, filling missing columns with zeros to create a
common feature space.

• Categorical encoding: Using OneHotEncoder for any
string-based attributes.

• Standardization: Features were scaled using Standard-
Scaler to ensure that all input variables contributed
equally to the MLP model.

• Dimensionality reduction: Principal Component Analy-
sis (PCA) reduced the feature space to 20 latent dimen-
sions, reducing high-dimensional noise and improving
model convergence.

This transformation produced harmonized client datasets
ready for centralized and federated learning phases.

C. Centralized Baseline Training

To establish a benchmark, the three aligned datasets were
merged into one global dataset, which simulated a hypothetical
scenario where data-sharing across institutions is allowed. An
MLPClassifier with two hidden layers (64 and 32 neurons) was

trained using an 80:20 stratified split. The model was trained
for 20 iterations with a learning rate of 0.01.

The centralized baseline achieved:
• Accuracy: 99.63%
• Precision: 99.50%
• Recall: 98.92%
• F1-score: 99.21%
These results served as an upper bound for federated experi-

ments, providing a reference for evaluating privacy-preserving
approaches.

D. Federated Training with Differential Privacy

The federated phase simulated a scenario where each dataset
represents a client (Client 1, Client 2, Client 3), training local
models independently without sharing raw data. The imple-
mentation followed a simplified FedAvg algorithm. Aggrega-
tion was performed over 8 communication rounds, with each
client running 3 local epochs per round. To further enhance
privacy, Gaussian noise (σ = 0.01) was added to client
weight updates before aggregation, providing basic differential
privacy guarantees.

Observed behavior:
• Client 1 and Client 2 converged steadily around 99.8%

and 98.7% accuracy, respectively.
• Client 3 exhibited fluctuations (drop to ∼92% in round 4)

due to its small sample size and severe class imbalance,
before stabilizing at ∼99.4%.

The final global model weights were saved for personaliza-
tion in the fine-tuning phase.

E. Client-Specific Fine-Tuning

Following global aggregation, each client received the
global model and performed local fine-tuning for 2 additional
epochs with a reduced learning rate. This step aimed to
adapt the global knowledge to client-specific data distributions,
particularly for underperforming clients.

Fine-tuning yielded significant improvements:
• Client 2 improved from 76.9% to 98.7% (+21.7%).
• Client 3 improved from 57.4% to 99.4% (+42%).
• Client 1 improved slightly (+2.5%) due to already high

accuracy.
This shows the benefit of transfer learning adaptation in

non-IID federated settings, especially for clients with highly
skewed fraud ratios. Like Client 3, which started with the
smallest dataset, most severe class imbalance, and highest
proportion of nulls, experienced the largest performance leap
after fine-tuning.

F. Outputs Produced

The implementation generated multiple artifacts for evalu-
ation and analysis:

1) Metrics CSV: Comparison_Metrics.csv summa-
rizing Accuracy, Precision, Recall, F1-score before and
after fine-tuning.

2) Plots: Stored in /Visualisation.
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3) Trained models: Intermediate client models and the
final global model weights were stored in memory for
subsequent fine-tuning and testing.

4) Terminal logs: Detailed round-wise accuracies per client
were recorded, showing the learning progression and
convergence patterns.

G. Key Implementation Characteristics

• Privacy-Preserving: No raw data was exchanged be-
tween clients; only noisy model updates were aggregated.

• Non-IID Scenario Simulation: Clients had different
fraud ratios, dataset sizes, and partial feature overlap.

• Transfer Learning Benefits: Fine-tuning proved crucial
in improving low-performing clients without harming
high-performing ones.

• Reproducibility: Fixed random seeds and deterministic
splits ensured repeatable results within <5 minutes per
run on a CPU-only environment.

• Scalability Limitations: The implementation simulates
FL in a single machine environment. A real-world de-
ployment would require secure multi-party communica-
tion protocols and distributed orchestration tools (e.g.,
TensorFlow Federated or Flower).

H. Summary of Implementation Outcomes

The final implementation demonstrated that Federated
Transfer Learning (FTL) could achieve performance close to
a centralized baseline (FTL overall accuracy ≈ 99%) while
ensuring data privacy. The experimental pipeline effectively
addressed non-IID data and limited data-sharing constraints
by combining:

1) Feature harmonization to align datasets across institu-
tions.

2) Global knowledge pretraining on combined features.
3) Federated averaging with differential privacy to train a

shared model.
4) Client-specific fine-tuning to recover performance for

imbalanced datasets.

The results confirm that this simplified FTL simulation can
enable collaborative fraud detection without exposing sensitive
financial data, validating the feasibility of privacy-preserving
approaches for cross-institution fraud detection.

VI. EVALUATION

This section presents an evaluation of the Federated Transfer
Learning (FTL) approach for cross-institutional financial fraud
detection. The analysis focuses on dataset distribution, baseline
centralized model performance, federated convergence, and
the effect of fine-tuning under privacy constraints. Statistical
tools and visual results are used to interpret findings, with
comparisons drawn to established research in federated and
transfer learning domains.

A. Dataset Distribution

The three datasets used in this study represent hetero-
geneous clients simulating independent financial institutions.
Figure 2 illustrates this non-IID (Non-Independent and Iden-
tically Distributed) distribution of fraud cases across clients.

Fig. 2: Non-IID Fraud Distribution Across Clients

Non-IID data is a well-documented challenge in federated
learning environments [6]. It leads to client drift during
training, where local updates diverge from the global optimum,
often impacting model fairness and convergence speed. Our
results confirm this heterogeneity, requiring additional fine-
tuning to ensure performance consistency across clients.

B. Centralized Baseline Performance

Before implementing FTL, a centralized machine learning
(ML) model was trained on the merged dataset to provide an
upper performance bound. This model, a Feedforward Neural
Network (FFNN), achieved:

• Accuracy = 0.9963
• Precision = 0.9950
• Recall = 0.9892
• F1-Score = 0.9921

Figure 3 shows the centralized ML baseline accuracy.

Fig. 3: Centralized ML Baseline Accuracy
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These results align with prior findings that centralized data
availability generally leads to strong predictive performance
in fraud detection tasks [21]. However, in real-world financial
applications, privacy and regulatory barriers prevent such cen-
tralized aggregation, making federated approaches necessary
despite their potential trade-offs.

C. Federated Learning Convergence
The FTL model was trained over 8 rounds using the FedAvg

algorithm, aggregating local updates from each client without
sharing raw data. Figure 4 shows client-wise accuracy per
round, demonstrating stable convergence for Clients 1 and 2.
Client 3 displayed more fluctuations, with a sharp accuracy
drop in round 4, likely due to extreme class imbalance and
smaller dataset size.

Fig. 4: FTL Convergence per Client over 8 Rounds

Such convergence instability in heterogeneous data envi-
ronments has been reported in prior FL research [15], where
data distribution skew leads to client drift and delayed global
model stabilization. Nevertheless, by round 8, the FTL model
achieved high accuracy across all clients, showing that collab-
orative learning can still approximate centralized performance
under privacy-preserving constraints.

D. Fine-Tuning Effect
Following global model aggregation, a client-specific fine-

tuning phase was applied using a reduced learning rate to
personalize models locally. Figure 5 shows the percentage
improvement for each client compared to pre-fine-tuning ac-
curacy. Gains were most significant for Client 3 (+42%) and
Client 2 (+21.7%), confirming that personalization mitigates
the effects of data heterogeneity in FTL. Client 1 showed only
a marginal improvement (+2.5%) as its dataset already con-
tributed strongly to the global model during FedAvg rounds.

These findings were consistent with previous studies on fed-
erated personalization [2], where fine-tuning improves under-
performing clients while maintaining overall federated model
quality.

E. Comparative Performance
The final FTL model, after fine-tuning, achieved accuracies

of 99.86% (Client 1), 98.73% (Client 2), and 99.40% (Client
3). These results approach the centralized baseline (99.63%).

Fig. 5: Fine-Tuning Accuracy Improvements

The precision and recall comparison in Figure 6 highlights
that FTL can deliver high fraud detection rates while preserv-
ing data privacy, aligning with prior work by Khan et al. [16]
and Chen et al. [5], who demonstrated that privacy-preserving
federated systems can reach near-centralized performance in
financial and healthcare domains.

Fig. 6: Evaluation Metrics Comparison (Precision, Recall, F1-
Score)

However, the recall score for Client 3 is lower, which
reflects challenges in handling highly imbalanced datasets in
federated settings. Moreover, this study approximates FTL
under a harmonized feature space due to dataset constraints,
leaving exploration of full heterogeneous FTL approaches for
future research.

F. Statistical Significance

To assess the reliability of observed improvements, a paired
t-test was also performed comparing client accuracies before
and after fine-tuning. The resulting p-value = 0.8675 indicated
no statistically significant difference at the 0.05 threshold, sug-
gesting that while accuracy improved numerically for Clients
2 and 3, variability across rounds limits the certainty of this
improvement.

This highlights a common issue in federated settings where
small datasets or high class imbalance can lead to high
variance in client-level results. Future work could include
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stratified sampling or adaptive client weighting to improve
significance levels.

G. Discussion

The experimental results show that Federated Transfer
Learning (FTL) can achieve strong performance for cross-
institution financial fraud detection while maintaining privacy.
However, a detailed examination of the findings reveals several
limitations, areas for improvement, and opportunities for future
enhancement.

1) Key Findings: The FTL approach, combining FedAvg
aggregation with client-specific fine-tuning, delivered high
accuracies across clients, approaching the centralized baseline.
Fine-tuning provided notable benefits for Client 3, boosting
accuracy from 57.4% to 99.4%, confirming that knowledge
transfer from larger datasets can significantly improve low-
resource, imbalanced clients, the results aligned with prior
findings in [17]. Clients 1 and 2 achieved strong results with
minimal performance loss compared to centralized training,
validating earlier research showing that FL can approximate
centralized ML under privacy constraints.

However, convergence instability was observed for Client
3 during early rounds Figure 4, where accuracy dropped
before recovering. This instability is a known effect of non-
IID data distributions, where client updates diverge from the
global optimum. Such behavior demonstrates the sensitivity of
FedAvg to skewed data, highlighting a need for more robust
aggregation methods.

2) Limitations of Experimental Design: Despite promising
results, several factors limit the generalizability of this study:

1) Simulated Environment: Experiments were conducted
on a single machine, without real-world constraints such
as asynchronous updates, client dropout, or unreliable
networks [4].

2) Manual Feature Alignment: Datasets were harmo-
nized into a common schema (union of features with
zero-filled placeholders), approximating a shared feature
space. True heterogeneous FTL would allow collabora-
tion without requiring such manual alignment or schema
harmonization.

3) Basic Aggregation Algorithm: FedAvg lacks mecha-
nisms to counter client drift in non-IID settings. Algo-
rithms like SCAFFOLD could yield more stable, fair
results.

4) Simplistic Privacy Approach: Gaussian noise addition
provided basic differential privacy but lacked formal
guarantees. Techniques like homomorphic encryption
offer stronger privacy assurances.

5) Limited Statistical Evidence: The paired t-test (p =
0.8675) showed no statistically significant difference
post fine-tuning, suggesting results may not generalize
without larger datasets or repeated trials.

3) Improvements and Research Context: Future enhance-
ments could include advanced federated optimizers, adaptive
weighting for class imbalance, heterogeneous FTL approaches,

and robust privacy-preserving mechanisms. These enhance-
ments are consistent with recent advancements in FL and FTL
literature, addressing challenges of data heterogeneity, privacy,
and scalability identified.

Overall, this study validates that FTL can support privacy-
preserving, cross-institution fraud detection, offering compa-
rable performance to centralized models. However, observed
limitations, simulation constraints, basic algorithms, and lack
of statistical significance highlight the gap between experimen-
tal feasibility and real-world deployment. Addressing these
factors is essential to progress toward scalable, reliable, and
secure FTL solutions for the financial sector.

VII. CONCLUSION AND FUTURE WORK

This study set out to investigate how Federated Transfer
Learning (FTL), leveraging pretrained shared representations
and federated fine-tuning, can effectively detect financial
fraud across institutions with heterogeneous datasets while
preserving data privacy and achieving accuracy comparable
to traditional centralized machine learning methods. The pri-
mary objective was to design and evaluate an experimental
framework that demonstrates the feasibility of collaborative
fraud detection without sharing sensitive raw data. This was
achieved by integrating federated learning principles with
transfer learning, enabling distributed knowledge sharing while
maintaining client-specific data confidentiality.

Key Contributions and Findings
The study successfully implemented a proof-of-concept

FTL framework using three heterogeneous fraud detection
datasets simulating independent financial institutions. The ap-
proach aligned features across datasets, applied PCA-based
dimensionality reduction, trained a global model using FedAvg
aggregation, and applied client-specific fine-tuning to improve
personalization. Evaluation metrics showed that FTL could
closely approximate centralized machine learning performance
(Accuracy > 98% across clients), despite data remaining
decentralized. Moreover, the strongest performance gains were
observed in the weakest client, confirming that FTL is not only
privacy-preserving but also inclusive.

Fine-tuning significantly boosted the performance of clients
with highly imbalanced fraud cases, validating the benefit
of transfer learning in federated environments [9]. The find-
ings confirm that collaborative fraud detection models can
use shared knowledge to enhance prediction accuracy while
complying with data privacy constraints, an outcome aligned
with trends reported in federated learning research [14].

However, limitations were evident. Convergence instability
was observed for smaller datasets (Client 3); statistical testing
(p = 0.8675) did not show significant differences compared to
centralized learning, and privacy preservation relied on basic
Gaussian noise addition without rigorous guarantees. More-
over, the simulation environment lacked real-world challenges
such as asynchronous participation, communication latency,
and true heterogeneous feature spaces [18]. These constraints
indicate that while the approach is feasible, it is not yet
production-ready.
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Implications and Efficacy
From an academic perspective, this work contributes to

bridging the gap between federated and transfer learning for
fraud detection, demonstrating that privacy-preserving col-
laboration is possible without substantial performance loss.
For practitioners, the study provides an experimental baseline
for deploying FTL frameworks in financial scenarios, where
regulatory barriers prohibit raw data sharing. However, the
simplified design, reliance on FedAvg, and lack of more secure
aggregation mechanisms highlight the need for more scalable
solutions before real-world deployment. This study approxi-
mates FTL under a harmonized feature space and a simulated
single-machine environment, leaving full heterogeneous FTL
with distinct schemas and full multi-party distributed deploy-
ment for future research.

Future Work
Future research can meaningfully extend this work in sev-

eral directions:
• Advanced Aggregation Algorithms: Incorporating

methods such as FedProto [2] or SCAFFOLD [12] to
mitigate client drift and enhance fairness in non-IID data
environments.

• Full Heterogeneous FTL: Enabling collaboration across
institutions with minimal overlapping features via repre-
sentation learning or knowledge distillation.

• Enhanced Privacy Guarantees: Employing more secure
multiparty computation or homomorphic encryption to
provide stronger privacy protection.

• Explainable FTL Models: Developing interpretable
models for fraud detection to improve trust and regulatory
compliance in the financial sector.

• Potential for Commercialisation: Financial institutions
could adopt a production-grade FTL framework as a
shared fraud detection service, pooling intelligence with-
out violating data regulations, creating a competitive
advantage for fraud prevention.
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