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Configuration Manual for Enhancing Cryptocurrency
Fraud Detection: A Hybrid Model Combining
Transformers and Graph Neural Networks

Forename Surname
Student ID:

1. Introduction
This configuration manual provides a detailed, step-by-step setup to replicate and execute the
research project: Enhancing Cryptocurrency Fraud Detection. The focus is on developing a
hybrid machine learning framework that integrates traditional classifiers, deep learning models
(GCN and FFNN), and a novel hybrid architecture combining Autoencoder, Transformer, and
GNN techniques. The objective is to detect illicit cryptocurrency transactions using the Elliptic
Dataset. This implementation uses Python, PyTorch, PyTorch Geometric, and Scikit-learn for
modelling and evaluation.

2. System Hardware Requirements
Ensure your system meets the following minimum requirements:
 Operating System: Ubuntu 20.04+ or Windows 10/11 (Linux preferred for PyTorch

GPU support)
 Processor: Intel Core i5 / AMD Ryzen 5 or higher (Quad-Core recommended)
 RAM: 16 GB Minimum (32 GB recommended)
 GPU: NVIDIA GPU with CUDA support (for deep learning models)
 Disk Space: At least 15–20 GB free for data, dependencies, and experiment outputs

3. Software Requirements:
 Python: Version 3.8 or newer
 Core libraries: pandas, numpy, matplotlib, seaborn, scikit-learn, plotly
 Graph & Deep Learning: orch, torchvision, torch_geometric, network
 Utilities:

 DataLoader, TensorDataset, StandardScaler, CrossEntropyLoss, Adam, AdamW
 Development environments: Jupyter Notebook / VS Code / PyCharm
 Environment Management: conda or virtualenv for isolated Python environments

4. Dataset Details
Source: Elliptic Data Set on Kaggle

4.1 Dataset Description: The Elliptic Data Set maps Bitcoin transactions to real entities b
elonging to licit categories (exchanges, wallet providers, miners, licit services, etc.) versus illi
cit ones (scams, malware, terrorist organizations, ransomware, Ponzi schemes, etc.). The task
on the dataset is to classify the illicit and licit nodes in the graph.

https://www.kaggle.com/datasets/ellipticco/elliptic-data-set
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4.2 Files

Size: ~203,000 rows and over 166 features per transaction
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5. Model Configuration

5.1 Baseline Models
Default algorithms and hyperparameters:

 Linear Regression
 Solver: lbfgs
 Random State: 42
 Max Iterations: 2

 Decision Tree
 Variant: GaussianNB (default settings)

 Random Forest
 Depth: 1
 Class Weight: Balanced
 Random State: 42
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 Feature Scaling: StandardScaler used before model training

5.2 Deep Learning Models

5.2.1 Feed-Forward Neural Network (FFNN) Configuration
 Input: 166-dimensional feature vector
 Hidden Layers: 2 (128 units each)
 Batch Normalization: Yes
 Dropout: 0.7
 Optimizer: Adam
 Loss: CrossEntropyLoss
 Epochs: 4
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5.2.2 Graph Convolutional Network (GCN) Configuration
 Graph: Built using networkx and torch_geometric from edgelist
 Layers: 2 GCNConv layers
 Hidden Units: 64
 Dropout: 0.6
 Activation: ReLU
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 Optimizer: Adam (lr=0.01, weight_decay=5e-4)
 Epochs: 2
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5.3 Hybrid Model: Transformer + GNN Inspired

This model combines an Autoencoder for feature learning, and a Graph-Inspired Neural
Network for classification.
Autoencoder (AE)

 Encoder: [Input → 256 → 128 → 64]
 Decoder: [64 → 128 → 256 → Input]
 Activation: ReLU
 Loss: MSELoss
 Optimizer: AdamW (lr=0.001)

Fusion Network (GNN-Inspired Classifier)
 Input: 3 aggregated features (latent vector mean, reconstruction error)
 Hidden Layers: [3 → 64 → 32 → 2]
 Dropout: 0.5
 Activation: ReLU
 Loss: CrossEntropyLoss (class-weighted)
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 Epochs: 200
 Batch Size: 2048
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6. Evaluation and Results
6.1 Evaluation Metrics (for all models):

 Accuracy
 Precision (weighted)
 Recall (weighted)
 F1 Score (weighted)

6.2 Final Results:

7. Conclusion
This manual provides the end-to-end setup and configuration for replicating the research titled
Enhancing Cryptocurrency Fraud Detection. By combining deep learning, graph analytics,
and hybrid architectures, the study advances fraud detection capabilities using a multi-model
comparative approach. Users are encouraged to further explore parameter tuning, different
feature aggregations, or extended architectures to enhance performance. Review error logs and
consult relevant library documentation for troubleshooting.
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