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Research Configuration Manual

Tushar Gharpure x23289902

1. Introduction
This manual will explain how to set up and run our code. Here the code is comparing three deep learning models

and at last saving the best performing model for web application for detect of real time cyber attacks like Dos, DDos,
Brute Force, Web-Based attack and scans.

Configuration Manual

2. System Configutations

2.1 Hardware Configurations

@ Device specifications ~

Device name DESKTOP-PRDFQFS

Processor AMD Ryzen 5 4600H with Radeon Graphics (3.00 GHz)
Installed RAM 8.00 GB (7.42 GB usable)

Device ID E5F586E6-2726-4C6A-8FCI-0C5E7A885619

Product ID 00331-10000-00001-AA279

System type 64-bit operating system, x64-based processor

Pen and touch ~ No pen or touch input is available for this display

mm Windows specifications Copy o~

Edition Windows 11 Pro

Version 24H2

Installed on 01-04-2025

0S build 26100.4770

Experience Windows Feature Experience Pack 1000.26100.197.0

Microsoft Services Agreement
Microsoft Software License Terms

Figure 1: Hardware configurations



2.2 Software Configurations

It is the most important section of the implementation. This section will be highlighting important software

requirements for our research.

- Python Version: 3.9 or later

- Platform: Windows / Linux / macOS

- RAM: At least 4GB

- Editor: VS Code / Terminal / Google Colab

For Colab

2.2.1 Google Colab

Q, Commands + Code + Text B> Runall «
= Files 0O X
‘é o from google.colab import drive
@ c B © drive.mount("'/content/drive")
— 'Z.' Drive already mounted at /content/drive; to attempt to forcibly remount, call drive.
<>
» [ .config
G2 ) W drive v Installing Libraries

Fig 2: Accessing google Drive on Colab

This colab is use to implement the code in this project, it a service from google which provides free computing
resources such as GPU and CPU for running the python code. All required libraries are preloaded in google colab
already and here the dataset is saved on google drive then we mount that dataset to colab for further

implementations.

This is the One-Time Setup for Colab.
1. Upload Tushar_loT_code.ipynb to Colab.
2. Mount Google Drive

3. Ensure the folder /content/drive/MyDrive/iot_dataset/ exists and contains the CSVs and (if predicting)
scaler.pkl + conv_Istm_model.keras.

Here for better performance we can switch the google colab from CPU to GPU or TPU for better runtime for much

faster results. This can be done by changing the runtime.



Change runtime type

Runtime type

Python 3 -

Hardware accelerator (%)
O cpPu (O TacPU ' A100 GPU ' L4 GPU

O v28TPU ® v6e-1TPU ) vSe-1TPU

Want access to premium GPUs? Purchase additional compute units

Cancel Save

Figure 3: GPU Runtime In Google Colab
3. Data Preparation

Here the dataset is in CSV format and it consists of two features flow based and packet based, both are in csv
format.

EI= Files 3 <
= = <= [ o) =
- -
< >
» EEm config
= -— R drive
| c— » B open
= L] Upload
- .
. —] Neww file

MNew folder
Rename folder

Delete folder

Copy path
Refresh

Figure 4: Upload of Datasets

From here we can upload our dataset, our dataset is in folder which is having two features for each traffic.

4. Importing all required libraries



-]

# Core Libraries

import numpy as np

import pandas as pd

import textwrap

from collections import Counter
import joblib

# Visualization

import matplotlib.pyplot as plt
import seaborn as sns

import plotly.express as px
import plotly.graph_objects as go

# Scikit-learn (Data Prep & Evaluation)

from sklearn.impute import SimpleImputer

from sklearn.model_selection import train_test_split

from sklearn.preprocessing import LabelEncoder,., StandardScaler

from sklearn.ensemble import RandomForestiClassifier

from sklearn.metrics import classification_report, confusion_matrix

# Imbalanced-learn
fFrom imblearn.over_sampling import SMOTE

# TensorFlow / Keras
import tensorflow as tF

ConwvlD, MaxPoolinglD, Flatten, Dense, Dropout., BatchMormalization.,
LSTM, TimeDistributed

from tensorflow.keras.optimizers import Adam

from tensorflow.keras.callbacks import EarlyStopping

from tensorflow.keras.utils import to_categorical

from tensorflow.keras.regularizers import 12

from tensorflow.keras.models import load model

Figure 5: Importing all required libraries.

This is all the important libraries that is essential for this project after that the next steps are Data Pre-processing

which includes checking nulls and duplicates values), EDA(used to define patterns and class imbalance of data),

Temporal analysis (showing attack timing in a day based on hours), Feature Engineering(extracting feature and
selecting features).

5. Saving best performing model

v Saving the Best Performing Model

W

s

conv_1stm _model.save("/content/drive/MyDrive/iot dataset/conv_lstm model.keras")

The best performing model is saved and further used on real time data for the detection of threats.

6. Structure of code(sequence)

S0 oo T oo

Mounting of data

Installing Libraries and importing them

Loading of dataset

Merging of data key features(flow based and packed based)

Merging in big DataFrame(all_attacks_df)

Data Preprocessing includes checking duplicates, checking missing values and missing columns, handling
missing values and dropping duplicate columns

Checking data types.



h. Exploratory data analysis ( identifying distribution and classes and finding data imbalance)
i. Temporal analysis which the timestamp of attack
j.  Feature engineering where timestamp is extracted into hour, min, dayofweek etc.

~ =

Dropping columns with having only one unique values
Applying LabelEncoder

. Using of RandomForrest for selection 95% of important data
Saving test csv for further real time threat detection.
Saving scaler which is having scaled features.

Applying model — CNN

Applying — LSTM

Applying — Conv — LSTM

Generating evaluation report for three models

~ 23T o553

Comparing Accuracy, Precision, Recall and F1-score
Saving the best performing model for real time threat detection on web-app
Real Time Anomaly detection on web-app.

< c o+

Epochs — While implementing models 10 epochs will give best accuracy.

conv_Istm_model.keras — This file we have to download from colab and manually save in web-app model

folder directory.
scaler.pkl = This file we have to download from colab and manually save in web-app model folder directory.

X_test_for_prediction.csv - This file we have to download from colab and manually save in web-app input
folder directory.

7. Troubleshooting for most occurring errors are as below.

e ModuleNotFoundError
Re-run the pip install cell and then Restart runtime and re-run.

e TensorFlow version / GPU issues
Use Colab default TF or install tensorflow in a fresh environment (Python 3.10/3.11). GPU is optional.

e FileNotFoundError
Check Drive mount and path spelling: /content/drive/MyDrive/iot_dataset/.... Upload missing
CSVs/artifacts.

¢ Shape/feature mismatch at predict time
Your input must be scaled with the same scaler.pkl and must follow the exact feature order used in training.

For Web-App

1. System Requirements



e Python Version: 3.9 or later

e Platform: Windows / Linux / macOS

e RAM: At least 4GB

e Editor: VS Code / Terminal / Google Colab

2. Required Python Libraries

Use the following pip commands to install the required libraries:

e pip install flask

e pip install tensorflow
e pip install pandas

e pip install numpy

e pip install scikit-learn

3. Folder Structure

The folder structure after extracting the ZIP file is as follows:
final_webapp_iot/
| ---app.py # Flask web app (main entry point)
| ---readme.txt # Readme instructions (basic)
| ---input
| ---X_test_for_prediction.csv # Sample input data (preprocessed loT data)
| ---model
| --- conv_Istm_model.keras # Pre-trained Conv-LSTM model
| ---scaler.pkl # Scaler object used during training
| ---templates

| --- index.html # Frontend HTML interface



@ EXPLORER

~ FIMNAL_ WWEBAPP_ 1OT

> _ pwycache_

~ imnput

BEH H test for_ prediction.csw

~ model

conv_|lstrm_model_ keras
scaler.pkl

templates

WS W

appP-pYy

configuration file_txt

readmme.txt

requirements_txt

Figure 6: Folder Directory for WebApp

4. How to Run the Web App

Step 1: Extract the ZIP
Unzip final_webapp_iot.zip into a working folder.
Step 2: Create Virtual Environment

e python -m venv venv
e venv\Scripts\activate # Windows
e source venv/bin/activate # Linux/macOS

Step 3: Install Required Libraries
Run the following command:

e pip install flask tensorflow pandas scikit-learn
Step 4: Launch the Web App

e python app.py

Open your browser and visit: http://127.0.0.1:5000/



5. Notes for Testing

- Ensure the input CSV structure matches the training data format.
- Uploaded CSV is normalized using the scaler.pkl.

6. Common Errors & Fixes

e Error: Shape mismatch or ValueError

Ensure the CSV is reshaped into the correct (samples, timesteps, features) format.
e Error: ModuleNotFoundError

Install the missing library using pip.
e Error: Model not loading

Check that the conv_Istm_model.keras and scaler.pkl files are in the correct directory.
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