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1 Introduction

1.1 Project Overview

The "Al-Powered Anomaly Detection for Fraudulent Credit Card Transactions" project is a
comprehensive machine learning system designed to identify and flag potentially fraudulent
transactions from a large dataset. The system leverages advanced data analysis techniques
and a variety of Al models, including Isolation Forest, Autoencoders, and Long Short-Term
Memory (LSTM) networks, to distinguish between legitimate and fraudulent activities. The
ultimate goal is to create a robust, accurate, and deployable model that can be integrated into
a real-world financial security pipeline.

1.2 Purpose of this Manual

This manual provides all the necessary information to configure, set up, and run the project. It
details the system requirements, project structure, step-by-step execution instructions, and an
overview of the underlying code and models. Following this guide will enable a user to
replicate the analysis, retrain the models, and deploy the prediction web application.

1.3 Target Audience

This document is intended for data scientists, machine learning engineers, and developers
who wish to understand, replicate, or extend the project. A basic understanding of Python,
machine learning concepts, and command-line operations is assumed.

2 System Requirements

2.1 Hardware Requirements

e CPU: Modern multi-core processor (Quad-core or higher recommended).

« RAM: 16 GB or more (due to the large dataset size, which consumes over 2.5 GB in
memory).

e Disk Space: At least 10 GB of free space for the dataset, Python environment,
libraries, and saved models.

2.2 Software Requirements

e Operating System: Windows, macOS, or Linux.
e Python: Version 3.8 or newer.
e Python Libraries: A full list of required packages is provided
in requirements.txt (see Appendix 8.1). Key libraries include:
o pandas, numpy
scikit-learn
tensorflow
plotly, matplotlib, seaborn
imbalanced-learn
flask
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"~ Figure 1: Libraries Import
3 Project Structure

3.1 Directory Layout

To ensure the code runs correctly, the project files should be organized as follows:
fraud-detection-project/

—— dataset/
—— train_transaction.csv
—— train_identity.csv

—— saved_models/

— scaler.pkl

pca_model.pkl

—— best_isolation forest.pkl
—— autoencoder_model.h5
—— autoencoder threshold.pkl
— Istm_model.h5

—— feature columns.pkl

—— ... (other saved files)

—— templates/

L— index.html

L— about.html
— credit_fraud.ipynb # The main analysis and training notebook
—— app.py # The Flask web application script

—— requirements.txt  # List of Python dependencies



~ FRAUD-DETECTION-P...

~ dataset

EH train_identity.csv

EH train_transaction.csv
~ saved_models
autoencoder_model.hS
autoencoder__threshold.pkl
best__isolation__forest.pkl
feature_columns.pkl
Istm_model.hS
model_comparison_results.csv
pca_model.pkl
results_summary.pkl
scaler.pkl
~ templates
> about.html
> base.html
> index.html
venv
= app-py
B credit_fraud.ipynb
dataset-link.txt
requirements.txt

samples._txt

Figure 2: Directory Layout

4  Configuration and Setup

4.1 Step 1: Obtain Project Files

Download or clone all project files, including the Jupyter Notebook (Untitled.ipynb), the
Flask application script (app.py), and the templates folder, into the root fraud-detection-
project/ directory.

4.2 Step 2: Set Up Python Environment

It is highly recommended to use a virtual environment to avoid conflicts with other Python
projects.

# Navigate to the project directory

cd fraud-detection-project

# Create a virtual environment
python -m venv .venv

# Activate the virtual environment
# On Windows:
venv\Scripts\activate

# On macOS/Linux:

source venv/bin/activate

pranavpatil@Pranavs-Laptop ~ % cd /Users/pranavpatil/Downloads/fraud-detection-project

pranavpatiloPranavs-Laptop fraud-detection-project % source .venv/bin/activate
(.venv) pranavpatiloPranavs-Laptop fraud-detection-project % python app.py

Figure 3: Activating Virtual Environment
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4.3 Step 3: Install Dependencies

Install all required libraries using the requirements.txt file.
pip install -r requirements.txt

4.4 Step 4: Place the Dataset

Download the IEEE-CIS Fraud Detection dataset from Kaggle or another source. Place the
two primary CSV files into the dataset/ directory:

e train_transaction.csv

o train_identity.csv
The application will not run without these files in the correct location.

5 Execution Guide

5.1 Part A: Running the Analysis and Model Training Notebook

The Untitled.ipynb notebook contains the end-to-end pipeline for data analysis,
preprocessing, model training, and evaluation.

1. Launch Jupyter: Open a terminal, activate your virtual environment, and run:
jupyter lab
or
jupyter notebook

2. Open the Notebook: In the Jupyter interface, navigate to and open Untitled.ipynb.

3. Run the Cells: To execute the entire pipeline, click Kernel > Restart & Run All. This

will:
o Load and merge the datasets.

Figure 4: Loading and Merging of Data
o Perform data cleaning and EDA.

print("\n=== EXPLORATORY DATA ANALYSIS ==="

fraud_counts = df['i d"].value counts()
print(f"Fraud distr n:\n{fraud_counts}")

fig = px.pie(values=fraud counts.values,
title="Distributi 3

fig.update traces(textposition="in
fig.show()

Figure 5: EDA
o Engineer new features.



print("\n=== FEATURE ENGINEERIM

df_features = df.copy()

df_features["
df_features["
df_features["

Figure 6: Feature Engineering
o Apply PCA for dimensionality reduction.

print("\n=== EDUCTION WITH

\(n_components=0.95, random state=42)
X_train_pca = pca.fit_transform(X_train_scaled)
X_test pca = pca.transtorm(X_test_scaled)

print(f"original featur {X train scaled.shape[1]}")
print(f"p {X train pca.shape[1]}")
print (f"Exp g g i a.explained variance ratio .sum

Figure 7: PCA
o Train the Isolation Forest, Autoencoder, and LSTM models.

print(”\n raining Isolation Forest y

t IsolationFo (contamination=e.1, random state=42,
t.Fit(x_train_pc

train_binar red_train == -1).astype(int)
test_binary (iso_pred_test 1) .astype(int)

st_binary)
binary)

test_binary

Figure 8: Training Models
o Perform hyperparameter tuning and cross-validation.



print(“\n=== CROSS VALTDATION ===")

cv_scores iso = []
kfold = stratifiedkFold(n_splits=5, shuffle=True, random_state=42)

for train idx, val idx in kfold.split(X train pca, y train):
X train fold, X val fold = X train pca[train idx], X train pca[val idx]
y_train_fold, y val fold = y train.iloc[train_idx], y train.iloc[val_idx]

iso cv = IsolationForest(contamination=@.1, random state=42)
iso cv.fit(X train fold)

val pred = iso cv.predict(X val fold)
val pred binary = (val pred == -1).astype(int)

cv_score = f1_score(y_val_fold, val_pred_binary)
cv_scores_iso.append(cv_score)

print(f"Isolation Forest Cv F1-Score: {np.mean(cv_scores iso):.4f} (+/- {np.std(cv_scores iso)*2:.4f})")

Figure 9: Cross Validation
o Evaluate and compare the models.

print("\n=== MODEL COMPARISON ===")

comparison_data = []
for model_name, results in models_results.items():
comparison data.append({

‘Model': model name,
'Accuracy’: results[’accuracy'],
'Precision’: results['precision’],
‘Recall’: results|'recall’],
'F1-Score’: results['f1_score’

comparison_df = pd.DataFrame(comparison_data)
print(comparison_df)

best model name = comparison df.loc[comparison df['F1-Score'].idxmax(), 'Model’]
print(f"\nBest Model: {best model name}")

Figure 10: Evaluation of Model
o Save the trained models, scaler, PCA object, and other components to
the saved models/ director

print(”\n
»s .makedirs(

joblib.dump(scaler,
print(“scaler

joblib.dump(pca,
print("PcA mod

rsolation F
job1ib.dump (mc

print ("B

models_res
print(“Aut

with open(




5.2 Part B: Running the Flask Web Application for Live Predictions

The app.py script launches a web server with an interface for making real-time fraud
predictions using the best-trained model (LSTM).
1. Ensure Models are Saved: Make sure you have successfully run the Jupyter
Notebook (Part A) and the saved_models/ directory is populated.
2. Start the Flask App: In your terminal, with the virtual environment activated, run the
following command:
python app.py o ]
3. Access the Application: Open a web browser and navigate to:
http://127.0.0.1:5001
4. Make a Prediction: Fill in the transaction details in the web form and click "Predict".
The application will process the input, run it through the saved LSTM model, and
return a prediction indicating the probability of fraud and a corresponding risk level.

6 Code and Model Overview

6.1 Data Loading and Preprocessing

The system begins by loading train_transaction.csv and train_identity.csv and merging them
into a single DataFrame. It then performs extensive cleaning by dropping columns with high-
missing value percentages and imputing the remaining missing values (median for numerical,
mode for categorical).

6.2 Exploratory Data Analysis (EDA)

Interactive visualizations are used to understand the data's characteristics, including the target
variable distribution, transaction amounts, product codes, and time-based fraud patterns.

6.3 Feature Engineering

New, more informative features are created from existing data to improve model
performance. This includes time-based features (hour, day), amount-based features (log-
transformed amount), and encoded categorical features.

6.4 Dimensionality Reduction (PCA)

Principal Component Analysis (PCA) is applied to the scaled numerical features to reduce the
high dimensionality of the dataset. The number of components is chosen to retain 95% of the
variance, significantly reducing computational complexity while preserving most of the
information.

6.5 Handling Class Imbalance (SMOTE)

The dataset is highly imbalanced, with far more legitimate transactions than fraudulent ones.
The Synthetic Minority Over-sampling Technique (SMOTE) is used on the training data to
create synthetic fraudulent samples, balancing the class distribution and helping the models
learn the minority class patterns more effectively.

6.6 Model Architecture and Training

Three different anomaly detection models are trained and evaluated:
e Isolation Forest: An unsupervised model that works by isolating anomalies instead
of profiling normal data points. It is tuned for optimal performance.
e Autoencoder: A deep neural network trained to reconstruct normal transactions.
Transactions with high reconstruction errors are flagged as anomalies.



e LSTM Network: A recurrent neural network that processes data as sequences. This is
the primary supervised model, trained on the balanced dataset to classify transactions
as fraudulent or legitimate.

6.7 Model Evaluation and Persistence

Models are evaluated on a held-out test set using standard classification metrics (Accuracy,
Precision, Recall, F1-Score). The best-performing model (LSTM) and all necessary
preprocessing components (scaler, PCA) are saved to disk for later use in the Flask
application.

7 Conclusion

7.1 Project Summary

This project successfully implemented a robust pipeline for detecting fraudulent credit card
transactions. It encompassed all stages of a machine learning project, from data cleaning and
exploratory analysis to advanced feature engineering, model training, and deployment via a
web interface. By comparing multiple Al-powered anomaly detection techniques, we
identified the most effective approach for this specific problem.

7.2 Key Findings

The comprehensive evaluation of the three models revealed that the LSTM network was the
best-performing model, achieving the highest F1-Score of 0.5312. This score indicates a
strong balance between precision (correctly identifying fraud) and recall (capturing a high
proportion of all actual fraud cases). While the unsupervised models (Isolation Forest and
Autoencoder) provided a valuable baseline, the supervised LSTM model, trained on a
balanced dataset, demonstrated superior predictive power for this classification task.

7.3 Future Enhancements

While the current system is effective, several avenues for future improvement exist:

e Advanced Feature Engineering: Incorporate more complex interaction features or
features based on user transaction history over time.

o Real-Time Data Streaming: Integrate the system with a real-time data pipeline (e.g.,
using Apache Kafka) to analyze transactions as they occur.

e Model Explainability: Implement tools like SHAP or LIME to provide clear
explanations for why a specific transaction was flagged as fraudulent.

e Ensemble Modeling: Combine the predictions of all three models into an ensemble
to potentially achieve higher accuracy and robustness.

8 Appendix

8.1 requirements.txt

pandas

numpy
scikit-learn
tensorflow

plotly

matplotlib
seaborn
imbalanced-learn
flask



joblib

8.2 Web Application Interface

The Flask application provides a user-friendly form with the following fields:
Transaction Amount

Product Code

Card1 through Card6 details

Address 1 and Address 2

Distance 1 and Distance 2

Purchaser and Recipient Email Domains

Upon submission, it returns:

Fraud Probability: A score from 0 to 1.

Is Fraud: A binary decision (0 for No, 1 for Yes).

Risk Level: A qualitative assessment (Low, Medium, High).
Confidence Score: How confident the model is in its prediction.
Contributing Risk Factors: A breakdown of rules-based checks that contribute to
the risk score.

© Fraud Detection System

© Transaction Fraud
Detection

Figure 12: Web Application Interface Form

& Potential Fraud Detected - l

Why Choose Our Fraud Detection System?

® * =

AAAAAAAA od Real-time Analysis High Accuracy

© Fraud Detection System P S ——

Figure 13: Web Application Interface Output
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