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Enhancing Ethereum Fraud Detection Accuracy with 

Sparse-Attention-Based Model 

 

 
Vineeth Kumar Reddy Chandravathi 

Student ID: x23199091 

 

1. Introduction 

This manual details the dataset preparation, model setup, and execution workflow for 

detecting fraudulent Ethereum transactions. 

The configuration aligns with the Final Report – Transactions, ensuring all dataset 

preprocessing steps, model configurations, and evaluation metrics match the original 

research. 

System Infrastructure Prerequisites 

● Platform Compatibility 

 

○ Primary Choice: Windows 10 or Windows 11 — ensures broad compatibility 

with most development tools and frameworks 

 

○ Alternative Option: Ubuntu 20.04 LTS or later — well-suited for open-

source workflows and server-based deployments 

 

● Processing Requirements 

 

○ Minimum Specification: Multi-core processor (Intel Core i5 / AMD Ryzen 5 

or newer) 

 

○ Recommended Specification: Quad-core or higher for faster computation and 

efficient model training 

 

● Memory Capacity 

 

○ Minimum: 16 GB RAM — sufficient for smaller workloads and testing 

environments 

 

○ Recommended: 32 GB RAM or above for handling larger datasets and 

concurrent experiments 

 

● Optional Performance Boost 

 

○ NVIDIA GPU with CUDA support — significantly accelerates deep learning 

and model training tasks 
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● Storage Needs 

 

○ 15–20 GB of available space to store raw and processed datasets, trained 

model files, embeddings, visual outputs, and dependencies 

 

Software Environment Configuration 

● Programming Language 

 

○ Python version 3.9 or newer is recommended for optimal compatibility 

 

● Essential Data Analysis Packages 

 

○ pandas — structured data processing and manipulation (pip install pandas) 

 

○ numpy — fast numerical and array computations (pip install numpy) 

 

○ matplotlib — creation of static plots and charts (pip install matplotlib) 

 

○ seaborn — advanced statistical visualization (pip install seaborn) 

 

○ plotly — interactive and dynamic charting (optional) (pip install plotly) 

 

○ scikit-learn — preprocessing utilities, ML models, and evaluation tools (pip 

install scikit-learn) 

 

● Deep Learning Frameworks 

 

○ torch (PyTorch) — primary library for model design, training, and deployment 

(pip install torch) 

2. Dataset Specification 

2.1 Source 

Ethereum wallet-level transaction summaries in CSV format. 

2.2 Target Variable 

● FLAG – Binary classification: 

▪  0: Legitimate wallet 

▪  1: Fraudulent wallet 

2.3 Feature Types 

● Temporal: Block intervals, timestamps, transaction time patterns 

● Behavioral: Unique senders/receivers, ERC20 token counts, transaction frequency 
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● Financial: Total Ether sent/received, average transaction values 

● Categorical: Token names, platforms 

3. Data Preprocessing Pipeline 

3.1 Data Loading 

● Load CSV into pandas DataFrame. 

● Verify column names and data types. 

3.2 Missing Values 

● Drop columns with excessive null values. 

● Impute remaining numeric values with median. 

3.3 Feature Engineering 

● Convert timestamps to datetime. 

● Extract day, month, hour for temporal analysis. 

● Create behavioral metrics such as transaction ratios. 

3.4 Feature Selection 

● Correlation-based filtering to remove collinear features. 

● Retain most informative predictors. 

3.5 Scaling 

● Apply StandardScaler to numerical features. 

3.6 Data Split 

● Features (X) and target (y) 

● Stratified 80-20 split to preserve fraud ratio. 

 

4. Model Framework 

4.1 Baseline Machine Learning Models 

1. Ridge Classifier 
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2. Logistic Regression 

 

3. Gaussian Naive Bayes 
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4.2 Deep Learning Models 

There are two DL Models 

1. Feedforward Neural Network (FFNN) 

2. Deep Autoencoder 

 

 

FNN Model 
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4.3 TabNet – Primary Model 

Architecture: Sparse attention-based feature selection for tabular data. 

 

 

 

5. Evaluation Protocol 

5.1 Metrics 

● Accuracy 

● Precision 

● Recall 

● F1-score 

● ROC-AUC 

 

6. Future Enhancements 

1. Add temporal and graph-based features. 

2. Use advanced imbalance handling (SMOTE, focal loss). 
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3. Test model across multiple blockchain datasets. 

4. Implement real-time drift detection and monitoring. 
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