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Tejas Bhanarkar
x23287004

1 Introduction

This manual shows us the full configuration and setup of a distributed Multi-Agent
System, which is designed for static malware identification. This system uses autonom-
ous agents that are developed using the SPADE framework with integration of machine
learning and use of a watchdog-based file monitoring system to automate triggering. The
agents coordinates using XMPP messaging via Openfire Software and emulates block-
chain logging for secure threat evidence storage.

2 Environment Setup

2.1 Install Java

To install Java On Windows:
Step 1 is to download the JDK from Oracle Website or use OpenJDK as shown in the
figure below.

JDK 24 JDK 21 GraalVM for JDK 24 GraalVM for JDK 21

Java SE Development Kit 24.0.2 downloads

JDK 24 binaries are free to use in production and free to redistribute, at no cost, under the Oracle No-Fee Terms and Conditions (NFTC).

JDK 24 will receive updates under these terms, until September 2025, when it will be superseded by JDK 25.

Linux  macOS  Windows «

Product/file description File size Download

x64 Compressed Archive 229.62 MB https://download.oracle.com/java/24/latest/jdk-24_windows-x64_bin.zip (sha256)
x64 Installer 205.86 MB https://download.oracle.com/java/24/latest/jdk-24_windows-x64_bin.exe (sha256)
x64 MSI Installer ‘ 204.61MB https://download.oracle.com/java/24/latest/jdk-24_windows-x64_bin.msi (sha256)

Figure 1: JDK Download from Oracle or OpenJDK

Step 2 is to run the installer and follow the instruction as displayed below.



':, Java(TM) SE Development Kit 24.0.2 (64-bit) - Setup

Welcome to the Installation Wizard for Java SE Development Kit 24.0.2

This wizard will guide you through the installation process for the Java SE Development Kit
24.0.2.

B o

" Java(TM) SE Development Kit 24.0.2 (64-bit) - Destination Folder X

This will install the Java(TM) SE Development Kit 24.0.2 (64-bit), which requires
420MB on your hard drive. Click the "Change" button to change the installation
folder.

G Install Java(TM) SE Development Kit 24.0.2 (64-bit) to:
C:\Program Files\Java\jdk-24\ Change...

Figure 2: Click Next

User Account Control

Do you want to allow this app to make
changes to your device?

Java(TM) SE Development Kit 23.0.1

Verified publisher. Oracle America, Inc.
File origin: Hard drive on this computer

Show more details

’ Yes b No

Figure 3: Don’t Change the Directory and
Click Next

78 Java(TM) SE Development Kit 23.0.1 (64-bit) - Progress -

Status: Extracting Installer

Figure 4: Click Yes

Figure 5: Under Progress




"8 Java(TM) SE Development Kit 23.0.1 (64-bit) - Complete X

Java(TM) SE Development Kit 23.0. 1 (64-bit) Successfully Installed

*

Click Next Steps to access tutorials, API documentation, developer guides, release notes
and more to help you gett;arted with the JDK.

Next Steps

[ Close I

Figure 6: Sequential Steps in JDK Setup Process

After installation, Verify through the terminal with this command.

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\tejas> java

java 24.0.1 2025-04-15

Java(TM) SE Runtime Environment (build 24.0.1+9-30)

Java HotSpot(TM) 64-Bit Server VM (build 24.0.14+9-30, mixed mode, sharing)
PS C:\Users\tejas> |

Figure 7: Verification Process

Final Step is to Set Environment Variable to avoid any type of hardcoding paths in
your code or scripts. To complete the installation:

e Add JAVA_HOME pointing to the JDK installation directory.

e Add %JAVA_HOMEY\bin to your PATH.

2.2 Install Openfire Architecture

Step 1 is to download the Openfire Software from Igniterealtime Website as shown in
the figure below.



Plugins | Old versions | Readme & License

Changelog | Nightly Builds | Source

Openfire 5.0.1

OPENFIRE

As of Openfire version 4.7.0, a Java Runtime Environment (JRE) is no lo

Openfire is a cross-platform real-time collaboration server based on the XIMPP protocol. Read about the name change

nger distributed with the Openfire release.

Checksums for Openfire distributables are available in the Github ‘releases' section of the Openfire source code repository

Choose your platform: = 4* Windows A Linux K Mac
@ openfire 5_0_1.exe 32-bit f June 30, 2025 64.55 MB
gv openfire_5_0_1_x64.exe 64-bit (recommended) ‘ June 30, 2025 64.74 MB
q openfire 5 0 1.zip June 30, 2025 64.13 MB

Figure 8: Download Openfire Software from Igniterealtime

Step 2 is to run the installer and follow the instruction as displayed below.

see README.html for full lic

Figure 9: Accept and Click Next

Figure 10: Click Next

After Installation launch the admin setup in any web browser (http://localhost:9090).

Step 4 is to do Initial Configuration (One-Time Setup). You have to go through these

configuration steps:
1. Choose Language as per Preference

2. Server Settings:

e Domain: localhost or your domain

e Ports: leave default unless you need customization

3. Database Settings:

e Option 1: Use embedded database (for testing)
e Option 2: External DB like MySQL/PostgreSQL.

4. Admin Account Setup:

e Provide an admin email and password
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Step 5 is to Add Users and Configure Clients. To do this follow below steps.

1. First, Log in to the admin panel at http://localhost:9090 in any web browser
on your system.

6’ openfire’

Administration Console

o sername
& !

Q} password

Openfire, Version: 4 9.2

Figure 11: Login Panel

2. Second, Navigate to the Users/Groups section and from there click to Add new
users.
3. Third, Configure your XMPP clients such as Spark, Pidgin or Custom Agents with:

Go to Server through your Openfire domain or IP then add your Username /Password
and keep the port 5222 (default).



/
) openfire

Server Sessions Group Chat Plugins

Users Groups

User Summary

Create New User ‘

User Search

User Summary

Total Users: § -- Sorted by Username -- Users per page:
Advanced User Search

Online Username Name
1 . admin Administrator
2 : blockchainloggeragent
3 . decisionagent
4 : detectionagent
5 . mitigationagent

Figure 12: Create New Users

2.3 Verify XMPP Server Connectivity
From my MAS system which is in Python, try this quick test with SPADE:

spade.agent

):
(self):

print(” [l

agent = TestAgent(

agent.start(auto register=

Figure 13: Verify Connectivity

2.4 Install and Setup Python Environment

To run the Multi-Agent system, Python 3.8 or later is required. It is recommended to
use a virtual environment such as Anaconda to manage dependencies.

Step 1 is to install Python from Microsoft Store as shown in the figure below.



Microsoft Store

Python 3.12

@ 50% Apps Developer tools

The

n 312 interpreter and runtime

r

Python 3.9
@ 50% Apps Developer tools

9 interpreter and runtime.

Python 3.13

@ Apps Developer tools

The Python 313 interpreter and runtime

Python 38
@ 50% Apps Developer tools

The Python 38 interpreter and runtime.

Python 3.1

@ 45% Apps De

The Pythor

per tools

T interpreter and runtime

Python 3.7
Apps Developel

The Python 3.7 interpreter and runtime.

Python 3.10
Q 36% Apps Developer tools

Th 0 interpreter and runtime

< 2 Simple Python Script

per tool
Simple Python Script Runni

lig!
appli designed to simplify

Filters

Figure 14:

Microsoft Store

Search and Click Latest Python Version

Python 3.12

Python Software Foundation

50% 6ratings Developer tool

The Python 312 interpreter and runtime

PEGI3

Screenshots

Discover more >

Visual Studio Code

Free

Python 3.10

Free

Python 3.11

Free

Figure 15: Click Get and Install

Step 2 is to verify Python is installed or not using the command as displayed below.




7} Anaconda Prompt

(base) C:\Users\tejas>Python —-version
Python 3.12.7

(base) C:\Users\tejas>|

Figure 16: Verification Process

Step 3 is to install required Python libraries to run MAS system using the command as
displayed below.

%) Anaconda Prompt

(base) C:\Users\tejas>Python --version
Python 3.12.7

(base) C:\Users\tejas>pip install spade pandas scikit-learn watchdog joblib]|

Figure 17: Install Python Libraries

2.5 Train the Model

This machine learning model used for malware detection is trained using a Random
Forest Classifier. To do this Data.csv file has been use which contains static features
extracted from executable files. The Train.py script includes the Python code executing
data split action into training and testing sets, train the model, evaluate its accuracy
and saves it as Malware-Model.pkl. It also exports a sample test rows to Test-Data-
With-Labels.csv file for use by the Detection Agent.



1-Trainpy X

n_report,

xCore

df = pd.read_c

y_test = train_test_split(
random_state=50

Cla (n_estimators=18@, random_state=58)
model.fit(X_train, y_train)

y_pred = model.predict(X_test)
print(" 8 / accuracy score(y_test, y pred))
print( m classification_report(y_test, y_pred))

- dump {mod
print(" @ Mo

test_set
test_set[
test_set.to_csv(
print(" R

sample =
sample. t

print(" &

Figure 18: Train Model Using Random Forest Classifier




LEMS ~ OUTPUT D TERMINAL  PORTS BJ python +~ @M W ---
PS C:\Users\tejas\Desktop\SEM 3\RESEARCH PROJECT> & C:/Users/tejas/anaconda3/envs/Thesis-Project/python.exe
& Accuracy: ©.9931062759889604

M classification Report:

precision recall fi-score support
99
00
00

.0e
.80
.0e
.80
.62
S
.0e
.98
.0e

334

o.
1.
1.
e.
1.
1.
1.
a.
9.

EF O R OOR R R
SRS OORRO

]

accuracy
macro avg a. 8.95
weighted avg a. a.

D ®

& Model saved as Malware Model.pkl

B Test data with labels saved to Test Data With Labels.csv
# sample input for DetectionAgent saved to Sample Input.csv
PS C:\Users\tejas\Desktop\SEM 3\RESEARCH PROJECT>

Figure 19: Model Output

2.6 Final Checklist Before Running M AS Architecture

Component Status
Java Installed Yes
Openfire Running Yes
Agent Accounts Created Yes
Python Environment Set Yes
Model Trained Yes
Monitor Ready Yes

Table 1: System Readiness Checklist Before MAS Execution

2.7 Final Result of the Pipeline

This section demonstrates the working of the complete MAS pipeline. A test .exe file
is used to trigger detection, classification, mitigation, and logging. Screenshots
validate each agent’s successful response and communication.
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PS C:\Users\tejas\Desktop\SEM 3\RESEARCH PART 2 ASS DONE\Main Pipline> & C:/Users/tejas/anaconda3/envs/Thesis-Project/python.exe

[Monitor] Watching C:/Users/tejas/Downloads for new .exe files...

[Monitor] New .exe file detected: C:/Users/tejas/Downloads\Test.exe

[MAS Trigger] Processing .exe file: C:/Users/tejas/Downloads\Test.exe

[MAS Trigger] Extracted features saved to Sample Input.csv

Using slower stringprep, consider compiling the faster cython/libidn one.
[DetectionAgent] Starting...

[DecisionAgent] Starting...

[MitigationAgent] Starting...

[BlockchainLoggerAgent] Starting...

[Main] All agents started. Waiting for execution...

[DetectionAgent] Prediction - Infection Level 4. Sending to DecisionAgent...
[DecisionAgent] Classified as - Mild Infection. Sending to MitigationAgent...
[MitigationAgent] Initiating Mitigation... (e.g., file quarantine, network isolation)
[BlockchainLoggeragent] Mild Infection detected and mitigated.

[Main] All agents stopped.

[Monitor] Ready for next .exe file...

Figure 20: Final Pipeline Test
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