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1 Business Problem

Organizations face rising threats from data breaches, identity theft, and unauthorized access.
Single sources of failure are a common problem with traditional centralized systems.

This project explores how a Python-based blockchain system can offer enhanced data
security and privacy using distributed ledgers, cryptographic techniques, and transparent

recordkeeping mechanisms.
2 System Requirements

Operating System:

- Windows 10 or Windows 11 (64-bit)
Python Version:

- Python 3.10 or higher

==

Python 3.11

App

(7 Open

® Run as administrator

~



Development Environment:

- Visual Studio Code (VS Code)

Visual Studio Code
App

(4 Open

»J New Window

Hardware:
- RAM: Minimum 8000 MB (Recommended: 16000 MB)
- Disk Space: Minimum 5000 MB free

Libraries/Dependencies:

- hashlib, datetime, json, pandas, numpy, matplotlib, seaborn, scikit-learn, jupyterlab, dotenv

3 Installation Instructions

Step 1- Upgrade pip:
python -m pip install --upgrade pip



Ps C:\Users\vishnuprasanth s\Desktop\Blockchain code> python pip install ip

Requirement already satisfied: pip in c:\program files\windowsapps\pythonsoftwarefoundation.python.3.11 3.11.2544.0 x64 _gbz5n2kfrasp@\lib\site-packages (24
0)

collecting pip
Downloading pip-25.2-py3-none-any.whl.metadata (4.7 kB)

Downloading pip-25.2-py3-none-any.whl (1.8 MB)

eta
Installing collected packages: pip
WARNING: The scripts pip.exe, pip3.11.exe and pip3.exe are installed in 'C:\Users\vishnuprasanth s\AppData\Local\Packages\PythonSoftwareFoundation.Python.
3.11 gbz5n2kfragpe\LocalCache\local-packages\Python311\Scripts' which is not on PATH.
Consider adding this directory to PATH or, if you prefer to suppress this warning, use --no-warn-script-location.
successfully installed pip-25.2

Step 2- Create and activate the virtual environment:
python -m venv blockchain_env

blockchain env\Scripts\activate

Vishnuprasanth s\Desktop\Blockchain code> python venv blockchain env
Vishnuprasanth s\Desktop\Blockchain code> .\blockchain env\Scripts\Activate
w) PS C:\Users\Vishnuprasanth S\Desktop\Blockchain code> I

Step 3 - Install Required Libraries:
pip install pandas numpy matplotlib cryptography

( ain ) PS C:\Users\Vishnuprasanth S\Desktop\Blockchain code» pip install pandas matplotlib cryptography
ollecting pandaq
Using cached pandas-2.3.1-cp311-cp311-win_amd64.whl.metadata (19 kB)
collecting matplotlib
Downloading matplotlib-3.1@.5-cp311-cp311-win_amd64.whl.metadata (11 kB)
Collecting cryptography
Downloading cryptography-45.8.6-cp311-abi3-win amde4.whl.metadata (5.7 kB)
Collecting numpy>»>=1.23.2 (from pandas)

nstalling collected packages: pytz, ta, six, pyparsing, pycparser, pillow, packaging, numpy, kiwisolver, fonttools, cycler, python-dateutil, contourpy,
pandas, matplotlib, cryptography

uccessfully installed cffi-1.17.1 contourpy-1.3.3 cryptography-45.0.6 cycler-0.12.1 fonttools-4.59.@ kiwisolver-1.4.8 matplotlib-3.108.5 numpy-2.3.2 packagi

g-25.8 pandas-2.3.1 pillow-11.3.8 pycparser-2.22 pyparsing-3.2.3 python-dateutil-2.9.8.poste pytz-2025.2 six-1.17.8 tzdata-2025.2

] A new release of pip is available: ->
g :

4 Dataset & Blockchain Configuration

The system uses simulated blockchain logic built in Python to mimic block creation, hashing,
validation, and anomaly detection. Sample datasets are tailored to key domains:

Healthcare Sample Data:

Patient_ID Name Age Blood Med Condition Doctor
P1001 Bobby Jackson 30 B- Cancer Matthew Smith
P1002 Leslie Terry 62 A+ Obesity Samatha Davies



B healthcare dataset.csv X

B healthcare_datas D data
1 batient_l , Age, 31ood Medical Condition,Date of Admission,Doctor, I
1, 30, B-,Can 31/20824,Matthew Smith 18856
2, 62, A+,0Obesity,8/28/2019,5ama ) 33643.32729,

, 76, . s 27955.09608,
) 28, Diabetes,11/18/2020,K le

5, 43, AB+,Cancer,9/19/2022,Ka - a, 14238.3178

6, 36, A+,Asthma, 12/26/2623,Tay :
B 21, AB-,Diabetes,11/3/2020,Kell) n, 195! |

Finance Sample Data:

Symbol Name Amount
BRK-B Berkshire 321.26
Hathway
\Y Visa Inc 230.76

oo Finanace_industry - Stock Market
Symbol,
BRK-B,
v,

JPM,
MA,
JPM-PD,
JPM-PC,
BAC-PK,
BAC-PL,
BML-PG,
BML-PH,
BAC,
BML-PL,
BAC-PE,
BML-P1],
BAC-PB,

Supply Chain Sample Data:

Month Sales Supplier Name
1 3675.25 Walmart
2 4588.39 Walmart



B simple_vegetable_retail-chains-sales_data.csv 2 D data

1 Month, Supplier Name
Walmart
Walmart
Walmart
Walmart
Walmart
Walmart
Walmart
Walmart
Walmart

b b b b b b b b
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S Evaluation Settings

Blockchain Performance Evaluation:
- TPS (Transactions per Second)
- Anomaly Detection

- Block Validation Time

# Evaluation Complete
This implementation demonstrates:

1. Hybrid blockchain architecture (permissioned chains)
2. Sector-specific compliance and validation

3. Anomaly detection and security measures

4. Performance metrics and evaluation




6 Sample Python Logic

Block Structure:

Block:
__init (self, index, timestamp, data, previous hash=""):
self.index = index
self.timestamp = timestamp
self.data = data
self.previous _hash = previous_hash
1f.nonce = @
self.hash = self.calculate_hash()
calculate_hash(self):
block string = f"{self.index}{self.timestamp}{json.dumps(self.data, sort keys
return hashlib.sha256(block string.encode()).hexdigest()

mine block(self, difficulty):
target = '0" * difficulty
thile splf_hash.startswithitaresth:

OUTPUT DE E TERMINAL PORTS E powershell +

"previous hash": "bf6c27c1661a@da286ff296620d8876bA81474000894a1885ac7f65feefede6™,
"nonce": @,
"hash™: "@50d1600ceas77aef6d436dedBac2cc87e43aaep72d8c4267203a75b62032deb",
"validator": "SupplyChainvalidator2"

¥

Blockchain Initialization:

class Blockchain:
class Hybrid Blockchain:
def init (self, difficulty=3):
self.permissioned chain = [self.create genesis_block permissioned()]
self.permissionless_chain = [self.create _genesis_block permissionless()]
self.difficulty = difficulty
self.authorized validators = ["AuthorityNodel", "AuthorityNode2"]
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def create genesis_block permissioned(self):
return PermissionedBlock(0, pytime(), "Permissioned Genesis", "0",

validator="AuthorityNodel")

def create_genesis_block permissionless(self):

return (0, pytime(), "Permissionless Genesis", "0")

def get latest permissioned(self):

return self.permissioned chain[-1]

def get latest permissionless(self):

return self.permissionless_chain[-1]

HybridBlockchain:
__init  (self, difficulty=3):
self.permissioned chain = [self.create genesis block permissioned() ]
self.permissionless chain = [self.create genesis block permissionless()
self.difficulty = difficulty
self.authorized validators = ["Authorit

create_genesis block permissioned(self):
return PermissionedBlock(®, pytime() e nesis "@", wvalidator="Author

create_genesis_block_permissionless(self):
return Block(®, pytime(), "Permi
get_latest permissioned(self):

return self.permissioned_chain[-1]

get latest permissionless(self):
return self.permissionless chain[-1]

add_permissioned block(self, block)ﬂ
block.previous hash = self.get latest permissioned().hash
if block.validate authority(self.authorized validators):
block.hash = block.calculate hash()
self.permissi chain.append (block)
e {block.index} added by {block.validator}

1w




TPS Measurement:

start time = time.time()
processed count = @
anomaly count = @
compliance violations = @

(_, row) in enumerate(df.head(10@).iterrows

processed record = data processor.process record(row.to dic
if processed re
p L
print(f"E
continue

if anomaly detection(processed record):
anomaly count += 1
print(

blockchain.add industr

print(f"Complianc
compliance violations += 1
continue

processed_count += 1

print(f" g
compliance violations += 1

end time = time.time()
processing time = end time - start time

7 Troubleshooting

Problem: Slow TPS

Resolution: Optimize data structure or reduce logging overhead

sector)




start time = time.time()
processed_count = @
anomaly count = @

compliance violations = @

for i, (_, row) in enumerate(df.head(10).iterrows(
try:

Problem: Block not validating

Resolution: Check hash function and timestamp consistency

is chain_valid(self, chain):
for i in range(1, len(chain)):
current = chain[i]
previous = chain[i - 1]
if current.hash != current.calculate hash():
print(f"Block {i} hash invalid!")
return

if current.previous hash = previous.hash:
print(f"Block {i} p ous hash invalid!")
return

return

Problem: Duplicate hashes

Resolution: Ensure unique timestamp or include nonce/random seed

calculate hash(self):
block string = f"{self.index}{self.timestamp}{json.dumps(self.data, sort keys=

return hashlib.sha256(block string.encode()).hexdigest()

Problem: Outliers in anomaly scores

Resolution: Recalibrate thresholds or retrain detection model



"healthcare’: {
"suspicious keywords': ["hack', ‘'unauthor
"thresholds”:
‘billing amount': 10600,
120,

finance f
"suspicious keywi + ['fraud’, 'transfe

"thresholds’:
‘price change
‘pe _ratio’: 50,

‘price’: 10080,
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