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1 Business Problem 

Organizations face rising threats from data breaches, identity theft, and unauthorized access. 

Single sources of failure are a common problem with traditional centralized systems. 

This project explores how a Python-based blockchain system can offer enhanced data 

security and privacy using distributed ledgers, cryptographic techniques, and transparent 

recordkeeping mechanisms. 

2 System Requirements 

Operating System: 

- Windows 10 or Windows 11 (64-bit) 

Python Version: 

- Python 3.10 or higher 
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Development Environment: 

- Visual Studio Code (VS Code) 

 

 

 

 

Hardware: 

- RAM: Minimum 8000 MB (Recommended: 16000 MB) 

- Disk Space: Minimum 5000 MB free 

 

Libraries/Dependencies: 

- hashlib, datetime, json, pandas, numpy, matplotlib, seaborn, scikit-learn, jupyterlab, dotenv 

 

 

 

3 Installation Instructions 

Step 1- Upgrade pip: 

   python -m pip install --upgrade pip 
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Step 2- Create and activate the virtual environment: 

   python -m venv blockchain_env 

   blockchain_env\Scripts\activate 

 

 

Step 3 - Install Required Libraries: 

   pip install pandas numpy matplotlib cryptography  

 

 

 

4 Dataset & Blockchain Configuration 

The system uses simulated blockchain logic built in Python to mimic block creation, hashing, 

validation, and anomaly detection. Sample datasets are tailored to key domains: 

Healthcare Sample Data: 

Patient_ID Name Age   Blood       Med Condition    Doctor 

P1001 Bobby Jackson 30        B-    Cancer Matthew Smith 

P1002 Leslie Terry 62        A+    Obesity Samatha Davies 
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Finance Sample Data: 

Symbol Name Amount 

BRK-B Berkshire 

Hathway 

321.26 

V Visa Inc 230.76 

   

 

 

Supply Chain Sample Data: 

Month Sales Supplier Name   

1 3675.25 Walmart   

2 4588.39 Walmart   
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5 Evaluation Settings 

Blockchain Performance Evaluation: 

- TPS (Transactions per Second) 

- Anomaly Detection 

- Block Validation Time 
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6 Sample Python Logic 

Block Structure: 

 

 

 

Blockchain Initialization: 

 

class Blockchain: 

    class Hybrid Blockchain: 

    def __init__(self, difficulty=3): 

        self.permissioned_chain = [self.create_genesis_block_permissioned()] 

        self.permissionless_chain = [self.create_genesis_block_permissionless()] 

        self.difficulty = difficulty 

        self.authorized_validators = ["AuthorityNode1", "AuthorityNode2"] 
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    def create_genesis_block_permissioned(self): 

        return PermissionedBlock(0, pytime(), "Permissioned Genesis", "0", 

validator="AuthorityNode1") 

 

    def create_genesis_block_permissionless(self): 

        return (0, pytime(), "Permissionless Genesis", "0") 

 

    def get_latest_permissioned(self): 

        return self.permissioned_chain[-1] 

 

    def get_latest_permissionless(self): 

        return self.permissionless_chain[-1] 
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TPS Measurement: 

 

 

 

7 Troubleshooting 

 

Problem: Slow TPS 

Resolution: Optimize data structure or reduce logging overhead 
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Problem: Block not validating 

Resolution: Check hash function and timestamp consistency 

 

 

Problem: Duplicate hashes 

Resolution: Ensure unique timestamp or include nonce/random seed 

 

 

Problem: Outliers in anomaly scores 

Resolution: Recalibrate thresholds or retrain detection model 
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