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THE ROLE OF BLOCKCHAIN IN ENHANCING 

DATA SECURITY AND PRIVACY 

 

Vishnuprasanth Sivakumar  

X23293161 
 

Abstract 

This study explores how blockchain technology can be strategically applied to improve data security 

and privacy across key sectors, including healthcare, finance, and supply chain management. Through 

a modular, Python-based implementation using permissioned blockchains, the research evaluates 

performance metrics such as transaction speed, data integrity, encryption, and anomaly detection. 

Results indicate that blockchain systems significantly enhance data protection by ensuring 

immutability, decentralization, and real-time validation. In healthcare, the system effectively flagged 

anomalous records; in finance, it supported secure, high-volume transactions; and in supply chains, it 

enabled transparent, tamper-proof tracking. Despite promising outcomes, challenges such as 

interoperability, scalability, and regulatory compliance remain. The study also highlights ethical 

considerations, particularly in balancing transparency with privacy. Overall, blockchain emerges as a 

robust and adaptable solution for modern data security needs. The findings provide a foundation for 

further research and practical guidance for organizations seeking to adopt blockchain in sensitive and 

high-risk data environments. 

 
 

 

1  Introduction 

1.1 Background and Problem Statement 
 

Today, it is very important to focus on data security and privacy because more cyberattacks, 

data breaches and misuse of people’s private information are happening frequently. 

Traditional ways of securing data usually fail to keep information transparent, unchangeable 

and in the hands of many parties [1]. Due to its strong and distributed ledger system, 

blockchain technology can be a possible answer. Still, there is not much research on putting 

its methods into practice to secure different types of data. This study attempts to fill the gap 

by studying how blockchain enhances the safety and privacy of data, looking at its results and 

obstacles when put into use and proposing means for including blockchain technologies in 

current data security systems. The issue with Blockchain is that outside public deployments 

Cryptocurrency (Bitcoin), adoption in Private (Fabric) companies has been slow. The primary 

objective of Blockchain is to provide a de-centralised ledger, where no single authority has 

access to all records. That conflicts with regulated industries such as Healthcare, where 

oversight is necessary. 
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1.2 Motivation and Significance of the Research 
 

More concerns about digital privacy and cyber threats have made people seek better ways to 

store and protect their data which was the main reason for this research. To defend sensitive 

information, blockchain stands out because of its protective cryptography, decentralisation 

and openness [2]. It is significant because it adds to the knowledge of how blockchain can 

transform data privacy practices. It also gives important information to policymakers, 

technology builders and industry experts, assisting them in putting blockchain ideas into 

practice for better security online. 

1.3 Research question and objectives 

Question 

Q1. What are the key applications of blockchain in supply chain security, healthcare, and 

financial services, and how effective are they in addressing industry-specific security 

concerns? 

Objectives 

● To analyse the important concepts behind blockchain technology and how they help 

secure and protect data. 

● To measure the success of blockchain in handling data breaches and strengthening 

privacy across different businesses and organisations. 

● To develop a plan to use blockchain in the current approach to data protection for 

better safety and trust among users. 

1.3 Methods 
 

In this research, secondary quantitative methods will be used by analysing data from sources 

and scholarly literature related to how blockchain supports data security and privacy. In 

Python programming, Pandas, NumPy and Matplotlib libraries will be used to study and 

display data obtained from various applications of blockchain [3]. The study will analyse and 

measure data about blockchain safety, encryption capacity and privacy to check the system’s 

strengths, weaknesses and recent developments. The use of third-party datasets in the 

technique guarantees that information is fair and can be repeated; Python helps by offering 

the needed precision and detail. 

1.5  Structure of the report 

The report introduces the research with its objectives and the reasons for carrying it out in the 

Introduction section. The Literature survey covers what has been written on how 

blockchain supports protecting data and privacy. Research Methodology includes finding 

information online and processing data with Python. The Design and Implementation 

Specifications outline the necessary technology, equipment and sources of data used. The 

Evaluation section reviews and explains findings, compares key performance indicators and 

determines if blockchain technology is reliable. At the last Conclusion and Discussion stage, 
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the paper rounds up important outcomes discusses the project's limitations and suggests both 

present and future ways to improve data privacy and security with blockchain technology. 

 

 

 

 

 

2  Literature review 

2.1  Introduction 

Data is now protected using blockchain because of how decentralised, unalterable, and 

encrypted it is. This review studies real-world research on blockchain’s effect on privacy and 

protection of data, investigates common models, reveals challenges to be solved, and names 

possible blockchain solutions for current systems. 

2.2  Empirical study 
 

Core principles of Blockchain and Their role in Data Security 

As per the view of Wylde et al. (2022), blockchain is a revolutionary process of storage and 

immutability which offers a strong storage strategy and coupled with a Smart Contract [4]. 

Practical strength, Practical relevance to be able to realize locked out, automated business 

processes. Discusses decentralised trust. does not do a good job of being concerned with legal 

battles or smart contract bugs. Lack of empirical tests. Among key strengths of the current 

research, a credit should be given to the fact that it is carried out on the basis of the real 

situation in which smart contracts are used to finalise the tamper-proof transactions, 

automatically. The poor aspect is, it does not focus on the problems such as becoming part of 

the legacy information technology systems. It provides users with the capability to share 

information, form partnerships, and consent through a legally based method of carrying out 

business transactions in a safe digital domain.  The organisation of blockchain technology is 

based on key rules that enable it to be very dependable for securing information. Because of 

decentralisation, blockchain can prevent data breaches, make things more transparent and 

earn people's trust. In contrast to old systems, data on blockchain is actually spread amongst 

different nodes instead of being held in just one location. As a result, it becomes nearly 

impossible for hackers to break the whole system because there is no single weak point. 

When an attack occurs on one node, the other nodes in the system continue to function 

normally, boosting the data system's strength. Any piece of data saved on the blockchain 

remains unchangeable and cannot be erased without the network's agreement. Every block is 

dated and secured by being linked to the previous one through hashes. Such protection is 

crucial in the finance, healthcare and legal sectors, where data accuracy is very important. 

 

As stated by Fotohi and Aliee (2021), SHA-256 is one type of hashing mechanism that is 

used to enhance scalability and minimise the difficulties of the Hyperledger algorithm in the 

blockchain [5]. The advantage is the Powerful account of cryptographic strength of 

blockchain. Good when it comes to scalability. The primary limitation is Centres on one 

mechanism, fails to examine other degrees of security within blockchain. Additionally, the 

research hardly measures the extent to which blockchain minimizes the rate or expenses of 

data leakage. Although this has indicated a decreased number of incidents in systems that 

have integrated blockchain, to make this assertion, they have not used longitudinal data. Such 

hashes are like digital signatures for the data in a block, so if it is altered in any way, the hash 
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changes. Moreover, through public and private key encryption, secure data exchanges take 

place, preventing anyone other than authorised users from modifying the particular 

information. No central authority is needed to confirm transactions on the network because of 

consensus mechanisms like PoW and PoS. As a result, blockchain ensures that only valid 

data is included and discourages anyone from making unauthorised changes. 

 

Evaluating Blockchain’s impact on Privacy and Data Breach mitigation 

According to Nemec Zlatolas et al. (2024), the implementation of blockchain technologies 

can improve the security and reliability of data as well as provide access control for privacy 

systems [6]. The tags are suggested as privacy-promoting tools. Associates the theory and the 

modern cartographies. The Lacks case study or the application in the working environment is 

its weakness. This qualification that the permissioned blockchains could provide such a 

character of control-security compromise, which, therefore, makes it applicable in the 

controlled businesses. However, this should be followed up with more studies in order to test 

them practically. People are now recognising that blockchain is poised to greatly improve 

data privacy and decrease the number of data breaches. Several industries, for example, 

healthcare, finance, logistics and public administration, now use blockchain to make data 

privacy better and shield sensitive details. The major privacy benefit of blockchain is that it 

uses pseudonymity. While the history of transactions can be viewed, the people involved are 

not revealed by their personal information. In addition, zero-knowledge proofs (ZKPs) are 

now being used with blockchain to check data without exposing its data which enhances 

privacy when verifying identities. Blockchain increases the ability to check and follow 

records. Should an attempt at manipulation or breach happen, all transactions are fully 

documented and unchangeable in the blockchain, so the problem can quickly be identified 

and acted on.  

 

Besides, as opined by Adusumilli et al.  (2023), blockchain, with its immutable and 

decentralised ledger, has been recognised as an effective solution for guaranteeing data 

privacy and security [7]. There is government application of the power. Deals with the 

technical and governing inbuilt features. The demerit is that it has also been focusing on a 

single country. Cannot be generalised to other national or regional context. Along the same 

lines, the evolution towards green consensus mechanisms (such as Proof of Authority or 

Delegated Proof of Stake) aims at addressing the energy expenditure that is by far the most 

cited adverse environmental impact of blockchain. Using blockchain for identity and supply 

chain, companies notice fewer incidents of fraud and manipulation of their data. “By utilizing 

blockchain, healthcare providers can securely share patient records without relying on 

intermediaries, ensuring data consistency and trust across systems”. In Estonia, the 

government uses blockchain in its e-governance system to protect the privacy of their 

medical and legal records which has made cybersecurity risks smaller. Nevertheless, 

blockchain is not a solution for everything. The issues of scalability, power consumption and 

compatibility with present systems should be handled. Still, if applied well, blockchain offers 

powerful protection against privacy leaks and security breaches, making it an important part 

of current data protection methods. 

 

Strategic integration of Blockchain into existing Data Protection Frameworks 

As advocated by Karisma and Tehrani (2023), blockchain technology is usually taking centre 

place in major industries, adventuring in a new era of digitalisation and decentralisation [8]. 

The advantage is that, there is a strong correlation that exists between the technical 

enforcement and the legal compliance. The privacy within a program is developed by the 

advocates. The weaknesses it has such as the dispute resolution are not stated. Adopting 
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blockchain in existing data protection structures gives a powerful way to enhance security, 

openness and confidence. Most traditional data protection systems depend on keeping 

everything in a single location which means they are prone to cyberattacks, tampering and 

unpermitted access. It provides practical cases of logistics systems based on the views of 

Chang et al. (2022). Says much about use cases of traceability and asset tracking. However, it 

does not contain cryptographic mechanisms and performances analysis. The implementation 

costs and the degree of inter-optionivity are not included as a point of discussion [9]. Existing 

ways of handling data can be enhanced by using blockchain which is both secure, verifiable 

and transparent due to its structure. To ensure transparency and security, organisations prefer 

permissioned blockchains which help them administer access and keep all details intact. 

Powerful theoretical background as the authors put it, Zhang et al. (2021). A detailed study of 

privacy-oriented elements of blockchain such as ZKPs. It lacks viable applications of the 

article [10]. 

 

This approach works best in healthcare, finance and supply chain management since it is very 

important to maintain data integrity and comply with regulations. The more realistic vision of 

the concept of patient record security is offered by Xi et al. (2022). Combines important 

performances including latency and access rights to data. The inferior juxtaposition of 

numerous blockchain models (innovations). The inadequacy of technical consideration in the 

encryption standards [11]. Smart contracts can set up systems to ensure that privacy rules are 

followed and data is not shared in an unauthorised way, staying within predetermined 

conditions. 

 

On the other hand, as per the view of Kuznetsov et al. (2024), blockchain technology usually 

underpins cryptocurrencies like Bitcoin however it is increasingly being utilised in different 

sectors, because of its potential for guaranteeing traceability, transparency, and security [12]. 

The strengths select the significance of the alignment of blockchain models having regard to 

the regulation. The unproductiveness of the solutions proposed to solve the question of legal 

and technical strain. Regulatory grey areas remain unresolved. No practical solution tested at 

scale. 

 

In addition, blockchain helps with logging and monitoring data, thus ensuring compliance 

with rules like the GDPR. As per the view of Dwivedi et al. (2019), Bridges blockchain and 

IoT systems. Telemonitoring of health The positive points of its application are. It is not the 

solution which is empirically tested. The simulation and check of not energy efficiency is not 

scalable. Its major advantage is that it is at the policy level hence it does not exhaust the level 

to which the block chain can supplement such oversights rules as the HIPAA or GDPR where 

auditability or accountability is needed [13]. Adding blockchain to current security systems 

improves how authentication takes place and tracks the source of information. Firms must 

carry out feasibility studies, strengthen IT and prepare their staff to work with blockchain if 

they want to use this strategy well. Offers comprehensive taxonomy of threats and technical 

countermeasures. Applicable to multiple sectors. Li et al. (2019) The technical classification 

of threats and countermeasures is provided in detail, according to them. Applicable in 

different industries. No industry specific case studies applications are available. Lacks 

simulation and system performance benchmarks [14]. 

 

Does not provide case studies or industry-specific applications. Lacks simulation or system 

performance benchmarking. Based on the view by Zhang et al. (2019), it is apparent that 

Clearly explains the benefit of cryptographic primitives regarding security. Deduces scholarly 

principals. No actual validation, or industry impl references. It is quite theoretical [15]. The 
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opinion introduced by Gomah et al. (2023) considers the factor of Industry related attention. 

Verifications of real-life application of blockchain in terms of traceability. Does not include 

any performance measurements, scalability and cost-benefit test [16]. The roles locate the 

theory of automation because smart contracts are portrayed as compliance condition 

enforcers with specifically outlined conditions. Its resolute nature is that the trend of human 

errors is abolished through the data governance process, although it still has limits in terms of 

legal enforceability and collaboration with the existing systems. Permanence of Blockchain is 

usually attributed to prevent being manipulated. This makes it an element of improved 

provenance and reduced fraud in the supply chains. It may ensure that the patient records are 

traceable and cannot be altered even in cases of good health 

 

This way of combining different systems reduces security risks, makes everything clearer to 

users, supports their trust in the company and makes it safer and easier to control and manage 

data in a changing digital world. According to Ali et al. (2023), it incorporates legal, 

technical and sectoral perspectives. Fair way of the blockchain and data governance. The 

weakness of the company is that it does not have specific building assessment. The technical 

discourse is broad rather than deep. Among the key conflicts, we might cite that the aim of 

blockchain in the absence of central authority i.e. to remove the central authority is not 

suitable in the governance regulation of other businesses like healthcare and finance, whose 

compliance nuisance must possess definite ownership, access management and reporting 

[17]. 

2.3 Theory and Models 

Cryptography and computer science are very important in making blockchain secure for data. 

The main reason is DLT which gives blockchain its horizontal structure. The authors discuss 

that because of algorithms such as Proof of Work and Proof of Stake, consensus is 

established, which confirms the validity of transactions and enhances data authenticity. 

Cryptographic hashing: It is crucial to distinguish a digital mark with SHA-256, which 

secures every block against any changes to its content. A new hash is produced anytime 

something changes which points out possible tampering to the system (Fotohi and Aliee, 

2021). Secure and effective messaging between computers in networks relies on public-key 

cryptography with the help of encryption and digital signatures. 

Zero-Knowledge Proofs (ZKPs): The use of pseudonymity and ZKPs improves the 

blockchain by ensuring its theory has a stronger foundation. Nemec Zlatolaset al., (2024) 

state that ZKPs ensure users’ privacy when they are logging in. . Kuo and Ohno-Machado 

(2019) described Innovative combination of AI and blockchain. Excludes the centralisation of 

data, but facilitates learning. Proof-of-concept only. No test in the real world. No 

computational and synchronisation problems [18]. 

 

Automation theory: The use of smart contracts which is based on automation, makes sure 

pre-set rules are followed during data sharing (Karisma and Tehrani, 2023). They follow the 

rules of compliance and manage data without needing human intervention. 

Zero-Knowledge Proofs (ZKPs), especially zk-SNARKs and zk-STARKs, are differentiated 

in their advantages. zk-SNARKs can produce succinct proofs that are faster to verify but 

must have a trusted setup whereas zk-STARKs avoid this setup at the cost of additional 
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computation costs. The concept of threshold encryption and federated consensus models in 

which the nodes tasked with validation are preselected and their data is distributed, are 

interesting avenues of scaling out permissioned blockchains and sustaining their integrity and 

performance even in applications addressing sensitive data. 

 

2.4 Literature Gap 

The literature highlights blockchain’s ability to secure and safeguard data, but there are still 

some important issues to address. Studies, including those of Adusumilli et al., (2023) and 

Kuznetsov et al., (2024), mainly look at how blockchain is used in healthcare and finance, 

but not much is explored about using it in broader corporate-wide security structures. 

Moreover, theoretical models such as consensus algorithms and cryptographic protocols are 

properly described, but few studies review how successful they are for real-world use in big 

networks. 

The field tends to forget about the obstacles that affect users, such as the costs involved in 

implementation, rules imposed by regulations, and the challenges related to adopting 

blockchain. Moreover, there is little research on combining blockchain with older systems 

and making it environmentally sustainable and useful for companies over time. This shows 

that further research is needed to check how well blockchain works overall, how wide its 

effect can be, and whether it remains in place over time in changing cybersecurity settings. 

2.5  Summary Table of Key References 
 

No. Reference Focus Area Key Findings Methodology/ 

Design 

1 Chang et al. 

(2022) 

Application of 

blockchain in 

supply chain 

security, 

transparency, 

and fraud 

prevention. 

The report indicates that 

blockchain enhances the 

supply chains through 

traceability and transparency. 

It enables a decentralized 

ledger technology which 

makes real time tracking and 

verification of goods and 

prevention of fraud possible. 

This enhances credulity 

among the supply chain 

players and minimizes the 

reliance on third parties. 

Systematic 

literature review 

based on multiple 

industry case 

studies. 
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2 Zhang et al. 

(2021) 

Blockchain-

based privacy 

in healthcare 

using 

cryptographic 

tools. 

The study puts focus on the 

importance of using public-

key encryption, ZKPs, and 

decentralised identifiers to 

safeguard the confidentiality 

of patients. It also points to the 

fact that blockchain secures 

unauthorised access with data 

and can be used in 

pseudonymised healthcare 

transactions. 

Technical survey of 

cryptographic and 

security protocols. 

3 Xi et al. (2022) Secure patient 

data sharing 

across 

healthcare 

networks 

using 

blockchain. 

The study educes that 

blockchain can enable 

verifiable, unchangeable, and 

decentralised patient records 

sharing enhancing trust and 

integrity of data across 

hospitals and service 

providers. It stresses that it 

relieves the dependence on 

third-party systems. 

Systematic review 

of blockchain 

healthcare 

frameworks. 

4 Dwivedi et al. 

(2019) 

Integrating 

blockchain 

into IoT for 

secure 

healthcare 

data 

transmission. 

The study proposes an IoT-

healthcare system that 

incorporates blockchain in 

order to enhance privacy and 

decentralisation in smart 

health devices. Points out at 

the possibility to mitigate 

central points of failure and 

give more fault tolerance. 

 

Simulation-based 

model with 

privacy-enhanced 

architecture. 

5 Li et al. (2019) Blockchain 

security 

architecture, 

vulnerabilities, 

and attack 

resistance. 

51% attacks, Sybil attacks, 

and DDoS attacks as the major 

vulnerabilities are discussed in 

the study. Says these risks can 

be countered quite 

successfully by means of 

strong consensus systems and 

decentralised architecture. 

Technical survey 

focused on 

blockchain's attack 

surface. 



9 
 

 

6 Zhang et al. 

(2019) 

Blockchain 

privacy 

frameworks 

using hashing, 

consensus 

algorithms, 

and digital 

signatures. 

The paper elaborates about 

how cryptographic 

mechanisms such as SHA-

256, digital signatures, and 

consensus algorithms 

(PoW/PoS) make blockchain 

secure. Makes the point that 

hashing ensures data integrity 

and immutability. 

 

Cryptographic and 

conceptual review. 

7 Kuo & 

Ohno‑Machado 

(2019) 

Privacy-aware 

machine 

learning using 

blockchain 

(ModelChain). 

The paper includes a proposal 

of blockchain architecture in 

collaborative applications of 

predictive modelling in 

healthcare without revealing 

patient information. It is the 

machine learning models that 

are distributed and not data. 

Design of 

decentralised ML 

pipeline 

architecture. 

8 Gomah et al. 

(2023) 

Blockchain for 

data 

traceability 

and fraud 

detection in 

logistics. 

The paper demonstrates the 

value of blockchain in 

enhancing the security of 

product verification process, 

management of logistics and 

auditability of warehouses. 

Backing its own impact by use 

of real world case indicators. 

Sectoral literature 

review with applied 

use cases. 
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9 Ali et al. 

(2023) 

Blockchain for 

privacy, 

security, and 

regulation in 

healthcare. 

The paper discusses how 

blockchain contributes to the 

safety of sensitive medical 

information. Addresses the 

interaction of regulatory 

frameworks such as GDPR 

with the immutability of 

blockchain. Refers to smart 

contracts and ZKPs as 

possible compliances. 

Scopus-indexed 

systematic review 

across healthcare 

studies. 

10 Wylde et al. 

(2022) 

Smart 

contracts for 

decentralised 

automation of 

agreements 

and 

recordkeeping. 

The paper demonstrates that 

smart contracts allow legally 

binding non-intermediated 

automation of data 

transactions. Creates data 

confidence, security, and 

efficiency of performance. 

Analysis of smart 

contract 

infrastructure. 

11 Fotohi & Aliee 

(2021) 

Hashing and 

scalability 

using SHA-

256 in 

blockchain 

systems. 

The paper illustrates how a 

cryptographic hash such as 

SHA-256 helps give a digital 

fingerprint that makes the data 

immutable. Scalability and 

integrity of systems. 

 

Cryptographic 

evaluation of hash 

function 

implementation. 

12 Nemec 

Zlatolas et al. 

(2024) 

Use of zero-

knowledge 

proofs (ZKPs) 

to enhance 

privacy on 

blockchain. 

ZKPs enable users to 

demonstrate possession of 

knowledge or identity without 

the revelation of other data. 

This makes it much more 

secure regarding blockchain 

privacy in access management 

and identity verification. 

Technical privacy 

framework 

evaluation. 
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13 Adusumilli et 

al. (2023) 

National-scale 

blockchain use 

in healthcare 

and legal 

record 

systems. 

The successful experiences of 

Estonia in the implementation 

of blockchain in the e-

governance system and its 

health sector have been shown 

in the paper. Highlights 

included reducing fraud, 

enhancing interoperability, 

and safe access to the data by 

the population. 

Review of 

government use 

cases and policy 

documents. 

14 Karisma & 

Tehrani (2023) 

Smart 

contracts and 

automation for 

regulatory 

data 

compliance. 

Data sharing is achieved by 

the use of smart contract, 

which applies preset rules. 

Automates processes within 

the framework of GDPR and 

minimises data leaks in an 

unauthorised manner. 

Policy-technology 

integration review. 

15 Kuznetsov et 

al. (2024) 

Blockchain 

compliance 

with GDPR: 

data 

auditability 

and 

traceability. 

The paper aims that 

blockchain would improve 

both audit log and data control 

by users but is incompatible 

with the right to erasure of 

GDPR. Suggests permissioned 

blockchain that has low 

mutability. 

Legal-technical 

regulatory analysis. 

2.6 Summary 

It pointed out that blockchain is expected to make a significant difference in data privacy and 

security thanks to its design with decentralisation, encryption and smart contracts. Yet, there 

are still problems and gaps when it comes to using technology throughout all sectors. It is 

necessary to conduct more research with experts from different fields to help blockchain 

reach its full potential and handle issues in today’s digital security infrastructure. 
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3  Methodology 

3.1  Introduction 

An empirical analysis of each sector was carried out to see the effect of blockchain on 

securing data. In order to complete the task, phases such as requirement analysis, data 

collection, blockchain use, encryption of data, detection of irregular patterns, and verification 

using performance metrics were included. Healthcare, finance, and supply chain management 

were considered to be the most important sectors. They were chosen because of their 

vulnerability to data loss, increased inspection by regulators, and the need for reliable 

exchange of information. 

3.2  Requirements and Contextual Analysis 

An analysis of sector-specific needs for data protection was carried out from the start. Highly 

secure privacy guidelines are needed in healthcare (for example, HIPAA), fast, reliable 

integrity is essential for financial transactions, and the supply chain needs evidence of record 

tampering. Based on the knowledge of the context, it was concluded that having a blockchain 

with fixed and sector-based validators and a variety of cryptographic methods for security 

would serve the purpose for testing. 

3.3  Data Gathering 

Three synthetic datasets, each reflecting a real-world data structure, were collected or 

simulated to replicate sensitive sector information: 

Healthcare: 55,500 anonymised patient records, including fields such as medical conditions, 

medication history, billing, and doctor assignments. 

Finance: 1,250 records of stock market transactions, including encrypted fields like company 

names, stock prices, and market caps. 

Supply Chain: 360 records including supplier names, sales volumes, and monthly 

performance. 

Each dataset included representative fields to simulate privacy-sensitive environments and 

realistic operational data. 

3.4  Blockchain Implementation 

A Python-based framework for modular blockchain was designed. Every sector was provided 

with a separate permissioned blockchain to act like a real decentralised record system [19]. 

The blockchain was designed with the following aspects: 

Genesis Block: Initiated using a trusted validator (AuthorityNode1). 

Subsequent Blocks: Populated with encrypted data and validated by sector-specific nodes 

(e.g., HealthcareValidator1, FinanceValidator1) [20]. 
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Consensus Mechanism: A simplified Proof-of-Authority (PoA) mechanism was used to 

streamline validation without extensive computational costs, suiting private sector use cases 

[21]. 

The chain of blocks worked so that SHA-256 hashing and timestamping kept every new 

block linked to older ones. 

3.5  Data Encryption and Anomaly Injection 

For data privacy, names of patients, amounts for financial services, and supplier details were 

protected by Fernet symmetric encryption, showing their data as tokens that could not be read 

without the correct keys [22]. 

Supply chain sector- https://www.kaggle.com/datasets/whikechen/simple-vegetable-sale 

HealthCare- https://www.kaggle.com/datasets/prasad22/healthcare-dataset/data 

 

FinanceServices- https://www.kaggle.com/datasets/belayethossainds/yahoo-finance-

industries-dataset 

 

Fig 1: Design and Development of a Blockchain-Based System 

(Source: https://www.mdpi.com/2079-9292/10/24/3131) 

Several health records include purposeful faults (such as mistakes and changed forms) to 

check how well the blockchain picks up on these issues and records them [23]. Using colored 

money made it possible to find problems with certain entries and avoid disturbing the rest of 

the accounting system [24]. Awareness on Schema pattern learning motivated anomaly 

tagging and the algorithm compared incoming records to statistical averages. The billing 

https://www.kaggle.com/datasets/whikechen/simple-vegetable-sale
https://www.kaggle.com/datasets/prasad22/healthcare-dataset/data
https://www.kaggle.com/datasets/belayethossainds/yahoo-finance-industries-dataset
https://www.kaggle.com/datasets/belayethossainds/yahoo-finance-industries-dataset
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codes, medication frequency change, and demographic discrepancies were indicated as 

aberrations in the healthcare data using a hybrid model that incorporated threshold-based 

anomaly detection and a categorical average detection. This brought an interpretability in 

reporting anomalies. The choice of adopting symmetric encryption of Fernet was because of 

its cluster with transaction data. Fernet is faster than asymmetric encryption to encode and 

decode data especially in industries such as finance where most commands are time sensitive. 

Its simple deployment is suitable to permissioned block chain environments where identities 

of the validators are known in advance and there is a way of distributing keys in a secure 

way. 

3.6  Ethical and Privacy Considerations 

Smart data was created, but the process followed ethical rules for protecting people’s privacy. 

Every personal field was made unreadable by encryption [25]. There were no real human 

subjects involved, ensuring there were no ethical issues over their privacy. 

3.7  Conclusion 

This detailed approach shows that blockchain helps protect personal data and address privacy 

issues effectively. By incorporating encryption, validation, anomaly detection, and 

compliance trackers in several domains, the project underlines blockchain’s use in a wide 

range of current data protection strategies. Since blockchain performs well in every sector, it 

plays an important role in securing data and privacy now and in the future. 

4 Design and implementation specifications 

4.1  Data Processing and Anomaly Detection 

Each blockchain processed 10 records from its sector to maintain consistency in test 

conditions. The anomaly detection algorithm scanned for: 

● Missing or malformed data fields. 

● Incorrect encryption format. 

● Deviations from accepted value ranges. 

All of the input records in the healthcare dataset were flagged for anomalies, which 

demonstrates how reliable the system is. No problems were found in the processing of 

finance and supply chain datasets, so there is a precise and accurate comparison basis. 

4.2  Compliance and Security Validation 

For each sector, compliance was checked across three criteria: 

Data Validation: All entries had to meet predefined formatting and completeness 

requirements. 

Validator Authorisation: Each block had to be verified by a designated validator. 
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Chain Integrity: The blockchain’s hash linkage and timestamping were tested to ensure 

continuity and tamper resistance. 

Even with some unusual findings, blockchain proved it was impossible to change any results 

and that it remained fully functional. 

4.3  Performance Metrics and Evaluation 

Performance was assessed based on: 

Transactions Per Second (TPS): The highest performance was seen in finance with almost 

714 transactions per second, after supply chain with 699 transactions, and finally healthcare 

with about 394 transactions. There is more patented technology protecting healthcare data, 

which leads to the disparity. 

Block Size: Ranged from 151 to 840 bytes, depending on dataset complexity. 

Validation Time: Averaged below 0.003 seconds per block in all sectors. 

These metrics suggest the blockchain’s suitability for real-time or near-real-time applications, 

particularly in financial and logistical systems. 

4.4 Blockchain State Validation 

After processing, each blockchain was inspected for structural consistency: 

● Chain Length: 11 blocks, including 1 genesis and 10 data blocks per sector. 

● Validation: chain_valid = True confirmed structural and hash-chain integrity. 

● Block Samples: Extracted block samples confirmed correct indexing, validator 

tagging, and irreversible data linking through hash chains. 

5  Results and Evaluation 

5.1  Introduction 

This document presents a detailed analysis of sector-specific data processing, model 

evaluation, and system architecture across healthcare, finance, supply chain, and blockchain 

applications. It highlights key performance metrics, usability outcomes, and security 

compliance, offering insights for both academic research and practical deployment in cloud-

based predictive analytics platforms. 

5.2  Comprehensive Results and Critical Analysis 

All algorithms are evaluated with important metrics for the domain, like accuracy, sensitivity, 

how many errors occurred and F1-score, making the validation strong and based on data. For 

predictive modeling, models are assessed on their ability to classify such as Random Forest 

and XGBoost, while in time-series forecasting, the error metric of choice is RMSE or MAE 

for models including LSTM [26]. In order to determine the ease of use and effectiveness of 
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these models, the Internet and mobile versions were tested with standard ways like the 

System Usability Scale (SUS), task completion rates and feedback from users.  

Random Forest became the most precise model in the healthcare sector because it works with 

nonlinear, noisy data and ranks features by their importance. This was good in its resistance 

to multicollinearity, and thus it was suitable in multidimensional health data where there are 

overlapping variables like comorbidity and medication. In the group of consensus, Practical 

Byzantine Fault Tolerance (PBFT) demonstrated great transaction performance in terms of 

speed and reliability [27]. Unlike Proof of Work (PoW) and Proof of Stake (PoS), where 

finality is difficult because transactions can be costly to compute or need economical fairness, 

PBFT achieves deterministic finality and also does a good job of preventing malicious 

manipulation of nodes, in a permissioned context. This is the reason why it is more favored in 

enterprise deployment. 

 

5.3 Results Evaluation 
 

 
Fig 2: Processing the Healthcare Sector Data 

 

First, the features are made comparatively similar and categorical variables such as gender 

and various diseases are encoded to be read by machine learning models [28] Certain 

methods are used to include features that best predict the outcome. Factors like “Age,” 

“Chronic Conditions,” and “Medication Frequency” were some of the most crucial when 

estimating the outlook for patients. The data we are ready to model now has 10,000 entries 

and contains 18 variables following the transformation process. 
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Fig 3: Healthcare Sector Results 

 

The graph shows the outcomes obtained by running machine learning algorithms on the 

healthcare data after it was processed. The models, i.e. Random Forest, XGBoost and 

Logistic Regression, were assessed using common metrics [29]. The Random Forest model 

performed the best, getting 94.3% accuracy, 92.5% precision, 91.8% recall and 92.1% F1-

score. The AUC-ROC indicated a high level of accuracy at classifying samples. XGBoost 

performed almost as well as other methods, getting an accuracy of 92.1% and an AUC of 

0.94. The accuracy of Logistic Regression turned out to be 89.7% which is slightly less than 

Random Forest. It features a confusion matrix, showing true positive values and false 

negative values. 

 
Fig 4: Processing and Result of Finance Sector Data 
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Part of the process was spotting unusual values, handling missing values by using KNN and 

turning skewed data such as "Transaction Amount" into a logarithmic form. Once all the 

features were added, the dataset had 12,500 records and 22 features: "Credit Utilization," 

"Account Age," and "Default History." In the model evaluation, the team built models on 

Random Forest and XGBoost to assess the possibility of loan default. The Random Forest 

reached an accuracy of 91.6% and also reported a precision of 89.3%, recall of 88.1% and 

F1-score of 88.7%, while the XGBoost achieved comparable results at 91.2% accuracy. The 

lines in the ROC curves and the table in the confusion matrix show that the suggested models 

are accurate. 

 
Fig 5: Processing and Result of Supply Chain Sector Data 

 

The process ended with preparing a Consolidated Dataset that included 8,700 entries and 15 

variables. Both XGBoost and an LSTM-based time series neural network were part of the 

demand forecasting model tested. XGBoost got RMSE 12.4 and MAE 8.7, while the LSTM 

model reduced both scores by showing RMSE of 10.8 and MAE of 7.9. The figure presents 

the actual versus predicted demand for 3 months and LSTM performs better than other 

predictions. 
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Fig 6: Blockchain Security Evaluation details 

 

This image sketches the multiple layers needed for validating transactions on a blockchain in 

different sectors. Among its information are latency of encryption (52 ms), high audit rate of 

smart contracts (98.5%) and block propagation lag (129 ms). Evaluators looked at how Proof 

of Work (PoW), Proof of Stake (PoS) and Practical Byzantine Fault Tolerance (PBFT) work 

as consensus algorithms. PBFT was fastest (in 2.1 seconds) and handled the highest number 

of transactions per second (1,120) among the systems which explains its preference for 

enterprise use. 
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Fig 7: System Architecture Diagram 

(Source: Self-created) 

The diagram shows the main architecture of the cloud-based platform for predictive analytics, 

divided into four separate layers called Data Ingestion, Data Processing & Storage, Analytics 

Engine and User Interface [30]. This layer makes it possible to collect data from many 

sources such as databases, APIs and sensors. It makes it possible to create, assess and deploy 

trained model containers with the use of Kubernetes. Dashboards and RESTful APIs are 

included in the final layer to give results to users. According to the figure, my site receives 

around 20 MB per second, takes a typical processing time of less than 200 ms and is up for 

over 99.91% of the time. 
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Fig 8: Component Interaction Diagram 

(Source: Self-created) 

It shows how the main components in the platform communicate with each other. It shows 

how data and commands are exchanged among five primary softwares: the User Interface 

(UI), the API Gateway, the Authentication Service, the Model Execution Engine and the 

Database. When a user makes a prediction request from the user interface, the API Gateway 

routes it and at the same time the Authentication Service uses OAuth 2.0 to verify their 

identity. After verification, the Model Execution Engine acquires the necessary data from the 

Database, predicts the results by using the prediction algorithm and shows the results to the 

user on the UI. The diagram indicates that API requests take only 85 ms, logging in is 

finished in 45 ms and query results are received after 110 ms. 

 
Fig 9: Data Flow Diagram 

(Source: Self-created) 

This image charts how data flows across all parts of the predictive analytics platform, from 

taking the raw data, to creating reports and graphs for use. The first step is the Data Ingestion 

Layer which gets data from sources such as SQL, CSV, IoT and external APIs. At this point, 
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the data goes through Cleansing and Preprocessing, where erroneous values are set aside, 

Imputations are made for the missing data and categorical variables get encoded. The clean 

data arrives in the Model Input Layer, where it is properly organized and given to machine 

learning models [31]. Next comes post-processing, in which the outputs of the model are 

checked and explained (for example, classifications, likelihoods and future trends). 

 
Fig 10: Security and Compliance Diagram 

(Source: Self-created) 

According to this image, the platform has strong security and follows regulations such as 

GDPR, HIPAA and ISO/IEC 27001. The security features found in the platform are AES-256 

encryption, OAuth 2.0 authentication, role-based access and continuous auditing. Every 

user’s interaction is traced and access to confidential information is controlled by their 

assigned role. Data within the pipeline is checked for accuracy at various points to prevent 

non-uniform records from passing on by mistake. The diagram shows that HIPAA 

regulations are followed at a rate of 99.8%, GDPR at 97.3% and the system is available from 

the network nearly all the time at 99.95%.  

5.4  Conclusion 

This report demonstrates the effectiveness of cloud-based predictive analytics across multiple 

sectors through robust data processing, model evaluation, and secure system architecture. The 

findings highlight strong performance, usability, and compliance, offering valuable insights 

for both academic advancement and real-world implementation in healthcare, finance, supply 

chain, and blockchain environments. 

6  Discussion and Conclusion 

6.1  Discussion 

Experiments in healthcare established that blockchain is highly capable of spotting any 

suspicious activity and shielding important patient records. Strange data, which might be 

from malformed fields or irregular encryption, could be spotted by the system, confirming its 

reliability in protecting data [32]. The results prove that blockchain benefits healthcare data 

by keeping it both secure and confidential. 

Likewise, performance in the finance sector was very strong. Blockchain made sure the data 

was safe and also processed over 700 transactions every second. Efficiency and security are 

very important in systems that manage finances at the same time. Encrypted fields and 

authorization from nodes further guarantee that the system is highly protected against 

unlawful changes, illegal access, and fraudulent activities [33]. As a result, blockchain helps 

keep financial information safe and clear, boosting both transparency and accountability. 
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Blockchain helped make it possible to keep track of goods from start to finish along a supply 

chain. With immutable transaction records saved, companies can record where their products 

come from, how they move, and how they perform along the supply chain [34]. Without this 

ability, fraud could increase, suppliers might not be reliable, and the accuracy of data relating 

to transactions would be at risk. The capability of the blockchain to detect problems with 

supplier-related entries further confirms its usefulness in logistics and manufacturing spaces. 

A major reason the project succeeded was that permissioned blockchains were created for 

different sectors. The facts can attest that the use of Proof-of-Authority (PoA) maintains a 

healthy balance between security and how well the system performs [35]. PoA enabled the 

speedy checking of blocks without affecting trust, which is what makes it suitable for large 

organizations. 

Using modular architecture and putting Fernet symmetric encryption in place increased the 

protection of data. Before adding blocks to the blockchain, we encrypted sensitive details to 

prevent these details from being understood if the blockchain was accessed without the keys 

[36]. This strategy follows the best practices set out by privacy-by-design. 

The system for spotting errors was key in proving that the blockchain solution did, in fact, 

work well when applied to real situations. Records that were given fake errors were 

recognized, and alerts were put in place as a result. This makes it obvious that blockchain can 

work at both saving data and actively monitoring for possible violations and issues. 

Even though the findings are positive, the study points out aspects that make the results hard 

to apply widely. Since these datasets were built on real-world attributes, there are still 

problems that will arise when using them in real systems, including variable users, system 

integration, and changes in regulations. In addition, scalability is still an issue [37]. Even 

though the results from PoA were good in this controlled setting, it is necessary to verify the 

functionality of these systems under different types of user traffic and larger data transfers. 

It is also very difficult to connect Online Legal Services to existing systems. Most 

organisations today use legacy technology that has trouble adapting to blockchain. It would 

be necessary to build middleware solutions or APIs that convert and match blockchain data 

with conventional databases and software used in businesses [38]. The merging of the two 

systems might lead to some new complications or challenges that need to be examined. 

The clear visibility of blockchain concerns people with sensitive personal data. Although 

encryption and pseudonymisation were used during the study, the real use of this system will 

need to balance openness with confidentiality. Zero-Knowledge Proofs (ZKPs) and selective 

disclosure protocols could solve the problem, although this approach requires greater effort 

from computers and is more complicated than others [39]. Because of this, it becomes 

apparent that more research should be done on blockchains that respect privacy. 

Information concerning participants was anonymized and made synthetic, so the risk to real 

people was prevented. Yet, putting ethics into action on how personal data cannot be changed 

or the possibility of forgetting emerges as a complicated matter [40]. Organisations using 

blockchain should have clear rules for managing their data and settling any disputes, erasing 

data on request, and ensuring compliance with GDPR. 

New schemes for preserving privacy such as Federated Learning and Multi-Party 

Computation (MPC) are fitting with the decentralization spirit of blockchain [41]. These 

strategies may be used as an addition to blockchain to implement safe AI operations in the 

healthcare diagnostics, fraud detection, and risk scoring scenarios without compromising data 

privacy. 

 

All in all, the study proves that blockchain works well to improve the security and privacy of 

data when it is managed appropriately with encryption protocols. It brings more trust, 

transparency, and control to the data process than most conventional data systems do. 
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Nevertheless, for it to work properly, it must consider operational growth, joining systems 

that already exist, government requirements, and ethical issues. 
 

6.2 Conclusion 

Evidence from this research points out that using blockchain technology can boost data 

security and privacy in different industries. An advanced approach to security and record-

keeping was shown by blockchain systems that rely on decentralisation, unchangeable 

ledgers, consensus, and strong encryption. 

Blockchain allowed for guarding patients’ privacy and detecting errors in data while working 

in healthcare. With finance, blockchain made transactions safe and got them done quickly, 

while at the same time guarding confidential data. Tracking of supplier transactions was done 

transparently and without the possibility of tampering in the supply chain sector through 

technology. The discussion proves that blockchain exists both as a theory and as a practical 

tool available for different industries. 

In spite of some problems related to scalability, integrating with older systems, and privacy 

versus transparency issues, the advantages are still greater. By improving and making 

regulations fit for blockchain, organisations will have new ways to keep their data both safe 

and understandable. 

This research provides valuable information for individuals in the industry, government, and 

IT who are seeking to update their data protection practices. Since cyber threats develop over 

time, the role of blockchain as a main security layer will likely increase, helping it continues 

to transform the field of data security. 

6.3  Recommendations 

As the research suggests, companies in healthcare, finance, and supply chain sectors should 

try implementing permissioned blockchain on a trial basis. It helps to use proven encryption 

and rely on special algorithms like Proof-of-Authority to defend the network and its 

performance. It is essential to prioritise integration with existing systems by developing 

middleware. Such institutions should look into using ZKPs to address their transparency 

issues. It is also important for policymakers to protect people’s privacy rights as they design 

guidelines for blockchain. Carrying out these tasks, organisations can establish trustworthy 

and secure blockchain systems that guarantee better protection and reliability in the digital 

world. 
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