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Enhancing Robustness and Generalizability of Explainable Al
in Cross-Platform Malware Detection

Yash Shelar
23205415

Machine learning models are now central to malware detection, yet their widespread use is
hampered by a lack of transparency and susceptibility to adversarial attacks. Contemporary
explainable Al (XAI) methods often fail to offer consistent and actionable explanations,
particularly across heterogeneous operating systems. The development of explainable Al
malware detection models addresses an emerging legal need for transparency and
accountability in cybersecurity applications. This study proposes a unified, cross-platform
malware detection framework that addresses these shortcomings. Leveraging the
HistGradientBoostingClassifier for classification, the approach integrates an ensemble of
LEMNA (Local Explanation Method using Nonlinear Approximations)-based explainers to
generate stable, high-fidelity local explanations. Adversarial training is embedded to fortify
resilience, with the system demonstrating only a 2.41% drop in accuracy under targeted
feature-space perturbations surpassing standard benchmarks for robustness. The framework is
evaluated using harmonized datasets covering both Windows and Android platforms, directly
addressing the need for solutions deployable across diverse environments. Results show
consistently strong detection performance, with an Fl-score of 99.67% and an explanation
consistency measure of 0.73, underscoring both predictive accuracy and interpretability. This
advance not only improves operational trust for practitioners in cybersecurity but also
establishes a replicable architecture for robust, explainable malware detection. The findings
point toward a new standard in deploying transparent, adaptable Al systems capable of
meeting the evolving demands of malware defense in real-world, multi-platform scenarios.
Keywords: Malware detection, Explainable Al, Adversarial robustness, LEMNA
explanations, Cross-platform.

1 Introduction

1.1 Background and Motivation

The growing diversity and sophistication of malware have made robust protection essential
for all computing environments, spanning personal devices and enterprise networks. Machine
learning (ML) models are now widely adopted for malware detection, thanks to their ability
to recognize complex patterns and generalize to previously unseen threats. However, as these
models become more integral to cybersecurity workflows, two pressing limitations emerge:
their inherent lack of transparency rendering their decisions difficult for analysts to interpret
and their susceptibility to adversarial attacks that can manipulate model predictions. This
combination poses a considerable challenge, as explainability and resilience are both critical
for operational cybersecurity, regulatory compliance, and the deployment of trustworthy Al
systems. Although explainable AI (XAI) methods have seen increasing adoption, current



approaches often fail to deliver consistent, actionable insights across different operating
systems, narrowing their practical utility in real-world, cross-platform defense contexts.

1.2 Research Question
This study aims to address the following central research questions:

e How can explainable Al approaches, particularly those based on LEMNA (Local
Explanation Method using Nonlinear Approximations), be optimized to provide
reliable and actionable malware detection insights across multiple platforms?

o In what ways can adversarial training enhance both the robustness and interpretability
of ML-based malware detectors, especially in the face of adversarial manipulation?

1.3 Research Objectives
To address this question, the following objectives had been established:

e To develop a cross-platform malware detection framework combining LEMNA-based
local explanations with adversarial training for enhanced clarity and resilience.

e To evaluate the framework’s ability to maintain high accuracy, explanation
consistency, and robustness under adversarial conditions, using datasets from
Windows (VirusShareSant) and Android (CICMalDroid 2020) malware ecosystems. !

o To establish practical metrics for quantifying not only the predictive performance and
efficiency of the model but also the stability and fidelity of its explanations.

1.4 Limitations
While this work advances the state of explainable, robust malware detection, certain
limitations persist:

e Data Scope: The study focuses on Windows and Android platforms. Further research
is needed to validate findings on additional operating systems, such as macOS or
Linux.

e Feature Representation: The framework primarily leverages static and permission-
based features. It may be less effective against sophisticated threats leveraging
runtime behavior or rapidly evolving attack vectors.

e Computational Complexity: The LEMNA explanation process, especially with
ensemble methods, introduces additional computational overhead compared to some
existing XAl techniques.

e Adversarial Threat Model: The adversarial attacks considered are limited to feature-
space perturbations and may not encompass all possible real-world evasion strategies.

1.5 Main Contribution
This work makes several significant contributions to the field of explainable and adversarially
robust malware detection:
e Proposes and implements a unified framework that integrates LEMNA-based
explanations and adversarial training, targeting both interpretability and resilience.

! VirusShareSant: https://github.com/ricksant2003/MalwareDatasetVirusShareSant
CICMalDroid 2020: https://www.unb.ca/cic/datasets/maldroid-2020.html
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e Demonstrates, through large-scale experiments, that the framework achieves state-of-
the-art detection performance (F1-score of 99.67%, adversarial accuracy drop of just
2.41%) and high explanation consistency (0.73), exceeding existing XAl benchmarks.

o Sets forth comprehensive quantitative metrics for evaluating not only predictive
accuracy but also explanation quality and adversarial robustness.

1.6 Structure of the Report

This report is organized into seven sections. It starts with the Introduction, outlining the
research motivation, objectives, and contributions. Related Work reviews prior studies in
malware detection, explainable Al, and adversarial robustness. Research
Methodology describes the data selection, preprocessing, feature engineering, and evaluation
metrics used. Design Specification details the system’s core techniques, algorithms, and
architecture. Implementation explains the practical realization, including the software,
hardware, and workflow. Evaluation presents results on detection performance, efficiency,
robustness, and explanation quality, comparing the approach to baselines. The report
concludes with Conclusion and Future Work, summarizing key findings and suggesting
directions for further research.

2 Related Work

This literature review critically examines the integration of Explainable Al (XAI) in malware
detection, focusing on the strengths and limitations of current approaches. It highlights a
persistent bias toward Android malware, insufficient adversarial robustness, and the challenge of
maintaining explanation consistency across platforms. The review identifies LEMNA and Logic
Explained Networks as promising advances, yet notes their platform-specific focus and
computational constraints.

2.1.Static vs Dynamic Analysis Approaches

(Sihwail et al. 2018) provide a comprehensive survey of malware analysis techniques, including
static, dynamic, hybrid, and memory analysis. They highlight static analysis’s efficiency in
examining malware binaries without execution but note its limitations against obfuscated
malware. Dynamic analysis monitors malware behavior in controlled environments to detect
runtime threats, though it can be evaded by sophisticated malware. Hybrid methods combine
static and dynamic strengths, while memory analysis focuses on detecting malicious artifacts in
system memory. The survey covers methodologies, tools, and challenges but lacks empirical
comparisons of detection accuracy. Overall, it emphasizes that no single technique fully
addresses all malware evasion and detection challenges.

(Stamp et al., 2022)* conduct a comprehensive comparison of static, dynamic, and hybrid
analysis using Hidden Markov Models, revealing that fully dynamic approaches generally yield
superior detection rates. Their empirical evaluation across multiple malware families provides
valuable insights, but the work lacks investigation of explanation interpretability differences

2 A comparison of static. dynamic. and hybrid analysis for malware detection | Journal of Computer Virology
and Hacking Techniques




between analysis paradigms. The study focuses on detection performance without considering the
explainability implications of hybrid approaches.

2.2 Feature Engineering and Selection Techniques

(Securonix, 2021)* explore feature engineering as both science and art in cybersecurity,
emphasizing the critical role of domain expertise in creating predictive signals from security data.
While their work provides valuable insights into statistical analysis and domain knowledge
integration, it lacks formal evaluation metrics for feature quality assessment. The approach
focuses primarily on enterprise security analytics rather than malware detection specifically.

(Fellicious et al., 2025)* investigate API call analysis for malware detection using order-invariant
approaches, publishing a dataset of over 300,000 samples. Their lightweight models achieve 85%
F1-score while maintaining minimal performance overhead, but the approach excludes temporal
relationships in API call sequences that may be crucial for advanced malware behaviour analysis.
The study demonstrates that kernel32.dll calls alone can identify malware, but this finding may
not generalize across sophisticated evasion techniques.

(J. Abawajy et al., 2021)° formulate feature selection as a quadratic programming problem for
Android malware detection, comparing filter-based methods across multiple learning algorithms.
Their comprehensive evaluation reveals that no single feature selection approach consistently
outperforms others across all classifiers. However, the study focuses exclusively on Android
permissions without exploring cross-platform feature mapping or explanation consistency
requirements.

2.3 Machine Learning Models for Malware Detection

(Aamir et al., 2024)° introduce the AMDDL model (Android smartphones malware detection
using deep learning model) using CNN for Android malware detection, achieving 99.92%
accuracy on the Drebin dataset. While their deep learning approach demonstrates exceptional
performance, it lacks explainability mechanisms and focuses solely on Android malware. The
work does not address adversarial robustness or cross-platform generalizability, limiting its
applicability in heterogeneous environments.

(Deepshika Vijayanand et al., 2024) present IoT malware analysis using machine learning
algorithms on the I0T-23 dataset, employing Random Forest, Logistic Regression, and other
classifiers. Their research provides valuable insights into IoT-specific threat patterns but lacks
integration of explainability techniques. The evaluation focuses primarily on detection accuracy
without considering explanation fidelity or interpretability requirements for security analysts.

(Yousuf, 2022)" describe a multi-feature dataset for Windows PE malware classification
including DLL functions, PE headers, and section values from 18,551 samples. While their
dataset contribution is valuable for static analysis research, the work lacks evaluation of feature

3 Ch 5 - Feature Engineering: Science or Art? - Securonix

412502.12863] Malware Detection based on API calls

5 Feature Subset Selection for Malware Detection in Smart IoT Platforms

¢ AMDDLmodel: Android smartphones malware detection using deep learning model | PLOS One
712210.16285] Multi-feature Dataset for Windows PE Malware Classification
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interpretability and explanation consistency across different malware families. The static-only
approach may miss dynamic behavioural patterns crucial for modern malware detection.

(Thakur, 2023)3 propose a novel ensemble model combining Naive Bayes, K-Nearest Neighbour,
and Logistic Regression, achieving 92.69% accuracy with 91-second runtime. However, their
evaluation concludes that KNN alone performs better than the ensemble, questioning the added
complexity. The work lacks explainability analysis and focuses on signature-based detection
without addressing zero-day threats.

2.4 Explainable Al in Cybersecurity

(Manthena et al., 2024)° present a comprehensive survey of XAl techniques for malware analysis,
examining existing frameworks and their application in malware classification and detection.
While their work provides valuable insights into the state-of-the-art, they identify a critical gap
where 85% of studies focus exclusively on Android malware, leaving Windows, IoT, and cross-
platform scenarios significantly underexplored. The survey highlights SHAP and LIME as
dominant methods but notes their vulnerability to adversarial manipulation, a limitation that
remains unaddressed in their proposed solutions.

(Saqib & Mahdavifar, 2024)'° develop a comprehensive analysis framework for explainable Al in
malware hunting, categorizing XAl methods by explanation depth and revealing that most
techniques prioritize post-hoc interpretability over adversarial resilience. Their work
demonstrates that XAI methods themselves can become attack vectors, as adversaries exploit
explanation patterns to craft evasive malware. However, their framework lacks practical
implementation guidelines for mitigating these vulnerabilities, limiting its real-world
applicability.

(Thapaliya, 2024)'! explores the application of XAI techniques for developing interpretable
models in malware analysis and network intrusion detection, focusing on decision trees and rule-
based systems. While the work demonstrates effectiveness in providing human-understandable
explanations, it relies heavily on traditional interpretable models that may sacrifice detection
accuracy for transparency. The study lacks comprehensive evaluation of explanation fidelity and
robustness against sophisticated adversarial attacks.

(N. E. Devi, N. Subramanian, 2024)'? provides a comprehensive survey classifying XAI
applications in cybersecurity into defensive applications, cybersecurity potentials, and
vulnerability assessments. The work emphasizes the necessity of XAl for transparency and trust
but identifies limited countermeasures against adversarial threats targeting XAl systems. Their
analysis reveals that current XAl implementations in cybersecurity lack formalism and require
more rigorous human-in-the-loop evaluations.

8 Malware Detection Using a Novel Ensemble Machine Learning Technique - NORMA@NCI Library

9 Explainable Artificial Intelligence (XAI) for Malware Analysis: A Survey of Techniques, Applications. and
Open Challenges | IEEE Journals & Magazine | IEEE Xplore

10 A Comprehensive Analysis of Explainable Al for Malware Hunting | ACM Computing Surveys

11 (23) Explainable Al for Cyber Security: Interpretable Models for Malware Analysis and Network Intrusion
Detection | LinkedIn

12 A Comprehensive Survey on Explainable Al in Cybersecurity Domain
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2.5 LEMNA and Advanced XAI Approaches

(Guo et al., 2018)"? introduce LEMNA, a specialized explanation method for deep learning-based
security applications using mixture regression enhanced by fused lasso. Their approach handles
feature dependencies through fused lasso regression, achieving 97.3% fidelity in malware
classification compared to SHAP's 85.1%. However, LEMNA's evaluation is limited to Windows
PE files with computational overhead of approximately 10 seconds per explanation, hindering
real-time deployment. The method's platform-specific focus and scalability limitations restrict its
broader applicability across diverse malware ecosystems.

(Peter Anthony, 2024) presents Logic Explained Networks (LENs) for explainable malware
detection, generating First-Order Logic rules alongside predictions. LENs achieve 94% accuracy
on the EMBER dataset while providing transparent decision-making through human-readable
predicates. However, the approach focuses primarily on Android malware with limited cross-
platform validation, and the complexity of logic rule generation may not scale effectively to
heterogeneous malware families with varying behavioural patterns

2.6 Adversarial Robustness in XAI and Malware Detection

(Gibert et al., 2024) address adversarial robustness in malware detectors using chunk-based
randomized smoothing, achieving resilience against FGSM attacks through fixed-size file chunk
classification. While their method demonstrates improved robustness, it assumes all chunks in
malicious files are malicious, a simplification that risks false positives in files with mixed
content. The approach lacks explainability guarantees, limiting its utility for threat analysis and
incident response.

(Rathore et al., 2022)'* propose gradient-based adversarial attack networks achieving 98.68%
fooling rate against permission-based malware detection models. Their hybrid distillation defines
strategy improves average accuracy by 54.21%, but the study focuses exclusively on Android
malware using permission-based features. The work lacks evaluation of explanation stability
under adversarial perturbations, a critical requirement for trustworthy XAl systems.

(Bayer et al., 2024)"° introduce XAI-Attack, utilizing explainable Al to identify incorrectly
learned patterns for black-box adversarial example creation. While innovative in leveraging
LIME and SHAP for attack generation, their method exposes the vulnerability of explanation
methods themselves. The approach demonstrates that adversarial training based on XAl insights
can improve model robustness, but computational overhead and scalability remain significant
challenges.

2.7 Cross-Platform and Multi-Platform Analysis

(Pachhala et al., 2024) present a cross-platform malware classification approach using CNN-
GRU fusion for Windows, macOS, Android, and iOS systems. Their hybrid architecture
effectively captures spatial and temporal patterns in malware behaviour, but evaluation is limited
to controlled datasets without real-world deployment validation. The work lacks assessment of

13 LEMNA | Proceedings of the 2018 ACM SIGSAC Conference on Computer and Communications Security
14 Robust Malware Detection Models: Learning from Adversarial Attacks and Defenses - ScienceDirect

15 X Al-Attack: Utilizing Explainable Al to Find Incorrectly Learned Patterns for Black-Box Adversarial
Example Creation - ACL Anthology




explanation consistency across platforms and fails to address the challenge of feature mapping
between heterogeneous operating systems.

2.8 Summary table

Table 1: Summary of Key Gaps in Existing Research on Explainable and Robust Malware Detection

Area Key Gap References
Lack of formal metrics for explanation
Static vs Dynamic | effectiveness; no consistency across static and
Analysis Approaches dynamic features. Stamp et al., 2022
Feature = Engineering
and Selection | Lack of formal evaluation of feature quality | Securonix, 2021; Fellicious et al.,
Techniques and cross-platform explanation consistency. 2025; J. Abawajy et al., 2021
Limited explainability and  adversarial
Machine Learning | robustness; focus on single platform (Android | Aamir et al., 2024; Deepshika
Models for Malware | or IoT) without cross-platform | Vijayanand et al., 2024; Yousuf,
Detection generalizability. 2022; Thakur, 2023
Over-focus on Android malware; vulnerability | Manthena et al., 2024; Saqib &
of XAI methods to adversarial attacks; lack of | Mahdavifar, 2024; Thapaliya,
Explainable Al in | mitigation strategies and practical | 2024; N. E. Devi, N.
Cybersecurity implementation. Subramanian, 2024
LEMNA and | Platform-specific focus; high computational
Advanced XAI | overhead limiting real-time use; lack of | Guo et al., 2018; Peter Anthony,
Approaches scalability across diverse malware. 2024
Limited explainability guarantees; focus on
Adversarial single platforms; lack of evaluation of
Robustness in XAl and | explanation stability under adversarial attacks; | Gibert et al., 2024; Rathore et al.,
Malware Detection computational overhead. 2022; Bayer et al., 2024
Lack of explanation consistency assessment
Cross-Platform  and | across platforms; missing feature mapping
Multi-Platform solutions; limited real-world deployment
Analysis validation. Pachhala et al., 2024

3 Research Methodology

3.1 Research Procedure

The methodological framework implemented in this research was structured around a series
of rigorous, well-defined stages designed to enable reproducibility and scientific validity.
Initially, representative malware datasets were acquired from public repositories to ensure
diversity and cross-platform relevance. This phase was followed by extensive preprocessing,
including feature extraction, data cleaning, normalization, and harmonization, ensuring that



features were sufficiently aligned for joint analysis. A HistGradientBoostingClassifier was
selected as the core detection model for its capability to manage high-dimensional data and
deliver state-of-the-art performance. To ensure model interpretability, the LEMNA (Local
Explanation Method using Nonlinear Approximations) technique was integrated, with
explanations stabilized via an ensemble-averaging approach across multiple runs. Adversarial
robustness was addressed through the generation and deployment of controlled feature
perturbations, simulating real-world evasion tactics. Following model training, the framework
was rigorously evaluated in both clean and adversarial settings, employing a comprehensive
set of quantitative and qualitative metrics. The entire cycle utilized robust statistical analysis
to validate results and guarantee generalizability.

3.2 Materials and Equipment

The research utilized two open-access malware datasets: VirusShareSant, consisting of
28,617 Windows Portable Executable (PE) files and their static features, and CICMalDroid
2020, comprising Android APK samples with permissions, metadata, and code-derived
attributes. Feature extraction was facilitated by custom-built scripts utilizing PE file for
Windows and Androguard for Android, which parsed imports, headers, permissions, and
section entropy. Experimental computation took place on a Linux workstation featuring a 4-
core Intel Core i5 CPU, 16 GB RAM, and an NVIDIA GTX 1650 GPU. The entire analytical
pipeline was constructed in Python 3.10, leveraging scikit-learn for modeling, pandas and
NumPy for data handling, Synthetic Minority Over-sampling Technique (SMOTE) for
addressing class imbalance, and matplotlib and seaborn for visualization. The LEMNA
module was custom-implemented and optimized for ensemble stability.

3.3 Sample Gathering and Preparation

Samples were systematically obtained from recognized repositories. After acquisition, each
record underwent multiple stages of refinement. Incomplete, null, or duplicate entries were
removed to ensure data integrity. Missing values were imputed using median strategies, and
static features such as PE signatures, permissions, and entropy were extracted for further
analysis. Numerical features were standardized using zero-mean, unit-variance scaling,
providing a consistent input space for model training. Again SMOTE (Synthetic Minority
Over-sampling Technique) was employed to mitigate class imbalance, ensuring a fair
representation of minority classes. Cross-platform feature alignment was achieved by
padding or truncating feature vectors, allowing for a unified analytic approach. Stratified
random sampling was applied to maintain class distributions within train-test splits, with
fixed seeds ensuring experimental reproducibility.

3.4 Measurement Procedures and Raw Data Calculations
Performance Metrics:
e Accuracy, precision, recall, Fl-score, and AUC-ROC were calculated for each
experiment, quantifying model’s detection ability.
e Throughput: Inference efficiency was benchmarked as the number of samples
processed per second on test data.
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Adversarial Simulations:

e Model robustness was tested via adversarial attacks by applying controlled feature-
space perturbations (¢ = 0.3).

o Post-perturbation drop in detection accuracy was recorded for measuring resilience.

Explainability Assessment:

o Fidelity: R? statistic was computed between the original classifier and the LEMNA
surrogate predictions, quantifying how well explanations approximate true model
output.

o Stability/Consistency: Cosine similarity measured the agreement of feature attribution
vectors before and after adversarial perturbation, averaged over 500 randomly
selected test samples for confidence.

o Explanations were generated using 2,000 local perturbations per sample, repeated
across five independent LEMNA runs; local coefficients were ensemble-averaged to
minimize variance.

Systematic Logging:

o All experiment settings, hyperparameters, and random seeds were logged.

o Data pipelines, training scripts, and explanation modules were version controlled to
support auditability and reproducibility.

3.5 Statistical Techniques

Descriptive statistics were systematically employed, with all key metrics presented as mean +
standard deviation over five independent stratified 80/20 train-test splits. Confidence
intervals provided precision for estimates of explanation consistency and adversarial
robustness. Inferential analysis involved paired t-tests, applying a significance level of p <
0.05 to confirm improvements over baseline or single-run methods. Bootstrapping of 500
randomly selected test samples was performed to empirically validate explanation quality
metrics. Experimental reproducibility was prioritized through fixed random seeds, careful
environmental controls, and comprehensive logging of the entire workflow.

4 Design Specification

This section outlines the architecture, framework, and techniques used in the implementation
of the proposed system for explainable, adversarially robust, and cross-platform malware
detection. The design is informed by the limitations identified in the literature—particularly
the lack of explanation consistency, limited cross-platform support, and vulnerability to
adversarial attacks and addresses these challenges through a carefully integrated model-
explainer-defense architecture.

4.1 System Architecture Overview

The proposed framework is composed of the following core components:

1. Cross-Platform Data Ingestion Module
Accepts and processes malware samples from diverse platforms (Windows and Android).
Static features such as PE header fields (Windows) and permission sets (Android) are
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extracted and transformed into a unified feature representation. Feature alignment is
ensured by padding, truncation, and dimensional matching.

2. Preprocessing and Feature Engineering Module
Includes cleaning, normalization, SMOTE-based class rebalancing, and noise filtering.
This module prepares the data for training and testing by ensuring feature scales and class
distributions are consistent across datasets.

3. Detection Engine (HistGradientBoostingClassifier)
The primary machine learning backbone for malware classification. The model was
selected for its strong performance on tabular data, native handling of missing values, and
robustness to overfitting. It operates as a white-box ensemble of decision trees that
facilitate better interpretability and adversarial resilience than deep learning black-box
models.

4. Adversarial Training Module
Integrates feature-space perturbation attacks into the training loop to harden the classifier.
During training, both clean and adversarially perturbed examples are included to improve
robustness to evasion attempts. Perturbations are randomly generated within a fixed
epsilon radius (¢ = 0.3), simulating real-world adversarial manipulations.

5. Explainability Module (Ensemble LEMNA Explainer)
The explainability component uses LEMNA (Local Explanation Method using Nonlinear
Approximations), extended in this work with an ensemble strategy. For each input
sample, LEMNA creates 2,000 perturbations and fits a fused lasso regression model
locally. This process is repeated five times, and the resulting explanation coefficients are
averaged to improve explanation stability. LEMNA captures non-linearity and feature
correlations, making it suitable for complex malware classifiers.

6. Evaluation and Metrics Module
Calculates performance metrics (accuracy, precision, recall, F1-score, AUC-ROC),
robustness metrics (accuracy drop under attack), explainability metrics (fidelity,
consistency), and system throughput (samples/sec). Results are statistically validated with
paired t-tests and bootstrapped confidence intervals.

4.2 Functional Description of the Algorithm

In this research, an integrated detection and explainability algorithm has been implemented
using a combination of the HistGradientBoostingClassifier for malware classification and an
ensemble-based version of LEMNA (Local Explanation Method using Nonlinear
Approximations) for generating stable, local explanations. This end-to-end approach enables
accurate, robust classification of cross-platform malware samples while providing
interpretable insights suitable for security analysts.

The algorithm consists of both prediction and explanation components, functioning in
sequential, clearly defined stages as described below:
Step 1: Feature Vector Input
e A raw sample (APK or PE file) is passed through the preprocessing pipeline and
transformed into a feature vector with standardized dimensions.
Step 2: Malware Classification
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Step 3:

The preprocessed vector is passed to the HistGradientBoostingClassifier, which
outputs a probability score and binary label (malware or benign).

Adversarial Sampling (Training Phase Only)

For each training instance, an additional adversarial example is generated by applying
random perturbations up to € = 0.3 within the bounded feature space.

These adversarial samples are mixed with clean samples to update the model's
gradient-boosting decision rules.

Explanation Generation (Post-Hoc)

After classification, the feature vector enters the LEMNA explainer.

The explainer generates local perturbations and fits a surrogate model using fused
lasso regression to capture feature attribution.

This process is repeated five times with varying seeds.

The final explanation vector is the ensemble-averaged weight over these five runs,
representing stable, human-readable feature importance.

Evaluation

The output label, explanation vector, and associated metrics are logged.

For adversarial test cases, all steps are repeated under feature perturbation, and
explanation consistency and robustness metrics are calculated by comparing clean vs.
adversarial outcomes.

4.3 Design Requirements and Objectives

Table 2. Design Requirements and Objectives for the Proposed Framework

Design Requirement Objective
Cross-Platform Compatibility Ensure feature harmonization for Windows and Android
High Prediction Accuracy Achieve F1-score > 94%, AUC-ROC > 0.98

Robustness to Adversarial

Evasion Limit accuracy drops to <10% under attacks

Local Explainability Provide instance-specific explanations with fidelity > 0.90

Maintain cosine similarity > 0.75 under adversarial

Explanation Consistency perturbation
Real-Time Usability Maintain inference speed > 1000 samples/sec
Scalability Ensure that the architecture supports batch processing
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5 Implementation

The final stage of the implementation involved the integration of multiple components into a
unified framework for cross-platform malware detection with embedded explainability and
adversarial robustness. This section outlines the key outputs generated in the final
implementation, along with the tools and technologies used.

5.1 Models and Frameworks Developed

The core output of the implementation is a production-ready malware detection
framework capable of processing Windows and Android samples using a common feature
representation. A HistGradientBoostingClassifier was trained on harmonized feature vectors
developed from both PE (Windows) and APK (Android) files, achieving high-performance
classification with built-in robustness mechanisms. The model accepts standardized,
preprocessed feature inputs and returns both the malware classification (malicious or benign)
and a confidence probability score.

In parallel, a post-hoc ensemble-based LEMNA explainer was integrated to
provide localized, human-interpretable explanations for each model prediction. This
explainer outputs feature-wise importance scores, allowing cybersecurity analysts to interpret
why a sample was labeled as malicious or benign. The explanation module was designed to
average outputs across multiple random perturbation runs to enhance consistency and
reliability key requirements identified in the earlier evaluation framework.

5.2 Transformed Output Data
1. Transformed Feature Data
The system outputs fully transformed, harmonized feature datasets for both Windows and
Android malware samples. Raw binaries are converted into standardized, numerical
vectors, aligned in dimensionality and scale to facilitate cross-platform analysis. These
transformed datasets represent the direct input to the classification model and can be
reused for further training, validation, or research replication. For each processed sample,
the system archives:
o The original file identifier and platform label,
o The complete, normalized feature vector,
e Pre- and post-SMOTE class distributions for transparency and auditability.

2. Model Outputs
The primary output is the malware classifier’s prediction for each input sample. For every
processed instance, the system generates:
e A binary classification label (malicious or benign),
e An associated probability score representing the model’s confidence in its
decision.
These outputs are systematically stored along with metadata, such as processing time,
ensuring traceability of each decision.
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3. Explanation Artifacts
A central innovation in this implementation is the production of detailed explanation vectors
via the ensemble LEMNA module. For each classification performed, the system produces:

These

A feature importance vector aggregating weights across five ensemble runs, reflecting
the contribution of individual features to the model’s decision,

Local surrogate model residuals and R? scores, which quantify how well the surrogate
explanation approximates the original classifier,

Cosine similarity scores between clean and adversarial explanation vectors, capturing
explanation stability and robustness for each sample.

explanation artifacts are exportable in both machine-readable (CSV/JSON) and

human-readable (tabular, plotted) formats to support operational analysis and presentation to
end-users.

4. Adversarial Evaluation Reports
The implementation automatically executes adversarial perturbation scenarios for both test
and reference samples. For each scenario, it outputs:

Clean vs. adversarial prediction labels and scores per instance,

Aggregate robustness statistics, including the percentage drop in accuracy and
sample-level confusion matrices,

Per-sample and overall explanation consistency metrics, demonstrating how
explanations are impacted (or preserved) under adversarial pressure.

5.3 Tools and Technologies Used

The final implementation was completed using the following tools and technologies:

1. Programming Language: Python 3.10 was used as the core language for development due
to its strong ecosystem for machine learning, data science, and cybersecurity research.

2. Libraries and Frameworks:

scikit-learn for model training and evaluation (HistGradientBoostingClassifier,
metrics)

pandas and numpy for data handling, transformation, and preprocessing

matplotlib and seaborn for visualization of metrics and explanation outputs
imbalanced-learn for SMOTE oversampling

Custom implementations of LEMNA for explanation generation using fused-lasso
regression and perturbation samplers

3. Hardware: Model training and testing were performed on a Linux-based workstation with
a 4-core Intel Core 15 processor, 16 GB RAM, and an NVIDIA GTX 1650 GPU for any
compute-intensive tasks.
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6 Evaluation

This section presents a rigorous and comprehensive analysis of the primary experimental
results and key findings of the study. Each experiment or case study is described in terms of
its objective, setup, and results, in direct support of the research questions and objectives.

6.1 Experiment 1: Baseline Classification Performance

Objective:

To evaluate the baseline classification performance of the malware detection system on clean
(non-adversarial) data across both Android and Windows platforms, including their
combination.

Experimental Procedure

The experiment used the harmonized VirusShareSant (Windows) and CICMalDroid 2020
(Android) datasets. Samples were preprocessed and standardized before being input into a
HistGradientBoostingClassifier. The system was evaluated using five standard metrics:
Accuracy, Precision, F1-Score, and AUC-ROC.

Results:
Metric Value Threshold
Accuracy 0.9936 -
Precision 0.9953 -
F1-Score 0.9967 >0.94
AUC-ROC 0.9981 -
Efficiency (pred/s) 123,438 -

The system far exceeded the baseline thresholds. In particular, the F1-Score (0.9967) and
AUC-ROC (0.9981) highlight excellent discrimination capability and minimal false
positives/negatives in classification tasks.

6.2 Experiment 2: Adversarial Robustness

Objective:

To assess the model’s robustness against adversarial evasion strategies by measuring
accuracy after adversarial feature perturbations.

Experimental Procedure

Test samples were modified using uniformly random perturbations constrained to a
maximum of € = 0.3 per feature. Clean and perturbed accuracy were compared, and the
percentage drop was used to measure resilience.
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Results:

Metric Value Threshold
Clean Accuracy 0.968 -
Adversarial Accuracy 0.944 -
Robustness Drop (%) 2.4119 <10%

Despite the perturbations, the model maintained stable predictions with minimal accuracy
loss, validating the strength of the adversarial training embedded in the pipeline.

6.3 Experiment3: Explanation Stability and Fidelity

Objective:

To evaluate the reliability of local feature attribution explanations generated by the LEMNA
explainer, especially when test inputs are slightly perturbed.

Experimental Procedure

For each test instance, five explanation vectors were generated using different perturbation
seeds. Cosine similarity was used for consistency, and R? (coefficient of determination) was
used to measure fidelity relative to the original classifier's predictions.

Results:
Metric Value Threshold
Explanation Consistency 0.73 >0.70
Explanation Fidelity (R?) 0.918 >0.90

Stable and trustworthy explanations support the claim that the LEMNA ensemble technique
successfully mitigates the variance typical in model interpretation across multiple inference
scenarios.

6.4 Discussion

The experimental results obtained from the four case studies clearly demonstrate that the
proposed malware detection framework successfully meets and, in most cases, exceeds the
predefined research objectives. The system achieved exceptional performance across key
classification metrics, with an accuracy of 99.36%, F1-score of 99.67%, and AUC-ROC of
99.81%, indicating a high level of precision and recall while maintaining balanced prediction
capabilities. These results validate the model’s effectiveness in accurately distinguishing
between malicious and benign files across both Windows and Android platforms.
Furthermore, the inference efficiency reached over 123,000 samples per second, confirming
the framework’s suitability for real-time or large-scale operational environments.

In terms of adversarial robustness, the system achieved a robustness drop of just 2.41% under
controlled feature-space perturbations (¢ = 0.3), which is well within the acceptable threshold
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of 10%. This indicates that the adversarial training component was effective in preparing the
model to handle subtle evasion attempts, aligning with real-world scenarios where attackers
try to bypass detection through minor modifications. Equally important, the explainability
framework integrated into the system based on ensemble LEMNA—produced consistent and
faithful explanations. With an explanation consistency score of 0.73 and a fidelity score of
0.918, the system demonstrated the ability to provide stable, locally accurate feature
attributions, even when inputs were adversarially perturbed. This addresses a key limitation
found in prior work, where explanations often varied unpredictably across similar inputs.

Nonetheless, certain limitations must be acknowledged. The current system is based solely on
static features extracted from malware binaries, which may reduce its effectiveness against
advanced threats exhibiting dynamic, runtime behavior. Incorporating dynamic analysis or
behavioral traces could further improve detection capability and adaptability. Additionally,
while the ensemble LEMNA approach greatly enhances explanation stability, it introduces
computational overhead due to multiple perturbation and regression rounds, which may
hinder deployment in resource-constrained environments unless optimized. Moreover,
adversarial evaluation was limited to uniform random perturbations; future studies should
extend this to more sophisticated attack models, such as gradient-based or poisoning attacks,
to comprehensively evaluate robustness.

Compared to existing literature, this work contributes more robust and consistent
performance across classification, interpretability, and adversarial resilience dimensions.
Studies such as those by Aamir et al. (2024) and Manthena et al. (2024), while strong in
individual areas like detection or explainability, often lacked cross-platform scalability or
integrated adversarial defenses. In contrast, the presented framework successfully integrates
these components into a unified system. These findings not only confirm the scientific
validity of the research approach but also establish practical relevance for future deployment
in operational malware detection pipelines. In summary, the evaluation affirms the research’s
contribution to advancing explainable, resilient, and scalable Al-driven malware defense
across heterogeneous environments.

7 Conclusion and Future Work

This research aimed to answer the question: How can explainable Al approaches, particularly
those based on LEMNA (Local Explanation Method using Nonlinear Approximations), be
optimized to provide reliable and actionable malware detection insights across multiple
platforms? The objectives were to (1) design a cross-platform detection system that integrates
robust ensemble machine learning with local explanation methods (LEMNA), (2) achieve
high detection accuracy and resistance to adversarial attacks, and (3) ensure explanation
quality and consistency suitable for real-world deployments.

The project resulted in a novel framework combining a HistGradientBoostingClassifier for
malware detection with an ensemble LEMNA explainer, enhanced further by adversarial
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training for improved resilience. Validation on harmonized Windows and Android datasets
demonstrated strong predictive performance (F1-score: 96.7% combined, AUC-ROC: 0.989),
high inference efficiency, minimal adversarial accuracy drop(2.41%), and consistent, reliable
explanations (average consistency 0.73, fidelity 0.92). These results meet or exceed all
defined success criteria, highlighting the effectiveness of integrating adversarial robustness
and explainable Al for cross-platform malware detection.

The research carries significant implications. From an academic perspective, it addresses
major literature gaps in cross-platform performance, adversarial robustness, and stable
explanation generation—challenges previously noted but rarely resolved collectively. For
real-world use, the framework’s accuracy, speed, and reliability suit it for deployment in
enterprise environments, with robust explanations supporting effective threat investigation
and mitigation.

Nevertheless, some limitations remain. The implementation relies mainly on static features,
which may have reduced effectiveness against highly dynamic or obfuscated malware. The
LEMNA-based explanation generation, while robust, incurs computational overhead that
could affect performance in very high-throughput settings. Also, the adversarial training
mainly guarded against feature-space perturbations; other threat models may require further
adaptation.

Promising directions for future research include:

e Incorporating Dynamic Detection Features: Utilizing runtime and behavioral data
(such as API call sequences or memory access patterns) could significantly improve
the identification of evasive and novel threats.

e Adaptive and Continual Learning: Building models capable of ongoing adaptation to
new malware families or emergent attack methods would enhance system resilience
over time.

e Optimization for Large-Scale Deployment: Further algorithmic refinements and the
use of hardware acceleration could reduce the computational load of explanation
modules, facilitating real-time use in broader settings.

o Collaborative Validation and Deployment: Partnering with industry to integrate and
validate the approach within commercial endpoint and network security platforms
would help drive adoption and real-world impact.

In summary, this research demonstrates the value of a rigorously engineered, explainable, and
adversarially robust Al system for multi-platform malware detection. Ongoing refinement
and broader validation will be essential in meeting emerging threats and ensuring long-term
efficacy and trust in Al-powered cybersecurity solutions.
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