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Configuration Manual
Saud Shaikh
Student ID: 23276509

1 Introduction

This configuration manual is an instruction set on how to replicate, set-up and run the Hybrid
Post-Quantum Cryptography study authored as part of the Research Practicum MSc
Cybersecurity research project at the National College of Ireland.

This project will compare and optimize both implementation and benchmarking of
quantumresistant cryptographic algorithms (particularly, Kyber, McEliece, and RSA), with a
combined encryption scheme. Additional performance optimisation is achieved through the
inclusion of an AI/ML-based workload predictor to analyse how much CPU resources to use
when generating encryption keys. The system supports encryption, decryption, benchmarking,
comparing algorithms, and visualisation of files, in addition to thus being user friendly due to
a graphical user interface (GUI).

This guide will help you with the overall assembly process of the project. This guide contains
all required steps and illustrations for assembly.

* Scholars who were imitating the application
* Developers adding to PQC systems
* Researchers studying the use of post-quantum cryptography and Al

It discusses everything on getting started, setting up the environment, libraries and all the way
up to execution of a hand and GUI deployment. Each section is accompanied with screenshots
so that the same can be replicated to help them avoid ambiguity when carrying out
configurations.

2  System Requirements

It discusses all the steps of the initial set up, the environment configuration, library installation,
complete project implementation and GUI deployment. Each section is supported by
screenshots so that there would be the possibility to reproduce the same in case of ambiguity
in configuration. In this section, the hardware and software specifications necessary to
construct and execute the project of Hybrid Post-Quantum Cryptography are recommended.
The entire project has been tested and developed on a local windows computer with Visual
Studio compiler to write C++ and Python to write ML and graphical user interface raw
materials.



2.1 Host Machine Specification:
Table 1: Host Machine Specification

Component Specification
Operating System Windows 11 (64-bit)
Processor Intel Core 17 / AMD Ryzen 7 or higher
RAM 16 GB (minimum), 32 GB (recommended)
Storage 100 GB free disk space
Python Version Python 3.11 or later
Visual Studio Visual Studio 2022 (C++ & CMake)
Git Git for Windows (latest version)

2.2 Project Dependencies Overview:

The project is written in C++ and Python, and features incorporating open-source postquantum
and AI/ML libraries used to optimise the workload.

Table 2: Host Machine Specification

Tool/Library Purpose
libogs Open Quantum Safe C library for PQC algorithms
OpenSSL (OQS Fork) PQC-integrated OpenSSL fork
CMake Cross-platform build system for liboqs/OpenSSL
PyQt5 GUI development in Python
Matplotlib, Seaborn Visualisation of benchmarking results
scikit-learn, joblib ML model training and prediction

2.3  Structure of Directory:



PQC_GUI_ PROJECT/

F— benchmarking optimization/

I L— pgc.ipynb

I

— gui/

I L— gui.py

I

F— libogs-python/

I L— (cloned libogs repo with wrappers and bindings)
I

— payloads/

I L— (Auto-generated test files of various sizes)

= pug/

I F— kyber.py

I F— mceliece.py

I F— rsa.py

I L— utils.py

I

F— results/

I F— auto_benchmark.csv

I F— benchmark_sorted final.csv
I L— gui_benchmark_results.csv
I

— venv/

I L— (virtual environment files)
I

F— generate_payload_file.py

F— main.py

-

requirements.txt

Figure 1: Report Structure

Figure 1 shows the directory structure view of the hybrid post-quantum cryptography
benchmarking and optimization project in Figure 1 displays the whole set of files organized in
the form of a tree. It enhances all important folders and files consisting of benchmarking scripts,
GUI code, post-quantum algorithm implementation, payload files of test and requirements to
configure the environment.

3 Tools and Dependencies installation:

This section entails step wise instructions into installing as well as setting up all the required
tools, libraries and environments mandatory to build, run and test the Hybrid Post-Quantum
Cryptography with AIML Optimisation project.

It covers installations for:
« Visual Studio (for C/C++ development)
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« CMake (for building liboqs/OpenSSL)

« Python and dependencies (for benchmarking, ML, and GUI)

+ libogs and OpenSSL setup (for Kyber and McEliece integration)
« Additional optional tools

3.1 Install Visual Studio 2022
1. Download: https://visualstudio.microsoft.com/downloads/
2. Select the following workloads:
* Desktop Development with C++
* C++ CMake Tools for Windows

3. Ensure the following components are included:
* MSVC v143 - VS 2022 C++ x64/x86 build tools
*  Windows 10 SDK (10.0.19041.0 or later)
* C++ CMake tools

Visual Studio Installer

Installed Available

Preview

0,{ Visual Studio Community 2022 Preview
17.14.11 Preview 1.0

Install

Powerful IDE, free for students, open-source contributors, and individuals

License terms | Release notes

Figure 2: Visual Studio Installer

Figure 2 shows the Visual Studio Installer on the page Available, where it is possible to choose
the option of installing the program named Visual Studio Community 2022 Preview (version
17.14.11 Preview 1.0), necessary to configure the project in the C / C ++ developer language.

3.2 Install CMake

1. Download: https://cmake.org/download/
2. During installation:
Select “Add CMake to the system PATH for all users”



https://visualstudio.microsoft.com/downloads/
https://visualstudio.microsoft.com/downloads/
https://cmake.org/download/
https://cmake.org/download/

"M Install Options = X

Install Options

Choose options for installing CMake 4.1.0

3 Add CMake to the PATH environment variable

(] Add CMake shortcut to the Desktop

Back Next Cancel

Figure 3: Install options

Figure 3 shows the CMake installer installation, the user chose to add CMake to the system
PATH, which makes it much easy to access using the command line to build system C/C++
dependency libogs and OQS-OpenSSL.

3.3 Install Git

Download: https://git-scm.com/downloads

Install with default options.
Confirm installation by running in PowerShell:

2 Windows PowerShell

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\Dell> git
git version 2.41.0.windows.3
PS C:\Users\Dell> |

Figure 4: Windows PowerShell


https://git-scm.com/downloads
https://git-scm.com/downloads
https://git-scm.com/downloads
https://git-scm.com/downloads

Figure 4 shows a PowerShell run confirmation that Git is installed and accessible successfully,
which is necessary in order to clone necessary Git required repositories to be able to work on
the project.

3.4 Clone liboqs and OQS-OpenSSL

In the project folder run the following command:
ONSOLE TERMINAL PORTS

PS C:\pgc gui project> git clone ive https://github.com/open-quantum-safe/libogs-python.git
>> cd libogs-python

>> python setup.py buil(‘

Figure 5: Clone libogs and OQS-OpenSSL

Figure 5 shows a series of actions of copying the libogs-python repo and building it with Python
and showing quantum-safe cryptography binding setup steps.

The wrapper uses prebuilt libogs binaries and allows calling Kyber and McEliece from Python.

3.5 Install Python 3.11+ and Create Virtual Environment
1. Download Python: https://www.python.org/downloads/
2. During install:
* Check “Add Python to PATH”
* Enable pip
3. Create and activate a virtual environment using following command:

PS C:\pgc gui project> .\venv\scripts\activate

(venv) PS C:\pqc gui project>

Figure 6: Install Python 3.11+ and Create Virtual Environment

Figure 6 shows activating a Python virtual environment in the project directory which is very
important to make the project independent of any programming environment and allow a
reproducible build.

3.6 Install Python Dependencies:

Run command: pip install -r requirements.txt

The text file contains the following


https://www.python.org/downloads/
https://www.python.org/downloads/

= requirements.txt

1 contourpy==1.3.2
cycler==0.12.1
fonttools==4.59.0
kiwisolver==1.4.8
matplotlib==3.10.3
numpy==2.3.1
045==0.10.2
packaging==25.0
pandas==2.3.1
pillow==11.3.0
psutil==7.0.0
pycryptodome==3.23.0
pyparsing==3.2.3
python-dateutil==2.9.0.posto
pytz==2025.2
scipy==1.16.0
six==1.17.0
tzdata==2025.2
xgboost==3.0.2

Figure 7: requirements.txt

Figure 7 shows Python dependencies necessary to create PQC GUI project with specific
versions to make the project reproducible and compatible in a virtual environment.

4 Initial Setup and Configuration

This part describes how to configure project environment, test all modules and configure
system to perform encryptions, benchmarking components and machine learning components.
It contains the steps to initialization of payload generation, the use of the GUI and integration
of the algorithms through libogs.

The first Step is to activate the python environment using command: .\venv\scrips\activate

PS C:\pgc gui project> .\venv\scripts\activate

(venv) PS C:\pqc gui project> I

Figure 8: PowerShell -venv activation



Figure 8 shows how a Python virtual environment, project dependencies will be encapsulated,
and are not a part of the global Python install.

Then generate the payload for benchmarking using the python script:

J filename
v _pycache_ with open(fil
= gui.cpython-311.pyc f.write(os.urando
ith open(”
f.write("This i

> libogs-python

> payloads
v pqc
> _pycache__
kyber.py
mceliece.py

json.dump(data, f)

rsa.py
utils.py
p/ with open("
V results

B auto_benchmark.csv
B benchmark_sorted f...
B gui_benchmark_resu... with open(”}

> venv f.write(b"%PDF-1. ake PDF File\n" + b"\x@0" * 5000)

filestrtucture.py

gerTerate_payload_flle... with open("payloads e5 "wb") as f:
main.py f.write( £ = s.urandom(10_000))
= project,structure.txt

= requirements.txt

PROBLE 4 TERMINAL

PS C:\pqc_gui_project\libogs-python> cd
PS C:\pqc_gui_project\libogs-python> cd ..
PS C:\pqgc_gui_project> .\venv\scripts\activate
(venv) PS C:\pqc_gui_project> deactivate
PS C:\pqc_gui_project> .\venv\scripts\activate
env) PS C:\pqc_gui_project> python generate payload files.py
# sample payloads created in ‘payloads/' folder.
> TIMELINE (venv) ps C:\pgc gui project> I

Figure 9: VS Code -run script and generate payload

> OUTLINE

Figure 9 shows how to launch a script in the active virtual environment of the VS Code that
creates sample benchmarking and testing crypto algorithm payload numbers and files.

Then run the GUI application using the main script



# PQC Benchmark GUI

Manual File Upload g Compare All Algorithms

OUTLINE + +
python main

Figure 10: PQC Benchmark GUI in action

TIMELINE

Figure 10 shows the PQC Benchmark GUI application running, in which users may choose
algorithms, upload files, and run benchmarking of operations of post-quantum cryptography.

The GUI includes:
File upload for encryption/decryption
Algorithm selection: Kyber, McEliece, RSA

Benchmark visualisation (matplotlib/seaborn)
AIML-predicted CPU usage graph

S Initial Setup and Configuration:

This section describes the end-to-end execution of the project and outlines the output generated
at each stage. The project supports interactive encryption and benchmarking through a
graphical interface, as well as automated analysis through CLI scripts and Jupyter Notebooks.

5.1 GUI execution

Run main.py in vs studio to launch the gui interface:



§ PQC Benchmark GUI

Manual File Upload g Compare All Algorithms

Select Algorithm
McEliece-348864

Select File

C:/Users/Dell/Documents/pqc_hybrid_project/payloads/sample5.jpg

Browse
Run Benchmark
Algorithm: Classic-McEliece-348864

File: sampleS5.jpg
Size: 9 KB

KeyGen Time: 2.516448s
Decap Time: 0.047077s
Memory: 58.22 MB
Match: True

Figure 11 GUI execution

Figure 11 shows the PQC Benchmark GUI living, showing benchmarking results of the Classic-
McEliece-348864 algorithm on an uploaded file, with such statistics as key generation time,
decapsulation time, memory usage and correctness.

Table 3: Features of GUI

Feature Description
File Upload Selects a file for encryption/decryption
Algorithm Selection Choose from Kyber, McEliece, or RSA
Encrypt/Decrypt Button PFtrf(?rms hybrid encryption/decryption using OpenSSL/libogs
bindings
Benchmark Tab Benchmarks all three algorithms on selected or auto-generated
payloads
Feature Description
CPU Usage Prediction Predicts expected CPU usage using a trained ML model
(AIML)
Result Visualization Bar/line plots showing keygen time, encryption time, memory
usage, etc.
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¢ PQC Benchmark GUI

Manual File Upload Compare All Algorithms

[0 Memory Usage

& Auto benchmark complete!

s Decapsulation Time

160 1 Algorithm Algorithm
BN Classic-McEliece-348864 |10 WM Classic-McEliece-348864
140 - B Kyber512 B Kyber512

120 A

100 4

80 A

5

50
Payload Size (KB)

Figure 12 shows comparison bar

BN RSA-2048

N RSA-2048

55 500

5

50
Payload Size (KB)

55 500

Run Full Auto-Benchmark

Figure 12: GUI execution

charts using PQC Benchmark GUI, which show memory of

different cryptographic algorithms (Classic-McEliece, Kyber512, RSA-2048) over a range of
payloads and the memory usage as well as decapsulation of Classic-McEliece, Kyber512, RSA-

2048.

5.2

Output CSVs and logs:

Table 4: Output and logs

File Name

Description

auto_benchmark.csv

Auto-generated benchmark results across all algorithms and
payloads

benchmark sorted final.csv

Sorted/processed benchmark data for visualisation

gui_benchmark results.csv

Benchmark results captured from GUI interactions

model predictions.csv
(optional)

Predicted CPU usage for each payload/algorithm
combination

Each file includes metrics such as:

Algorithm name
Payload size (KB)
Key generation time (ms)
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«  Encryption time (ms)
« Decryption time (ms)
+  Memory/CPU usage

5.3 AIML Notebook Execution:

Table 5: AIML Notebook components

Section

Description

Data Generation

Creates synthetic benchmark data (if needed)

Data Preprocessing

Normalisation, cleaning, and splitting

Model Training

Trains a model (Random Forest / DNN) to predict CPU usage

Prediction & Evaluation

Compares predicted vs actual CPU usage using graphs

Export Model

Saves model as model.pkl for reuse in GUI

By using the CSV data that we generated we can then train our AI Optimization model and
visualize our results using Jupiter notebook on google colab

X_train, X_test, y_train, y_test = train_test_split(X,

model = keras.Sequential(
layers.Dense(64, activation="relu’, input_shape=(2,
layers.Dense(64, activation="relu’),
layers.Dense(1)

D

model. conpile(optimizer="adan’, loss='mse’, metrics=[’

mae')

Y, test_size=0.2, random_state=42)

history = model.fit(X_train, y_train, validation_split=0.2, epochs=160, verbose=1)

&)

ty_regul.
75.8641 -

s 1ims/step - loss: 38.0401 -

Epoch 3/100
8/8

s 11ms/step - loss: 34.6035 -
Epoch 4/100
8/8 s 15ms/step - loss: 27.5385 -

Epoch 5/100
/8 25.9025 -
Epoch 6/100
8/8

- loss: 22.0872 -

Epoch 7/100
/8 s 16ms/step - loss: 21.3346 -
Epoch 8/100
8/8 s 12ms/step - loss: 20.4911 -
Epoch 9/160

8/8 s 1ims/step - loss: 19.7217 -
Epoch 10/100

s 11ms/step 19.0780 -
Epoch 11/100
8/8 s 11ms/step - loss: 19.9606 -
Epoch 12/100

8/8 s 11ns/step - loss: 21.6562 -
Epoch 13/100

8/8 s 1ims/step - loss: 17.6669 -
Epoch 14/100
8/8 s 1ims/step - loss: 19.9707 -
Epoch 15/100

s 1lns/steo - loss: 19.8629 - mae

mae

mae: 5.0539 -

mae: 4.8535 -

: 4.2001 -

e: 4.2456 - va!

mae: 3.9133 - val

mae: 3.8548 -

mae

mae

mae: 3.6658 - va

mae: 3.5955 - vi

mae: 3.8300 - v

mae: 3.4119 -

mae

3.7955 -

7072 - val_]

7882 -

L6890 -

riarning: Do not pass an "input_shape’/"input_dim” argument to a layer. When using Sequential models, prefer using an “Input(shape)’ object as the first layer in the model instead
_loss: 24.6972 - val_mae: 3.9221

val_loss: 37.4906 - val_mae: 5.3416

val_loss: 26.0154 - val_mae: 4.2113

val_loss: 20.3904 - val_mae: 3.6214

vel loss: 16.9050 - val mae: 3.3937
val_loss: 16.7040 - valmae: 3.3692
:17.1265 - valmse: 3.3902
16.3053

17.2873

s: 16.4401

val_loss: 16.7854 -

val_loss: 15.5004 - v.

val loss: 16.9421 - 3.3280

Figure 13 AIML Notebook Execution

Figure 13 shows a machine learning model training process in a Jupyter notebook, during which
a neural networks are fitted to benchmarking data in order to predict memory requirements as
a function of algorithm and payload size.
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© sns.pairplot(df(["Algorithm”, "Payload K8", "KeyGen_Time_sec”, "Enc
plt.suptitle(" il Pairwise Comparison of PQC Metrics”, y=1.82)
plt.show()
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[ Pairwise Comparison of PQC Metrics

400

Payload_KB
N g
8 8
——

KeyGen_Time_sec

2.0

Y & 8 : Algorithm
) ed ) - e Classic-McEliece-348864

0 g g 3 = 2 Kybers12

® RSA-2048

Encap_Time_sec

Figure 14: PQC metrics

Figure 14 shows PQC metrics in pairwise comparison plot with Seaborn to be visualized
showing the interdependence of payload size, key generation time, encapsulation/decapsulation
time, and the memory consumption of various algorithms.

5.4 Final Output and summary:
Table 6: Output Structure

Module Output Format File/Location
GUI Visual + File GUI screen + results/ directory
Benchmarking CSv auto_benchmark.csv, etc.
AIML Prediction Visual + Model File model.pkl, model predictions.csv
Encryption Result Encrypted file + log User-specified output location
Decryption Result Restored plaintext file Same as input file (or renamed)

6 Conclusion

In this configuration guide, the entire composition and implementation procedure of the
Hybrid  Post-Quantum Cryptography:  Benchmarking  and Machine Learning-Based
Optimization project has been illustrated. All the way through preparation of the initial
environment, GUI-based interactions, and AIML-based prediction, sets are modular,
reproducible and can be easily expanded in the future.
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Table 7: Tools and Libraries used

Component Tools/Libraries Used
Cryptography libogs, OQS-OpenSSL, Python bindings
ML Optimisation scikit-learn, joblib, pandas, Jupyter Notebook
Benchmarking Python, CSV logging, Seaborn/Matplotlib

GUI Interface PyQt5
Build Environment Visual Studio 2022, CMake, Git
Automation Python scripts, auto-payload generation

The project shows the possibility of combining quantum-resilient encryption with real-time
benchmarking and Al-powered insights into deployment on systems that see performance as a
policy concern. The crystallographic, or ML models, can be easily swapped or upgraded with
the modular architecture. The results can be exported as well as reproduced and they can be

visualised via the GUI or notebook.

14




