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Configuration Manual

Ayush Dharmesh Shah
Student ID: x23272741

1 Introduction

This configuration manual documents the configuration steps which are necessary for
implementing a practical approach of ZTA environment and focuses on preventing and
detecting phishing ransomware attacks. While the environmental setup covers core core
component like ZTA controller (Keycloak+Pomerium), SIEM monitor (Wazuh), Attack
Simulation (Kali Linux), and victim (Windows Server).

2  System Overview

Components Description CPU RAM Storage | OS Network
Adaptors
ZTA Controller Ubuntu Linux | 4 8 GB 60 GB Ubuntu Adaptor
VM with 22.04 LTS | 1: Internal
pomerium for Network
ZTNA VPN Adaptor
access, key cloak 2: Internal
(Identity  access network
management Adaptor
provider) 3: NAT
SIEM Monitor Ubuntu Linux | 4 8 GB 100 GB | Ubuntu Adaptor
VM with Wazuh 22.04 LTS | 1: Internal
Manager and Network
Dashboard Adaptor
2: Internal
network
Adaptor
3: NAT
Attacker VM Kali Linux with | 2 4GB 40 GB Kali Linux | Adaptor
tools like Hydra 2024.03 1: Internal
Network
Adaptor
2: Internal
network
Adaptor

3: NAT




Victim VM Windows server | 2 4 GB 40 GB Windows Adaptor
with Wazuh agent Server 1: Internal
2022 21H2 | Network
Adaptor
2: Internal
network
Adaptor
3: NAT

3 Environmental Setup

3.1 Installation and configuration of Keycloak on ZTA controller VM

The installation process of key cloak primarily involved updating of server packages
installation of Java JDK downloading the key cloak latest version from GitHub extraction of
the file and configuring the key cloak server after which key cloak service was and service
was started.

in ayush@ayush-VirtualBox: ~

:-$ sudo systemctl status keycloak
[sudo] password for ayush:

keycloak.service - Keycloak Identity and Access Manag

Loaded: loaded (/etc/systemd/system/keycloak.servi bled; vendor presE

Active: since Fri 2025-07-18 00:45:29 IST; 1min 38s ago
Main PID: 748 (java)

Tasks: 52 (limit: 9437)

Memory: 415.5M

CPU: 32.048s
CGroup: /system.slice/keycloak.service

748 java -Xms64m -Xmx512m -XX:MetaspaceSize=96M -XX:MaxMetaspacell

:49 ayush-virtualBox kc.sh[748]: 2825-07- :45:49,122 INFO [orgg
:51 ayush-virtualBox kc.sh[748]: 2825-07- :45:51,129 INFO [orgg
ayush-virtualBox kc.sh[748]: 2025-07- :45:51,140 INFO [orgg
ayush-virtualBox kc.sh[748]: 2025-07- :45:51,152 INFO [orgg
ayush-VirtualBox kc.sh[748]: 2025-07- :45:51,164 WARN [orgg
ayush-virtualBox kc.sh[748]: 2025-87- H 56,547 INFO [oragg
ayush-virtualBox kc.sh[748]: 2025-087- :45:56,587 INFO [orgg
ayush-virtualBox kc.sh[748]: 2025-07- :146:02,193 INFO [io.g
ayush-virtualBox kc.sh[748]: 2025-07- :46:02,200 INFO [io.g
kc.sh[748]: 2025-87- :46:02,200 INFO [ilo.@

Figure 1 Successful installation of Keycloak

Configurations:

Step 1 Realm Creation:

1. Log in to the Admin Console as the admin user.
2. In the top-left realm selector, click Add realm.
3. Enter Realm Name: zero-trust-realm and click Create.
4. Under Realm Settings — General, verify:
e User registration: Off
e Email verification: On
e Forgot password: On
e Remember me: Off
e Login with email: Off
5. Save changes.
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Figure 2 ZTA Realm Creation
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Figure 3 General Setting Configuration

Step 2: Enforce Secure HTTP headers

Realm Settings — Security Defences — Headers.



B O Keycloak Administration X+ v @ %
o« c O & Not Secure 172.16.20.10 so% &g n =
= @EKEYCL ® - 5 .
ZTARealm @ cbied
Im settings hot cantred th . " ' ©

X-Frame-Options DENY

Cantent-Security-Poicy (& default-sc self

Content-Security-Policy-
Repert-only @

X-Content Type-Options @ rosniff

XeXsS-Protection )

HTTP Strict Transport max-age=31536000; includeSubDomaing
Security (HSTS) ©

Referrer Policy no-referrer

B OoMT#mEE N @0 roncr

Figure 4 HTTP Header Configuration

Step 3: Configuring MFA

Go to Authentication — Required Actions, enable Configure OTP, then click Save.
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Figure S MFA Enablement



Multifactor authentication browser flow created
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Figure 6 Browser with MFA flow

Step 4: Enforcing strong password policies
Navigate to Authentication — Password Policy.

Minimum Length: 12

Digits: 2

Lowercase Characters: 2

Uppercase Characters: 2

Special Characters: 2

Not Recent Reuse: 5

Expire Password: 90 days

Not Username and Not Email (prevent trivial passwords)

o © o o o

o 0o o o

BONTMOMN @D ngm i

Figure 7 Password Policy Configuration



Step 5: Enabling Brute force Protection

1. Go to Realm Settings — Security Defenses — Brute Force Detection.
2. Toggle Enabled to On and configure:

e Max Login Failures: 5

e Wait Increment (seconds): 60

e Minimum Quick Login Wait (ms): 1000
e Maximum Wait (seconds): 900

e Failure Reset Time (seconds): 3600

e C(Click Save

@ Restore Session x O Keycloak Administration X  +

c O & Not secure 172.16.20.10 — &8 =
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Figure 8 Brute Force Configuration

3.2 Installation and configuration of pomerium on ZTA controller VM

For Installation of pomerium I firstly updated the system and installed its dependencies on the
Ubuntu VM, then I added Pomerium official repository on my system and imported its GPG
key and installed pomerium

Configuration:
Step 1 : Generating the required secret keys like shared secret, cookie secret for
pomerium config yaml file

;-5 export COOKIE_SECRET=$(head -c32 fdev/urandom | base64)
:$ echo "cookle_secret: \"SCOOKIE_SECRET\""~
cookie_secret: "Ky4RMITuB8TAocfw/zYQeIuBCWi®68QQX81Z6P3S1fPE="~

1S export SHARED_ SECRET=S(head -c32 /dev/urandom | baseg4)~
S echo "shared_secret: \"$SHARED_ SECRET\""

shared_secret: "JLO93pTHQEL4VNZitKUXBiuFL36wqlsRogHhfnbp2eyY=~"
1~$

Figure 9 Extraction of Secret keys



Step2 : Adding the required informantion in the config.yaml file of pomerium and
configuring it as per requirements

ayush@ayush-VirtualBox: ~

B Pevae B B : B Binic Eoml
Figure 10 Pomerium Config File

Step 3:After editing the config file the agent was restrated and status was active and
running

ayush@ayush-VirtualBox: ~
tun

vice; enabled; vendor preset: enabled

-concurrency 4 --use-dynamic-base-id --base-1d-pall

http-ingress\\
for type.googl

record-ty ype.googleapt

Figure 11 Pomerium Is Up and running

3.3 Installation and configuration of Wazuh SIEM
Step 1 : Installation of wazuh on ubuntu VM

With this command from wazuh official documentation I was able to install wazuh on my
SIEM monitor VM

Command: curl -sO https://packages.wazuh.com/4.12/wazuh-install.sh && sudo bash
./wazuh-install.sh -a



(-] Terminal

¥ ayush@ayush-VirtualBox: ~

10/07/2025 3558 INFO: Starting Wazuh indexer installation.
10/07/2025 57 INFO: Wazuh ind r installation finished.
10/07/2025 3 INFO: Wazuh ind r post-install configuration finished.
10/07/2025 I57: INFO: Starting service wazuh-indexer.
10/07/2025 3578 INFO: wazuh-indexer service started.
10/07/2025 I57: INFO: Initializing Wazuh indexer cluster security settings.
1e/07/2025 EIS Bl INFO: Wazuh ind r cluster security configuration initialized.
10/07 /2025 9 1 INFO: Wazuh indexer cluster initialized.
1e/07/2025 3 INFO: - Wazuh server ---
10/07 /2025 :58:11 INFO: arting the Wazuh manager installation.
10e/07/2025 HEH INFO: Wazuh manager installation finished.
10/07 /2025 183: INFO: Wazuh manager vulnerability detection configuration finished.
10e/07/2025 HEH INFO: Starting service wazuh-manager.
10/07/2025 H:lein INFO: wazuh-manager service started.
10e/07/2025 3 INFO: Starting Filebeat installation.
10/07/2025 104: INFO: Filebeat installation finished.
10/07/2025 3 INFO: Filebeat post-install configuration finished.
10/07/2025 3 N Starting service filebeat.
10/07/2025 HLH N filebeat service started.
10/07 /2025 104: INFO: --- Wazuh dashboard ---
10/07/2025 3 INFO: Starting Wazuh dashboard installation.
10/07/2025 14:16 INFO: Wazuh dashboard installation finished.
10/07/2025 14 INFO: Wazuh dashboard post-install configuration finished.
10/07/2025 14: INFO: Starting service wazuh-dashboard.
16/07/2025 14: INFO: wazuh-dashboard service started.
10/07/2025 14: INFO: Updating the internal users.
10/07/2025 14 INFO: A backup of the internal users has been saved in the /etc/wazuh-indexer/internalusers-backup folder.
160/07/2025 14 INFO: The filebeat.yml file has been updated to use the Filebeat Keystore username and password.
10/07/2025 14: INFO: Initializing Wazuh dashboard web application.
10/07/2025 14: INFO: Wazuh dashboard web application not yet initialized. Waiting...
10/07/2025 14: INFO: Wazuh dashboard web application not yet initialized. Waiting...
16/07/2025 14 1 INFO: Wazuh dashboard web application initialized.
10/07/2025 14:18 INFO: --- Summary ---
10/67/2025 14:18:41 INFO: You can access the web interface https://<wazuh-dashboard-ip>:443
User: admin
Password: xY?L8aDJjiDKqec+Ge+zwxdSaz26VgWgr
10/07/2025 14:18:41 INFC - Dependencies ----
16/07/2025 14:18:41 INFO: Removing gawk.
10/07/2025 14:18:54 INFO: Installation finished.

Figure 12 Successful Installation of Wazuh

Step 2: Checking wazuh components like wazuh manager , wazuh dashboard , wazuh
indexer is active and running

:5 sudo systemctl status wazuh-manager
[sudo] password for ayush:
wazuh-manager.service - Wazuh manager
Loaded: loaded (/lib/systemd/system/wazuh-manager.service; enabled; vendor preset: enabled)
Active: since Tue 2025-07-08 13:43:54 IST; 7min ago
Tasks: 174 (limit: 9683)
Memory: 1.7G
CPU: 5min 57.044s
CGroup: /system.slice/wazuh-manager.service
60389 /var fossec/framework/python/bin/python3 fvar/ossec/api/scripts/wazuh_apid.
60391 [var/ossec/framework/python/bin/python3 /var/ossec/api/scripts/wazuh_apid.
60392 fvarfossec/framework/python/bin/python3 /var/ossec/api/scripts/wazuh_apid.
60396 /var/ossec/framework/python/bin/python3 fvar/ossec/api/scripts/wazuh_apid.
60401 [var/ossec/framework/python/bin/python3 /var/ossec/api/scripts/wazuh_apid.
60443 [var fossec/bin/wazuh-authd
60532 /var/ossec/bin/wazuh-db
60548 [var/ossec/bin/wazuh- cd

60574 /var fossec/bin/wazuh-analysisd
60592 [var/ossec/bin/wazuh-syscheckd
60607 /var fossec/bin/wazuh-remoted
60691 /var/ossec/bin/wazuh-logcollector
60709 /var/ossec/bin/wazuh-monitord
60731 /var fossec/bin/wazuh-modulesd

ayush-VirtualBox env[60322]: Started wazuh-analysisd...

ayush-VirtualBox env[608322]: Started wazuh-syscheckd...

ayush-virtualBox env[6@322] tarted wazuh-remoted...

ayush-VirtualBox env[66322]: Started wazuh-logcollector...

ayush-virtualBox env[60322] tarted wazuh-moniterd...

ayush-VirtualBox env[60729]: 2025/07/08 13:43:52 wazuh-modulesd:router: INFO: Loaded router module.

ayush-VirtualBox env[68729]: 2025/67/68 13:43:52 wazuh-modulesd:content_manager: INFO: Loaded content_manager modull]
ayush-virtualBox env[6@322] tarted wazuh-modulesd...

ayush-VirtualBox env[60322]: Completed.

Jul 08 1 4 aEush—VirtualBox systemd[1]: Started Wazuh manager.
Figure 13 Wazuh Manager Active




$ sudo systemctl status wazuh-indexer
wazuh-indexer.service - wazuh-indexer
Loaded: loaded (/lib/systemd/system/wazuh-indexer.servi ed; vendor preset: enabled)
Active: since Tue 2025-07-08 13:22:16 IST; 36min ago
Docs: https://documentation.wazuh.com
Main PID: 6315 (java)
Tasks: 86 (limit: 9683)
Memory: 1.4G
CPU: 7min 6.282s
CGroup: [system.slice/wazuh-indexer.service
6315 /usr/share/wazuh-indexer/jdk/bin/java -Xshare:auto -Dopensearch.networkaddress.cache.ttl=60 -Dopensearch.networg

13:21:43 ayush-virtualBox systemd-entrypoint[6315]: WARNING: stem::setSecurityManager has been called by org.opensearch.bogd
ayush-virtualBox systemd-entrypoint[6315 WARNING: Please consider reporting this to the maintainers of org.openseg
ayush-virtualBox e i 6 NIN setSecurityManager will be removed in a future release
ayush-virtualBox e i 6 Jul 08, 2025 1:21:45 PM sun.util.locale.provider.LocaleProviderAdapter <g
ayush-virtualBox e i 6 WARNING: COMPAT locale provider will be removed in a future release
ayush-virtualBox systemd-entrypoint[6315]: WARNING: A terminally deprecated method in java.lang.System has been calg
ayush-virtualBox systemd-entrypoint[6315 WARNING: System::setSecurityManager has been called by org.opensearch.bog
ayush-VirtualBox systemd-entrypoint[6315]: WARNING: Please consider reporting this to the maintainers of org.openseg
ayush-VirtualBox systemd-entrypoint[6315]: WARNING: System::setSecurityManager will be removed in a future release

:16 ayush-VirtualBox systemd[1]: Started wazuh-indexer.

Figure 14 Wazuh Indexer Active

:5 sudo systemctl status wazuh-dashboard
wazuh-dashboard.service - wazuh-dashboard
Loaded: loaded (/etc/systemd/system/wazuh-dashboard.service; enabled; vendor preset: enabled)
Active: since Tue 2025-07-08 13:44:02 IS 9min ago
Main PID: 61463 (node)
Tasks: 11 (limit: 9683)
Memory: 187.2M
CPU: 1min 1.262s
CGroup: /system.slice/wazuh-dashboard.service
61463 [usr/share/wazuh-dashboard/node/bin/node --no-warnings --max-http-header-size=65536 --unhandled-rejections:war!

08 13:44:50 ayush-virtualBox opensearch-dashboards[61463]: ime 2025-07-08T12:44:

88 13:44:51 ayush-VirtualBox opensearch-dashboards[61463]: {" i 2025-07-08T12:44:

08 13:4 2 ayush-VirtualBox opensearch-dashboards[61463]: {" i 2025-07-08T12:44:

08 13:44:52 ayush-VirtualBox opensearch-dashboards[61463]: ime 2025-07-08T12:44:

08 13:4 2 ayush-virtualBox opensearch-dashboards[61463]: {" i 2025-07-08T12:44:

08 13:4 1 ayush-virtualBox opensearch-dashboards[61463]: ime 2025-07-08T12:45:

08 13:45:01 ayush-VvirtualBox opensearch-dashboards[61463]: h ,"@timestamp":"2025-07-08T12:45:

08 13:4 3 ayush-VirtualBox opensearch-dashboards[61463]: [agentkeepalive:deprecated] options.freeSocketKeepAliveTimeout is deg
08 13:45:03 ayush-VirtualBox opensearch-dashboards[61463]: {"typ "log","@timestamp”:"2025-07-08T12:45:03Z", "tags

opensearch-dashboards[61463]: "response”,"@timestamp":"2025-07-08T12:45:03Z", "tags

Figure 15 Wazuh Dashboard Active

3.3.1 Wazuh Agent installation on ZTA controller and Windows Victim
1) ZTA controller agent installation confirmation

ayush@ayush-VirtualBox: ~

1S sudo systemctl status wazuh-agent
[sudo] password for ayush:
wazuh-agent.service - Wazuh agent
loaded (/lib/systemd/system/wazuh-agent.service; enabled; vendor preset: enabled)
since Mon 2025-87-21 10 e3 4h 47min ago
914 ExecStart=/usr/bin/env jvarjossec/bin/wazuh-control start (code=exited, status=0/SUCC
30 (limit: 9437)
75.1M
imin 952ms
[system.slice/wazuh-agent.service
1034 /var /ossec/bin/wazuh-execd
1126 /var/ossec/bin/wazuh-agentd
1176 /var/ossec/bin/wazuh-syscheckd
1187 /var /ossec/bin/wazuh-logcollector
1195 /var fossec/bin/wazuh-modulesd

ayush-VirtualBox env[914]: Deleting PID file '/var/ossec/var/run/wazuh-syscheckd-18111.pid' not used...
ayush-VirtualBox env[914]: Deleting PID file '/var/ossec/var/run/wazuh-agentd-10097.pid' not used...
ayush-VirtualBox e Deleting PID file '/var/ossec/var/runjwazuh-execd-10086.pid' not used
ayush-VirtualBox e ed wazuh-execd.

ayush-VirtualBox e ed wazuh-agentd

ayush-VirtualBox : ed wazuh-syscheckd. .

ayush-VirtualBox : ed wazuh-logcollector. .

ayush-VirtualBox e ed wazuh-modulesd. .

ayush-VirtualBox e Completed.

ayush-VirtualBox systemd[1]: Started Wazuh agent.

Figure 16 Wazuh Agent confirmation On ZTA controller



2) Windows Victim wazuh agent installation

EX Administrator: Windows PowerShell - O X

osoft Corporation. All rights re

the latest PowerShell for new features and improvements! htt ka.ms/PSWindows

Invoke-lWebRequest uh nsi

'Windows -5

Administrator>

Figure 17 Wazuh Agent confirmation on Windows server

1. 3.3.2 Log Archival Service configuration on wazuh
Go to /var/ossec/etc/ossec.conf on the terminal and edit line

<logall>yes</logall>
<logall json>yes</logall json>

The above two lines were changed from no to yes for turning on log archival service
on widows server

After which the wazuh dashboard was accessed and the below mentioned steps were
performed to get real time logs

1.In the Wazuh Dashboard, click the menu icon (=) and navigate to Dashboard
management — Index patterns.

Click Create index pattern.
Enter wazuh-archives-* as the index pattern name.

Choose timestamp (not @timestamp) as the Time field.

A

Click Create index pattern to save

View Archive Logs in Discover
1. Click the menu icon (=) and select Discover.
2. From the index pattern dropdown (top left), choose wazuh-archives-*.

3. Use the time picker to set your desired time range.

10



cossec_config=
=global=
<jsonout_output=yes</jsonout_output=
zalerts lnn=ves</alerts lna=

<logall=yes</logall=

<logall_json=yes</logall_json=

<emall notification=no</email notif .cation=
<smtp_server=smtp.example.wazuh.com</smtp_server=
email_from=wazuh@example.wazuh.com</email_from=
<email_to=recipient@example.wazuh.com</email_to=>
email_maxperhour=12</email_maxperhour=
<email_log_source=alerts.log</email_log_source=
<agents_disconnection_time=18m=<fagents_disconnection_time=
<agents_disconnection_alert_time=0</agents_disconnection_alert_time=>

<update_check>yes</update_checks>

=/global=

3.4 Kali Linux Tool installation

1)Hydra : Hydra comes as a preinstalled toll on kali linux and it was used for initiating brute
force attacks

aligial -
File Actions Edit View Help
HYDRA(1) General Commands Manual HYDRA(1)
Hyd parallelized login cracker which supports numerous protocols to attack. New modules are easy to add, beside that, it is Flexible and very fast.
Thi rized access from remote to a system.
cur:
nttp(s)-{getlpost}-form proxy http-proxy-ur irc 1dap2(s] ldap3[-{cranidigest}nds){s] mssql mysql(vé) mysqls ncp
n2 redis rexec rlogin rpcap rsh rtsp s7-300 sapr3 sntp-enum snap socks$ ssh sshkey svn teamspeak telnet[s] vmauthd vnc

me, your available services will be less. Type “hydra® to see what is available.

options
target 3

a service to attack, see the list of protocols available

OPTIONAL SERVICE PARAMETER
Some modules have opt

1p on on the

R a previously aborted session. Requires ra.restore file was written. Options are restored, but can be changed by setting them after -R on the comsand line
-5 nect via SSL
-0 use old SSL v2 and v3
-5 PORT
if the service is on a different default port, define it here
-1 LooIn
or -L FILE login with LOGIN name, or load several logins from FILE
-p PASS

or -P FILE try password PASS, or load several passwords from FILE

-x min:max:charset

0 OME 2 MON @0

Figure 18 Hydra Brute Force attack Manual

3.5 Windows server tool installation

Ransim was downloaded on the windows server to simulate ransomware type behaviour on
the windows server to generate file encryption logs on wazuh SIEM

11



Uninstall or change a program

To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

Organize v SEEE 4 o
Name - Publisher Installed On  Size Version
ﬁ KnowBed Rns Simulator KnowBed, Inc. 8/1/2025 488 MB  24.1.2
& Microsoft Edge Microsoft Corporation /1/2025 138.0.3351.12
[ Oracle VirtualBox Guest Additions 7.1.0 Oracle and/or its affiliates 8/24/2024 7.1.0.164728
MWazuh Agent Wazuh, Inc. 7/9/2025 164MB 4120
References

Pomerium.com. (2025). What is Pomerium? | Pomerium. [online] Available at:
https://www.pomerium.com/docs [Accessed 21 Jul. 2025].

Wazuh (n.d.). Quickstart - Wazuh Documentation. [online] documentation.wazuh.com. Available at:
https://documentation.wazuh.com/current/quickstart.html.

www.keycloak.org. (n.d.). Keycloak - Documentation. [online] Available at:
https://www .keycloak.org/documentation.

12


https://documentation.wazuh.com/current/quickstart.html

