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defence framework to mitigate 

ransomware attacks 
 

Ayush Dharmesh Shah  
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Abstract 
Ransomware attacks have evolved into a critical cybersecurity threat, often bypassing 
traditional perimeter defenses and causing operational and financial disruption. This research 
showcases a proactive defense framework based on Zero Trust Architecture (ZTA) to detect, 
mitigate, and respond to ransomware threats. A virtualized lab environment was developed 
using open-source tools—Keycloak for identity and access management, Pomerium for zero-
trust network access, and Wazuh for real-time threat monitoring. Attack simulations such as 
brute force login attempts and ransomware simulation using tools such as Hydra and Ransim 
were conducted to evaluate detection and response mechanisms set in place. The results 
showcased 100% threat detection and accuracy with a response time average of 2.11 seconds, 
which confirms the validity of ZTA in real world scenarios. The Findings align with NIST SP 
800-207 principles and demonstrate how ZTA strengthens the security through least privilege 
access, continuous monitoring and automated response. Although the implementation proved 
effective, limitations in logging successful brute force attempts indicates area for further 
enhancement in future research. 
 

Keywords: Zero Trust Architecture, Ransomware. 
 

 

1 Introduction 
 
In today’s modern threat landscape, ransomware attacks have become one of the most 
disruptive and damaging cyber threats which is faced by an organisation. These attacks 
typically involve the deployment of malicious payloads which encrypts the critical 
organizational data, makes the systems unusable and affects the business operation. Despite 
of using traditional security measures such as antivirus software, firewalls, and VPN’s the 
attacker continues to exploit the trust relationship within the network to gain access of the 
organisational network and move laterally eventually escalating privileges to deliver 
ransomware payloads. This highlights the ineffectiveness of perimeter-based security in 
modern, distributed IT environments. As ransomware attacks have become increasingly 
sophisticated, there is a need for a more robust and proactive defence strategy. Zero Trust 
Architecture (ZTA) operates on the principle of “never trust, always verify”, this eliminates 
the implicit trust and enforces strict access controls. The project explores how a ZTA-based 
framework can proactively detect, contain and mitigate ransomware threats by reducing the 
attack surface and limiting lateral movement. 

 

A zero-trust architecture framework is an important element which protects the 

organizational assets against sophisticated ransomware attacks. Ransomware incidents have 

increased on a large scale which reflects the growing threat landscape. With the fast shift to 

remote work and adoption of cloud infrastructure after the covid 19 pandemic, the IT 

environments of the organisations have become more dynamic, distributed and vulnerable. 
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Where traditional perimeter-based security model is proven to be ineffective to defend 

against such sophisticated attacks the attackers exploit the internal trust assumption and move 

laterally across the network. ZTA provides a proactive defence strategy which enforces strict 

access controls, continuous verification and micro segmentation which will contain the 

potential breach of the organisational network. By adopting a Zero Trust approach the 

organisations can reduce the attack surface, improve its visibility across endpoints and 

enhance its ability to detect respond to and recover from ransomware threats in real time. 

 

A Zero trust architecture acts as proactive defence framework and demonstrates effectiveness 

and reduction in a organisations risk profile, unlike other kind of security tools or framework 

which have a reactive approach to cyber security incidents and focuses on responding to 

attacks after they have occurred, zero trust architecture prevents various kinds of cyber-

attacks through continuous monitoring and threat hunting. Organisations which have 

implemented ZTA framework in their networks have reported significant improvements in 

the overall security posture better regulatory compliance and reduced attack surface. 

Furthermore, ZTA framework can mitigate the impact of social engineering while 

maintaining operational efficiency and productivity.  

 

Section 1.1 Research Question 

 

The research question is how effectively can Zero Trust Architecture mitigate ransomware 

attacks, and what measurable impact does a proactive defence framework have on reducing 

attack success rates and organizational security risks?  

To answer the above question the study will be a structured approach to evaluate ZTA 

implementation, study of its components like multifactor authentication, least privilege 

access, role-based access controls, behavioural analysis, micro segmentation, and continuous 

monitoring this will help cyber security professionals verify how effectively these 

components combined together can harden the security posture of the organization and move 

to proactive side by preventing these kind of attacks before they occur. As ransomware 

attacks have become very sophisticated and targeted hackers seem to enter the organizational 

network by various kind of deceptive method which the current traditional security is not able 

to prevent hence it become important for organizations to implement ZTA to limit lateral 

movement if the hacker gets into the organizational network which will help the organization 

preventing ransomware attacks prevent privilege escalation. Whereas it has only been 

discussed how Zero trust architecture helps in reducing an attack surface it has not been 

practically implemented completely which acts as a strong mechanism in securing the 

organisational infrastructure and does not focus on how it will help in mitigating ransomware 

attacks 

 

Additionally, this also arises the research question How can Zero Trust micro-segmentation 

limit the lateral movement of ransomware once initial access to the network has been gained? 

To answer the above question the proposed solution will be based on thorough research on 

how effectively micro segmentation adapts to various kind of network infrastructures and 

how does it help the organisation to mitigate  ransomware attacks and by enforcing strict 

access control policies how will the potential breach to be contained on the network layer 

whereas existing studies show us that the an organisation who transitioned from traditional 
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security model to ZTA noticed a reduction of 45 % in data breaches by implementing micro 

segmentation and continuous monitoring. Similarly, a financial organisation who 

implemented ZTA noticed that phishing attacks were reduced by 40 % and insider threats 

were dropped by 35 % which displays a great success rate if an organisation transitions from 

traditional security model to ZTA and how it helps in mitigating ransomware attacks.  

 

Section 1.2 Structure of the Report 

 

This report is classified into seven key sections that together offers a comprehensive 

investigation of Zero Trust Architecture as a proactive defence framework against 

ransomware attacks. The framework follows a logical progression from problem 

identification through implementation and evaluation to conclusions. 

 

Section 1 - Introduction establishes the background and importance of ransomware threats 

in current cybersecurity landscapes. It discusses the flaw of traditional perimeter-based 

security and introduces Zero trust architecture as a proactive defence framework to mitigate 

ransomware attacks. This part concludes with the research question that guide the research. 

 

Section 2 - Related Work provides a overview of literature review examining existing 

research on Zero Trust Architecture implementations and ransomware mitigation strategies. It 

examines key studies from researchers like Taskeen Zaid, Gwanghyun Ahn, and others, Also 

identifies the strengths, limitations, and gaps in current knowledge. The Research Niche 

subsection (2.1) consolidates the results of several works and provides it an academic 

perspective. 

 

Section 3 - Research Methodology outlines the structure of the four-phase approach used to 

design, deploy, simulate, and evaluate the ZTA framework.  It describes the approach and 

aligns it with NIST SP 800-207 and covers Framework Design and Preparation, ZTA 

Component Deployment, Attack Simulation and Data Collection and Analysis and Validation 

phases. 

 

Section 4 - Design Specification this section presents the technical details of the ZTA 

implementation. It also describes the four-VM topology, infrastructure design, network 

segmentation, identity and access management configurations, ZTNA proxy implementation, 

SIEM architecture and file integrity monitoring setup. While demonstrating the ZTA 

principles translation to practical security implementation. 

 

Section 5 - Implementation documents the deployment and configuring of the ZTA 

components. It describes how key cloak is integrated for Identity and management, 

Pomerium for Zero trust network access, Wazuh for incident response and security 

monitoring and it configurations of authentication flows, security policies and automated 

response in a virtual environment. 
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Section 6 - Evaluation this section presents the results and performance analysis of the 

implemented ZTA framework. The subsections cover file integrity monitoring (6.1), active 

response analysis (6.2), brute force attack detection (6.3), and ransomware simulation testing 

(6.4), it provides quantitative metrics including Mean Time to Detect (MTTD) and Mean 

Time to Respond (MTTR). The Discussion subsection (6.5) discusses the findings against 

existing research and identifies methodological limitations. 

 

Section 7 - Conclusion and Future Work this section discusses the research findings and 

addresses the original research questions and the implications of the results with current 

cybersecurity practices while acknowledging research limitations, monitoring gaps and 

provides directions for future investigation, AI integration and automated response 

development. 

 

2 Related Work 

 

Songpon Teerakanok et el. (2021) Discusses the shift from traditional perimeter-based 

security to a ZTA model where the concept of trust is not assumed and provides a 

comprehensive review of evaluation and implementation challenges of ZTA in an 

organisation and emphasises continuous verification and the use of least privilege access. 

Further in the research paper the author dives into in depth discussion of 5 major ZTA 

components which is subject, resources, policy, policy decision point, and policy 

enforcement point and discusses how policy engine is considered as the brain of ZTA which 

holds the most important process which is trust algorithm. As the PDP a PEP are core 

components of ZTA its responsible for granting or denying access to the resource and 

manages the connection between the subject and resource which creates a new attack surface 

for malicious threat actors and these components could go through cyber-attacks like DDOS, 

route jacking and supply chain attack which will halt the enterprise network and cause 

damage to the organisation if compromised. The paper synthesizes the various kind of 

deployment model and best practices offering a roadmap for migration to ZTA and discusses 

the technical and organizational hurdles during migration. 

 

Taskeen Zaid et el. (2024) Explores different kind of cyber threats which include 

ransomware, phishing, supply chain attacks and APT threats it compares existing security 

solutions like AI – driven detection and deception technologies and compares its strength and 

weakness with ZTA. It lists real world scenario of various kind of cyber-attacks like phishing, 

credential theft, ransomware, DDOS and introduces ZTA framework which acts as a 

multilayered defence approach for the overall security posture of the company and provides 

in depth knowledge of how ZTA framework can work in order to mitigating lateral 

movement of the ransomware after an initial breach and can be solutions for various kind of 

cyber-attacks.  

 

Gwanghyun Ahn et el. (2024) Explore’s how ZTA framework if combined with the MITRE 

ATT&CK and CREF framework and discusses how quickly can it make organisations 

recover from a cyber-attack or a security incident. It deeply focuses on cyber threats like 

phishing, ransomware, and insider threats which can ruin a public organisations reputation 

and how zero trust core principle “Never trust, always verify” work with various kind of 

components like micro segmentation, least privilege, threat monitoring, continuous 

authentication which will make sure all network traffic is inspected equally. This will help an 
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organisation to recover excellency in its incident response and detection capabilities in order 

to protect critical data from the above kind of cyber-attacks. 

 

S M Zohaib et el. (2024) It focuses on a systematic literature review of how ZTAVPN 

solution works and acts as  the cybersecurity framework for hybrid and remote work as VPN 

is being used increasingly in a organisation with the help of different components like  Zero 

trust network access(ZTNA) , proxy servers , SSH tunnels, software defined network , secure 

access service edge (SASE) which enhances IT security and privacy and addresses concerns 

like security , scalability , latency and throughput underscore the importance of adopting ZT-

VPN to fortify cybersecurity frameworks, offering an effective protection tool against 

contemporary cyber threats which help in solving ransomware attacks. 

 

N F Syed et el. (2022) It mainly focuses on authentication, access control, encryption, micro 

segmentation and security automation The authors analyze the strengths and weaknesses of 

current approaches, identifying gaps in device authentication, risk computation, and policy 

orchestration. The survey emphasizes the importance of context-aware and continuous 

authentication, risk-aware access control, and lightweight encryption for resource-constrained 

environments. It discusses the challenges of implementing ZTA in critical infrastructure and 

IoT. 

 

Brady D. Lund et el .(2024) It mainly focuses on the core principle of ZT which “Never trust, 

always verify” which means no user or device should be implicitly trusted and to access 

network resources it must go through continuous verification , while the author inspects the 3 

core principle of ZTA continuous authentication , breach assumption , and least privilege 

access with a combination of MFA and micro segmentation can limit lateral movement which 

will lead to a ransomware deployment and discusses real world scenario of Toronto public 

library , based on risk assessment’s the author discusses insider threat management which can 

monitored by user behavioural analytics and dynamic authorisation. 

 

Kang et el. (2023) Presents a comprehensive survey of zero trust security theory and 

applications, addressing the shift from traditional perimeter-based security models to zero 

trust architecture. The key contribution lies in analyzing zero trust from the perspective of 

trust itself, proposing that zero trust eliminates implicit trust rather than all trust, introducing 

the concept of "trust base" as the foundation for explicit and implicit trust relationships. It 
examines major zero trust implementations including Google's Beyond Corp, NIST's Zero 

Trust Architecture (ZTA), and Software-Defined Perimeter (SDP), highlighting their 

principles of "never trust, always verify," least privilege access, continuous monitoring, and 

micro-segmentation. They conclude by outlining future research directions including 

establishing initial trust mechanisms, developing dynamic trust hierarchies, addressing 

insider threats, and applying entropy theory to zero trust frameworks. 
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2.1 Research Niche 

 

Study  Key Finding Limitations 

Migrating to Zero Trust 

Architecture: Reviews and 

Challenges 

Phased adoption and 

alignment with business 

goals are critical; technical 

and organizational hurdles 

are significant 

Limited real-world case 

studies; lack of standardized 

metrics 

 

Emerging Trends in 

Cybersecurity 

Multi-layered, adaptive 

defense needed; new 

frameworks proposed 

Conceptual proposals; 

limited empirical evidence 

Research on Improving 

Cyber Resilience by 

Integrating the Zero Trust 

Security Model with the 

MITRE ATT&CK Matrix 

Integration reduces 

detection/response times, 

improves containment 

Integration complexity: 

sector-specific validation 

needed. 

Zero Trust VPN (ZT-VPN): 

A Systematic Literature 

Review and Cybersecurity 

Framework for Hybrid and 

Remote Work 

ZT-VPN enhances access 

control, reduces attack 

surface 

Scalability and deployment 

complexity; identity 

management challenges 

 

Zero Trust Architecture 

(ZTA): A Comprehensive 

Survey 

Context-aware 

authentication, risk-aware 

access, lightweight 

encryption are key 

Lack of standardized 

guidelines; limited empirical 

studies 

Zero Trust Cybersecurity: 

Procedures and 

Considerations 

in Context 

Continuous verification and 

least privilege significantly 

limit threat spread 

Context Specific 

Theory and Application of 

Zero Trust Security: A Brief 

Survey 

Introduces novel "trustbase" 

concept as foundation of 

explicit and implicit trust; 

proposes three trust 

principles (context-based, 

minimum-security 

requirements, hierarchical); 

comprehensive analysis of 

ZTA implementations 

including BeyondCorp, SDP, 

and NIST ZTA 

Primarily theoretical analysis 

with limited empirical 

validation; focuses on 

conceptual framework rather 

than practical 

implementation metrics; 

lacks real-world deployment 

case studies. 

 
 

3 Research Methodology 
 

In this section of the study we discuss the structured and iterative methodology which was 

used to design, deploy, simulate and evaluate the zero-trust architecture which acts as a 

proactive defence framework for  ransomware deployment and also aligns with NIST SP 

800-207 publication and the core principle of ZTA never trust always verify which helps in 

building a strong zero trust system with automated incident response .The below mentioned 
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methodology is divided in 4 critical comprehensive phases 1) Framework Design and 

Preparation 2) ZTA component deployment 3) Attack simulation and data collection 4) 

Analysis and validation. When these phases are combined together it establishes the best 

practice to be followed while implementing a ZTA framework which suits the current fast 

paced cybersecurity environment.  

 

Phase1: Framework design  

 

The project phase began with reviewing articles and peer reviewed literature of academic 

journal which showcased that perimeter-based security is proven to be ineffective against 

modern day cybersecurity attacks like ransomware execution and deployment where if ZTA 

architecture was applied in the environment it would ease up the job of the security 

professional to detect and mitigate such attacks and  build a zero trust system in such a way 

that will detect and mitigate malicious file execution to cause further harm to the system and 

cause problems in the environment which showcase strong incident response plan in 

mitigating and detecting various kinds of ransomware and malicious file in the environment . 

Upon this ideology a strong ZTA system was practically implemented in a virtual box 

environment and consisted of 4 VM’s where each virtual machine network and storage were 

configured in such a way that it follows the ZTA methodology of network segmentation and 

isolated environment so that malicious actors cannot move laterally within the network 

without being detected and alerting the security tools in place.  

 

Phase 2: Tool Selection and Environmental Setup  

 

This phase of the project involved selection of open-source tool and solutions which offered 

robust API’s and scriptable interface. After conducting deep research in identifying the tool 

which will help build a ZTA environment and also focusing on incident response Key cloak 

and pomerium was chosen to be installed on the ZTA controller VM Key cloak is an Identity 

and access management tool which provides robust security features like strong multifactor 

authentication , brute force attack protection , single sign on , user and identity federation , 

and helps in provisioning role based access and policy based permissions to the users. 

Pomerium is a zero-trust network access tool which provides secure identity and content 

aware access to internal applications and does not rely on traditional VPN or perimeter based 

models and continuously verifies the user, device and grants access to specific resources 

while providing security features like least privilege access, conditional access and sso 

integration. Wazuh has been chosen to be installed on the standalone ubuntu desktop which 

provides various kind of security features like real time treat detection and response, 

extended detection and response, file integrity and monitoring, active response with search 

engine API integration and active threat hunting. Moving on to the Windows server 2022 this 

was configured as an endpoint to be safeguarded by tools like key cloak, pomerium and 

wazuh siem an wazuh agent was installed on the windows server to receive real time logs 

which is required to protect the endpoint from malicious threat actors. Lastly the installation 

of kali linux as attack box with tools like hydra which help in conducting a brute force attack 

on the windows endpoint.  
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Phase 3: Attack Simulation and Data Collection  

 

Since the infrastructure setup was operational now a lot of attack simulations were carried out 

to check the functionality and configurations of the tool installed. 

 

To test the active response configurations made on wazuh console and the windows server an 

malicious file was downloaded on the windows server and was automatically deleted by 

wazuh because of the python script in place hence if a ransomware had been executed in the 

endpoint active response would check the malicious file hashes with virustotal and 

immediately delete the file from the host machine and generate a wazuh alert rule ID 10092.  

 

File integrity monitor configurations were set in place and changes were made in the ossec 

file of wazuh on the victim machine and a directory was set to monitor events like file 

creation, updating and deletion while these configurations were working as expected it 

generated wazuh alerts 554, 550 and 553.  

 

A Brute force attack was initiated on the windows server from kali linux using the brute force 

attacking tool Hydra which generated the failed attempts logs with wazuh id 60122, while 

there was a brute force attempt which was successful but there were no logs generated on the 

wazuh console while wazuh rule id 60106 was triggered after multiple failed login attempts  

 

To check the functionality of ransomware simulation Ransim was installed on the windows 

server and a simulation was initiated which resulted in generating wazuh ID 553 which 

means files were encrypted in the monitored directory of the file integrity monitor and was 

detected by wazuh  

 

To get real-time logs from the windows machine and ZTA controller log ingestion was 

turned on from the wazuh dashboard it consisted of steps like opening the Dashboard 

management (☰ → Index patterns) and clicking “Create index pattern.” Enter wazuh-

archives-* as the pattern name, select timestamp as the Time field, and save. Next, open 

Discover (☰ → Discover), choose wazuh-archives-* from the index pattern dropdown, and 

set your desired time range with the time picker. All raw logs sent by agents—including 

those that did not trigger alerts—will now be available for browsing, filtering, and inspection 

in real time. 

 

Phase 4: Analysis and validation  

 

As the attacking phase is complete now, we have a rich dataset of logs which are exported 

from wazuh Siem while this phase mainly focuses on qualitative and quantitative measuring 

of the zero trust frameworks detection and response and validates if each component met the 

success criteria or not. In this phase we are going to calculate the Mean Time to Detect 
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(MTTD) = average seconds from event to Wazuh alert and Mean Time to Respond (MTTR) 

= average seconds from alert to quarantine. 

 

 

4 Design Specification 
 

This phase provides the comprehensive design and implementation of a zero-trust 

architecture framework which is engineered to mitigate and detect ransomware attacks. The 

implementation follows a methodological approach which is grounded in NIST SP 800-207 

principles and consists of a 4 VM topology which demonstrates “never trust, always verify”. 

Through identity centric controls, automated response mechanism and continuous 

monitoring. 

 

The core components mentioned in Nist sp 800-207 are policy engine , policy administrator 

and policy enforcement points the integration of these logical components have been divided 

across four different virtual machines where each virtual machine serve a different role in the 

defence in depth strategy and helps maintain the principle of least privilege access and 

continuous verification  

 

Infrastructure and Network design: The practical la environment setup is created using 

four virtual machines provisioned on a single hypervisor each virtual machine has been 

allocated specific computational power to simulate like a real enterprise like environment. 

The ZTA controller is running on ubuntu 22.04 LTS with 4 CPU 8 GB Ram and 60 GB 

storage and serves the purpose of authentication and access management hub key cloak for 

identity and access management and pomerium for ZTNA capabilities. The SIEM monitor is 

running on ubuntu 22.04 LTS with 4 CPU 8 GB RAM and 100 GB storage this space will 

accommodate log retention requirements and operate the wazuh components like wazuh 

manager, indexer and dashboard for centralised security information and event management. 

The victim server is a windows server 2022 which has been allocated 2 CPU 4 GB RAM and 

40 GB internal storage and has been protected by installing a wazuh agent which is using 

active response and file integrity monitoring capabilities and Kali Linux with the same 

specifications as victim VM provides an simulation environment with tools like hydra for 

conducting realistic scenarios. 

 

By following the core ZTA principle of ZTA which is micro segmentation and never trust 

always verify each VM was provisioned with three network adaptor two set to internal 

network and one set to NAT network. A default deny firewall configuration restricts cross 

VM communication and does not let the network packets transfer to host machine or public 

internet the Nat network adaptor controls the outbound connectivity of the network and helps 

in updating the system and Virus total Api to communicate with the internet and blocks other 

kind of inbound traffic. While following the least privilege principle and keeping the virtual 

environment functional only the required ports were opened port 1514/tcp , 1515 /tcp (wazuh 

agent registration and communication) from the windows server and ZTA controller, port 

55000/tcp for wazuh agent control, port 22 for SSH from Kali Linux to windows server for 
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carrying out brute force hydra attacks. Port 80 and 443 for secure http/https access for key 

cloak and pomerium all other traffic remained denied  

 

Identity and Access Management Implementation: On the ZTA controller VM key cloak 

was installed and a custom realm named “ZTA-realm” was created. Configuration changes 

made in the ZTA realm enforced various kind of security policies like disabling self-

registration which will prevent unauthorised account creation , mandatory email requirements 

for users to login with time based OTPs through authentication application like google 

authenticator , strict password policies with a minimum of 12 characters and should contain 2 

uppercase , lowercase and special characters to keep the password complicated and 

strengthens credential security against brute force attacks . HTTP headers were configured, 

multiple user accounts were created and were assigned to different groups, bowser flow was 

created for MFA, brute force protection was enabled and configured to a threshold of 5 login 

attempts before the user id gets locked out.  

 

ZTNA Proxy Pomerium Installation: Pomerium was installed on the zta controller vm and 

configuration changes were made in the config,yaml file after successful installation of 

pomerium two 256-bit key values were extracted from the terminal cookie_secret which is 

used with JWT signing and shared_secret which will be used for secure grpc communication 

while fetching an API key from key cloak to be used in the pomerium’s config file. 

Pomerium serves as a policy enforcement point and also implements the zero-trust principle 

of explicit verification for each access request service routes are defined to protect the access 

of SIEM console  

 

Security Information and Event Management Architecture: Wazuh siem was installed on 

the standalone siem monitor VM it was deployed using all in one installation approach 

encompassing the manager, indexer and dashboard with incident response capabilities. The 

siem configurations incorporates real time log archival functionality. An index pattern called 

wazuh-archive was created to capture the agent’s telemetry including events that do not 

trigger specific alerts and provides complete visibility of the systems activities. This ensures 

that zero trust principle of continuous monitoring is being used in the practical environment 

setup and no security event goes unrecorded  

 

File Integrity Monitoring and Active Response Configurations: The windows victim 

server has an wazuh agent installed on it and the agent is configured in such a way that it 

helps us get real-time logs of the file integrity monitoring on the wazuh dashboard , This 

configuration monitors critical directories of the windows server and helps us identify if there 

are any unauthorized changes made to the file . In the current environmental setup, it 

monitors C:/Users/Administrator/Downloads it records all the modifications made in the file 

like creation, modification and deletion. These FIM configurations employs SHA 256 

checksums for baseline establishment and volume shadow copy snapshots are scheduled at 12 

hours for rapid restoration of the system in the event of ransomware encryption.  

The active response mechanism represents innovation in the implementation of a zero-trust 

architecture for ransomware attacks and features virus total Api integration for real-time 
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malware detection and response. A custom python script represents named remove-threat.py 

computes the malicious files SHA-256 hashes with virus total for reputation analysis upon 

receiving the malicious file verdict it immediately deletes the file from the windows server to 

contaminate the breach and that particular file cannot cause any further damage to the system.  

 

This complete design and implementation demonstrate that Zero trust architecture principles 

can be applied and is successfully operational using open source tools and creates a robust 

defence against sophisticated ransomware attack. The integration of Identity management 

tools, continuous monitoring, and automated threat response and dynamic policy enforcement 

provides a practical blueprint for organisations seeking to implement zero trust security 

models in their own environment. 

 

 
    Figure 1: Architecture Diagram 

5 Implementation 
 

The Final implementation of zero trust architecture (ZTA) framework represents the results 

of a thorough design and implementation process which turn theoretical security concepts to 

a functional defence system which can detect, mitigate and responds to ransomware attacks. 

The implementation primarily focused on measurable security capabilities, working 

components and concrete outputs through integration of multiple open-source tools across 4 

virtual machine laboratory environments. 

 

The ZTA controller became the foundation of security which is focused on identity and 

access management and provides two critical deliverables which form the core foundation of 

zero trust models. The key cloak realm configurations encapsulate the security policies, 

authentication flow and access control which is established in the created “ZTA-Realm”. The 

realm configurations enforce multifactor authentication through time-based one-time 

passwords, defines strong password policies which requires a minimum of 12 characters with 

specific complexity requirements, the activation of brute force protection mechanisms 

automatically locks the account after 5 failed login attempts. Implementation of key cloak 

utilized java-based configuration through the administrative console and generated detailed 

logs to trace authentication events. The configuration changes made in the pomerium config 

file contained cryptographic keys of shared_secret and cookie_secret and provided a route to 
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protect the access of the wazuh dashboard and other critical resources these configurations 

transformed traditional network access pattern to verified identity, continuously authenticated 

sessions which symbolizes “never trust always verify” principle. 

 

The Siem monitor delivered smooth security information and event management capabilities 

through wazuh dashboard and produced critical output and enabled real time threat detection 

and response. The configured file integrity monitoring on the windows victim generated 

alerts like wazuh rule ID 550, 553 and 554 which means a file was created in the monitored 

directory, modified and deleted. Integration of active response generated alert on the wazuh 

console with rule ID 87105 which means Wazuh extracts the file hash, requests data about 

the file hash from the VirusTotal database via its API, and receives a malicious file response, 

rule id 100092 is triggered when the Wazuh Active Response remove-threat.py script 

successfully removes the ransomware/ malicious file detected by VirusTotal. Wazuh id 

60122 was seen on the wazuh dashboard when a brute force attack was initiated via hydra. 

Additionally, a raw archive log was created named wazuh-archive to capture all agents logs. 

Configuration changes were made in the /var/ossec/etc/rules/local_rules.xml on the wazuh 

manager to trigger changes in FIM and /var/ossec/etc/ossec.conf was modified with the virus 

total api key for integration of virus total API with wazuh and a custom remove-threat.py 

python script was created on the windows server for checking the malicious files reputation 

with virus total. 

 

The Victim vm which is the windows server plays a significant role in detecting and 

responding to malicious files and deleting them from the system once confirmed malicious by 

the virus total Api and file integrity monitoring alerts are generated when a file is created, 

modified, and deleted from the monitored directory with ransim simulation show case logs on 

wazuh dashboard of checksum changes made in the file like encryption  

 

The Attacker virtual machine Kali Linux is installed with brute force attack tool hydra and a 

brute force attack is initiated to the windows server (Target machine) and the attack was not 

successful, but failed login attempts was recorded on wazuh dashboard with wazuh rule id 

60122 and successful brute force attempts was corelated with wazuh ID 60106 

 

This implementation plan showcases a zero-trust architecture framework with successful 

integration of identity management, continuous monitoring and automated threat response 

with dynamic policy configurations of each tool. Utilizing open-source tools and documented 

standardized protocols an efficient real-world environment is created, and its design and 

comprehensive logging capabilities provide a solid foundation of core ZTA principles 

explicit verification, least privilege access and continuous trust evaluation. 

 

6 Evaluation 
 

The evaluation phase displays experimental evaluation of ZTA a proactive defence 

framework for sophisticated ransomware attacks by following the NIST SP 800 -207 
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principles of zero trust. Environment creation consisted of installation of multiple 

components key cloak identity management, Pomerium zero trust network access proxy , 

wazuh for security incident and event management, attacking and simulation tools like hydra 

and Ransim. The framework generated 40000 logs out of which 2102 security events 

showcased the use cases of file integrity monitoring, active response with virus total api 

integration, brute force detection, ransomware simulation testing and SSH authentication 

monitoring furthermore the MTTD and MTTR was calculated upon the number of events 

occurred on wazuh which demonstrates the effectiveness of ZTA framework in detecting , 

responding and mitigating to threats  

6.1 File integrity performance analysis  

 

The successful implementation of FIM monitored the critical directories on the windows 

server and sent alerts to wazuh dashboard in real-time, while FIM showcased 100 % accuracy 

in generating immediate alerts when a malicious file was being created, modified or deleted 

in the c:\kb4\newsim directory on the windows server. The file integrity monitoring 

component utilized wazuh rule ID 550 , 553 and 554 it demonstrated exceptional 

performance in detecting ransomware like activities rule id 550 (integrity checksum changed 

/ modification) generated 620 events in total which represented majorly  all FIM alerts these 

file modification activity was compared as ransomware encryption behaviour rule 554 file 

added to the system was triggered 15 events which is equivalent to 2.3 % , while rule id 553 

deletion of the file produced 7 events these three wazuh rule id cover all the file system 

modification.  

 

 

Figure 1 Wazuh ID 550 Logs 
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Figure 2 Wazuh ID 554 Logs 

 

 

Figure 3 Wazuh ID 553 Logs 

 

6.2 Active response Analysis 

 

The active response mechanisms monitored wazuh rule id 87105 virus total malware 

detection and 100092 active response threat removal this demonstrated quick automated 

threat mitigation capabilities legitimate eicar test files were used for security validation it was 

configured in such a way that once the malicious file is downloaded  on the windows server it 

should check the files hashes with virus total and once confirmed malicious it would get 

deleted from the downloads folder with the help of active response. The system achieved the 

system achieved MTTR of 2.11 seconds upon successful detection of the file and was deleted 

from the windows server with the help of script named remove-threat.exe. This rapid 

response capabilities validate ZTA principle of immediate threat containment and prevent 

further lateral movement of ransomware 
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Figure 4 Wazuh ID 87105 Logs 

 

 

Figure 5 Wazuh ID 100092 Logs 

 

6.3 Brute force attack detection  

 

The brute force attack detection capability was monitored by wazuh rule ID 60122 which 

means unsuccessful brute force login attempts this showcased 100 % accuracy in detection. 

416 unsuccessful login attempts were recorded during the evaluation period the attack was 

initiated from Kali Linux machine by using brute force attack tool hydra.  

 

Notably a critical monitoring gap was identified in monitoring framework successful brute 

force attacks were not reflected on the wazuh console which showcases blind spot in 

authentication logging since no wazuh rule id was detected which indicates the brute force 

login was successful It was corelated that wazuh rule ID 60106 which means windows logon 

success occurred shortly after multiple failed login attempts. 
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Figure 6 Wazuh ID 60122 Logs 

 

 

Figure 7 Wazuh ID 60106 Logs 

 

6.4 Ransomware simulation testing with ransim  

 

Ransim ransomware simulation tool was deployed on the windows server 2022 which 

provided realistic ransomware behaviour emulation and generated FIM alerts on the siem 

console which validated zta framework detection capabilities total of 642 FIM alerts were 

generated during simulation runs this proves the ability to detect ransomware encryption 

activities in real-time. During the simulation runs 620 events were logged on as checksum 

changes which indicated file encryption, 15 file additions which indicates ransom notes and 

encrypted file creation and 7 file deletions which corresponds to removal of original file 
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during encryption this pattern mirrors to real world ransomware operations providing 

validation of zta framework’s ability to detect and respond to actual scenarios. 

 

 

Figure 8 RanSim Ransomware Simulation 

 
The integration of ransomware simulation testing with automated response mechanisms 
validated threat detection and mitigation capabilities, when ransim generated file changes and 
triggered FIM alerts along with collaboration of virus total and active response showcased a 
multi layered defence approach in the ZTA framework, the analysis of ransomware 
simulation shows high detection accuracy with less false positives and proves effectiveness in 
real world deployment scenarios. The below mentioned table showcases the key metrics 
summary. 
 
 
 
 
 
 



18 
 

 

Scenario Total Events MTTD 

(seconds) 

MTTR 

(seconds) 

Detection 

Efficiency 

File Integrity 

Monitoring 

(FIM) 

642 1 NA Immediate 

 

Active Response 5 

 

1 2.11  Excellent 

Brute Force 

Unsuccessful 

Login 

416 

 

1 NA 

 

Immediate 

 

Successful Brute 

Force Attack 

434 

 

1 NA Immediate 

 

Ransim 

Ransomware 

Simulation 

622 

 

1 NA Immediate 

 

 
 

6.5 Discussion: 
 

The overall analysis of our experimental results and putting it in the perspective of already 

existing research on the concept of zero trust architecture particularly the work of Ahn et sal 

(2024) displays several critical observations regarding the effectiveness and limitation of our 

evaluation methodology.  

 

The evaluation results demonstrate improvements in cyber security metrics with ZTA 

achieving 100% threat detection across 2102 security events. However, when contextualized 

against Ahn et al (2024) comprehensive study integrating ZTA with MITRE ATT&CK 

framework it displays methodological shortcomings that undermine external validity and 

practical applicability of our findings. 

 

While our study achieved impressive response time with 2.11 seconds of MTTR, Ahn et al 

research presents more modest and potentially realistic improvements like 30 % reduction in 

downtime and MTTR, 40 % downtime in MTTA and 50 % reduction in MTTD this 

discrepancy highlights a fundamental flaw in our practical environment setup. Ahn et al VDI 

environment was controlled and more realistic and showcased complexities of multiple 

system interactions which represent production environments our evaluation phase limits 

generalizability of results whereas Ahn et al scenario-based testing across multiple attack 

vectors has greater application to organisational settings. 

 

The limitations of our experimental design shows failure to comply with the threat modelling 

approach which is demonstrated by Ahn et al’s integration with MITRE ATT&CK 

framework, while our evaluation only focused on ransomware specific use cases like FIM, 

active response and brute force detection Ahn et al addresses adversarial tactics, techniques, 

privilege escalation, persistence, defence evasion, and data exfiltration phases. The narrow 

focus in our study focused on a single attack whereas ransomware campaign usually involves 

two or three phases of attack chain. 

 

Based on this comparative analysis a lot of improvements are necessary to enhance the 
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validity and applicability of the ZTA application. Firstly, adopting the combination of zero 

trust principles with MITRE ATT&CK which will provide more threat coverage and enable 

more realistic scenario testing . Secondly extending the evaluation period Ahn et al ‘s applied 

approach will capture temporal variations in threat patterns and system performance. 

 

Even with some limitations our project clearly shows that Zero trust architecture can help 

stop ransomware attacks and complements Ahn et al’s cyber resilience focus while 

identifying gaps like authentication monitoring consistency which others can improve in their 

setup In order to fully understand how well ZTA works in the real-world further studies need 

to take a more complete approach and build on the works of Ahn and match its complexity 

with today’s cyber threat. 

 

7 Conclusion and Future Work 
 

This research has addressed the fundamental question of how effectively can zero trust 

architecture mitigate ransomware attacks and provides a measurable impact of a proactive 

defence framework and reduces the attack success rate. Through comprehensive analysis of 

experimental evaluation across four critical use cases which includes, File integrity 

monitoring, Active response, brute force detection, ransomware simulation, this study 

provided the supporting evidence which proves the effectiveness of ZTA implementation in 

enhancing cyber security posture against ransomware threats. 

 

The research question has been answered and demonstrates that zero trust architecture can 

significantly enhance ransomware mitigation capabilities and provided measurable 

improvement across multiple security metrics. The evaluation of ZTA effectiveness revealed 

100% threat detection accuracy with no false positives and validates the principle “never trust 

always verify” in the practical implementation. File integrity monitoring successfully 

detected all ransomware like activity with majorly represented events of integrity checksum 

changed, file creation and file deletion. Response time performance exceeded industry 

benchmarks with a 2.11 second MTTR and showcased rapid threat containment. 

 

The implications of the research extend across academic, practical and policy domains. 

Academically the study discusses validation of NIST SP 800-207 principles through 

principles through quantitative measurement of security event detection, response automation 

and threat mitigation capabilities. The research showcases performance benchmarks for ZTA 

deployment and provided measurable improvements in threat detection, response time and 

system coverage the findings highlight both significant benefits and the challenges which 

needs to be addressed. 

 

This research acknowledges several limitations the research limitations include monitoring 

gap and logging inconsistencies the limitation which was uncovered in authentication 

monitoring process while wazuh detected failed login attempts from brute force attack 

initiated by hydra and generated logs on wazuh id 60122 , but did not generate a log for 

successful brute force attempt whereas during the same time after multiple login failure it 

generated a log with wazuh id 60106 which was corelated as successful brute force login. 

Additionally, exclusion of advance attack vectors limits the comprehensive result as technical 

barriers were faced during simulations of multistage attack. 
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Future Work 

 

The findings and limitations of this research reveals several critical avenues for future 

investigation this will significantly advance the learning of zero trust architecture as a 

proactive defence framework against the modern-day sophisticated ransomware attacks. The 

first thing that needs to be done is extending the longitudinal studies to 6-12 months which 

will help in capturing various threat patterns, system performance degradation over time 

which cannot be observed in a short period of time and evaluation. This will enable 

researchers to analyse threat fluctuations, long term stability of automated response and the 

sustainability of ZTA implementation over operational stress as organisations are quickly 

adopting hybrid and multi cloud architectures it becomes important to test the cross-platform 

compatibility.  

 

Future research should also include development of comprehensive automated response as 

the current practical environment achieved 25 % automated response coverage it should also 

investigate the integration of artificial intelligence and machine learning algorithms for 

behavioural threat detection and response orchestration. Advance Persistent threats 

simulation scenarios will provide more realistic testing conditions. The integration of MITRE 

ATT&CK framework which is demonstrated by Ahn et al will provide a systematic coverage 

of adversarial tactics techniques and procedures this will evaluate the the effectiveness of 

ZTA against sophisticated multistage attacks which extends beyond ransomware focused 

scenarios. 

 

From a deployment focused perspective developing a cost benefit analysis framework this 

will quantify the return on investment for ZTA implementation and addresses the primary 

roadblocks to be faced by organisations during adoption. The deployment of automated 

assessment tools evaluates organizational readiness for ZTA implementation and will reduce 

the deployment complexity and improves the success rate.  
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