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Collaborative Detection of SQL Injection Attacks using 

SIEM, Wazuh Agent and Next Generation Firewall 
 

Jagadish Babu Sake 
 

x23310341  
 

Abstract 
 

In 2021 OWASP Top Ten report, SQL injection (SQLi) is identified as the third most common 

threat and these techniques used by hacker to exploit a security vulnerability in web 

application effecting both public and private sector. This study addresses the limitations of 

conventional web application firewalls (WAFs) in identifying and blocking SQLi attacks and 

presents an improved approach through the integration of SIEM with Wazuh agent and next-

generation firewall technology combining OPNsense and Zenarmor. By deploying a 
hierarchical network that includes web servers, each protected by Zenarmor (NGFW) and 

centrally monitored by a Wazuh SIEM instance to determine whether using deep packet 

inspection (DPI) with Zenarmor and real-time correlation with Wazuh improves detection and 
response rates for SQLi techniques. The experiment involves executing three different types of 

SQL injection Time-Based, Error-Based, and Union-Based using SQLMap. This methodology 

aligns with the NIST Cybersecurity Framework (SP 800-53), which emphasizes continuous 
monitoring and threat response. The tests show that the system issues HTTP error codes 403 

and 404 in response to malicious requests, which serves as strong evidence of successful 

blocking. This work pushes beyond application-layer WAFs in previous studies (like 

ModSecurity and NAXSI) towards network-layer firewalls that facilitate DPI at Layer 7 and 
provide deeper insight into attack vectors. The results from the experiment are positive under 

controlled network setup. 

 
Keyword:  SQL Injection, Wazuh, Zenarmor, OPNsense. SQLmap. 

 

1 Introduction  
 
1.1 Background: 
In a time when web services form the digital spine for majority of contemporary businesses, 

it has become increasingly important to protect web applications from advanced cyberattacks. 

Of these, SQL injection (SQLi) attacks are some of the most persistent and damaging. First 

discovered in the late 1990s, the attack takes advantage of insufficient application-level 

security controls and gives attackers unrestricted access to backend database information 

such as insert, delete and drop tables. Over years many countermeasures were put in place for 

input validation, SIEM systems and WAFs for the detection and mitigation of SQLi threats 

but often faces challenges dealing with Zero-day attacks. As per 2021 OWASP Top Ten 

report, SQL injection (SQLi) is identified as the third most common threat, highlighting the 

persistent risk it poses on web applications and databases. The severity of SQLi attacks is top 

ranked by recent high-profile breaches, which have resulted in continued financial liability 

for organizations in both public and private sectors, illustrating the need for more robust and 

intelligent security infrastructures. 
 
1.2 Importance: 
 
Although web security solutions have evolved, SQL injection remains due to root challenges 

in identifying polymorphic payloads, lack of homogeneity in static rule-based defences and 
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incomplete coverage across application stacks. Historically, on the front line of this defence, 

WAFs such as ModSecurity and NAXSI filter down HTTP traffic for malicious payloads. 

However, as shown in the base paper, “Collaborative detection of SQL injection attacks using 

SIEM Multi-Wazuh Agents combined with different Web application Firewalls”, such 

solutions are typically disjointed with respect to capability. The study highlighted that while 

ModSecurity was efficient in detecting time-based and error-based attacks, NAXSI fell short 

and gave high rate of false positives. By contrast, Union based attacks evidenced identical 

detection between the two platforms. The implementation of a SIEM tool (Wazuh) with 

multiple agents brought in centralized visibility but was unable to address the fundamental 

drawbacks of WAF technologies.  

 

The fundamental research demonstrates the benefits of joint threat monitoring across 

heterogeneous WAFs in conjunction with a SIEM. However, this very diversity also yields 

challenges different detection accuracies, alert overlaps, and inefficient rule maintenance may 

weaken response. At a more basic level, WAFs are still reactive devices that are pattern-

based and have no resilience against zero-day or mutated attack vectors. If the above issues 

are addressed it would likely to enhance quicker threat detection, decreasing the false 

positives and improves the application security. 

 

To address these issues, the next generation perimeter defence will need to combine high-

performance packet inspection, application-layer insight and machine learning based 

adaptability. This leads to the investigation of Zenarmor Next-Generation Firewall (NGFW) 

as an alternative to common WAFs. Zenarmor (conceived in the past as Sensei), is the new 

smart architecture for application level network security. It is not a traditional WAF, as it 

does network level operation with deep packet inspection (DPI) and real-time threat 

intelligence, which means, it does not uses static rule-based anomaly detection of traditional 

WAF for stopping attacks. Zenarmor NGFW allows organizations to gain deeper application-

layer traffic visibility, directly integrate with SIEM solutions such as Wazuh for event 

correlation and apply context-aware security policies. Its implementation of zero-trust 

network model, and AI-powered threat categorization, represents a significant step forward in 

hardening the modern web infrastructure. 

 

On the other hand, Zenarmor’s DPI engine has the capacity to detect SQLi attacks at packet 

level before the SQLi attack patterns reach application layer, which means threats can be 

obliterated earlier in the kill chain process. This is coupled with behaviour based anomaly 

detection and metadata enrichment that enhance the fidelity of alerts received by SIEM. By 

combining Zenarmor with Wazuh, advanced injections can be prevented from the very first 

moment with more effectiveness and at the same time minimize false positive, full policy 

management and improve alerts allowing customers to intercept information about the 

injection as Wazuh does, but also to have a centralized policy management and alert triaging. 

 

To summarize, although the proposed WAF and SIEM infrastructure allows for multiple 

WAFs to work in cycle, which is better than one WAF, reshaping WAF with a context aware 

NGFW such as Zenarmor is even more effective, efficient, and flexible. The goal of this 

work is to evaluate such a transition empirically, and to provide a roadmap that can be used 

to effectively modernize SQLi defences in an enterprise context. 
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1.3 Research Questions and Objectives 

 

“The primary objective of the research investigates whether the integrating a NGFW 

(Zenarmor) along with the SIEM (Wazuh) to enhance the detection and mitigation of the 

SQL injection attacks compared to the traditional Web Application Firewall (WAF) based 

architecture.” 

 Integration of NGFW and SIEM: The study integrates the Wazuh SIEM platform with 

OPNSense and Zenarmour NGFW to enhance the detection of various SQL injection 

threats, specifically focusing on Time-Based, Error-Based, and Union-Based SQL 

injection techniques. 

 Performance analysis of NGFW: The research aims to identify the effectiveness of 

detecting and mitigating these different types of SQL injection attacks. 

 Centralized threat monitoring: The study demonstrates how the Wazuh platform 

efficiently collects and visualizes log data in real-time, thereby improving threat 

detection and response times for security teams. 

 

2 Related Work  
 

Wazuh-Centric SQL-Injection Detection with Web-Application Firewalls 

Zaidan et al. (2024) directly comparable study, integrating Wazuh 4.11.1 with two Web-

Application Firewalls (WAFs) propose research, examining how integrating SIEM with 

multiple Wazuh agents and two different Web Application Firewalls ModSecurity and 

NAXSI can enhance the collaborative detection and mitigation of SQL injection attacks. It 

focuses on Time-Based, Error-Based, and Union-Based SQL injection techniques, 

showcasing the benefits of centralized threat monitoring through Wazuh for real-time log 

collection and visualization. Strengths of the study include its direct relevance to the 

proposed research, its thorough comparative analysis of ModSecurity and NAXSI (with 

ModSecurity performing better in Time-Based and Error-Based attacks), its effective 

demonstration of SIEM’s role in streamlining threat data, and its attention to false positives 

quantifying NAXSI’s rate at about 9% for Time-Based Blind SQL Injection. However, the 

study has limitations its narrow focus on only two WAFs, not exploring more advanced 

technologies like Next Generation Firewalls (NGFWs) with broader security capabilities the 

performance discrepancies between the WAFs, indicating the need for potentially more 

robust solutions and its omission of how NGFW features like deep packet inspection and 

integrated IPS might further enhance SQL injection detection and prevention. 

 

 Ahmad, K., Karim, M., 2021. proposes a comprehensive approach to preventing SQL 

injection attacks at the application and database levels, emphasizing improvements to 

parameterized stored procedures, robust input validation on both client and server sides, and 

consistent error handling to mitigate vulnerabilities. Its strengths include focusing on 

foundational prevention through secure coding and database configuration, effectively 

addressing key vulnerabilities like dynamic SQL, inadequate input validation, and improper 

error handling, and demonstrating that its method introduces minimal performance overhead. 

However, it has limitations it focuses solely on application and database layers without 

considering perimeter defences such as firewalls or WAFs, lacks real-time, network-level 

detection and response, and does not discuss integration with SIEM systems for broader 

incident response and centralized logging. 
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Hilmi S. Abdullah et al., ICEANS 2023 proposed that the SQLMAP’s effectiveness against 

the vulnerable web application (DVWA), and brief on different types of attack which 

provided a strong theoretical understanding. The paper discussed the various vulnerabilities 

and attack types but lacks in testing the modern defensive solution like SIEM integration, 

NGFW and Automation ML defences. 

                                                   

Multiple papers collectively highlight Wazuh’s robust capabilities as an open-source SIEM 

and XDR platform, emphasizing its strengths in centralized security monitoring, log 

collection and analysis, vulnerability management, threat detection, and automated incident 

response. They note Wazuh’s ability to function as a host-based security tool, integrate with 

solutions like Suricata and The Hive, and implement active response mechanisms such as IP 

blocking. Its scalability and cost-effectiveness make it suitable for organizations of all sizes. 

Key strengths include its comprehensive threat visibility, efficiency in threat mitigation with 

automated response capabilities, support for vulnerability management and regulatory 

compliance, adaptability as an open-source solution, and multi-layered threat detection 

through IDS integration. However, the papers also identify some weaknesses Wazuh’s focus 

is on post-detection actions rather than proactive perimeter defenses, lacking detailed 

integration with Next Generation Firewalls (NGFWs) that provide advanced threat 

prevention. Additionally, while cost-effective, fully integrating Wazuh with other security 

tools can be complex, potentially challenging for smaller organizations. Finally, none of the 

papers address specific details on integrating Wazuh with an NGFW to extend its threat 

prevention capabilities for sophisticated attacks like SQL injection. 

 

Harefa, J., Prajena, G., Alexander, A., Muhamad, A., Dewa, E.V.S., Yuliandry, S., 2021  

focuses on developing and evaluating a custom Web Application Firewall (WAF) called SEA 

WAF, designed to enhance website security by detecting and preventing various SQL 

injection attacks such as Tautologies, Logically Incorrect Queries, Union Queries, Piggy 

Backed Queries, and Stored Procedures. Its main strengths lie in its targeted approach to SQL 

injection protection, the ability to classify detected attacks for better incident management, 

and the inclusion of a user-friendly administrator dashboard for monitoring and visualizing 

attack statistics. However, the paper has some notable limitations that SEA WAF is limited in 

scope, addressing only SQL injection and neglecting other injection attack vectors like 

NoSQL, OS, or LDAP injections. Additionally, the scalability and performance of this 

custom solution in real-world, high-traffic environments are not thoroughly evaluated, raising 

questions about its broader applicability. Lastly, the study does not address integration with 

other security systems, such as SIEM or XDR, which are essential for centralized logging, 

correlation, and automated response in comprehensive security strategies. 

 

Bassey et al. 2024 extend IDS with an XDR pipeline for DDoS mitigation, underscoring 

industry interest in unified telemetry. However, their focus remains volumetric attacks web-

application vectors like SQLi are absent. The study nonetheless informs metric design 

(precision, recall, overhead). 

 

Active response and automation with Wazuh Farrel 2024 reports 100 % brute-force detection 

and 0.51 s mitigation latency using Wazuh active-response plus Telegram alerts. Hybrid IDS 

work shows similar autonomous blocking on MikroTik routers. These demonstrate the 

practicability of orchestrated defences, but neither integrates NGFW analytics nor cross-

correlates multi-layer events again aligning with proposed SIEM-NGFW synergy. 
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2.1 Critical comparison & research gap 

 

 Layer-7 visibility gap: Current Wazuh studies rely on server or WAF logs. Using 

multi-tier design, combining NGFW DPI (Zenarmor/OPNsense) with real-time SIEM 

(Wazuh) and focused endpoint protection. 

 Creating active-response countermeasures, which would not only detect but kill all 

traffic from the attacker at both the host and at the network border that triggered an 

alert from SQLi\'s. 

 Showing Front to Back, Realtime blocking with API calls against Automated and 

Manual (error based, Blind) SQLi attack with latest attack tool (SQLmap).. 

 Demonstrating the (near) real-time correlation between log events (Wazuh), network 

policy actions (OPNsense/Zenarmor), and practical HTTP response behaviour, 

including validated responses e.g. 403 instead of 200’s 

2.2 Justification 

It is clear from the literature that cyber vulnerabilities particularly from SQL injection attacks 

are now sophisticated and hence the need for robust security measures. People also 

consistently touch on the fact that any SIEM solutions like Wazuh is more than just 

centralized monitoring through log analysis but rather the use of this log monitoring data as a 

proactive measure such as vulnerability mapping to the state of the network and automated 

incident reporting and handling. Wazuh is also able to interface with IDS technology such as 

Suricata and supports active responses to brute force attacks and denial of service making it 

even more effective as a defensive tool. 

Web Application Firewalls (WAFs)especially are effective in preventing a wide array of SQL 

injections at the application layer, while secure coding practices like using parameterized 

queries help to prevention in both application and database levels. Nevertheless, in spite of 

this progress, there are still major limitations to the current approaches prompting further 

investigation. Yet some problems, like false positives, have been observed, raising doubts on 

the practical utility and effectiveness of the presented techniques. Some of the WAF research 

are possible solutions that may not have proofs of their generality and performance-stability 

in various conditions. There is also the fact that, while application level protections are a 

must, they do not replace the need to have solid perimeter defences that can mitigate attacks 

before they even reach the application layer. 

Unfortunately, no literature provides a comprehensive dive into how the integration of a Next 

Generation Firewall (NGFW) in this context can be achieved with a SIEM/XDR system like 

Wazuh, for advanced SQL injection detection approach. When talk about “firewall blocking,” 

being overly broad and not even touching on the more advanced capabilities NGFWs deliver 

and, more importantly, the value they provide in building layers of defence that are simply 

impossible for a traditional WAF or IDS to maintain. This lack of concentration towards the 

NGFW like Zenarmor holistic integration and performance testing in a layered SIEM/XDR 

system, which presents a hole in the research. As such there is an obvious and compelling 

motive to investigate how a Zenarmor NGFW defend SQL injection attack. Considerably 

more effective in both detection and prevention of attacks than that realised by the existing 

solutions to date. 
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Table 1: Review Summary 

Paper Strengths Limitations 

Zaidan et al. (2024) Directly related to SIEM-WAF 

integration for SQLi detection. 

Compares ModSecurity and NAXSI 
in depth and ModSecurity does better 

in Time-based and Error-based 

attacks. 

Measures NAXSI’s false positive 
rate (around 9% for Time-Based 

Blind SQLi), can be used for alert 

accuracy analysis. 

No coverage of NGFW capabilities, 

such as DPI or integrated-IPS for 

better SQLi detection. Does not 
handle in real-time, multi-layer event 

correlation or block proactively at the 

network perimeter.  
Misbehaves across WAFs to create a 
need for stronger defensive solutions. 

Hilmi S. Abdullah et 

al., ICEANS 2023 

SQLMAP’s effectiveness against the 

vulnerable web application (DVWA), 

and brief on different types of attack 

which provided a strong theoretical 
understanding 

Paper lacks in testing the modern 

defensive solution and integration like 

SIEM integration, NGFW and 

Automation ML defences. 
 

Harefa, J., Prajena, 

G., Alexander, A., 

Muhamad, A., 

Dewa, E.V.S., 

Yuliandry, S., 2021   

Targets SQLi protection with a 

custom WAF (SEA WAF) to detect, 
Illegal/Logically Incorrect Queries, 

UNION attacks, Piggybacked query, 

MS-SQL specific Luhn, Stored 

procedure language.Classify detected 
attacks to better manage incidents. 

Comes with an easy-to-use admin 

dashboard for attack visualization. 

Context specific (only targets SQLi, 

but not other injection vectors like 
NoSQL, OS, LDAP). 

It doesn’t consider the scalability and 

performance issues in large traffic 

environment. 
Misses the necessary integration with 

SIEM or XDR for centralized logging 

and responding automatically. 

Ahmad, K., Karim, 

M., 2021. 

Comprehensive SQL 

Injection Prevention 

at Application and 

Database Levels 

 

Focuses on which prevention meets 

the most basic proactive measure 

(secure coding: parameterized stored 

procedures, thorough input 
validation). Focus on attack vectors 

(dynamic SQL, insufficient 

validation, incorrect error handling). 
Impose little performance overheads 

to make approach applicable. 

Limited to application and database 

layers and doesn't cover perimeter 

defences such as WAFs and NGFWs. 

Missing real-time network-level 
detection response capabilities. 

Doesn’t work well with SIEM 

systems for centralized logging or 
incident response 

Combination of 

Multiple Wazuh 

studies from various 

authors 

Showcases Wazuh’s strong 

SIEM/XDR capabilities such as 
centralized monitoring, log analysis, 

vulnerability detection and automated 

response. Shows the support of IDS 
(as Suricata) and active response (as 

IP blocking).Scales and is cost-

effective to suit business of any size. 
Compliance with regulations and 

multi-level threat detection. 

Focuses on actions post detection, not 

proactive 'bullet proof' perimeter 
defences.Missing out on tight 

integration to NGFWs for more 

advances threat prevention. 
Complex integration with other 

security tools is difficult for smaller 

organizations.Not focused on SQLi 
detection along with NGFW 

complementariness. 

Bassey et al. (2024) 

 

Enhances IDS with XDR pipeline, 

focusing on telemetry consolidation 
for DDoS protection. 

Guides metric development 

(precision, recall, overhead) of 

advanced threat detection. 

Concentrates on volumetric attacks 

(i.e. DDoS), not web application 
vectors such as SQLi. 

Does not integrate with NGFWs or 

application-layer defences for SQLi. 

Farrel, F., M.Kom, 

I., Qamar, M., 2024. 

100% brute-force detection and 

remediation in 0.51 sec with Wazuh 

active-response and Telegram alerts. 

NGFW analytics is not incorporated 

for more effective threat 

prevention.No Cross-Correlation 
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Shows a demonstration with 

automatic blocking on MikroTik 
routers illustrating coordinated 

protection. 

 

between Multilevel Events. This is 

missing in first proposed work, hence 
does not lend itself easily for SQLi 

(lossy data).Focus on brute-force and 

DDoS, not SQLi. 

Rahul, S., Vajrala, 

C., Thangaraju, B., 

2021. 

It is fast with low Over heads. 
Work efficiently for the know 

signatures, Works well with DPI on 

Zenarmor 

Weak against obfuscated and 
polymorphic attacks, policies and 

rules need regular updates. 

Qu, Z., Ling, X., 

Wang, T., Chen, X., 

Ji, S., Wu, C., 2024 

Dwell time is lower, Easy to integrate 

SIEM to real time block threats 

Managing the Threshold regular to 

avoid the risk of over blocking  

Gandhi, N., Patel, J., 

Sisodiya, R., Doshi, 

N., Mishra, S., 2021. 

New Machine learning model used 

for detection, requires continuous 

learning to stay ahead of threat to 

reduce risk. 

Chance of mutation payload may 

bypass all the ML WAFs rules. 

Rua, M., Thiyab, 

Musab, D., Ali, A., 

Abdulqader, F., 

Abdulqader, 2017. 

Various prevention and detection 

discussed runtime, validation, query 

token for enhanced security. 
Proposed practical defence on client 

side validation and input filtering, 

blacklisting 

Poor methodology with repetitive 

works, not clear implementation and 

validation on the query parser. 

Vamshi Krishna 

Gudipati et al., IEEE 

2016 

Focused on the automated SQLI 
attacks, that used sophisticated 

payloads that bypass traditional 

defence. Link the tools like 
SQLMAP and BURP suite for 

automation and defend the attack. 

Paper doesn’t examine the adversarial 
techniques for advance mitigation on 

multiple layers. It is inclined toward 

more of survey and concept analysis 
rather quantitative metrics. 

 

 

3 Research Methodology 
 

In this section we have discussed on the research methodology that has been followed to meet 

the objectives of this study which includes the experiment machines, techniques used, 

research procedures, analysis and the supporting data. 

 

Research Procedure 

 

3.1 Literature view 

A thorough literature review is carried out on the existing and similar related work on the 

SQL injection attack, SIEM tools and integration of various firewall. And have gained the 

better understanding on the cybersecurity tools, threat monitoring and the incident response 

techniques help me a lot to choose the right tools and setting up the test bed. The following 

are the steps conducted during the research: 

 

3.2 Design and Environment Setup 

Defined goals for detecting and preventing cyber-attacks like sql injection with open-source 

tools on a virtualized environment. A clear understanding of tools and application from the 

literature review, guided to choose the best infrastructure for conducting the lab setup with 

four virtual machines Ubuntu  machine (Ubuntu Server 22.04) installed on the virtual box 

will act as an central control  unit SIEM tool Wazuh Manager (4.11.2-1) is installed so that 
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all the logs can be collected, processed and handled. The victim machine Windows 10 

(64bits) is installed with the Damn Vulnerable Web Application (DVWA) is vulnerable 

webserver with various difficulty level for testing. Kali Linux (version 2024.3) is installed 

which act as an attacker machine which is preloaded with the security testing tools like 

SQLMap, and OPNsense tool (version-25.7) is download and installed act as an Open source 

firewall with modular design and User friendly Web GUI and Zenarmor Plugin is add to 

OPNsense  to enhance its ability to act as Next Generation Firewall (NGFW). 

 

3.3 Network Configuration 

All the four machines are connected via Internal network adapter and Bridged Adapters only 

for the OPNsense for internet, on virtual box hypervisor, all the networks are route via 

Default gateway, in a way that all the communication pass through Zenarmor for deep packet 

inspection entire setup replicate a real life network segmentation. 

 

3.4 Data Collection  

The logs are generated by the Apache webserver in the DVWA server on the Windows 

machine in which the Wazuh agent is installed. And the log data is stimulated by the attacker 

Kali machine using the SQLMAP tool, which is an powerful tool for detecting and exploiting 

SQL injection vulnerabilities on the Web application. These logs are then forward to Wazuh 

manager. 

 

3.5 Log analysis 

All the log generated are passed through the Zenarmor and OPNsense for the log analysis and 

intrusion or suspicious packets or activity are closed monitored using the DPI and specific 

rules are configured for threat detection and blocking. 

 

3.6 Detection & Response 

All the verified logs are forward to Wazuh manager via SYSLOG functionality. Wazuh 

depending on the rules will trigger the alerts and active responses triggered by Wazuh. 

 

With this research environment, hands-on observation, detection and response to real-time 

simulated cyberattacks in open source and virtualized environment can be performed, 

proving itself to be a very cost effective training and learning solution to cyber security. 

 

4. Design Specification 
 

SQL Injection Detection and Prevention Framework: This paper describes a network-

based security testing framework for emulation and prevention of SQL Injection (SQLi) 

attacks based on virtualized security lab. The design integrates an open-source firewall 

(OPNsense) coupled with Zenarmor (NGFW) for traffic analysis and alerts Wazuh SIEM for 

centralized logs and correlation. 
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Figure 1: Architecture Diagram 

 

 

4.1 Security Monitoring and Enforcement Components 

 OPNsense Firewall: It is an open-source firewall that play as perimeter security layer 

managing traffic between the attacker and victim machine provides simple interface 

control and firewall functions. It also hosts the zenarmor plugin which engages the 

firewall rules to detect and block the malicious traffic ensuring network level 

protection against SQLi attack. And also provide various types of dashboard 

customizations as per needs. 

 Zenarmor: It is an NGFW plugin added on OPNsense which provides the Deep 

Packet Inspection (DPI) at Layer 7, performing the real time traffic and packet 

inspection by detecting the attack signature. Allows the  integration with the Wazuh 

manager via Syslog for central montioning. 

 Wazuh Indexer: It will host all logs and security events from the wazuh agent and 

Zenarmor Syslog in the backend storage environment. It helps in log retention for 

certain or over period as per the requirement. The indexer also supports real time 

visualization and analysis on the wazuh dashboard. 

 Wazuh Agent: It collects endpoints logs and send them to Wazuh-Manager. It is very 

lightweight and also it does file integrity monitoring, vulnerability scanning etc., It 

starts off by registering with the manager on port 1515. The manager is going to make 

a key for the client, which is a symmetric key. The client and the manager will hold a 

copy of this key, and it will also be used to encrypt and decrypt the traffic between the 

endpoints and the manager. The logs will be transferred through the port 1514 and it 

will be sent to the Wazuh-Manager. 

 Wazuh-Manager: Enables us to gather logs from various configured sources which 

giving us full visibility to endpoints. Each time wazuh is going to get a log to be 

stored, it writes to alerts. json file. This file is then forwarded analyzed and written to 

wazuh-indexer. Wazuh-Agent and Wazuh-Manager Enables logging from devices in 

massive level. 



 
 
 

11 
 

 

 

4.2 Integrations: 

Wazuh Agent communicates with Wazuh Manager to transfer data for log collection on 

TCP 1514.Wazuh Manager connects to the Wazuh Indexer to store and index data on 

TCP 9200.Wazuh Dashboard communicates with Wazuh Indexer to display data TCP 

5601.OPNsense / Zenarmor communicates with the network to restrict traffic and apply 

WAF policies. Zenarmor forward log to the Wazuh manager via Syslog on UPD 514. 

 

 4.3 Step-by-Step Design Approach 

       Step 1: Requirements Identification 

Functional Requirements: 

 OPNsense is configured in a such a way that all requests should be passing 

through it for analysis and it is line between attacker and victim for all 

network traffic communication. 

 Zenarmor must detect and block SQLi's in "Realtime”. As it many predefined 

or default that are ready present and can customize own rules based on the 

attack scenario. 

 Wazuh must be able to collect logs and parse it as the alerts sent from on 

Zenarmor via Syslog. 

      Step 2: Network Segmentation and Routing 

 Assigning OPNsense (192.168.30.1) as the default gateway on all client 

machines so that all logs can be flow through it. 

 Ensure no secondary adapters or routing paths exist that could bypass 

OPNsense. 

      Step 3: Security Policy and Rule Design 

Zenarmor Policy: 

 Enable and enforce SQLi detection, customized firewall rule and blocking on 

the internal network or specifically to DVWA server. Can create new policies 

or changes can be made on default policies also. 

 Configure logging for all blocked and detected events. 

OPNsense Firewall: 

 Allow necessary traffic pass in between Kali and Windows for Zenarmor 

inspection. 

 Enable logging on all relevant rules for auditability. 

    Step 4: Log Collection and Correlation Framework 

Syslog Streaming: 

 Configure Zenarmor to stream alerts and logs to Wazuh via syslog. So that all 

the logs are forward to the wazuh manager. 

 The wazuh agent also by default forwards all the log to the wazuh manage in 

the real time. 

Wazuh Integration: 

 Develop custom decoders and rules to parse Zenarmor logs, focusing on SQLi 

events. Detail steps are mentioned in the configuration manual. 

 Ensure Wazuh generates high-severity alerts for detected and blocked attacks. 

    Step 5: Attack Simulation and Detection 

 Use Kali Linux to launch SQLi attacks (e.g., via SQLmap) against the 

Windows DVWA server. 

 Monitor Zenarmor for real-time detection and blocking. 

 Verify Wazuh receives and correlates alerts, providing actionable intelligence. 
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4.4 Underlying Techniques and Frameworks 

       Deep Packet Inspection (DPI) with Zenarmor 

 Inspects HTTP payloads for SQLi signatures and patterns. 

 Uses signature-based and heuristic analysis to detect malicious queries. 

 Blocks traffic matching SQLi patterns and logs the event for SIEM 

consumption. 

      SIEM Correlation and Alerting (Wazuh) 

 Receives syslog-formatted alerts from Zenarmor. 

 Custom decoders extract fields (e.g., category, source/destination IP, action). 

 Rules trigger alerts for SQLi detections, enabling incident response 

workflows. 

     Log Streaming and Parsing 

 Utilizes syslog protocol for efficient, real-time log forwarding. 

 Ensures logs are structured for automated parsing and correlation. 

4.5 Design Summary Table 

Component Role/Function Key Techniques/Frameworks 

OPNsense 
Routing, firewall, policy 

enforcement 
Stateful firewall, logging 

Zenarmor DPI, threat detection/blocking Signature-based/heuristic DPI 

Wazuh Log collection, parsing, alerting Syslog, custom decoders/rules 

Kali/Windows Attacker/victim simulation Attack tools (e.g., SQLmap), DVWA 

Table 3: Tool functional details 

 

The model periodically processes new syslog events that arrive. For each event, it then use a 

decoding pattern to extract characteristics of interest (attack Category, IP addresses, action 

taken). When the category is “SQL Injection” and the action is “blocked,” the rule engine 

generates an alert, logs the event, and if it is configured, issues a response, which could be 

blacklisting the IP of the attacker. It allows you to detect and respond to SQLi attacks in real 

time, providing the traceability and forensic-level detail you need. 
 

5. Implementation 
The deployment of the SQL injection (SQLi) attack detection and monitoring system is 

composed of several phases like building the lab environment, configuring the required tools, 

solving the networking/integration aspects, and designing the workflow for detection and 

visualization of SQLi alerts in the Wazuh Dashboard. This report discusses the last part of the 

implementation the outputs generated, tools used, main decisions and how the workflow to 

generate and show the SQLi alerts. 

 

5.1 Workflow for SQL Injection Detection and Monitoring 

The last part of the implementation will be done by showing the detection and monitoring 

workflow of the SQLi attack through Wazuh components, OPNsense with Zenarmor and, 

SQLMap. The procedure guarantees that SQLi attacks (Time Based Blind, Error Based, and 

Union Based) are simulated, detected, recorded and presented in the Wazuh Dashboard. The 

key steps are as follows: 

 

 1.Attack Initiation:  
The Sqlmap tool launches an SQL injection over HTTP (TCP 80) from the Kali Linux box 

(192.168.10.30) to the Damn Vulnerable Web Application (DVWA) server (192.168.20.20) 

types of attack such as Time-Based Blind, Error Based and Union-Based attack. All the test 
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bed is configured in such a way that all the generated logs and communication between the 

machines should pass through the Zenarmor Firewall it’s a default gateway for all the 

machine. Where the OPNsense (192.168.30.1) DPI at layer 7, examines the HTTP header, 

payloads, verify SQLi footprints and signature to make decision, reject (https 403) or accept 

based on the rules and policies pre-configured as per the SQLi attack. The injection 

techniques were tested using parameters level 5, risk3 and the security level low, medium and 

high. These setting were adopted to simulate more complex and high risk attack scenario. 

The following are the commands passed for the SQL attack. 

 

 Time-Based Blind SQL Injection Attack Command: 

 

 

     

 

 

 

Similar commands used for Error-Based and Union Based SQL Injection Attack. 

 

2. Log Generation: 

All the SQLi attack traffic reaches the Windows DVWA server and logged in 

C:\xampp\apache\logs\access on the DVWA server’s Apache instance. There is the actual 

request recorded in access log.  

 

3. Log Collection: 

The Wazuh Agent is checking for access on the DVWA server. log and forward the logs to 

the Wazuh manager (192.168.30.10) using the TCP 1514. The OPNsense passes this traffic 

via firewall rules (TCP 1514/1515). 

 

4. Alert Generation: 

Wazuh Manager centralized analysis and alerting system examines incoming logs with 

predefined rules for identifying attack types and monitors for recurring threats across the 

agent. (for example, rule IDs for SQLi patterns like SLEEP, UNION, CONVERT). 

Alerts are created are when can be found in /var/ossec/logs/alerts/alerts.log.  

 

5. False Positive Testing:  

In the previous papers, for security testing for the False Postive Rate (FPR) is calculated from 

a robust testing and controlled dataset, by considering the details like malicious request, 

benign request. In this case study HTTP request like 403 for blocked, 404 for not found or 

dropped and 200 for success. As in this Zenarmor (NGFW) DPI is clearly blocking all the 

requests did not report any HTTP 200. For testing it by sending the Benign HTTP request 

from the Kali machine to DVWA for testing it observed that 100 out of 5 requests are flagged 

by Zenarmor, which can calculate to 4.9% as it calculated this way it will be applied for all 

the three test cases in common. 

 

5.2 Alert Indexing and Visualization: 

Wazuh Manager sends all the alerts to Wazuh Indexer (OpenSearch, 192.168.30.10:9200) for 

storing which offers efficient querying in a searchable database. The Wazuh Dashboard GUI 

provide a realtime visualize alerts, with the customizable metrics like alert count, time, rate of 

event. Manually configured the rules for effective detection on Wazuh rule configuration. 

Based on this rule the Wazuh analyses the log and generates the alerts. It is referred in the 

 sqlmap -u "http://192.168.20.20/DVWA-master/vulnerabilities/sqli/" --
cookie="security=medium; PHPSESSID=njet78t1fb9ar7a5c7ui2jbm77" --technique=T --
level=5 --risk=3 --batch 
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screenshot below. 

 
Figure 2: Wazuh Dashboard alert Visualization 

 

5.3 Incident Review: 

Security Researchers navigate to the Wazuh Dashboard to deal with SQLi incidents and 

examine the type (e.g., Time-Based, Error-Based, Union-Based) and take notes of their 

findings to be added to the progress report. HTTP 403 notifications are generated when SQLi 

attempts are blocked by Zenarmor with a custom rule (ID 100001). 

 

 
Figure 3: Wazuh log alerts 

 

6. Evaluation 

This research analyses the capabilities of the Next Generation Firewall compared with the 

traditional Web application firewall, how efficient does it detect and mitigate the SQLi attack 

and alert the Centralize unit SIEM, So that can detect and respond immediately. And to 

stimulate various attack scenarios Error-based, Time- based and Union- based attacks.  
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Error-Based SQL Injection: Error-Based SQLi attack injects ambiguous or even incorrect 

data into a query, that can stimulate the database error messages by which internal structure 

of database version, tables and column names. It relies on the error messages. In this sqlmap 

testing, used payloads with the option (--techniques=E), such as EXTRACTVALUE and 

GTID_SUBSET, on the DVWA server, generating 9,608 requests. 

 

 

 

 

 

 

 

 
 

Metric Value 

Total Requests 9608 

Detection Rate 100%  

HTTP 200 0% 

HTTP 403 7254(75.5%) 

HTTP 404 2353(24.5%) 

False Positive Rate 4.9%  

Table 4: Metrics for Error-Based SQL Injection attack 

 

Time-Based SQL Injection: Time- Based SQLi attack will exploit the database response 

time to infer the information. Attack injects an malicious code which guide the database to 

sleep if  the condition is true. Mostly relies on the time delays. In this attack the SQLmap 

testing (--technique=T) passing the payload like SLEEP(5) or BENCHMARK 

(100000,MD5(1)) on DVWA server, which over 4913 requests. 

 

 

 

 

 

 

 
 

Metric Value 

Total Requests 4913 

Detection Rate 99.8% 

HTTP 200 0% 

HTTP 403 2824(57.5%) 

HTTP 404 2088(42.5%) 

False Positive Rate 4.9%  

Table 5: Metrics for Time-Based SQL Injection attack 

23:19:25] [WARNING] parameter 'Host' does not seem to be injectable 
[23:19:25] [CRITICAL] all tested parameters do not appear to be injectable. Rerun without providing 

the option '--technique'. If you suspect that there is some kind of protection mechanism involved (e.g. 

WAF) maybe you could try to use option '--tamper' (e.g. '--tamper=space2comment') and/or switch '--
random-agent' 

[23:19:25] [WARNING] HTTP error codes detected during run: 
403 (Forbidden) - 1587 times, 404 (Not Found) - 515 times 

 

[21:49:51] [WARNING] parameter 'Host' does not seem to be injectable 
[21:49:51] [CRITICAL] all tested parameters do not appear to be injectable. Rerun without providing 

the option '--technique'. If you suspect that there is some kind of protection mechanism involved (e.g. 
WAF) maybe you could try to use option '--tamper' (e.g. '--tamper=space2comment') and/or switch '--

random-agent' 
[21:49:51] [WARNING] HTTP error codes detected during run: 

403 (Forbidden) - 2326 times, 404 (Not Found) - 908 times 
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Union-Based SQL Injection: In Union-Based attack it appends with malicious input to a 

legitimate query using UNION operator for additional data retrieval from database. In sqlmap 

testing, used payloads with the option (--techniques=U) make use of UNION SELECT query 

on the DVWA server, which triggered 950 request. 

 

 

 

 

 

 

 

 

 

Metric Value 

Total Requests 950 

Detection Rate 99.5% 

HTTP 200 0% 

HTTP 403 291(30.7%) 

HTTP 404 658(69.3%) 

False Positive Rate 4.9% 

Table 6: Metrics for union-Based SQL Injection attack 

 

 

6.1 Discussion 
 

Here is a detailed report of the discussion section of your research paper. this is focusing 

specifically on the findings and evaluate whether a proposed security architecture integration 

of Zenarmor Next Generation Firewall (NGFW) with Wazuh Security Information and Event 

Management (SIEM) can detect, and so mitigate, Time-Based, Error-Based, and Union-

Based SQLi attacks. The experiments are done on DVWA server hosted by a Windows 10 

machine, using SQLmap tool on Kali Linux with parameters --technique = E, T, U --level = 

5, --risk = 3, and cookies security = medium; PHPSESSID. This section critically analyses 

the findings, assesses the strengths and limitations of the experimental design. In the context 

of SQL injection attack and their result outcomes based on the HTTP status codes play a 

crucial indicator of success, failure of the experiment. They are the part of HTTP protocol 

and returned by webserver to communicate client’s request. HTTP 200 mean the injection 

attack is success and it is processed by the server, which indicate that no firewall or defence 

system has blocked the attack. HTTP 403 mean the request is successfully blocked by the 

Zenarmor, the configured rule, policies and layer 7 DPI are successfully working against the 

SQLi attack. HTTP 404 it means either the resource or request path doesn’t exist, Zenarmor’s 

filtering strategy that has manipulated the request and flagged it. 

 

 

 

 

 

[15:04:26] [CRITICAL] all tested parameters do not appear to be injectable. Rerun without providing 

the option '--technique'. If you suspect that there is some kind of protection mechanism involved (e.g. 
WAF) maybe you could try to use option '--tamper' (e.g. '--tamper=space2comment') and/or switch '--

random-agent' 
[15:04:26] [WARNING] HTTP error codes detected during run: 

403 (Forbidden) - 46 times, 404 (Not Found) - 104 times 
 



 
 
 

17 
 

 

 

Metric 
Error-

Based  
Error-Based  

(Base Paper) 
Time-

Based  
Time-Based  

(Base Paper) 
Union-

Based  
Union-Based  

(Base Paper) 

Detection 

Rate 
100% 91% 99.8% 91% 99.5% ~88% 

HTTP 200 
(Success) 

0% 8% 0% 9% 0% 12% 

HTTP 403 
(Blocked) 

7254 
(75.5%) 

Not explicitly 
mentioned 

2824 
(57.5%) 

Not 
explicitly 

shown 

291 
(30.7%) 

Not explicitly 
mentioned 

HTTP 404 
2353 

(24.5%) 
22% (400/404) 

2088 
(42.5%) 

25% 
(400/404 ) 

658 
(69.3%) 

33% 
( 400) 

False Positive 

Rate 
4.9% 9% (NAXSI) 4.9% 9% (NAXSI) 4.9% ~0% 

 

Table 7: Metrics comparison  

 

6.2 Experimental Findings 

 

Effectiveness of Multi-Layered Detection and Blocking 

 

All three Types of SQL injection attacks error-based, time-based blind, and union-based--

were always detected and actively blocked by the built-in security stack. When malicious 

requests were intercepted on either the NGFW or active response layers, the system respond 

HTTP 403 (Forbidden) status and the architecture worked really well achieving 99.8% 

detection and blocking at packet level even before reaching the DVWA server across all the 

carried attacks, eliminating the HTTP 200. Wazuh's SIEM associated log alerts with attack 

source IPs, and Zenarmor did network-layer DPI traffic processing for mitigation purposes. 

 

Focusing on area with Similar Research studies, such as those examining ModSecurity and 

NAXSI integrated with Wazuh, and WAF operated independently which detects mostly 

passive and post event which relies on the WAF logs not on the network behaviour was 

reported 19-21.5% unblocked HTTP 200 in the Zaidan et al. (2024) [1] and then delayed 

responses, No complete real time blocking mechanism was present. In some cases, this 

resulted in only partially blocking attacks as HTTP 200 returns continued afterward. 

Coverage was uneven especially on union-based SQLi. In contrast, the present system 

achieved total automation from detection to blocking, backed up by real-time cooperation of 

SIEM and NGFW. This directly addresses the operational gaps that are pointed out in the 

earlier research. 

 

6.3 Active Response and Automation: 

 

Wazuh automatically takes action without any human intervention. In the seconds after the 

threat is detected immediately blocking the attacker using the configured rules and policies. 

Indicated the significate reduction in attacker dwell time when compared to WAF.                                              

The literature points out that without instant repulse and interception operations, passive 

alerting is not only inefficient but even risky. So it was that most of the earlier technology did 

not or only partially support automatic host/network level blocking. The active response 

module presented in this research is clearly a step forward towards orchestration of security 

measures and combines both forward-looking timeliness and strength. 
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6.4 False Positives and Coverage Depth: 

 

With Zenarmor DPI and original Wazuh detection signals, the rate for false positives was cut 

back noticeably have achieved 4.9% false positive rate for the Error- Based and Time-Based, 

Union-Based got 4.9% which is a bit higher when compared with based paper Zaidan, M.N., 

Sukarno, P., Wardana, A.A., 2024.  on relying on Wazuh’s rule set (rule id: 100100,100102). 

That's not easy to say, but as concluded in related texts, NAXSI and ModSecurity, the rate of 

detection was 9% for Error- Based and Time-Based, for Union based it gave 4% has given a 

lot of unjust event-blocking and benign. 

To mention small amount of false positive rate was, relying on signing has ongoing risks. 

Missed new techniques, obfuscated or zero-day payloads are difficult to detect. To improve 

in the future, adaptive anomaly-based detection and regular signature upgrades are 

recommended 

 

6.5 Improvement Over previous Studies: 

 

1. Enhanced Detection Accuracy: The Detection rate for all the attack significantly 

increase to 99.5% which is better than the base paper (88%-91%). 

 

2.  Zero HTTP 200: In this experiment 0% HTTP 200 is observed, no SQLi attack 

succeeded, on the base paper it seen 9% success rate for Time-based and 12% 

success rate for Union-based. This proves the concrete base by integration the 

Zenarmor DPI and Wazuh SIEM is more effective than the Traditional Web 

Application Firewall (WAF). 

 

3. Better False Positive Handling: The False positive rate is significantly reduced from 

the base paper. The granular Layer 7 inspection with Zenarmor long with the real 

time log correlation with SIEM Wazuh, handling the policies configuration helps to 

minimize false positive. 

 

4. Clear HTTP Feedback: This paper present clear and defined split of 403 blocked 

and 404 not found HTTP responses that offer a detail internal view of request and 

response handling at application level able clearly document and aligns with strong 

security posture. Which was missing in the base paper. 

 

 
Figure 4: Detection Rate Comparison Diagram 
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7. Conclusion and Future Work 
 

This paper explores whether the Security Information and Event Management (SIEM) system 

(Wazuh), multi-agent deployment, and Next Generation Firewall (NGFW) (Zenarmor on 

OPNsense) can jointly detect and prevent SQL injection (SQLi) attacks against web 

applications. Another goal is to use automation to construct a multi-layer interception setup 

for SQLi (including error-based, time-based blind and union-based approaches). It should 

have better real-time detection rates and less time between detection and response than solely 

log-based architectures and standalone WAF systems. 

The results show conclusively that the layered architecture proposed effectively detection and 

blocks all SQLi vector tests. Every attack in the trials is met with an HTTP 403 Forbidden 

and the Wazuh dashboard immediately alerts simultaneously. As opposed to traditional 

architectures which may just passively alert with logs from WAF systems and require 

intervention by hand the configuration presented in this research slashes the detection-to-

block time to seconds, applies automated IP bans, and produces low false positive rates. 

Union-based attacks, a fatal weakness in NAXSI, are most effectively handled using 

customized signatures and DPI at the network level. These findings seem to indicate that co-

ordination of the three techniques multi-layer inspection, real-time SIEM correlation and 

active defence can effectively respond to SQLi threats with very real force in enterprise web 

services environments. 

 

But there are limitations. The current network-level DPI pipeline working fine in the internal 

network giving 100% accuracy result. It need to be tested in the across the real world network 

in broader spectrum. Which can be scope for the future study. The approach is mainly based 

on signature and rule-based detection, which means that it would be vulnerable to advanced 

obfuscation and zero-day SQLi. Finally, the performance impact of near-real-time blocking 

and logging at high concurrencies is not quantitatively measured in this phase of project and 

deserves further study. 
 

Future Work:  
 
To address the limitations and for extend the current research the following projects are      
proposed. 
Behavioural and Anomaly-Based Detection: Current signatures are effective, but 
incorporating machine learning and behaviour based detection system considering Wazuh 
using the unsupervised learning model that easy adapt to obfuscated payloads. 

 Dynamic Policy Adaptation: Enhancement in Wazuh’s active-response framework 
by automating the firewall rule and integrating API-driven interactions with Zenarmor 
to allow real-time policy updates. 

 Operational Scalability and Commercialization: Future research should 
systematically measure the performance of this system under real enterprise network 
traffic patterns. In addition to co-relating latency and throughput with resource usage 
levels, an efficient alert mechanism is required for deployment in production networks.  

Finally, to conclude this work not only shows a successful and current progress in the 
mitigation of SQLi, but also sets the stone for strong, future-proof and commercially 
applicable enterprise defence mechanisms. Need to do further is extend to encrypted traffic, 
include adaptive intelligence and empirically validate the architecture under a diverse range 
of operationally realistic environments. 
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