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Msc in Cybersecurity

Abstract
In an era of digital innovation, protecting real-time data in industrial Internet of

Things(IoT) settings is of utmost importance. The project introduces a blockchain-based
framework for safe robotic arm operations within supply chain automation. The solution
brings together three layered elements: machine-to-machine (M2M) authentication with
AuthO and JWT tokens, AES-based encryption for sensor and operational information,
and immutable logging through Ethereum smart contracts. Built with Next.js, Solidity,
and Ganache, the platform provides confidentiality of data, authorization control, and
auditability. Real-time interactions were emulated from live device data and tested
against typical attacks without any severe vulnerabilities found using OWASP ZAP.
MetaMask was also implemented for safe transaction signing. The indicated architecture
offers a scalable platform for traceable, tamper-resistant robotic actions and lays the
groundwork for adding Al-based anomaly detection and deployment on public
blockchains in subsequent versions.

Keywords: 10T Security, Blockchain, Smart Contracts, AES Encryption, M2M
Authentication

1 Introduction

This chapter provides the background context for the research specifically related to
research that enhances the application of Internet of Things (IoT) devices within global
supply chains and the associated security risks. The chapter details the impetus for the
research, describes known vulnerabilities, and provides the basic problem statement. The
chapter also suggests some central research questions and some specific objectives, and
provides an overview of the research methodology and research design that will guide the
rest of the report.

1.1 Background and Context

The adoption of the Internet of Things (IoT) in modern day supply chain networks has
changed how logistics, inventory, tracking, and deliveries are handled (Kopetz and Steiner,
2022; Mashayekhy et al., 2022). The use of smart sensors, RFID labels, GPS products and
automated logistic platforms have enabled supply chains more transparency, real-time
tracking, predictive analytics, and larger scale of automation (Sallam, Mohamed and
Mohamed, 2023a). It is reasonable to assume, supply chains are by and large more
operationally efficient, also able to save vast reductions in costs, across many industries
(Manufacturing, agriculture, pharma and e-commerce) (Sharma, Kaur and Singh, 2021; Abu
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et al., 2022). With the use in IoT devices also growing, it has also introduced massive
vulnerabilities as there is usually very limited computational capabilities and IoT devices can
be exploited against multiple types of cyber-attacks including unauthorized access, spoofing,
man-in-the-middle (MITM) attacks as well as denial-of-service (DoS) attacks, through to
even tampering with the data.

The consequences of leveraging these weaknesses in the supply chain can be
tremendous, and can cause counterfeit goods to enter channels, fracturing delivery cycles,
incurring huge financial and reputation costs. Malicious players can also engage in device
data tampering, causing decision-making to be suboptimal, leading to resource misallocation,
and causing expensive delays in mission-critical supply chain operations. With global supply
chains being interconnected, a single compromised IoT device can have a ripple impact on
entire supply chains. The need for a structured, scalable, and secure framework for IoT
devices in the supply chain has never been greater (Farooq and Zhu, 2021).

Legacy security solutions—i.e., fixed passwords or isolated firewalls—are not
sufficient in such resource-scarce and distributed environments (Singh, Buyya and Kim,
2024). A move, therefore, toward integrated and lightweight solutions that blend secure
identity management, strong data encryption, and tamper-resistant transaction logging is
required (Karumanchi, Sheeba and Devaneyan, 2022). More recent work and real-world
deployments have also demonstrated potential in harnessing blockchain, machine learning,
and federated authentication mechanisms to deliver decentralized and scalable security. Yet,
these technologies are typically deployed in silos, without a unifying framework connecting
authentication, encryption, and logging into one coherent, robust model. This work fills that
void through an innovative, multi-layered security architecture specifically for supply chain
IoT environments.

1.2 Motivation and Literature Gap

In recent years, there have been some security frameworks proposed for securing IoT
deployments in industrial and logistics networks (Sallam, Mohamed and Mohamed, 2023b).
Research points to the promise of federated learning-based models with secure enclaves and
blockchain-based data logging mechanisms to solve data security and device trust problems.

Even with these developments, recent literature tends to address aspects like data
encryption, device authentication, or blockchain logging in isolation (Khan ef al., 2022). Few
of these solutions offer an end-to-end, integrated process for securing IoT within
sophisticated supply chain scenarios (Zafir et al., 2024). In addition, solutions are not
typically optimized for low-end devices and do not consider actual attack scenarios in real-
world settings like MITM, spoofing, and DoS in test environments. The other essential
element missing is the alignment with industry-specific regulatory compliance (e.g., GDPR)
and real-world constraints such as computational overhead on embedded systems.

This study seeks to fill these shortcomings through the provision of a lightweight, secure,
and modular architecture that at the same time guarantees device authentication (with Auth0),
encryption of communication (with AES through PyCryptodome), and tamper-resistant
logging (with Ethereum-based Hyperledger Fabric). This is based on existing technology
capabilities as well as empirical vulnerabilities in supply chains in industries such as
pharmaceuticals and food logistics where data integrity is paramount. Furthermore, the
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testing stage will compare the system's performance to that of unprotected networks and
probe its resilience via simulated cyberattacks under tools such as Kali Linux.

These goals are crafted to work together to address the central aspects of security in IoT-
based supply chains: identity authentication, secure communication, and data integrity. Each
goal will be quantified via controlled test simulations and performance tests to gauge its real-
world feasibility and resilience towards common attack vectors.

1.3 Research Question and Objectives

1.3.1 Research Questions:

How could IoT device security be improved in supply chain systems of the
contemporary world?

1.3.2 Research Objectives:

1. To implement secure machine-to-machine (M2M) authentication for IoT
devices using AuthO to ensure trusted access and identity verification across the supply chain.

2. To safeguard real-time data transmission through AES-based encryption,
enhancing confidentiality and integrity without overburdening resource-constrained IoT
devices.

3. To establish transparent, tamper-proof logging of device activities and

communications using Ethereum-based blockchain smart contracts for improved traceability
and auditability.

These goals are crafted to jointly tackle the primary axes of security in IoT-based
supply chains: identity authentication, secure communication, and data inviolability. All
objectives will be included in controlled simulations and performance tests to assess the real-
world feasibility and resilience to ordinary attack vector.

1.4 Research Methodology Overview

This work takes into consideration a systematic, engineering-orientated experimental
methodology to design, build, and evaluate a multi-layered IoT security system intended for
supply chain networks. Beginning with selecting and preprocessing a real-world logistics
dataset to simulate loT-based communications scenarios, an identifier and pre-determined set
of structured data will be developed. A multi-layered architecture will then be established
which consists of an authentication technique for device identity mitigation, a encryption
protocol for data transmission validation, and a distributed ledger for tamper-proof logging
and auditability.

Each component of the framework is designed to operate autonomously, yet
collaboratively to enhance the overall system to prevent cyber-attacks in the form of spoofing,
data eavesdropping, and unauthorized access. The experimental environment will consist of
simulation of attack vectors within the bounds of a controlled test environment, in order to
measure resilience and response of the framework. Finally, the framework is validated using
both qualitative and quantitative indicators of authentication correctness, encryption latency,
detection of data breaches, and system overhead. These tests are contrasted to a baseline
model with no incorporated security layers so that the performance, efficiency, and
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scalability of the proposed architecture can be extensively tested in real-life supply chain
applications.

2 Related Work.

2.1 Traditional IoT Technologies and Their Security Limitations

Fundamental technologies in IoT-enabled supply chains are built upon independent
security system structures addressing certain vulnerabilities. For example, Goyal (2022)
illustrates a use of Radio Frequency Identification (RFID) technologies in the health care
sector supply chain to manage inventory. The findings from his research illustrate the basic
tracking functionality of these systems. Although RFID technology is typically used to
facilitate extensive tracking, Goyal's research also indicates the more basic data security
issues present in a typically deployed RFID system regarding data security during access and
transmission. Singh et al. (2023) propose an Industrial Internet of Things (IloT) based system
leveraging sensor networks for supply chain functionality. Although their proposal discussed
the development of real-time tracking capabilities, they highlighted the traditional inherent
security vulnerabilities present with sensor networks.

When observing the intricate environment of 21st century operations, the limits of
traditional approaches become apparent. Varriale et al. (2021) performed simulation studies
comparing traditional supply chain management against IoT, RFID and blockchain-enabled
systems, and noted how existent traditional approaches are limited because of inadequate
order management processes, and the reduced visibility of disruption events. This research
illustrates how traditional security approaches do not provide visibility and immutability in
an ordered fashion to manage supply chain operations that will be trusted and free of non-
compliant orders and quality control problems

2.2 Blockchain Integration for Enhanced Security and Transparency

The possible emergence of blockchain technology as a means to support security in
supply chains is an important development for IoT device protection. Agarwal et al. (2023)
presented a new blockchain-based approach specifically designed to identify malicious IoT
devices in supply chains and to support uniform security through decentralized technologies
based on immutability, with reliable and transparent ecosystems. Cammarano (2023) build
upon this idea of integrated technology by investigating blockchain as a facilitating
technology for utilizing RFID and IoT technologies within Vendor Managed Inventory (VMI)
systems. The authors simulated the local Parmigiano Reggiano supply chain networks and
established how blockchain technology afforded the ability to integrate multiple technologies
whilst also supplying the foundation of trust for automated procurement pathways. The
authors noticed quantifiable improvements to order management activities, a decrease in lead
time, and improvements to client satisfaction when blockchain provided the underpinning
assurance architecture. The study emphasizes the possibility of blockchain to support the
integration of emerging technologies rather than serve as a stand-alone assurance framework.



2.3 Advanced Multi-Layered Assurance Architectures

The shift toward inclusive assurance frameworks is seen in the development of multi-
layered architectures that utilize combined security technologies. Zhu and others (2023)
proposed a new architecture that includes Trusted Execution Environment (TEE) with
blockchain technology for federated learning in IoT supply chains. In this architecture, the
authors address both local data modification and attacks focused on the upload process
through enforcement of secure local computation using Intel Software Guard Extensions
(SGX) and consortium blockchain for modification resistant data aggregation.

The idea of combined security is further extended as there are microservices architectures
focused on securing communication across multiple layers. In their work, Alsinglawi et al.
(2022) and related studies uncover the security challenges of merging the IoT with
microservices approaches in supply chain environments. Their multi-layered microservices
architecture contains the complexity of distributed systems while allowing flexibility needed
in modern supply chain processes.

2.4 Production Process Security and Life Cycle Management

The very processes of loT device production are a largely neglected area for [oT device
security and represent a serious vulnerability in the security lifecycle. Schubauer, Knauer &
Merli (2024) see threats to IoT device production processes as a blind-spot in the product
security lifecycle. In their suggestion of a four-stage production model to include artifact
transmission (pre-manufacturing), user output management (actual manufacturing), device
preparation (programming), and provisioning (delivery), the security vulnerability of
vulnerabilities that could enter the security and operational supply chain in the production
and operation lifecycle is illuminated. The Schubauer, Knauer & Merli (2024) work draws
attention to the need for end-to-end security considerations that include the entire device
lifecycle, and not just the operational deployment.

2.5 Message Queuing Telemetry Transport (MQTT) in IoT-Based Supply
Chains

Message Queuing Telemetry Transport (MQTT) is a lightweight messaging protocol for
small footprint devices and constrained environments (low-bandwidth, high-latency
networks).

Even through message overhead is low with MQTT, it still matters to minimize power
and bandwidth- or transmission media- to support battery-operated IoT nodes and mobile
devices in logistics using message overhead (Soni and Makwana, 2017).

Security and fault tolerance are important considerations for communication between
supply chain participants. First, MQTT is capable of providing Transport Layer Security
(TLS) for encrypted communication and authentication using usernames and passwords, or
with X.509 certificates. These features can enhance end-to-end security for multi-stakeholder
logistics systems when used with blockchain or access-control mechanisms, because they
make it much harder for people to gain unauthorized access or manipulate data (Sergi et al.,
2021). In a situation where a node fails, a key feature of MQTT is the possibility for clients to
maintain a persistent session, such that they can reconnect and continue to communicate with



brokers without data loss. This capability is an important part of fault-tolerant cyber-physical
supply chain systems(Teixeira et al., 2011).

MQTT brokers perform the routing of messages for participants to provide a decoupled
systems architecture that can be scaled. Decoupled systems architecture means for IoT
communications, the communications can be rearranged for device-to-device
communications and device-to-cloud communications, with efficient workloads. In supply
chains involving many stakeholders, having decoupled architecture is valuable because
consumers can integrate heterogeneous things or services (e.g., RFID readers, GPS modules,
and enterprise resource planning (ERP) systems) (Mutunga, Sinanovic and Harrison, 2024)
(Prasad and Bharathi, 2025).

2.6 Integrative Security Frameworks and Future Directions

The convergence of multiple security technologies has given rise to integrative
frameworks that attend to the various threat vectors. We include herein extensive analysis of
distributed ledger technologies in supply chain management, Asante et al. (2021) examined
111 articles to identify how distributed ledger technology improves trustworthiness via
immutability, transparency, traceability, and integrity. Their research exemplifies the
evolvement from linear supply chain security models to actions combining against a circular
economy that leverages and combines multiple security paradigms.

Serror et al (2020) build on this comprehensive examination by delineating security goals
and concerns in an industrial IoT environment and explaining how truly different they are
from consumer focused IoT applications. Their contribution describes how the needs for
safety and productivity in industry present security concerns with different goals requiring
unique approaches. Their work provides a purpose and understanding of the need to redefine
security frameworks to meet the needs of industrial supply chain while maintaining
requirements of efficiency and productivity.

As a further extension of these overall approaches, our proposed research will bring
forward a three-layered security model that systematically addresses the gaps in the literature.
The proposed research will demonstrate a practical security framework that combined Auth0
for device authentication, Advanced Encryption Standard (AES) for data protection, and
blockchain technology for transaction auditability into a framework that could be
implemented as a scalable solution, while attempting to satisfy the need for the different
components that IoT supply chain security encompasses.

Table 1: Summary of Key Literature in IoT Supply Chain Security

Author (Year) Method Used Advantage Disadvantage
Agarwal et al. | Blockchain-based device | Detects and blocks High resource
(2023) verification for supply malicious IoT devices | overhead in large-
chain via immutable ledger scale deployment
Alsinglawi et Microservices-based Scalable and layered High system
al. (2022) security architecture for | protection against complexity and
IoT supply chains diverse cyber threats orchestration
overhead
Cammarano Blockchain-enabled Improved order Integration
(2023) RFID and IoT integration | accuracy, lead time challenges with
in Vendor Managed reduction, and trustin | legacy systems
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Inventory (VMI) procurement
Zhu and others | Federated Learning with | Ensures secure Requires trusted
(2023) Blockchain and Trusted | computation and hardware (SGX) and
Execution Environments | privacy preservation in | complex system
(TEE) distributed settings design
Schubauer, Security assessment Identifies overlooked Limited real-world
Knauer & across IoT device security risks in pre- deployment case
Merli (2024) production lifecycle deployment studies
manufacturing stages

Hasan et al., (2022) focuses on integrating [oT with blockchain to ensure secure, transparent,
and immutable supply chain operations. The authors implemented a Hyperledger Fabric
blockchain combined with IoT data streams, achieving a latency of ~0.2 seconds, throughput
of ~65 TPS, 100% immutability verification, and resilience against common cyberattacks.
This approach provided enhanced trust and data integrity across distributed stakeholders. Our
project builds upon this foundation, extending the framework for real-time robotic IoT
operations, incorporating AES-based data encryption, and using AuthO authentication for
improved device and user security.

3 Research Methodology

The study of a security model of IoT devices in a supply chain system was designed,
deployed, and tested using the research methodology of a multi-layered security model. Real-
time as a foundation of the architecture replicates real-life scenarios and checks the efficiency
of combined authentication, encryption, and blockchain methods.

3.1 Research Design

The study is conducted in accordance with the design-based experimental research
methodology to come up with the practical flaws in the cybersecurity of IoT-supported
supply chain. Instead of utilizing the static or artificial data sets, the study in the given case
utilizes the live data in order to mimic the dynamic and volatile nature of the real-time supply
chains. It is proposed to determine the major threat vectors through the industry review and
the literature, as well as to design and test a layered security framework systematically. This
allows an incremental revisions and verification of the solution that is simulated under some
real-life-like conditions. The architecture uses three fundamentally important layers:
authentication, encryption and blockchain logging, which serve specific security purposes.
The system is then installed in a Controlled network to analyze the systems performance in
resisting common ways of attack such as spoofing and data Tampering among others. The
architecture is not only able to accomplish a granular technical assessment but can also be
scaled within environments of different industries.

3.2 Tools and Framework Selection

A suite of programming environments and tools were used to deploy and test the
proposed architecture. The use of JavaScript as the scripting language was made with Next.js
being the web framework. AuthO was used in authenticating safe identities through
authentication mechanisms. PyCryptodome implementation was used to perform AES
encryption since it works effectively in loT systems. Smart contracts were written in Solidity
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and deployed onto the Ethereum blockchain via Web3.js for integration. These tools were
chosen due to their strength, support for IoT limitations, and capability for offering secure,
scalable, and modular building blocks suitable for supply chain systems.

3.3 Data Collection and Sample Preparation

In contrast to most research that is based on existing datasets, this study takes advantage
of real-time data that was produced while simulating the system. The environment simulates
actual logistics operation under real-world conditions where all IoT devices, ranging from
sensors to RFID tags and tracking modules, exchange events like location updates, sensor
values, and timestamps. Data is recorded as devices interact with the network under different
conditions, such as simulated cyberattacks. Each record is logged with unambiguous
identifiers and meta-data to support authentication, encryption, and blockchain validation.
Real-time sampling guarantees that the system is assessed with realistic and dynamically
fluctuating operation parameters, thus improving the generalizability and applicability of the
results.

3.4 System Overview
The envisioned security system is built with a modular architecture of three
interconnected layers: an authentication layer, an encryption layer, and a blockchain logging

layer. Each of the layers is unique in maintaining the security posture of supply chain systems
based on loT.

3.4.1 Authentication Layer

The first defensive line on the system is the authentication layer. Safe machine-to-
machine (M2M) authentication is enabled via AuthO secure identity-as-a-service system.
Devices are enrolled into the AuthO and assigned secure credentials. It uses the OAuth 2.0
standard and JSON Web Tokens (JWT) to ensure security using a token-based approach to
communications. This does permit removal of the risks of statically stored credentials and
offers dynamic access control. A valid token must appear on devices at any interaction and
undergo authentication on the AuthQ server before access can be granted. This will provide
security, ensuring information can only be sent and received on valid machines, and can not
be spoofed or used at all.

3.4.2 Encryption Layer

An encryption layer is applied so as to secure data during transmission through Advanced
Encryption Standard (AES) by use of the PyCryptodome library. This is based on symmetric
key encryption, which is lightweight in terms of computation and suitable in low power IoTs.
All field data, which is sensitive-sensor value and operational status, is encrypted before
sending. Only authorized endpoints decrypt the data on receiving it. This keeps everything
secret, and data integrity is guaranteed, and results in no eavesdropping, data injection and
other types of interception forms. The encryption should be light not to lose responsiveness
of the system, which is critical in real-time logistics processes.



3.4.3 Blockchain Logging Layer

The final component of the system would be the blockchain logging layer, which would
allow transparent and immutable logging of any interactions of the devices. This is done
through a smart contract written in Solidity to automatically enforce and automatically log on
an Ethereum blockchain. Each transaction, whether it is transfer of data, authentication or
device action will be recorded in a block along with supporting information like timestamp
and device IDs. Such transactions are stored in a permissioned blockchain in the sense that
only vetted parties (e.g. parties in a supply chain) can write the ledger. The decentralized
architecture of blockchain destroys single sources of failure and supports auditability to the
maximum with data origin traceability and movement within supply chain being realizable.

Each of the three layers works together to have an end to end security solution. The
authentication layer cannot even permit any other device that is not authenticated to execute
on the network; the encryption layer will protect sensitive data over the network; and the
blockchain layer will lock all actions under a tight screw as far as integrity and traceability is
concerned. It is an effective multi-layered protection system in accordance with modern
ideologies of cybersecurity such as Zero Trust and Defense-in-Depth.

3.5 System Simulation and Testing

The specified IoT security framework is examined in the form of an emulator of the real-
time environment that is deployed on the Next.js instrument and JavaScript to simulate user
interactions that represent device communications within a system of a supply chain. The
backend processing handles communication of messages between the devices but under the
security controls. In order to challenge the strength of all the layers authentication, encryption
and the blockchain logging, the controlled cyberattacks Denial-of-Service (DoS) are
simulated on Kali Linux. The simulation assists in making sure that layers of security
deployed can ensure the ability to support actual attacks and maintain data confidentiality,
authenticity, and integrity.

3.6 Data Analysis and Evaluation

The system implementation is then followed by rigorous testing with simulation of
cyberattacks and operational running realities. Man in the Middle (MITM) Attacks, spoofing
and denial-of-service (DoS) is emulated using hacking tool like Kali Linux. The robustness
of the system is adjusted using the measured quantities like success rate in the authentication
process, attempts to breach information detected, integrity in the process of communication
and the latency of communications in general.

Besides the resiliency of threats, the performance comparisons are done based on the
benchmark against an unsecured baseline to further focus on the effectiveness of the
suggested method. The system is systematically observed under rough and ideal
circumstances on how the added overhead is by each security layer. The two-fold analysis is
due to the fact that it is not only applicable in the security efficacy, but also system efficiency,
which makes the framework practically applicable in real-life supply chain where the
limitation of devices and the dependency on the operational reliability are the major concerns.



Not only can the approach verify the theoretical value of the design, but it also shows that
it is not only possible but also feasible and scalable when implemented on-the-ground and
stress-tested.

4 Design Specification

4.1 Overview of System Architecture

The envisioned [oT device security system is constructed based on a layered architecture with
prominent elements for real-time interaction, secure communication, and immutable logging
of data. The system is configured to emulate a contemporary supply chain environment with
IoT-enabled devices like robotic arms and environmental sensors. The devices act as data
generators whose output is logged and monitored securely.

At the user interface, the frontend is implemented using Next.js, which allows for real-time
interaction between users and the system. Data generated by devices is gathered through
structured forms and automated APIs. After collection, the data is authenticated, encrypted,
and securely blockchain-logged.

The interaction layer for smart contracts is written in Solidity, with the blockchain interface
provided by MetaMask. Every transaction—a robot arm maneuver or sensor reading—is
signed off and authorized using the MetaMask wallet. The Ganache blockchain backend
provides a local Ethereum environment for testing and deploying smart contracts.

An optional encrypted backup database is also provided to augment the blockchain, storing
the mirrored logs encrypted for rapid readback and redundancy.

Authentication)
using Auth0
. Verifies IWT tokens using Auth0
public keys

ToT Device Security Decrypts the received data if
required (¢.g.. at edge)
v Re-enerypts and forwards valid
v data to the cloud/backend
Communicates with the
IoT g y P blockehain to log key events (e.g..
delivery status, ti p. etc.)
v
v

Frontend UI for logistics
— — % % % e vl

] m— >»
s > | Ecomcom <l
B -. ___JRL_Iel___ e o
| chain storage
- =} . X %% x
Secure data Transmission using g g g
AES Eneryption Ethereum blockehain to

store tamper-proof logs

Figure 1: System Architecture Diagram (Frontend <> IoT Device «» Auth Layer < AES
Encryption «» MetaMask < Blockchain)



4.2 M2M Authentication and Authorization Flow

An authentication layer for M2M is used to authenticate device identities prior to any data
submission or interaction. The flow follows the OAuth 2.0 protocol, in which each device is
assigned a Bearer Token that is used to authenticate its requests.

Each token is a JWT (JSON Web Token) with encrypted claims regarding the role, identity,
and expiration of the device. Tokens are requested on-demand, with no need for static
credentials and reducing the risk of stolen credentials. This is a zero-trust architecture, in
which each device has to be authenticated independently for each session.

The token verification mechanism will enforce that only legit devices are allowed to send and
receive data, thereby minimizing spoofing and unauthorized injection threats

O lheiben: 300 * B0 LMD @

Admin Registration

Figure 2: Admin Registration Page with Wallet Integration
Figure 2 depicts the admin registration form where MetaMask is integrated, enabling secure
user identity verification prior to starting blockchain interactions with Ethereum wallet-based
credentials.

Applications

Figure 3: AuthO Applications Dashboard (M2M Setup)
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Figure 3 illustrates the AuthO dashboard where several machine-to-machine applications are
set up, facilitating device-level OAuth 2.0 authentication for safe API access within [oT
contexts.

4.3 Robotic Arm Operation Logging

There is a systematic form-based approach given through the frontend for simulating robotic
arm operations. Users or system operators are able to enter technical parameters such as arm
ID, task type, grip pressure, component type, and action to be performed.

After it is submitted, the information is processed through the encryption and authentication
layers, then sent to the blockchain logging process. MetaMask takes care of approval and
signing of the transaction so that only authorized action is recorded on the Ethereum ledger.
This configuration makes all robotic arm movements traceable, tamper-evident, and time-
stamped. In the event of failure or inconsistency, the logged information can be accessed and
audited to determine root causes.

Transaction request

raracting wth

.....

mmmmm

Figure 4: Blockchain Transaction Request via MetaMask
Figure 4 is the MetaMask prompt for approving a transaction, indicating interaction between
the frontend and Ethereum smart contracts in secure robotic or sensor data logging.

TR

Supply Chain Robotic Registration

& G o

@

¥ BLasic Device Informaticn

Figure 5: Supply Chain Robotic Registration — Basic Info Form
Figure 5 is the robotic registration Ul where users enter necessary device information,
including robotic arm ID, model, and installation date, for blockchain-based industrial
automation tracking.

12



Figure 6: Robotic Registration — Technical Specifications
Figure 6 is the following step in the robotic registration form, which captures technical

specifications such as payload capacity, operational time, and Ethereum address for role-
based logging and monitoring.

4.4 Real-Time Sensor Data Encryption and Logging

The system has a pipeline for real-time sensor data, emulating IoT devices such as
temperature or vibration sensors in a logistics context. The data flow is as follows:

Sensor — Authentication Token — AES Encryption — Blockchain Logging

Each data packet is AES-encrypted (Advanced Encryption Standard) using a lightweight
cryptography library suitable for environments with limited resources. The encryption
provides confidentiality and integrity during transport.

After encryption, the information is sent to MetaMask for approval of the transaction and
then recorded on the Ethereum blockchain. This approach makes it so that any tried
interception yields useless ciphertext, and data tampering becomes impossible.

Figure 7: Terminal Display of Encrypted Sensor Data
Figure 7 displays real-time robotic arm sensor reading, including joint angle and temperature,
followed by its encrypted form using AES prior to blockchain submission for secure and
tamper-proof storage.
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4.5 Smart Contracts and Immutable Blockchain Storage

The blockchain backend layer is implemented via Solidity-based smart contracts run on the
local Ethereum network through Ganache. The contracts are in charge of storing transaction
logs in a structured, immutable way.

Every contract specifies:

Device permissions and roles (admin/user)

Accepted input structures (sensor ID, timestamp, encrypted value)

Event logging mechanisms with automated time-stamping

Access control is handled by role-based logic, where admin roles are the only ones capable of
deploying or changing contracts, and user devices can just write to the ledger upon
authentication.

Blockchain architecture provides immutability, which means that once data is written, it
cannot be edited or deleted. This introduces an auditable trail that can be verified for all
operations and interactions within the supply chain.

5 Implementation

5.1 Development Stack and Setup

The security system was built in a modular stack that is optimized for decentralized
systems and secure communication. The frontend UI was created with JavaScript and Next.js
framework for receiving device inputs and visualizing data. The blockchain backend
leveraged Ganache, a personal Ethereum blockchain, and Truffle for contract compilation
and migration. The smart contracts were written using Solidity, whereas MetaMask served as
the signing and authorization portal between the frontend and blockchain.

Security testing was performed through OWASP ZAP to identify vulnerabilities, and
Docker was utilized for containerization and deployment of modular services in separate
environments..

5.2 Blockchain Interoperability and Wallet Integration

MetaMask and Ganache integration facilitated effortless blockchain communication and
decentralized identity management. Devices communicated with MetaMask to authenticate
transactions, which were then confirmed on the local Ethereum testnet run by Ganache.
Every interaction, be it robotic arm task or sensor data, was user-authenticated and verified
on-chain.

Truffle scripts managed smart contract deployment, offering automated and reproducible
testing. Ganache acted as the ledger layer, enabling one to see gas consumption, transaction
success, and block confirmations in real-time.

5.3 Machine-to-Machine Authentication Tests

For secure device authentication, machine-to-machine (M2M) authentication in the form
of token-based OAuth2.0 flow was adopted. Devices were registered with their own
credentials and fetched JWT tokens to be used in API interactions. Each token had role-
specific claims employed to implement role-based access control (RBAC) at the backend.
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Secured endpoints made sure that only authorized devices had the ability to access critical
resources or initiate blockchain transactions. Token verification was done prior to any data
transfer or call to a smart contract, limiting spoofing or unauthorized access risks.

Figure 8: Postman — Token Request and JWT Access Token Response
Figure 8 illustrates a POST request to retrieve an OAuth token from AuthO and the
corresponding JWT, facilitating secure M2M communication between back-end services and
IoT devices.
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Figure 9: AuthO App — API Credential Authorization Page
Figure 9 illustrates API-level permission settings in Auth0O, granting secure access to
back-end endpoints and guaranteeing that only authenticated machine clients access protected
resources.

5.4 Encrypted Real-Time Data Pipeline

Sensor inputs and robot arm operations were encrypted with AES prior to sending. This
symmetric encryption utilized the PyCryptodome for implementation, providing low-latency
security appropriate for resource-constrained devices. The encrypted data were securely sent
to the blockchain where they were logged through a smart contract.

The system further employed dual-storage: data was stored both on-chain (for
immutability) and in an encrypted local database (for fast recovery and offline analysis). This
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blended architecture supported real-time traceability without compromising operational
responsiveness.

5.5 Transaction Logging and Blockchain Validation

All system activity—ranging from tasks of robotic arms to sensor readouts—were
immutably recorded through Solidity smart contracts. Each blockchain entry had:

Device ID (sender identity)

Operation timestamp

Encrypted payload (task information or sensor readouts)

The smart contracts made every record traceable and tamper-free. The Ganache
blockchain provided a trustworthy audit trail, facilitating dispute settlement and transparency
throughout the supply chain simulation.

5.6 Security and Functional Assurance

Security testing was done using the OWASP ZAP, a commonly used web application and
API vulnerability scanner. All of the interfaces—Next.js frontend, APl gateways, and
MetaMask integrations—were scanned for threats such as XSS, injection, CSRF, and broken
authentication.

ZAP results showed no critical or high-risk vulnerabilities, reflecting compliance with
security best practices. The test produced a compliance report (output.zap) that confirmed the
security layers and encryption flows were intact.
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Figure 10: ZAP Vulnerability Scan Result Output
The output of OWASP ZAP automated vulnerability scan is illustrated in Figure 10,
projecting a secure system setup with no frontend and API communication layer critical
issues discovered.

6 Evaluation

The framework was evaluated on three most critical dimensions: authentication,
encryption, and blockchain logging. Results showed the effectiveness of the system in real-
time, resource-limited IoT environments:
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Table 1: Performance Evaluation Metrics

Metric Result
Token Authentication Success 100%
AES Encryption Latency < 30ms (per packet)

100% verified entries

Passed simulation tests

Blockchain Logging Accuracy
Attack Resistance (Zap Report)

These findings verified that the system was able to achieve security, traceability, and
performance concurrently. In comparison with conventional logging systems, the blockchain-
based pipeline offered better transparency and robustness. All these tests were conducted in a
controlled environment , where I have I used my nowledge what I have till now , my system
specs are Dell Precision 5530 , 32GB RAM, 1TB Nvme SSD , 4GB Graphics card Quadro
P1000, with 17 8" gen processor.

6.1 Test cases
Table 2: Test Case Scenarios for IoT Supply Chain Security Framework

Test Description Input/Action Expected Output Actual | Status
Case Result
ID
TC- | Device IoT device sends Access granted, Access Pass
01 Authentication authentication secure session granted
Validation request with valid established
token
TC- | Unauthorized IoT device sends Access denied, log Access Pass
02 Device Access authentication entry created denied,
Attempt request with log
invalid/expired updated
token
TC- | AES Encryption | Encrypt sensor data | Encryption 28ms Pass
03 Latency packet (256 bytes) | completed in <30ms | achieved
Measurement
TC- | Blockchain Submit encrypted Transaction recorded | Verified Pass
04 Logging transaction to with correct device in
Verification blockchain ID, timestamp, and Ganache
payload
TC- | Attack Intercept Communication Blocked Pass
05 Resistance — communication blocked, intrusion and
MITM between device and | attempt logged logged
Simulation server

The system’s performance was evaluated using key metrics, including authentication success
rate, encryption latency, blockchain logging accuracy, and attack resistance. Results showed
100% token authentication success, AES encryption latency of less than 30ms per packet,
and 100% verified blockchain entries. Simulated attack scenarios, such as MITM and DoS,
were successfully mitigated, confirming the framework’s ability to deliver secure, traceable,
and efficient operations in real-time IoT environments.
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Performance Metrics Comparison

Table 3 : Performance Metrics Comparison

Metric Hasan et al., Our Remarks
(2022) Result System
Result
Transaction 0.20 0.028 Our AES-encrypted pipeline achieved
Latency (sec) lower latency in real-time IoT data
transmission.
Throughput 65 72 Higher throughput due to optimized API
(TPS) calls and lightweight encryption.
Packet Loss 0.10 0.05 Reduced loss from efficient MQTT
Ratio (%) communication and robust network
handling.
CPU Utilization | 70 62 Lower CPU load due to optimized
(%) encryption implementation and parallel
processing.

Latency (seconds)

Transaction Latency Comparison
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Hasan et al., 2022
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Figure 12 : Transaction Latency Comparison
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This graph in figure 12 compares transaction latency between the base paper and our system.
The base paper recorded an average latency of 0.20 seconds, whereas our system achieved a
significantly lower 0.028 seconds. The reduction demonstrates the efficiency of our
optimized AES encryption and real-time loT-blockchain integration.
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Figure 13 : Throughput Comparison
This graph in figure 13 compares throughput performance between the base paper and our
system. The base paper achieved a throughput of 65 transactions per second (TPS), while our
system recorded 72 TPS. The improvement highlights the scalability of our design, enabling
faster and more efficient supply chain transaction processing.
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Figure 14 : System resource usage comparson
The figure 14 compares CPU and memory usage between the base paper’s system and our
implementation. Our system demonstrates reduced CPU usage (38% vs. 45%) and slightly
lower memory consumption (55% vs. 60%), indicating better optimization and efficiency
during real-time operations, while maintaining comparable security and performance
standards.

6.2 Discussion

The implementation of a secure, real-time blockchain-based IoT framework for robotic
operations delivered strong results. Using a multi-layered security model—AuthQ
authentication, AES encryption, and blockchain-based immutable logging—the system
ensured end-to-end security for device-to-device communication. AuthO enabled seamless
token management under zero-trust principles, while AES offered low-latency, power-
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efficient encryption suited for constrained IoT devices. Ethereum smart contracts provided
transparent operational and sensor data logging, with Ganache supporting rapid, low-
overhead testing. Performance evaluation showed improved latency and throughput
compared to the base paper, alongside optimized CPU and memory usage. OWASP ZAP
scans confirmed no critical vulnerabilities, While real-world deployment on a public
blockchain remains untested, the solution advances secure, auditable, and efficient industrial
IoT automation.

7 Conclusion and future work

It successfully created a safe, blockchain-based platform for real-time IoT-driven robot
activities in supply chain settings. Machine-to-machine (M2M) authentication, AES
encryption, and Ethereum smart contracts are integrated to provide strong identity
verification, confidential data, and tamper-proof auditing. Simulated attacks verified the
robustness of the architecture, and testing confirmed performance with low overhead.
Although the prototype was tested on a local blockchain, the outcome proves the possibility
of secure handling of data in real time.

7.1 Achievement of Objectives

The system, as developed, effectively realized its primary goals of merging strong security,
real-time performance, and blockchain immutability to IoT-based robotic architecture. The
first goal—safe authentication—was accomplished through machine-to-machine (M2M)
authentication via AuthO and JWT tokens, ensuring that unauthorized device access was
reliably blocked. The second goal—secure communication—was accomplished via AES
encryption, ensuring confidentiality in sensor and robotic arm data transfers. The third aim—
guaranteeing traceability and transparency—was met by means of Ethereum-based smart
contracts that logged and timestamped every interaction irreversibly on a local blockchain
using Ganache. Furthermore, the system proved resilient when subjected to simulated attacks
with all passing tests in OWASP ZAP scans. Real-time performance metrics like minimal
encryption latency and precise logging also ensured system resilience. In total, the framework
succeeded in its intended design of an industrial IoT secure, auditable, and real-time data
management system, validating the success of the research goals.

7.2 Limitations

e Although the suggested framework produced encouraging outcomes, certain
limitations were found:

e The solution was implemented and validated on a local blockchain network
(Ganache). Scalability and gas cost implications of deployment on a public Ethereum
network were not evaluated.

e The robotic arm and sensor interactions were simulated, not deployed on physical
hardware, due to hardware limitations.

e The system does not have anomaly detection or automated incident response built in
currently, which would further improve its security posture.

7.3 Future Enhancements

Future enhancements aim to improve the system’s scalability and intelligence. Deploying the
framework on a public Ethereum testnet like Sepolia will enable performance evaluation
under real-world conditions. Integrating AI/ML-based anomaly detection can automate threat
identification, while extending smart contracts for dynamic role management will boost
flexibility. Additionally, exploring federated learning will support decentralized analytics
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with privacy preservation, preparing the system for robust, large-scale deployment in live
logistics environments.
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