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1 System Requirements 
Python: 3.10+ 
 
Dependencies: 
Pip install flask python-dotenv pyjwt bcrypt cryptogragraphy 

 

2 Environment Setup 
.env file 
Create .env in the project root with: 

- JWT_SECRET_KEY=your_secure_jwt_secret_here (approx. 32 chars) 
- FERNET_KEY=your_fernet_key_here (Generated with “Fernet.generate_key()”) 

 

3 File Structure 
/cryptally 
 App.py 
 .env 
 
Data/ 
 Test_voters.csv (voter credentials) 
 Votes.csv (encrypted votes) 
 Vote_chain.csv (ledger) 
 Voted_emails.txt (prevents double-voting) 
 Used_tokens.txt (JWT cache) 
 
Templates/ 
 Admin.html 
 User.html 
 

4 Initial Setup 

4.1 Voter Registration 
Put voters in test_vote.csv 
Example: 
voter1@example.com,$2b$12$hashed_password_here 
 
To generate hashed passwords: 
import bcrypt 
hashed = bcrypt.hashpw(b"plaintext_password", bcrypt.gensalt()).decode() 
 

4.2 Run 
python app.py (Starts Flask server at http://localhost:5000) 

mailto:voter1@example.com,$2b$12$hashed_password_here
http://localhost:5000/
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5 Key EndPoints 
Endpoint Method Description 

/login POST Authenticate voters (returns JWT) 

/vote POST Submit encrypted vote 

/tally GET Decrypt and count votes 

/verify_blockchain GET Validate blockchain integrity 

/admin GET Admin dashboard (requires JWT) 

 

6 Security 

6.1 JWT Settings 
Expiration adjusted in app.py (default is 10mins) 
Should look like this: 
payload = { 
    "email": email, 
    "exp": datetime.utcnow() + timedelta(minutes=10), 
    "jti": str(uuid.uuid4()) 
} 

 

6.2 Fernet 
Rotate the keys every so often. 
To generate a new one: 
from cryptography.fernet import Fernet 
Fernet.generate_key()  # Update in .env 
 
Re-encrypt existing votes if needed. 
 

7 Maintenance 

7.1 Backup important files 
Regular get backups of: 
 

- vote_chain.csv (blockchain integrity) 
 

- voted_emails.txt (prevent revoting) 
 

7.2 Logging 
Performance metrics are logged to performance_log.csv (format: timestamp,endpoint,duration_seconds). 
 

Appendix A: Sample test_voters.csv 
email,password 
admin@example.com,$2b$12$E3ixOfnQV5/8TV8g1Qr0.9Xh5YJlX5xW3l6Dc6Dq9JkZ1JQa0n2mK  

Appendix B: Generating Fernet Keys 
from cryptography.fernet import Fernet 
print(Fernet.generate_key().decode())  # Add to .env 

Appendix C: Versions 
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Versions 

V1:function 
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Version 2 
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Version 3 
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Version 4 

 

Version 5 
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Version 7 
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Version 8 
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Version 9 
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Results 

 

 


