ﬁ

\‘
National
Collegeof

Ireland

Configuration Manual

MSc Research Project
MScCyb

Oisin O’Laighin
Student ID: x19483314

School of Computing
National College of Ireland

Supervisor: Rohit Verma




‘-—
National College of Ireland \ National

College
Ireland

MSc Project Submission Sheet
School of Computing

Student Name: Oisin O’Laighin

Student ID: X19483314

Programme: MScCybl_B Year: 24/25
Module: Practium 2

Lecturer: Rohit Verma

Submission Due

Date: 11/08/25

Project Title: Configuration Manual for Cryptally

Word Count: 227 Page Count: 2

I hereby certify that the information contained in this (my submission) is information
pertaining to research I conducted for this project. All information other than my own
contribution will be fully referenced and listed in the relevant bibliography section at the
rear of the project.

ALL internet material must be referenced in the bibliography section. Students are
required to use the Referencing Standard specified in the report template. To use other
author's written or electronic work is illegal (plagiarism) and may result in disciplinary
action.

Signature:

MAn 0 '\ﬂ_t'\‘/.'/”
Date: 11/08/23

PLEASE READ THE FOLLOWING INSTRUCTIONS AND CHECKLIST

Attach a completed copy of this sheet to each project (including multiple | o
copies)

Attach a Moodle submission receipt of the online project i
submission, to each project (including multiple copies).

You must ensure that you retain a HARD COPY of the project, both | o
for your own reference and in case a project is lost or mislaid. It is not
sufficient to keep a copy on computer.

Assignments that are submitted to the Programme Coordinator Office must be placed
into the assignment box located outside the office.

Office Use Only
Sighature:
Date:




Penalty Applied (if applicable):




Configuration Manual for CrypTally

Oisin O’Laighin
Student I1D: x19483314

1 System Requirements
Python: 3.10+

Dependencies:
Pip install flask python-dotenv pyjwt bcrypt cryptogragraphy

2 Environment Setup

.env file
Create .env in the project root with:
- JWT_SECRET_KEY=your_secure_jwt_secret_here (approx. 32 chars)
- FERNET_KEY=your_fernet_key_here (Generated with “Fernet.generate_key()")

3 File Structure

/cryptally
App.py
.env

Data/
Test_voters.csv (voter credentials)
Votes.csv (encrypted votes)
Vote_chain.csv (ledger)
Voted_emails.txt (prevents double-voting)
Used_tokens.txt (JWT cache)

Templates/
Admin.html
User.html

4 Initial Setup

4.1 Voter Registration

Put voters in test_vote.csv
Example:
voterl@example.com,$2bS12Shashed password here

To generate hashed passwords:
import bcrypt
hashed = bcrypt.hashpw(b"plaintext_password", bcrypt.gensalt()).decode()

4.2 Run
python app.py (Starts Flask server at http://localhost:5000)



mailto:voter1@example.com,$2b$12$hashed_password_here
http://localhost:5000/

5 Key EndPoints

Endpoint Method Description

/login POST Authenticate voters (returns JWT)
/vote POST Submit encrypted vote

/tally GET Decrypt and count votes
/verify_blockchain GET Validate blockchain integrity
/admin GET Admin dashboard (requires JWT)
6 Security

6.1 JWT Settings

Expiration adjusted in app.py (default is 10mins)

Should look like this:
payload = {
"email": email,

"exp": datetime.utcnow() + timedelta(minutes=10),

"jti": str(uuid.uuid4())
}

6.2 Fernet

Rotate the keys every so often.
To generate a new one:

from cryptography.fernet import Fernet
Fernet.generate_key() # Update in .env

Re-encrypt existing votes if needed.

7 Maintenance

7.1 Backup important files

Regular get backups of:

- vote_chain.csv (blockchain integrity)

- voted_emails.txt (prevent revoting)

7.2 Logging

Performance metrics are logged to performance_log.csv (format: timestamp,endpoint,duration_seconds).

Appendix A: Sample test_voters.csv

email,password

admin@example.com,$2bS$12SE3ix0OfnQV5/8TV8g1Qr0.9Xh5YJIX5xW316Dc6Dq9JkZ1JQa0n2mK

Appendix B: Generating Fernet Keys

from cryptography.fernet import Fernet

print(Fernet.generate_key().decode()) # Add to .env

Appendix C: Versions




Versions

V1:function

\Users\o01701\Desktop\Masters EVS\V1> & C:/Users/o1701/AppData/Local/Programs/Python/Python38-32/python.exe c:/Users/01701/Deskt
op/Masters_EVS/V1/version_1_auth.py
* Serving Flask app 'version_1_auth'
* Debug mode: on

* Running on http://127.0.0.1:5000
Press CTRL+C to quit

* Restarting with stat

* Debugger is active!

* Debugger PIN: 106-843-281

127.0.0.1 - - [14/Jul/2025 18:00:08] "GET / HTTP/1.1" 484 -

127.0.0.1 - - [14/Jul/2025 18:00:09] "GET /favicon.ico HTTP/1.1" 4@4 -

Not Found

The requested URL was not found on the server. If you entered the URL manually please check vour spelling and try again.

({) Getting started X GeT http://127.0.0.1:5000/lo¢ ®

http://127.0.0.1:5000/login

http://127.0.0.1:5000/login
Body
none form-data x-www-form-urlencoded @ raw binary GraphQL

"email”:

word" :

405 METHOD

html
lang=en
405 Method Not Allowed
Method Not Allowed

The method is not allowed for the requested URL.




http://127.0.0.1:5000/login

http://127.0.0.1:5000/login

Body

form-data x-www-form-urlencoded ® binary GraphQL

Body S ( ! It 200 OK

{} JSON +




Version 2

http://127.0.0.1:5000/login

http://127.0.0.1:5000/login
Headers (8) Body

form-data x-www-form-urlencoded ® raw binary GraphQL

"email":

"password":

"message":

"vote_token":

® POST http://127.0.01:5000/v. ®

http://127.0.0.1:5000/verify-token

http://127.0.0.1:5000/ verify-token

aders (8) Body

none form-data x-www-form-urlencoded @ raw binary GraphQL

"token":

Body Cookies

{} JSON v

1 1
"email":

"message":




Version 3

http://127.0.0.1:5000/vote

http://127.0.0.1:5000/vote

Body

form-data x-www-form-urlencoded @ raw binary

“token":

"candidate":

"message”:

"zkp_hash":

GraphQL

POST http:/f127) X POST http:/127.(

http://127. http:/127.0.0.1:5000/login

http://127.0.0.1:5000/vote

Body Scripts Settings

none form-data x-www-form-urlencoded ® raw binary

"token":

“candidate” :

Body Cookies Test Results

Headers (5)

& \Vie ~
¥ Visualiz v
tQ Visualize

{} JSON v

1 i

"message" :

POST http:/[127.0.C »

GraphQL

401 UNAUTHORIZED




http://127.0.0.1:5000/votes

http://127.0.0.1:5000/votes

Body

none form-data x-www-form-urlencoded @ binary

"total_votes"

"zkp_vote

“"total_votes

"zkp_votes":

GET http://127.0.0. »

GraphQL




Version 4

http://127.0.0.1:5000/tally

http://127.0.0.1:5000/tally

Autt , Body

form-data x-www-form-urlencoded @ raw binary

vote

pted

Version 5

GET hittp:/127.0.0. »

GraphQL




t® POST Vote_w/_Tok ®

Vote_w/_Token

http:/{127.0.0.1:5000/vote

Authc i [ Body

none form-data x-www-form-urlencoded ® raw binary GraphQL

3 FORBIDDEN

Version 6

Home Workspaces AP| Network

Disin OL's Workspace Mew  Import

Colections

Login
POST Vole

oET Tally

Post-res

Code snippet

Pythen - hitp.client




Version 7

Home Workspaces APl Network

Disin OL's Workspace Mew  Import

Colections

Now F 0.0.1:5000/login

POST Login
POST Olld_Verify_Token

POST Vot w)_Te xm-data w-www-form-uries

S ve-

POST Login

alice@example.com, $2b!
e.com,$2b$12$412R30aZ)F
arlieBexamp om, $2b$12$3U.

dana@example.com,$2b$128im

, reloading

OUTUNE

TIMELINE

10



OUTUNE
TIMELINE

Colections

POST Login

PosT Old_Verify_Token

POST Login
POST Vi

T4

Mew

Import

11

¥ used_tokensta X

o]




Version 8

X % fernet key.py

L ] env

> fernet_key.py

used_token.txt

PS C:\Users\o1701\De op\Masters_EVS\V8> & C:/Users/o1701/AppData/Local/Programs/Python/Python38-32/pyth B Python
on.exe c:/Users/o1701/Desktop/Masters_EVS/V8/fernet_key.py .
PhtMYSASHKNLZICt-aYLmsSKZrabQYPGAOzqZ2] FAu!
PS C:\Users\o1701\Desktop\Masters_EVS\V8> —]

> OUTLINE
> TIMELINE

OPIN (oS [f vt

ouTuNE

1y

12



i3]
B vote

ote_chain.csv
* Serving Flask app 'V8'
* Debug mode: on

votes.csv

* Running on http://1
Press CTRL+C to quit
* Restarting
* Debugger i
* Debugger PIN:
.0.2.1 - - [20/Jul/2
8.0.1 - - [28/3ul

- .0.0.1 -
> OUTLINE 7.0.0.1 -

> TIMELINE

Add Log
Home Workspaces ~ AP| Network
Disin OL's Workspace Mew  Import

[w) Vote Copy

Colections

hittp:/

PosT Login Copy

POST Vole Copy

EAAAAABOFEM]87cBELOXyrsHb28TIXFIMePxvIXaX

“GET / HTTP/1.1"

{3 visualize

13

200 -

8

H votescsvy X

X5x2C9-hYL8Y1k8p7-qlTg3gCyjvDhqEb7C89rviRDX

hUo4dy@EA==

>.] Python




OPIN (DTORS

ouTUNE
TIMELING

APl Network

Mew  Import

L New Request
Colections

Tally Copy

POST New Requs

14



Home

Oisin OL's Workspace

New Request

PoST Login Copy

oET New Request

¢ Admin Dashboard

View Tally

Vote Tally

1.
"total _votes®: 1

Verify Blockchain

15



¢ Admin Dashboard

Wiew Tally

Verify Blockchain

Blockchain Status

Blockchain integrity verified

OPIN LDITORS

B o

ouTUNE

TIMELING
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OPIN (DITORS

pythoe

ouTUNE
TIMELING
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Version 9

CrypTally: E-Voting System

Email address

Password

Verify Your Vote

Receipt ID

ing_from_c

-]

-
OUTLINE

TIMELINE
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Results

* Figure 1
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