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Configuration Manual

Chinelo Lauren Nwobbi
Student ID: x23333057

1 Introduction

This study is designed to enhance the security posture of web applications by integrating secure
design principles like defense in depth and secure design by default, the proposed model
incorporates security mechanisms like adaptive rate limiting, honeytokens and bot detection.
This configuration manual defines technical steps that outlines system requirements,
software’s, frameworks and tools required to replicate the experimental set up of the model.

2 System Configuration

This section outlines the hardware specifications and development environment used to build
the Adaptive Rate Limiting (ARL) model, along with tools and libraries used to build API

2.1 Hardware and Operating System

Component Details

Operating System macOS Sonoma 14.6.1 (23G93)

Processor 1.4 GHz Quad-Core Intel Core i5

Memory 8 GB 2133 MHz LPDDR3

Development tools Visual Studio Code, Terminal, Postman,
pgAdmin, RedisInsight

Table 1: Details on components used.

2.2 Prerequisites
To adequately replicate this project the following is required:

1. Node.js

2. npm

3. PostgreSQL

4. Postman

5. OWASP ZAP

6. Visual Studio Code

2.3 Software Used

This section gives an overview on software used in this project along with their versions and
brief descriptions.

Software Description

Node.js (22.9.0) This is a runtime environment used for
server-side scripting; it allows developers
create servers that can make calls to a
database.




Npm (11.4.1)

Package manager for and

managing packages

installing

PostgreSQL (15.2)

Database for storing user data, request logs,
and denylist entries

RedisInsight

GUI for monitoring and managing Redis
Database.

Postman (11.56.4)

Used for testing API endpoints with

performance and functional tests

Visual Studio Code (1.102.3)

Integrated development environment for
development of the project

React (*19.1.0)/Vite (*6.3.5)

This is an opensource library for user
interface (frontend) development that allows
the development of the user interface using
components, the frontend application was
broken down into multiple components
including Login.jsx, CreateUser.jsx,
Home.jsx and App.jsx

Table 2: Details on Software used

2.4 Libraries and Tools

Library/Tool
axios:
"A1.11.0",

cors: ""2.8.5",

dotenv:
"716.5.0",
express:
""5.1.0",
express-rate-
limit:
"~7.5.1",
express-
validator:
"7.2.1"
helmet:
""8.1.0",

jsonwebtoken:

"19.0.2",

react:
"719.1.0",
react-dom:
"719.1.0",
react-router-
dom:
""7.6.2",

Description

Axios is a tool used to create http request to external resources, it
automatically transforms data to JSON for easier processing. Axios was
used to make requests directly to the backend using the backends https

URL.

For authorized resource sharing with external third parties. Used for
allowing requests between frontend and backend.
Loads environment variables from an .env file

This is a Node.js framework designed for building web applications and

APIs

This is a rate limiting tool offered by Express.js to limit requests to a
server per hour, this tool was used in Baseline model 2 and in beginning
implementation stages of the ARL model.

Middleware for validating and sanitizing incoming request data.

Adds security-related HTTP headers to protect the app from well-known

vulnerabilities.

This is a standard for transmitting data securely between parties using
JSON ref here, in this application it was used primarily on the login API
endpoints for authentication and authorisation.

Main library for building user interfaces in the frontend.

used to render components in the browser

This tool was used in react to enable navigation across different
components. Its Route function was used to define routes to each
component in App.jsx and it Link function was used to call those routes in
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other components. That is the link function is used in Home.jsx to link to
the Login.jsx by calling on its predefined route.

berypt This tool was used to hash passwords into the database and compare

hashed passwords on creation of users and logging in respectively.

ioredis This was used to connect express application to a Redis instance to

enhance adaptive rate limiter.

Table 3: Details on Libraries and tools used.

3 Steps required to configure and run project

This section establishes steps required to successfully set up and run the project developed for
this study. Users can either clone codebase from GitHub or download directly from Moodle
with both methods leading to the same results.

3.1 Environment set up

1.

Download Postgres via: https://www.postgresqgl.org/download/
Install node:
Mac:
Download and install Homebrew
curl —o- https://raw.githubusercontent.com/Homebrew/install/HEAD/install.sh
| bash
Download and install Node.js:
brew install node@22

Verify the Node.js version:
node -v # Should print 'v22.18.0".

Verify npm version:
npm -v # Should print "10.9.3".

Windows:

# Download and install Chocolatey:

powershell —c "irm https://community.chocolatey.org/install.psl|iex"
# Download and install Node.js:

choco install nodejs —-version="22.18.0"

# Verify the Node.js version:

node -v # Should print 'v22.18.0".

# Verify npm version:

npm -v # Should print "10.9.3".

3.2 Code set up

wh =

6.

Open Visual Studio Code

Navigate to Integrated Terminal

Clone and navigate into project (If cloning from GitHub)

git clone https://github.com/chinelon/Practicum.git

cd Practicum

Download and extract zip files (If downloaded from Moodle)
Navigate to backend and install dependencies

cd backend

npm install

Create and configure .env file n backend with the following:

DB_USER=postgres



DB_HOST=1ocalhost

DB_NAME=practicum

DB_PASSWORD=chinelo

DB_PORT=5432

PORT=10000
JWT_SECRET=b292398ded794e65efbb474e7f6b6be7449a516069b9f709866119321211f8d796aa8
€4373d218498d523eaea7d2727effc3fdbcc2e35cf5ec348137624669663

DB_URL=postgresql://neondb_owner:npg_P3lomrjShCsl@ep-little-forest-a2731lczg-
pooler.eu-central-
1.aws.neon.tech/practicum?sslmode=require&channel_binding=require

REDIS_USERNAME=default
REDIS_PASSWORD=8Luau8ilycqpnw3thBZeAxP1mAMZfQrT
REDIS_HOST=redis-17508.c1l.us-east-1-3.ec2.redns.redis—cloud.com
REDIS_PORT=17508
7. Start backend with:
node index3.js
8. Open a new terminal and navigate into the frontend folder, install dependencies and
run.
cd Practicum
npm install
npm run dev
9. If dependencies are missing or installation fails, manually run:
Backend:
npm install cors dotenv express express—rate-limit express—-validator helmet
jsonwebtoken bcrypt ioredis winston

frontend:
npm install axios react react-dom react-router—dom

4 Source code walkthrough



v PRACTICUM
v
>
>
> tests
> throway
& env
adaptiveRateLimiter.js
botDetectionMiddleware.js
db.js
denylistMiddleware.js
index3.js
package-lock.json
package.json
redisClient.js
v Practicum
>
> public
> src
& .gitignore
@ eslint.config.js
<> index.html
package-lock.json
package.json
® README.md
vite.config.js
& _gitignore

® readme.md M

Figure 1. Screenshot of project structure

4.1 Frontend

The frontend section of this code is comprised of what the user can see i.e. home, login, create
users and admin pages.

Home.jsx renders the home page/landing page that links to login page. This page also has the
bot honeytoken.

import { useEffect, useState } from 'react’;
import { Link } from 'react-router-c
import axios from 'axios';

5  function Home() {

const [isBlocked, setIsBlocked] = useState(false);
const [showPopup, setShowPopup] = useState(false);
const [lockdown, setLockdown] = useState(false);

> useEffect(() => {
hoM;

const handleButtonClick = async () => {
}

Login sign up
> const handleButtontiumanClick = async () => {
return ( 11 H

<tiv classhane="hone" style={lockdown 7 { pointerEvents: ‘none’, opacity: 8.4 } : (1> eicome 10 the Irinity Rnospita
div id=
<Lin onClick={(e) => lockdown & e.preventdefault()}>Logine/Link>
<Link to="/signup" onClick={(e) = lockdown & e.preventDefault()}>Sign up</Link>
div:

Where all patients are valued and cared for
<hl>Welcome to the Trinity Hospital</hl> CED - A6
<poWhere all patients are valued and cared for.</p>

<button onClick={handleButtonClick} disabled={lockdown}>Click Me</button>
<button onClick={handleButtonHumanClick} disabled={lockdown}>Admin</button>
{showPopup && (
<div style={popupStyle}>
<div style={modalContentStyle}>
<h2>Access Denied</h2
<p>Your TP has been blocked due to suspicious activity. Please contact itsupport@tri
</div>
</div>

Figure 2: Home.jsx

App.jsx contains links to all components in the project to

allow for navigation using react-
router-dom



import './App.css'

import Home from './Home'

import { BrowserRouter as Router, Route, Routes, Navigate } from 'react-router-dom'
import Login from './Login';

import Signup from './Signup';

import AllUsers from './AllUsers';

import PageNotFound from './PageNotFound';

function App() {
return (
<Router>
<Routes>
<Route path=

/" element={<Home />} />

<Route path="/login" element={<Login />} />
<Route path="/signup" element={<Signup />} />
<Route path="/allusers" element={<AllUsers />} />
<Route path="/404" element={<PageNotFound />} />

</Routes>
</Router>
)i
}

export default App;

Figure 3: App.jsx

Login.jsx, this component is the main component for admin login.

import { Link, Navigate, useNavigate } from 'react-router-dom'
import axios from 'axios';
import { useState } from 'react’;

function Login() {
const navigate = useNavigate();
const [email, setEmail] = useState('');
const [password, setPassword] = useState('');

.
St o ST e st ) Login Page
const [53&, setUser] = useState(null);

const handleLogin = async (e) => {~

} Please enter your credentials to log in.
return (
<div className="login"> Back to Home
<hl>Login Page</hl> Email:
<p>Please enter your credentials to log in.</p>
<div className='login-container'>
<Link to="/">Back to Home</Link>
<form onSubmit={handleLogin}>
<div className='form-columns'> Password:
<label htmlFor="enail">Email:</label>
<input
type="text"
placeholder="johndoe@gmail. com"
value={enail} Login
onChange={(e) => setEmail(e.target.value)}
/>
</div>
<div className='forn-columns'>
<label htmlFor="password">Password:</label>
<input
type="password"
placeholder="Password"
value={password}
onChange={(e) => setPassword(e. target.value)}
T T AT m—r

Figure 4: Login.jsx

Alluser.jsx is the component for viewing all users in the database which should only be
viewable to admins.

Signup.jsx is used to create new users, only available to admins



import React, { useState } from 'react’;

import { Link, Navigate, useNavigate } from 'react-router-don'; Back to Home
import axios from 'axios'; >
function Signup() { Create a user here!

const navigate = useNavigate()
const [name, setName] = useState('');
const [phoneno, setPhoneno] = useState('');

const [address, setAddress] = useState(''); Please fill in the details to create an account.
const [email, setEmaill = useState('');

const [password, setPassword] = useState(''); Name:

const [signupError, setSignupError] = useState(null);

const [successMessage, setSuccessMessage] = useState(null);

const handleSignup = async (event) => {
event.preventDefault();

Phone No:
try {
} catch (error) {
}
;i Address:
return (
<div className="signup-container"s Email:
<Link to="/">Back to Home</Link>
<h2>Create a user here!</h2>
<p>Please fill in the details to create an account.</p>
<form onSubmit={handleSignup}> Password:
<div className="form-columns">
<div>
<label htmlFor="nane">Name:</label>
<input si
ign U
type="text" gn Up

placeholder="John Doe"
value={name}
onChange={(e) => setName(e. target.value)}

Figure 5: Signup.jsx (To create users)

Admin.jsx is a fake form used to lure threat actors, when submit button is clicked the human
honeytoken API endpoint is triggered

Admin Login

Back to Home

Submit
Figure 6: Admin.jsx

4.2 Backend

Adaptiveratelimiter.js applies rate limits based on denylist and bot detection middleware
process with the use of Redis with the use of (Adel, 2025)



adaptiveRateLimiter.js X

ickend > 5 adaptiveRateLimiter.js > (] redisClient > 2 username
require('dotenv').config();
const Redis = require('ioredis');
const pool = require('./db');

//Connecta to redis using environment variables
const redisClient = new Redis({
7 username: process.env,REDIS_USERNAME || ‘default’,
password: process.env.REDIS_PASSWORD,
host: process.env.REDIS_HOST,
port: process.env.REDIS_PORT,
i

redisClient.on('connect', () => console.log('@ Connected to Redis'));
redisClient.on(‘error’, (err) => console.error('@ Redis error:', err));

const WINDOW_SECONDS = 60  60; // 1 hour window

async function adaptiveRatelimiter(req, res, next) {
//extract IP address from request headers
const ip = (reg.headers['x-forwarded-for'] || reg.ip || '').split(',")[@].trin();

try {
// Checks if IP is permanently blocked on Redis
const isBlocked = await redisClient.get(*blocked:${ip}");
if (isBlocked) {

return res.status(429).json({ message: 'You are permanently blocked.' });
}

// Checks Postgres denylist table for IP address,

const { rows } = await pool.query(

'SELECT description FROM denylist WHERE ip_address = $1'
Lip]

)i

let maxRequests = 100; // default no
// if exists, fetches description and based on description adjusts rate limits i.e 10 ri
if (rows.length > 0) {
if (rows[0].description
maxRequests = 1;
} else if (rows[@].description
maxRequests =

1 user limit

‘human*) {

‘bot') {

Js adaptiveRateLimiter.js X m -

backend >

adaptiveRateLimiter.js > ...

async function adaptiveRatelimiter(req, res, next) {

// Sets Redis key
const rediskey = ratelimit:${ip};

// Increments request count in Redis. If the key doesnt exist, it will be created |
const current = await redisClient.incr(rediskey);

if (current === 1) {
// Sets expiry for window duration on first request

await redisClient.expire(redisKey, WINDOW_SECONDS);
¥

//bots exceeding limit will be blocked for 1 hour, returns 429 status code

}

+
¥

if (current > maxRequests) {

if (rows.length > 0 & rows[@].description
await redisClient.set( blocked:${ip},
}

bot') {
» "EX', WINDOW_SECONDS);

return res.status(429).json({ message: 'Too many requests. Please try again late

¥

// Allow the request if everything is fine and the limit is not exceeded
next();

catch (err) {

console.error(‘Adaptive rate limiter error:', err);

next();

module.exports = adaptiveRateLimiter;

74 modul

exports.redisClient = redisClient; // Exports redisClient |

Figure 7: adaptiveRateLimiter.js

Botdetectionmiddleware.js detects and logs potential bots based on user agent analysis and

request patterns

botDetectionMiddleware.js M X

botDetectionMiddleware.js M X % O

ickend > botD i i js > @ botD
const pool = require('./db');
const express = require('express');
const rateLimitMap = new Map();

// logBotToDatabase function logs bot data such as IP, user agent, and description to ti
async function logBotToDatabase(ip, userAgent, detectionType) {
const cleanlp = ip '::1' ? '127.0.0.1' : ip;
try {
const query = °

INSERT INTO denylist (ip_address, user_agent, description, denied_at, detection
VALUES ($1, $2, $3, NOW(), $4)
ON CONFLICT (ip_address)
DO UPDATE SET
detection_count = denylist.detection_count + 1,
denied_at = NOW()
RETURNING *;

await pool.query(query, [ip, userAgent, detectionType, 11);
console.log( Logged bot IP ${ip} to database’);
} catch (err) {

console.error('Error logging bot to database:', err);

function botDetectionMiddleware(req, res, next) {
// Extract user agent and IP address from request
const userAgent = req.headers['user-agent'] || '';
const ip = reg.ip || reg.headers['x-forwarded—for'] || req.connection.remoteAddress
const path = req.path.toLowerCase();
// Bot keyword array used to detect bots based on user agent string
> const botKeywords = [
1
// Check if user agent contains any bot keywords in predefined array
const isBotUA = botKeywords.some(keyword =>
userAgent.toLowerCase().includes(keyword)
);

// Request rate limiting checks

const now = Date.now(); //sets curerent time

const lastSeen = rateLimitMap.get(ip); // retrieves last seen time for IP from rate
rateLimitMap.set(ip, now); // updates last seen time for IP in rate limit map

ranet timaQincal actBamnact — lactGoan 2 naw — lactGaan + nulls // ralrilatac tima o

backend >

15 botD i i .js > @ botD

function botDetectionMiddleware(req, res, next) {

120

const timeSinceLastRequest = lastSeen ? now - lastSeen : null; // calculates time
// If time since last request is less than 1 second, it indicates a potential bot
const isTooFast = timeSincelLastRequest

null & timeSinceLastRequest < 100!

// If user agent is in bot keyword array or request is too fast,
if (isBotUA) {

console.log('Bot detected from IP ${ip} - ${userAgent}’);

logBotToDatabase(ip, userAgent, ‘bot');

// return res.status(200).send('Bot detected, no action taken');

} else if (isTooFast) {
console. log( Suspicious behavior detected from IP ${ip} - ${userAgent}’);
logBotToDatabase(ip, userAgent, ‘'bot')
return res.status(200).send('Suspicious behavior detected, no action taken');

log to database

console.log( Request from IP ${ip} - ${userAgent}');
next();

module.exports = botDetectionMiddleware;

Figure 8: botDetectionMiddleware.js

Index3.js is the backend entry point, it initialises express server and loads libraries and

middleware for CORS, helmet, adaptiveratelimting.js, botDetectionMiddleware.js
denylistmiddleware.js. this is where all API endpoints are defined.

and



require(*dotenv').config();

const pool = require(*./db'); N

const express = require('express'); app.get('/', denylistMiddleware, (reg, res) => {

const cors = require('cors'); res.status(200).json({ message: 'Welcome to the API' });

const helmet = require('helmet'); res.set({

const rateLimit = require('express—rate-limit'); 'X-RateLimit-Limit': maxRequests,

const bcrypt = require('bcrypt'); ‘X-RateLimit-Remaining': Math.max(maxRequests - current, @),
const jwt = require('jsonwebtoken'); 1 H

const { body, validationResult, param } = require('express-validator');

const botDetectionMiddleware = require('./botDetectionMiddleware'); S H

ter').fetchRat

v

t {adaptiveRatel er, fetchRatel ax } = requ './adaptiveRateLimiter'); app.post('/signup’, =
const adaptiveRateLimiter = require('./adaptiveRateLimiter'); 1

const denylistMiddleware = require('./denylistMiddleware');

// Login

app.post('/login', =

v

const app = express();
app.use(denylistMiddleware); oM
app.set('trust proxy', true);

// Authentication middleware

function authenticateToken(req, res, next) {-

v

app.use(helmet());
//app.use(fetchRateLimitMax);

app.use(adaptiveRateLimiter);

app.use(botDetectionMiddleware); > app.get('/allusers', authenticateToken, async (req, res) => {=-
H;

app.use(cors({

origin: ['http://localhost:5173', 'https://practicum-eta.vercel.app'l, > app.get('/users/:id", =

methods: ['GET', 'POST', 'PUT', 'DELETE'I, i

credentials: true
H); > app.put('/users/:id*, =

};

app.use(express.json());
> app.delete('/users/:id", =

> function generateToken(user) {- b;

//honeytoken endpoint human detection

Figure 9: Index3.js
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